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image4.tiff
3acrocyBaHHA TexHonorii LTE

LTE e nactymmuM micas 3G HOKOMIHHSM MOOGLIBHOrO 3B'SI3KYy 1 mpamoe Ha 6asi IP-
TexHomnoriit . OcHoBHa BigMiHHicTs LTE Bijff MonepeHMKIB - BUCOKA IIBUAKICTh Nepefadi AaHuX. B
MIiXKHADOJIHOMY CTaHAapTi BKasaHi mucpu B 173 M6it/c Ha npuitom (download) i 58 M6it/c Ha
nepepady (upload) imgopmauii. [aHuil cTaHgapT 3B'S3KY YETBEPTOrO IOKONIHHSI PO3POGWIO i
3aTBepAMIo MixHapoyiHe napTHepcbke 06'eqHanHs 3GPP.

IpaBuibHa HepeBipKa MOKPUTTS 1 BU3HAYEHHS TOTO, sIKa SIKICTh IHTepHeTy GyJie - 3aJIeXXUTh
BiJI IEKiIbKOX (haKTOpiB:

> BinanenicTs Bij 6a30B0i cTaHmuii

»Penbed MicuesocTi

» 3aBaHTaXeHICTb Mepexki i cCaMyx 6a30BUX CTaHL{i
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QcobnusocTi nobynosu mepex LTE
OGnacTh Mepexi pafiofoCTyIly JIOTiYHO pO3fileHa Ha fBa piBHS: piBeHb

pamiomepexi (RNL, Radio Network Layer) i piBenr TpascmoprtHoi Mepexi (TNL,

Transport Network Layer).

Bsaemopis BC B oGmacti Mepexi
pamiofocTymy 3mifiCHIOEThCS Ha OCHOBI X2-

iHTepdeiicy.
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3abe3neueHHa 6e3neku nepesadi iHdopmaii 8 LTE

Ha pisiax Mepeaenoro i
KODHCTYBLILHIILKOND

Ha pisi 1o3urin

OcHoBHi rpymu 6e3nexu craufapty LTE:

apxiTekTypa Ge3neku Mepexi MOBMHHA 3a6e3MeYUTH KOPUCTYBaiB HaIiiftHIM JOCTYTIOM JIO CEpBICiB i
3aXUCT BIJ{ aTaK Ha IHTepeicH;

MepeKeBuit piBeHb [IOBHHEH JI03BOJIATH By3/1aM MEpEXi 6e3MeyHo OGMIHIOBATHCS SK JAHUMU
KOPHCTYBAYIB, TaK 1 KePyIOUIMH JaHIMH 1 3a0e31edyBaTH 3aX¥CT BiJj aTaK Ha IPOBITHI JIiHii}

KOPHCTYBAIbHULBKYIA PiBEHDb [I0BUHEH 3a0e3MedyBaTy Ge3NeyH il JOCTYII 10 MOGLILHOIO IIPUCTPOIO;
PiBeHb I0AATKIB OBUHEH rapaHTyBaTH Ge3MeYHINT OOMiH IOBiTOMIICHHSIMH;

BUUMICTb i MOXK/IMBICTE 3MiHM HATIAIITYBaHb GE3MeKHU [IOBMHHA [I03BOJISTA KOPUCTYBayeBi
Ti3HABATHCS , Ui 3a6e3MeuyeThCs Ge3neKa i BKIIOUATH Pi3Hi PEXUMHU JIs ii 3a0e3MeUeHHs.
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AHani3 3arpo3 6e3neku B LTE-mepekax MobinbHOro 38'A3Ky

3arposa / [Tianazox JlokankHa aTaka ATaka Ha SIpo Mepexi T'noGanbHa aTaka
CMapT nepeIKoay Majoi IOTYKHOCTI.
TommpeHHs WKiTMBIX
Binmosa B Pajtio nepeiKoau CpsiMoBaHi, Ha ATaxa Ha OCHOBHi €JIleMEHTH
nporpam. Cknajsa
o6cmyroByBansi (Dos) | 6a3oBi cranji. Pagjio nepemkom | Mepexi. ATaka Ha (eMTOCOTH.

crpsiMoBaHi, Ha hemTOCOTH.

nocrifHa 3arposa (APT).

Posnopinena BigMoBa B
o6cyroByBaHHi

(DDos)

3aBaHTaXEHHSI 3 BUKOPUCTAHHSIM SMS.

Kuacprdna aTaka 3 BAKOPHCTAHHSM
npotokosis ICMP, UDPi T. 1.
Kom6iHoBana aTaka 3 BAKOPUCTAHHIM

TEPEIIKO/| MAJIOT TIOTYKHOCT.

HSS-nacuuenns. Jacra
ycTaHOBKa i pos'eHanus /
3'equannst 3 EPC. Borrer 3

MOGIITBHUX TIPUCTPOIB

BorueT 3 MOGimbHIX
npuctpois DDoS npotu

30BHILIHIX By3JIiB Mepexi

ATaka BHYTpilIHEOro

3TIOBMUCHHKA

CTBOpEHHSI Pi3HUX NEPELIKOJ] B pOGOTI

6a30BHX CTAHIIIT Mepexi

Hanecenns ¢izuannx
TOMIKO/PKEHE 260 BUKITIOYEHHS

KITIOYOBHX EJIEMEHTIB MEpexi

DDos npory iHmmx

YYACHUKIB Mepexi
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Po3paxyHKM 30HU NOKPUTTA Ta NPOMNYCKHOI 34aTHOCTI
B po6oTi 3aCTOCOBYETBLCS TPUCEKTOPHA aHTEHA, POIIUIMMO MICIEBIiCTh Ha TpM cekTopa: cekTop A - 0°, cektop B - 120°,
cextop C - 240°. I3 3aB[jaHHs HA IPOEKTYBAHHS BilOMO:
1) Bucota anrenn Mo6inbHoi crannii (MC) npuitMaeThest piBHOO 1,7 M.
2) Bucora nigitomy antenn BC hge= 30M
Tlicns npoBeieHHs PO3PaxyHKIB BTPAT NOIMPEHHS /IS BiJIOBIIHOro THIy MiCIIEBOCTi, po3paxyHKoBoi BifcTani Biff BC o MC,

ouikyBauoi Bificrasi i BC o MC, My oTpuManu HacTymHi pe3y/IbTaTH:

Hanpsmox [Brparh npu ouikysasoM|  Ouikysare
cextopa BC nommpersi, LP, 1B | nommpensa,LP,
oo CII, 2B
rpan. BCMC wMix BC i
MC, kv
Cexrop C 1412 1,4100m
Cexrop 10-3 145 1,445km
Cexrop 0-B 146,7 1,465km

Pesynbraru pospaxynkis Mogeni COSTA231-Xara
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Po3paxyHK1 30HW NOKPUTTA Ta NPONYCKHOI 34aTHOCTI

IIponyckHy 3MaTHICTb MEPEXi OLHIOIOTh, TPYHTYIOUUCH Ha CEPEIHIX 3HAYCHHSIX
CNIEKTPAILHOI €(hEKTUBHOCTI COTH.

CrexTpasnbHa e(heKTUBHICT - BiTHOILICHH IIBUAKOCTI Nepefiayi JaHuX aGOHEeHTiB
MepexXi B neBHiii reorpaciumiit o6macTi (coti) Ha 1 'y cMyru gacror (6it / ¢ / 'y / cora), a
TaKOX SIK BiJJHOIICHHS. MAKCHUMAJILHOI IPOITYCKHOI 3AaTHOCTI MEPEXi 10 IMPHHU CMYTH OJHOTO
YaCTOTHOTO KaHaIy.

CepenHs IPOIyCKHa 31aTHICTH 6230801 cTaHLil ReNB 004nCIIOeThCS NUIIXOM
MHOXXEHHSI IIPOILyCKHOI 3[aTHOCTI OJHOTO CEKTOpa Ha KiIbKICTh CEeKTOpPiB 6230B0i cTaHIil,
Hexaii uncno cekTopiB eNB piBHO 3, oTpuMyeMmo:

Reng =Rprjur -3
* Topi pa ninii DL(BHU3):
R,y pr =343 -3 =102,9 Mé6it/c.
* Bignosigao anst ninii UL(Bropy):
R,ygur = 18,29 - 3 =54 87 M6it/c.
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BucHoBsok
Mu 3’sicyBaim, mo 3axuct B Mepexi LTE mepen6adenmii Ha piBHi JOCTYIy A0 Mepexi, Ha DIBHSIX
MEpe3KEBOr0 i KOPHCTYBALLKOTO IOMEHIB, Ha PiBHi IporpaM Ta piBHi BifoGpaxxeHHs i Koudirypariit. Ha koxzomy
3 IMX PiBHIB:
* 3IfICHIOETHCS ayTeHTH]IKALlis BCiX PUCTPOiB;
* BUKOPHCTaHHsI He TinbKu IP-afipecn, a i CCTEMH PO3IOBCIO/KEHHS KIIFOUiB IM(pyBaHHI VISl BCIX PUCTPOIB,
MIJKITIOYEHNX {0 MEPexi;

* 36epiraroThCst METOH ayTeHTH(DIKaNii KOPUCTyBaYiB 1o NpuB'sui g0 Kapt USIM.

I3 BUKJIajieHOro MaTepianmy pOGOTH Ta NMPOBEEHHX JOCTIDKEHb MOXHA 3DOGHTH BHMCHOBOK, IO Ha
CydJacHOMY eTani PO3BUTKY pajio3s’sisky — Mepexxa LTE € HaiGLIbII MacOBMM Ta NEPCIEKTHBHUM CTaHIAPTOM
6e3npOBIHOrO 3B'SI3KY, sSKMil 3a0e3edy€e BHUCOKMI PiBeHb 3aXHCTy iH(OpMalii KOpHCTYBa4a y MOpIBHSHHI 3
mepexkero GSM. Mepexa Moxe GyTH aTakOBaHA 3JIOBMHUCHMKAaMM, ajleé BOHA BCEO[HO 3abe3redye MOTPiGHI

eHepreTHYHI OKa3HUKY Ta BUCOKUI PiBeHb 3aXKCTy iH(popMalii BITHOCHO iCHYrOUMX 3arpos.

Bci yHKTH TEXHIYHOTO 3aBJjaHHs] BUKOHAHI B IIOBHOMY 00CSI3i.
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AKTyanbHicTb poboTtu Ta ii meTa
3axMCT AaHKX B CUCTeMaX paaio3s’asky TexHonorii LTE. Poaitenes PomaH Muxaiinosuy

AKTyanbHICTB 3aXUCTy iH(pOpMallii B Cy4aCHUX CHCTEMax pajio3B’si3Ky TexHounorii LTE
TIpUBEPTAE Bce GiMblie YBary sk ONepaTopiB MOOINIBEHOTO 3B’SI3KY, TaK i 3BUYANHUX
KOPHCTYBayiB Mepexi.

Meroro faHoi po6oTH € aHani3 ocobmBocTi Texnonorii LTE Ta cucteM st mifBuiieHHs i
3aXMIIEHOCTI.

Beaneka Mepexi — Lie MepII 32 BCE 3aXUCT MePexi 1 BCiX MiKIFOYEHNUX 10 Hel pecypciB
Bijf pi3HUX 3arpo3. Be3neka Bkiroyae B cebe sIK (i3HyHi, TaK i NPOrpamHi 3axofu MPOTHUAIL, SIKi
HEOOXimHi U1l 3aXMCTy iH(PAaCTPyKTypd MepeXi BiJfi HECAaHKLiOHOBAHOIO JOCTYIy,
HEKOPEKTHOI pOOOTH, HEMPAaBOMIPHOrO JOCTYIy, Mofudikanii Ta pyiHyBaHHS NepeaBaEMoi
incopmanii.




image2.tiff
OcHoBHi ocobnusocTi ctaHaapTy LTE

Mo:kHa Ha3BaTH TaKi OCHOBHi oco6nuBocTi TexHosorii LTE:
Io-nepine, y cuctemax LTE BUKOPHCTOBYIOTHCS /IBa OCHOBHI METOJM AYILUIEKCHOTO 3B’SI3KY:
mymnexc 3 yacrotHuM nofiioM (FDD) i aynnekc 3 TivyacoBuM noaioM (TDD).
ITo-npyre, B paioinTepdeiici BUKOPUCTaHI HOBI METO[I PafiiOfOCTYIy:
< OFDMA (Orthogonal Frequency Division Multiplexing Access) — OpTOroHajlbHe 6araTo4acToTHe
MyIBTUIUIEKCYBAHHSI — B JIiHii «BHU3»;
« SC-FDMA (Single Carrier FDMA) — 4acTOTHE My/IbTUILIEKCYBAHHS 3 OJHIEI0 HOCIHOIO
YACTOTOI0 — B JIHIi «BrOpPY».
TTpu npx MeTofax pajiofioCTyIy Pa3oM 3 KBaipaTypHOIO (pasoBoro MaHinysiero QPSK, y TexHomorii
LTE BUKOPHUCTOBYETHCS. MORYJISILIisI GL/IbII BUCOKOTO NOPSIKY — KBafpaTypPHA aMIULITy/[Ha MaHIITyJIsIis
16 QAM Tta 64 QAM.
ITo-Tpere, B LTE BUKOpHCTaHA TEXHOJOTISI GaraTOKaHATBLHUX aHTEH, OCHOBAHA HA IPOCTOPOBO-
YacOBOMY KOAyBaHHi pajiokananis MIMO (Multiple Input Multiple Output).
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3aranbHi npuHumnu TexHonorii MIMO B mepexax LTE

Basosan cTaHuus
Pa3mewenue no YBP,
Moaynsrop PaaveweHme no hopmuposanve OFDMA-curHana
YPOBHAM 1
npeasapuTenbHoe
Moaynstop ¥apasanie Pa3mewenue no YBP,
hopmuposanre OFDMA-curHana
Monb3oBarensckuit TepMuHan - ”u
Yo hy,
Aexonep 2
curHana hy &
MIMO ah

CrpykrypHa cxema MIMO-cucTemu 3 IBOMa IIepefjaBalIbHIMY i JBOMa NpHitMaroaiMe anTeHamu. Taka

cHucTeMa, TOGY/{0BaHa 33 NPHHINOM IPOCTOPOBOTO YIILIbHEHHS, J03BOJISIE Mi/IBALIIATH MAKCHMAIIbHE 3HAUEHHS.

IIBUKOCTI ITepefiadi fJaHuX B 2 pasu.




