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BIIJIUB ATAK HA BE31POTOBI MEPEXI WI-FI 6E

Mamenos JI.K., Domuenko A.B., Xapuenko H.A.
XapKiBCHKUH HAIlIOHAIFHUHA YHIBEPCUTET paJioeNIeKTPOHIKH, XapKiB, YKpaina

Po3BHTOK MOOIIBHMX NPHUCTPOIB MNPU3BIB 10 3MIHM HANpPSMKY €BOJIOLIT
TENEKOMYHIKaIlifHUX ~ TexHojoriid. Tox ocobnuBoro mommpeHHs Halyna
peainizanisi TEXHOJOTiH 0e3ApoTOBOI mepenaui maHuX, Bimoma sk Wi-Fi. Wi-Fi
peanizye TexHonorii, onucani B crannapti IEEE 802.11 Ta y 6aratbox nmompaskax
JI0 HBOTO.

B nmaHuii 4yac OCTaHHBOIO MOUIMPEHOK momnpaBko € cranpapr IEEE
802.11ax, mo otpumas Ha3By «Wi-Fi 6E». Tak sk, 3 ormsany 3axucty iHdopmariii,
0e31pOTOBI Mepexi € HalOLIbII BPa3MMBIMH 1O aTakK 3J0BMHCHHKIB. Y Mepekax
Wi-Fi cminm ocoOmuBy yBary NpUAULITA THTAHHAM 11 3aXHCTY, Ta KepyBaTHCS
NpUHOUIAMU  iHpopMamidHOi  Oe3mekw, sKi TOoNATaloTh Yy  3a0e3leucHHI
KOH(]iIEeHIIIHOCTI Ta MUTICHOCTI iH(pOopMAIIii, a TaKoXK AOCTYIy A0 Ii€i iHpopmarii
[1]. Crammapt IEEE 802.1lax BBOmMTP HOBWI wacTOoTHHH miamazon 6 [T i
3a00poHsie€ Ui HBOTO BHKOpHCTaHHs neskux pre-RSNA (WEP, Shared Key
Authentication, Open System Authentication without encryption) ra RSNA (WEP,
TKIP) anroputmiB, a TakoX 101a€ 00OB'I3KOBUI 3aXHCT KaApiB ympaBiiHHA [2].
OcCKinbKH O1IBLIICTE KOPHIOPATHBHUX Mepex jaoci 0aszyerbess Ha Wi-Fi 5, HoBuid
4acTOTHUH Aiana3oH 6 ['T11 3anuinaeTsest HENOCTYHUM JUIsl IHQPACTPYKTYPH.

Metoro nonoBini € anamiz crangapty IEEE 802.11ax Ta #ioro 4yTimBocTi 10
30BHIIIHIX aTaK.

B nomoBixi HaBOAATHCS pe3ynbTaTH TECTyBaHHS MEPEXi, IO MPALIOE HA
crangapti Wi-Fi 6E. Amnami3 pe3ysbTariB MMoKa3aB, 1[0 aTaKh 3aJIUIIAIOTHCS
aKTyaJJbHUMH JUIS MEpPEeX OCTaHHBOTO ITOKOJNIHHS 1 HEraTHMBHO BIUIMBAIOTH Ha
Ipane3 aTHiCThb.

Po3risiHyTo 3arpo3y HOBOro wactoTHoro niamazony 6 ITm: ocHoBHa
npobJiemMa noJjirae B TOMy, 1110 00J1aiHaHHSI B KOPIIOPATUBHUX MEpexkax 0a3yeThes
Ha Wi-Fi 5 i He npairoe Ha 6 [T, YV 3B'I3KYy 3 1IUM BEJIMKY 3arpo3y CTaHOBJISTH
aTaky, 3aCHOBAaHI Ha CTBOPEHHI MiJPOOJEHUX TOYOK JOCTYIy, HANPHKIIAJ] aTaku
TUITY «37TUH IBIHHKY.

Cnucoxk Jirepatypu

1. Architecting Next Generation Wireless Network with Catalyst Wi-Fi 6E Access
Points // Cisco Live URL: https://www.ciscolive.com/c/dam/r/ciscolive/global event/docs/
2022/pdf/BRK EWN-2024.pdf

2. 802.11ax-2021 - |EEE Standard for  Information  Technology—
Telecommunications and Information Exchange between Systems Local and Metropolitan
Area Networks-- Specific Requirements Part 11: Wireless LAN Medium Access Control
(MAC) and Physical Layer (PHY) Specifications Amendment 1: Enhancements for High-
Efficiency WLAN i |IEEE STANDARTS ASSOCIATION
URL :https://ieeexplore.ieee.org/document/9442429
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_ OPFAHI3AL, )
AKI MIPUAHANN YHACTb Y KOH®EPEHLIII
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