IIOJIATOK A
CJIAWIU ITPE3EHTALIIT

- YKPAIHH YHIBEPCMUTET

- MIHICTEPCTBO XAPKIBCbKWA
OCBITH I HAYKHW | HALIOHANBHWHA
PARIOENEKTPOHIKK
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[JocniaxeHHs meToais
nporpamHol peanisadlii
Knacuadikatopis dernKkoBmux

LWaryH A. C,, IT13m-23-1
Haykosuit KepisHuK: Nnpod. Cmenskos C.B.

20 yepBHs 205

AKTYaJIbHICTb JOCJIIXKEeHHS

e [lowwnpeHHs ¢erkoBMX HOBUH 3arpoxye iHpopmaLinHin 6esneu;.
e CouianbHi Mepexi NPULWBUALLYIOTL PO3MOBCHOAXKEHHA Ae3iHdopMmallil.
e TpaauuiiHi MeTOAN NMepeBipkn HeedeKTVBHI NPU BeNNKNX obcarax

AAHUX.
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[locTaHoBKa 3aa4i

e Po03pobuTM ePekTUBHY MoLeNb KnacKdikalii HOBUH.
e Buginutn kntouoBi 03HaKU GenKoBUX HOBUH.
e PeanizyBaTu aHanis MaHinynATUBHWX NaTEPHIB.

e 3abe3neunTn paHHE BUSIBNEHHA Ae3iHdopmaLii.

O6'eKT, mpeaMeT, MeTa AOCTiHKeHHS

® 06'ekT: knacudikauia HOBUHHMX TEKCTIB.

® [peamert: anropntMm ML T1a meToam NLP.

® MerTa: cTBOpeHHs ebekTnBHOI Al-cucTemm BUABNeHH:A deikis.
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[Ipo6sieMaTrKa perKOBUX HOBUH

e PopMyBaHHA iHHOpMaLiNHKX ByNb6aLLOK.
e [eHepalis KOHTEHTY.

e Bucoka aBToMaTuM3aLis CTBOPEHHS deliKiB.
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AkTyaJsisalid pileHb

e ABTOMAaTM30BaHi cMCTeMK NepeBipky GakTiB.
e NLP Tta ML aHani3 TekcTiB.
e AHani3 couiansHux rpadis.

e OCBITHI iHILIaTMBM 3 MeZiarpaMoTHOCTI.

Orssig siiTepaTypu

® TOuYHICTb Knacudikauii;

® yac HaBYaHHA mogeni;

® yac Knacudoikauii ogHOro 3paska;
® CnoXkmMBaHHA Nam’ATi;

® [POCTOTa BMNpPOBaAMEHHA.
[ ——
| —
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BHCHOBKH 3 orjndany

® [EdekTWBHICTb KOMBIHOBAHWX MOJeneil.
® BaxausicTe ranbuHHoro HaeuaHHA (CNN, RNN, BERT).
® (CknagHicTb yepes 6AraTOMOBHICTL Ta ipOHito.

® HeobXxigHicTb paHHbLOIO BUABAEHHS.

ObMexKeHHS AOC/IPKEHHS

e PenpeseHTaTUBHICTb AaHUX.
e CKNaAHICTb aHanisy cTUNICTUKN.

e Bucoki obumncntoBanbHi pecypcu.

e MOBHI Ta My/IbTUMOAA/IbHI CKNaAHOLL.
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HeobxiHi pecypcu

[ ]
5
—
Q
(]
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o
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N
T

O6uncntoBanbHi MNOTY>XHOCTI (GPU).

BibnioTekn ML: TensorFlow, PyTorch, scikit-learn, NLTK, SpaCy.

XMapHi cepsicn abo cepsepu.

11

MeToaU JocC/aiKeHHd

® NLP: TOKeHi3aLis, nemaTK3allis, cton-cnoea.

® TF-IDF BekTOpM3aLLig.

® ML: Logistic Regression, SYM, XGBoost, BERT.
®  MeTpuKK: TOUHICTb kKnacuikaLii, TOUYHICTb MO3UTUBHOIC KAacy, MOBHOTA.

12
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baraTokpuTepiasbHa OlliHKa MoJieJieU

e KpwuTepii: TOYHICTb, LUBUAKICTE HaBYaHHS, Yac knacudikay,i, nam'sTe, MpocToTa
BNPOBa/KEHHS.

e Hopmanizauis Ta 3ropTkoea GyHKLA.

13

ApxiTeKTypa cucTeMHu

® 36ip inigrotToBka AaHuX.

.................................

® HaBuaHHA Mogenei.
® 36epexeHHsA mogeneli (joblib).
® [lporHo3syeBaHHA (FakeNewsClassifier).

——
! -

14
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[TporpamHa peaJiizaiiig

e Python, cepegoBuuie PyCharm.
e bi6nioteku: scikit-learn, xgboost, nltk, spacy, joblib.
e [liaTpriMKa KiNbKOX MOAeNei.

13

CniBBigHoLwweHHS train/test: 80%/20%.
Tpu mogeni: Logistic Regression, SVM, XGBoost.
HesanexHa nepesipka epeKTUBHOCTI.
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ExcriepyMeHTaJIbHI JOC/IIKEHHS

TOYHICTb Knacuikawlii:

TOYHICTb MO3UTUBHOIO KAacy.

MosHoOTa: Logistic Regression, SVM, XGBoost.
He3sanexHa nepesipka epeKTUBHOCTI.

17

Pe3ysbTaTH Ta aHaJi3

Toy4HicTL
Mopenb TovHiCcTE MoBHOTa MO3UTUBHOIO
Knacy

SVM 90% 89% 90%
XGBoost 91% 92% 89%

e Halkpalla TouHicTb - XGBoost.

e 3b6asiaHcoBaHICTb - Logistic Regression.

P—
o —

18
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COMPARATIVE ANALYSIS OF MACHINE LEARNING MODELS FOR AUTOMATIC
DETECTION OF DISINFORMATION IN THE DIGITAL ENVIRONMENT

Artem Shahun'", Sergey Smelyakov'
1 Kharkiv National University of Radioelectronics, 14 Nauky Avenue, Kharkiv, Ukraine

Keywords: machine learning models; disinformation; fake news; comparative analysis; automatic
disinformation detection.

ABSTRACT

The spread of fake news in the digital environment seriously threatens information security. Social
networks allow disinformation to quickly reach large audiences, causing social tension and distorting
public opinion. To address this challenge, it is important to apply machine learning models to automate
the process of detecting false information and reduce human involvement in the classification process.
This thesis presents a comparative analysis of five popular machine learning models applied to the task
of fake news detection: Logistic Regression, Support Vector Machine, Random Forest, XGBoost, and
BERT.

BACKGROUND

In today's digital world, users interact with vast amounts of information on a daily basis, which creates a
favorable environment for the spread of disinformation. Now it is more difficult to distinguish between true
and fake information, even for sophisticated users. At the same time, the growing availability of generative
artificial intelligence models (e.g., GPT, deepfake technologies) has significantly increased the level of
plausibility of the content created, making the task of automatically detecting fake news extremely difficult.
This situation calls for the introduction of intelligent systems capable of adaptively analyzing large amounts of
textual information, taking into account the context, style, and source of the data.

OBJECTIVE

The goal of the study is to determine the most effective machine learning model for automatic fake news
detection in the digital environment. The main task is to compare popular models, such as Logistic Regression,
Support Vector Machine, Random Forest, XGBoost, and BERT, taking into account several performance
criteria: classification accuracy, training time, classification time per sample, memory consumption, and
implementation complexity [1].

METHODS

To achieve this goal, the study used a combination of methods, including text data analysis and multi-criteria
evaluation. For the integral assessment, we used the method of normalization of indicators and additive
convolution with weighting coefficients that reflect the practical importance of each criterion (comparative
analysis of models). The Pareto principle was also applied to identify the models that demonstrate the best
balance between performance and resource costs.

RESULTS

Five machine learning models were selected: Logistic Regression, Support Vector Machine, Random Forest,
XGBoost, and BERT, which were tested on datasets with fake and real news. Each model was evaluated by
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several criteria: classification accuracy, training time, classification time per sample, RAM usage, and
implementation complexity. The results of the comparative analysis are presented in Table 1.

Table 1. The comparative characteristics of machine learning models.

Compiled by the author based on [2]

Criteria/Models LOgISt.IC Support Yector Random XGBoost | BERT
regression Machine Forest
Classification accuracy, % 80.52 94.4 94.4 79.22 99
Training time, min 3 10 20 30 90
Classification speed, ms 0.5 5 10 15 120
Memory consumptwn, 3 ) ) ) 1
rated on a 3-point scale
Ease of 1mplem§ntat10n, 3 ) ) 1 1
rated on a 3-point scale

Logistic Regression [3] demonstrated the best balance between accuracy, speed, and efficient use of
resources: it provided high classification speed, minimal memory consumption, and ease of implementation.
The XGBoost model showed a high level of accuracy and worked well with large datasets, but was inferior in
terms of ease of setup and required more training time. Support Vector Machine provided high accuracy but
required significant computing resources and more processing time. The BERT model demonstrated the
highest classification accuracy (99%), though its use was accompanied by high memory consumption, long
training, and difficulty in integrating into application systems. Random Forest had average performance across
all criteria; however, it was not among the Pareto-optimal solutions.

CONCLUSION

The study confirmed the feasibility of using machine learning models to automatically detect fake news. Based
on a multicriteria analysis, it was found that Logistic Regression provides the best balance between
classification accuracy, processing speed, resource consumption, and ease of implementation, making it the
best choice for application systems with limited computing capabilities. The XGBoost model proved to be
effective for processing large amounts of data, while BERT, despite being the most accurate, requires excessive
resources, which limits its practical use without the appropriate infrastructure.

REFERENCES
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JIOOATOK [
OCHOBHUU KOJI IIPOTPAMU

import re
import nltk

import spacy

nltk.download('stopwords')
from nltk.corpus import stopwords

stop_words = set(stopwords.words('english'))
nlp = spacy.load("en_core web sm")

def clean_ text (text):
text = text.lower()
text = re.sub(r"[*a-z\s]", "", text)

return text

def lemmatize_ text (text):

doc = nlp(text)

tokens = [token.lemma for token in doc if token.lemma

stop_words and token.is_alpha]

return " ".join(tokens)

def preprocess_text (text):
cleaned = clean_text (text)
lemmatized = lemmatize text(cleaned)

return lemmatized

def preprocess_dataframe (df, text column="text"):
df [text column] = df[text column].apply(preprocess_text)

return df

not
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