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Unmanned Aerial Vehicles (UAVs), commonly known as drones, are used

commercially, recreationally, and even militarily. However, the proliferation of
UAVs has also raised new security concerns, especially with regard to hacking
UAVs. A hacked drone can be used by an adversary for a variety of purposes,
such as surveillance, sabotage, or to cause physical or material harm. A hacked
drone can be redirected to veer off course or crash into a specific target, which
can cause significant damage. In addition, information gathered by a hacked
drone can be used to compromise sensitive data. Thus, it is critical for military
individuals and organizations to take steps to protect against hacked UAVs and
implement robust encryption and authentication protocols to avoid potential
vulnerabilities.

3 PO3BUTKOM TEXHOJIOTIH 1 MOMIMPEHHSM OE€3MIJIOTHUX JIITATBHUX anaparis,
3pic 1HTEpPeC O0 iXHbOI Oe3meku. 3nam OE3MUIOTHMX JPOHIB - LE CEPHO3HA
3arpo3a, sIKy MOXKyTb BUKOPUCTATH 3JTIOBMUCHUKH i 300py KOH(PIACHIIIHHOT
iH(popMallli, TPOHUKHEHHS B 3axMINCHI 30HM a00 HaBITh JJII CTBOPEHHS
aBapiiiHUX cutyariii. ¥ 1bOMy KOHTEKCTI BKPAil BKIMBO PO3YMITH, K CaMe
MOKyTh OyTH 31MCHEH] aTaKy HA OC3MIJIOTHUKH 1 K X MOKHA 3aXUCTUTH.

JIpOHM BUKOPUCTOBYIOTh CYMYTHUKOBY I'€OJIOKALII0, 00 BU3HAYATH CBOE
NOJIO’KEHHS 1 CIAyBaTH 3a 3a3JaJIEr1Ib 3aJaHOK0 TPAECKTOPIEr0 MOIBbOTY. OHAK
ixHa 3anexHicTh Big GPS poOuthk iX ypaznuBumu Ans KiOepartak, TaKUX SIK
cny(iHr, KOJMM 3JIOBMUCHUKM MEPEAANOTh MOMMIIKOBI CHTHAIM, 3MYIIYHOYH
npuiiMad  apoHa OOYMCIIOBATH HEMpPAaBHJbHE MOJNIOKEeHHA. Lle mae 3mory
3IOBMUCHUKAM KOHTPOJIKOBATH TPAEKTOPID TMOJBOTY JPOHA 1 HAaBITh
3axommoBati oro. Llel Thm arak yxxe OyB BUKOPUCTAHWNA U1 3aXOIJICHHS
aAMEPUKAHCHKOr0 Oe3muIOTHUKA-HEBUAMMKN 2011 pOKy 1paHCHKOK apMi€ro.
OnHak, He3BaKalYM Ha 1€, TEOJIOKAIll0 JPOHIB BCE MIE MOXKHA
BUKOPHCTOBYBAaTH JUIi BU3HAYEHHsS iXHBOTO CTAHOBHMINA Ta HAMPSAMKY,
HEOOX1/IHI CHeliaibHl MPUCTPOi, $KI JOMOMAaraTUMyTh YHHKATH XHOHUX
CUTHAIB.

JlochiiHAKH po3pobunu METOA BUSIBIICHHS cny(iHr-arax,
BUKOpuCTOBYrOuM GPS-mpuiimaui, ski Bxe NOpUCYTHI B JApoHaX. BoHM
HA3MBAOTh 1I€ METOJOM '3MIIIICHHS TOJWHHUKA'", KW BUSIBIISIE PIZHULIID MIX
YacoBMMM Oa3amu CYMyTHHKIB 1 cnydepa. Lleil MeTon He BUMarae 10JaTKOBUX
KOMIOHEHTIB a00 OOYMCIIOBAIBHUX MOTY>KHOCTEH AJIi BWIYYCHHS JAHHUX 1
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MOXe OyTu peanizoBaHWin Ha niTatouoMy 6€3MiNOTHUKY AN MepeBipKN B
peasibHUX YMOBaXx.

OfHaK MOXMBO, WO 3/10BMUCHUK MOXe CUHXPOHI3yBaTM 4ac i3
CYNyTHUKaMU, WO MOXe 0BiNTn Lel meToga,

3/10M [poHa MOXe CcTaTucs, fAKWO 3/10BMUCHMK OTpMMae f[OocTyn fo
cepsepiB FTP i root, ki 3a3BMYail He 3axulleHi naponem. LLLOMNHO 3N10BMUCHUK
OTpUMaEe AOCTyN [0 LMX CepBepiB, BiH MOXe /Ierko OTpMMaTh KOHTPO/b Haj
APOHOM. Lle MOXe npu3BecTM [0 CeprMO3HMX HacnifkiB, TakuMx fAK BTparta
KOHTPO/NIIO Haf APOHOM i MOro 3HULLEHHA, a TaK0oX MOX/MBI MOPYLUEHHSA
NPUBATHOCTI Ta 6e3nekn AaHUX, AKi MOXYTb 36epiratucs Ha 60pTy ApoHa. Y
3B'A3KY 3 UMM, HEoOXifAHO 3abe3neynmTy HaleXXHWn piBeHb 6e3nekn NS BCiX
cepBepiB, NOB'A3aHNX 3 YNpPaBAiHHAM LAPOHOM, | CTEXUTU 3a TXHIM 3aXUCTOM Bif
HecaHKL,iIOHOBaHOIro 4OCTyny.

» UWBT

Puc. 1 MpucTpiil gns nepexonneHHa pagioyactor Big 1My go 6 I'ry
HackRF One.

3 pO3WMPEHHAM BUKOPUCTAHHA 6€3MiNIOTHUX NiTafbHUX anapariB i
PO3BMTKOM IXHiX TEXHONOrih 3pic iHTepec A0 nuTaHb 6e3nekn. [poHu
BMKOPUCTOBYKOTb CYMYTHUKOBY TreOfioKalilo And BM3HAYeHHA CBOro Micus
po3TallyBaHHA | MPOXOKEHHA 3a3f4anerigb 3afaHol TpaekTopil nonboty. OfHak
yepes Te, WO BOHM 3anexartb Big GPS, BOHM CTalOTh YypasnMBuMu AN
KibepaTak. Y 3B'A3KY 3 LM BKpaill BaXX/IMBO PO3YMITU, Y AKNIA CMOCIO MOXYTb
OyTW 3[iNCHEHI aTaKn Ha 6e3MiINIOTHUKK | AK TX MOXKHA 3aXUCTUTMN.
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