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HCEBJOBUITAJKOBUX IMOCJIIJOBHOCTEN HA EJINITUYHUX KPUBUX

Beryn

Benuka yBara chOTO/HI IPUIUIAETBCS PO3pOOLI KpUNTOTpahiyHINX METOIB, MOOYIOBAaHHX 3
BUKOPHUCTaHHSM IIEPETBOPEHB B IpyIli Touok enintuynoi kpuBoi (EK). fckpaBum mpuxiiagom € ai-
TOPUTMH TeHepalii ncepnoBunankosux nociinosHocreit (IIBIT) na EK. B pe3ynbrati 6aratbox 11o-
CIIi/DKEHb B IbOMY HampsiMKy anroput™ reneparii [IBIT va enintununnx kpuBux Dual EC_DRBG
oys Bimrouenuit o cragapty NIST SP 800-90A ta moyaB BUKOPHCTOBYBAaTHCh B Cy4acHHX OIIe-
paiiiiaux cucremax. OnHak icHyro4l anroputmu nodyaosu reaepatopis I1BII nva EK [1 — 15] ma-
I0Th BUCOKY OOUHCITIOBAJIBHY CKJIQJIHICTh, 110 0OMEXYE TX BUKOPUCTAHHS 3 OJTHOTO OOKY, a 3 1HIIIO-
ro MalOTh MEBHI YPa3IMBOCTI, 10 CTOCYIOTHCS 3allMKJIEHb, SIKI IPUBOJATEH O 3MEHILIEHHS YKCia 3a-
JISSHUX BHYTPINIHIX CTaHIB T€HEpaTopa, Ta, K HACHIIIOK, 0 3HWKEHHS CTIMKOCTI 10 BIITBOPEHHS
Ta rnepeadaveHHs reHepaTopa.

Merta cTaTTi — OTpUMaHHS OI[IHOK IMOBIPHOCTI 3allMKJIEHb Ta YHUCJIa KPOKIB J0 3allMKIICHHS
redepatopiB [I1BII, mo6ynoBaHux 3 BUKOPUCTAHHIM CKAJIIPHOTO MHOYKEHHS TOYOK €JIINTUYHOI KpHU-
BOi, Ta 3ampOINOHyBaHHs HOBOTO Mmiaxoay mo reneparitii [IBIT pist migBumenHs ii cTiiKocCTi 10 Bin-
TBOPEHHS.

OcHOBHI pe3yJabTaTH podoTH

JInst  OWIHKM dYWclia BHYTPINIHIX CTaHIB, YHCJIA KPOKIB JI0 3alMKJICHHS TEeHepaTropa
Dual EC_DRBG Ta iMOBIpHOCTI 3allUKJIEHHS PO3TISHEMO CYTHICTH KpUITOrpadidHOTO MEPETBO-
pPEHHs, Ha OCHOBI SIKOTO MOOYIOBAaHUN T€HEPATOP.

CtpykTypHi ocobimBocTi mupokosigomoro reaeparopa Dual EC DRBG, pexkomenaoBaHOTO
craggaptoM [20], meTanbHO PO3TIAHYTI B podoTtax [6, 13, 15, 18, 19]. Hexait enintuuHa KpuBa 3a-
JaHa PIBHSHHIM

E:y2+a1XY+33Y=X3+aZX2+a4x+a€,aiEFP’ &
e P,QeE,.

Toni 6ok Ha Buxoni Dual EC_DRBG by o6uncmioerscs 3a onmomoroto Bupasy (2):
by =extr t;*Q =extr (y(ti_,*P)*Q) , (2)

ne y(P)=Xpmodn.; t; = HDF (seed ,nonce,ID ) ; N — nopsaok HUKIIYHOT MiATPyIH TOYOK.

ITocnizoBHICTS BHYTPILIHIX cTaHiB reHeparopa {l, ..., {, 1} yrBoproeThes 3a nmpaBuioM
t =w(R) =w(w(t,*P)*P), 3)

ae i1=(Lv), P, Q —6a30Bi TOUKH KPUBOI.

Yucio pi3HUX 3HAYEHB (KOOPIUHAT TOUOK KPUBOI) HA BUXO/II IPYTOr0 CKASIPHOTO MHOKEHHS
B BHpasi (1) JOpiBHIOE YHCIy BHYTPIMIHIX CTaHiB reHepatopa. [lochimoBHICTH BUXOMIB APYroro
CKaJIIPHOTO MHOKEHHS TaKOK 3a/I€KHTh BiJ HocaigoBHocTi {ty, ..., t, 1} Ta He BIMBae Ha MOPANOK

CIIiAYBaHHs BHYTPILIHIX CTaHIB Ta iX yucio. B O11bIIOCTI cydacHUX poOIT CTOCOBHO MOOYOBH Te-
HEpaTopiB HA ETINTUYHUX KPUBHX MEPIOJ TAKOTO TeHEPaTOpa BBAKAETHCS OJMM3BKUM JI0 KUTBKOCTI N
Horo BHyTpilHIX cTaHiB. OJHAK I TPAHULA HE € TOUHOIO Y 3B’SI3KY 3 ICHYBaHHSAM JJISl I[HOTO THITY
MEePETBOPEHHS 3allMKICHb 3 MaJUM TepiooM. Po3riasHeMO 3allKIeHHs TeHEpaTOpiB Ha OCHOBI eITi-
NTUYHUX KPUBUX JeTalbHimIe. J[7s mogansioro BUKIaJaHHS HaM MOTPIOHO BBECTH Psii O3HAUYCHD,
0 CTOCYIOTBCS TICEBAOBUIIAIKOBUX T'€HEPATOPIB Ta 1X MOCI1IOBHOCTEH.
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Hexai

%O!&l!'"!%\) (4)

— BUXIJHA MOCTIIOBHICTH JICIKOTO ICEBJIOBUIIAKOBOTO Te€HEpaTopa.

Osnauenna 1. ko icaye Take i >0, mo 1 AesKoro k € N BUKOHyeTbes &; =&, , TO HO-
CIIIIOBHICTB

o+ €1r - Gt

ne l=min{i =0/3k e N:&,,,, =&}
OyZeMo Ha3WBaTH NepeanepiogoM nociigoBHOcTi (3), skmo | >1.

SAxmo x | =0, To OyneMo BBaxkaTH, 10 MOCIIAOBHICTE (3) € YUCTO MEePioTUIHO0, a00 TIOCTi-
noBHicTH (2) He Mae nepeanepiony. Uncino | € nosxuno0O Mepenmnepiony.

Osnauennsn 2. Hexain &, &, ..., &y — nepeamepion mocuigosrocTi (3). Tomi BenmuuuHa

T=min k>1:&,, =& Ha3UBacThCA JOBKHHOIO ITEPIOAY NOCHITOBHOCTI (3).

O3nauenns 3. Hexalt 3agana nocninoBHICTH (3). Bynemo BBakatu, 1m0 3aiidKJICHHS TOCIII0B-
HOCTI BimOysocs piBHO Ha K-my kpori, K >1, skmo K =1+T, todro K — 11e MakcumalibHa Kijib-
KICTh PI3HUX CTaHIB, B3TUX NiApsa] Bia 0-TO cTaHy.

Hexaii mocninosHicts (3) mist neskoro k € M | mae mepennepion tg, ty, ..., tj_; Ta moBXHHY
nepiony T =min k>1:t,,, =t ,nel =min{i = 0/3k e M:t,,, =t,}.

BpaxoByroun, 1m0 KOXHa TOYKAa IMKJIIYHOI TPy TIOPOPKYE CBOIO IATPYNy TOYOK
{P, 2P, 3P,..., (n—1)P}, BUHHKHEHHS 3alMKJICHHS € BJIACTUBICTIO KOKHOT TOYKH. KiTbKICTh KpO-
KIB JI0 3allMKJIEHHSI T€HepaTopa 3ajJeKUTh B TOTO, 32 CKUIbBKH KpPOKIB BIIOYAETHCS MOBTOPEHHS
BHYTPIIHBOTO cTaHy. Jl0 3alMKICHHS MOXHA TPHATH, NOYMHAIOYN 3 Oy/b-SKOTO TOYaTKOBOTO
3HaueHHs t;. Onepanit /(R )= X[R](modn), mo BinOyBaeTbcs Ha KOXHIil iTepaii, moTeHIiitHO
30UTBIITYE BUTIAAKHU 3aIIMKICHHS TeHEpaTopa.

IMoBipHicTH 3allUKJIEHHSI TeHepaTopa

Tak sk BIACTUBOCTI TOYOK EIINTHYHOI KPUBOT, K1 BIUIMBAIOTh Ha KUTBKICTh KPOKIB JIO 3aIlHK-
JIEHHS, Ha ChOTOHIIIHINA ICHh HE BUBYCHI, BBAXKAIOTH, 110 PO3MO/IUT TOUYOK B MUKIIYHUX MIATpyHax
TOYOK KPUBOT MAIOTh BUMAIKOBHUI XapakTep.

Ipunywenns. BpaxoByro4n BUIAIKOBUIN XapaKTep pO3IMOJAUTY TOUYOK B MUKIIYHHUX MiArpynax
KPUBOI, MPUITYCTUMO, TTOCTIIOBHICTH (4) € BUMAAKOBOIO, a i €JIEMEHTH PO3IOAUICHI PIBHOMIPHO Ha
MHOYHHI BCIX MOXKJIUBUX X-KOOPJAUHAT TOYOK UKIIYHOT MIATPYITH.

BpaxoByroun 11e npunymieHHs Ta 3aK0H (popMyBaHHS MOCIIAOBHOCTI (3), MHOXKHHA BCiX BHYT-
pIIIHIX CTaHIB reHeparopa (2) crmiBnaaae 3 MHOXHUHOIO BCIX X-KOOpAMHAT TOYOK MUKJIIYHOT MIArpy-

. - . n-1
nu. [Toznaunmo NT — nmoTyxHICTh miel MHOKUHH, TOoai NT = = [Toznauumo L — HOMEp KpOKY,

Ha SKOMY BiI0Y/I0Ch 3allMKJICHHS.
2
L .
Teopema 1. Hexait INT —> A, mpu L, NT - . Toni ansa reneparopa I1BII, sikuii cTBOproe

MOCITIZIOBHICTh BHYTPIIIHIX cTaHiB (3), IMOBIPHICTH BiACYTHOCTI 3amukiaeHHs 10 L-ro kpoky (L<NT)
BU3HAYAETHCS BUPA30M
L2
P(K>L)—>e 2NT =¢* L NT > . (5)
JloBeneHHS.
3rilHO 3 MPUITYIICHHSAM Ta 3aKOHOM (OpPMYBaHHs BHYTPIIIHIX cTaHiB (3), IMOBIPHICTb MOAIT
{K > L} nopiBHIOE IMOBIPHOCTI TOTO, IO MPU PiBHOIMOBiIpHOMY po3mojiti L gactiuHok mo NT ua-

PYHKax KOXHa 4apyHKa MICTUTh He OuIblle OJHIET YaCTMHKM. Y IO3HAuyeHHSAX Teopemu 3 [16],
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2
P(K >L)=P(vo(L,NT)=0) >e~*, mpu L, NT >0, e 1= lim .
L, NT—0 2NT
Teopema 1 103BOJsIE OWIHUTH IMOBIPHICTH 3AIMKICHHS U Pi3HUX 3HAUYEHb YMCIA PI3HUX
KOOpAMHAT TOYOK HUKIIYHOI rpynu KpuBoi NT Ta unciio KpokiB 70 3auukiaeHHs reHepatopa K (s
nocTaTHbO Benukux 3HaueHb NT Ta K).

Hanpuknax, mwis reHeparopa Ha eNiNTHYHIA KpuBii, moOynosauiii Hax momem Fy, ne

log(p) ~32, mist pi3HOT AOBKUHKM YKCIIa KPOKIB J0 3alUKICHHS IMOBIPHICTh 3aIllUKJICHHS CTaHO-
Buth: P(K >2%)~1,86e°, P(K>2%)~2,98:8, P(K>2%)~7,63° P(K>2%%)~393,
P(K > 232) ~1. Jlis renepatopa Ha CHINTHYHIA KpHUBIA, noOynosaHiii Han momeM Fp, ne

log(p) ~64, s pisaux 3HaueHb K iMOBIPHICTH 3alMKIeHHS cTaHOBUTH: P(K > 28) ~1 786_15,
P(K >2%)~116e™%, P(K >2?*)~ 7,63 °, P(K >2%%)~3,93 !, P(K >2%)~1.

i k-1 (k-2

Hacnioox 1. ImoBipHicTh 3arukieHns Ha K-my kpori: P(I)~e ™" -—— e 1 SNT

NT °

3a3HauMMo, 110 CTIHKICTh TeHepaTopa Oyae BU3HAYaTUCh HE 3arajbHOI0 KUIBKICTIO BHYTpIlI-
Hix cTaHiB reHepaTopa NT, a KUTbKICTIO KPOKIB 10 3aI[UKJICHHS, IO MO>KE OyTH CYTTEBO MEHILIUM 32
NT. IIpote y mepeBaxHiii OibIIOCTI pobiT [3, 6, 13, 10, 19] BBaXkaeThcs, MO KUTBKICTH KPOKIB JI0
sarukieHHs qopiBHIOE NT a6o € 6muspkoro 10 NT.

Teopema 2. Hexaii imoBipHicTs nosiBu Vi, i=(0,NT) Oyne py=py =..= pPNT = NiT 3ana-

Mo siesiky 0 < pr <1. Toxi mis Toro mo0 iMOBIPHICTE 3alMKIICHHS OyJia HE MEHIIOIO 3a pI, HeoO-
X11HO 3poOuTH He MeHIIe HiK K KpokiB, e

K = 2aNT —%+%+9(NT), (6)

npu NT —> o0,
ne a=-In(1-pr),

lim@(NT) =0,
limo(NT) =1.
JloBeneHHs.

3riHO 3 MPUITYIIEHHSM Ta 3aKOHOM (popMyBaHHS BHYTPIIIHIX cTaHIB (3), IMOBIPHICTh MMOTpa-
NT

IUISIHHA B YapyHKY JOPIBHIOE Py, ..., PNT 2. Pj =1, ToOTO KOOpAMHATH TOYOK LUKIIYHOI MIArpYyNU
]

MarOTh PIBHOIMOBIPHHI PO3TIOILI.
Uucno KpoKiB 10 3allMKIEHHS TeHepaTopa JOPIBHIOBATUME MIHIMAIbHO HEOOXiTHOMY YHCITY
gactuHok K = K(NT, pr, 2), rakux mo P(K >L)=P(K,NT)> pr. ¥V no3naueHHsx tepemu 3

[17] K =+/2aNT —%+%+9(NT).

Hanpnmaﬂ, 34 YMOBHU TCOpEMU 1 gmucno KpOKlB J0 3alUKIICHHA I'€HCpaTOopa CTAHOBUTDL JIA

reHepaTopa Ha CNNTUYHIA KpHBIA, moOynoBaHiii Hag momem Fp, ze log(p)=32,
NT =4294967296 .
Tabmums 1
pr 0,0001 0,001 0,01 0,1 0,5 0,9 0,99 0,999
K 927 2932 9292 30084 77163 | 140639 | 198894 | 243595

ISSN 0485-8972 Paouomexnuka. 2015. Buin. 183




Hanpuknan, 3a yMoBH TeopeMH 1, OLIHKM YUCIIa KPOKIB 10 3aLMKICHHS T'eHepaTopa Ha elil-

THYHIA KpuBiii, moGynoBaHiii Hax nonem Fp, e log(p) =64, NT =1, 84e'° | napeneni B Tabm. 2.

Taomus 2
pr 0,0001 0,001 0,01 0,1 0,5 0,9 0,99 0,999
K 6E+07 | 2E+08 6E+08 2E+09 5E+09 9E+09 1E+10 1,6E+10

PosrisiHeMO mpUKIamM 3alMKICHHS TeHepaTopa, MoOYA0BaHOTO 3 BUKOPHCTAHHSM ONEparlii
Ha eMNTUYHIA KpuBii. OIMIHKY KUTBKOCTI KPOKIB JI0 3aI[UKIICHHS TeHEepPaTopa po3paxoByBAIKCH JIJIS
KOXKHOI TOYKH, IO o0pajiach sK 0a30oBa, Ta aHATI30M KUIBKOCTI KPOKIB J0 3aIlUKICHHS JUIS BCIX
MO>KJIMBUX CKAJIIPHUX 3HAYEHb 1.

Ilpuxnao 1. Hexait EK 3amana piBHSHHSIM E:y2 =(X3—3X+3) Haj F;, MOpSANOK LUKIIYHOT
rpynu A o0paHoi KpuBOi JOpiBHIOE 23. UeproBuil cTaH reHepaTopa OTPUMYETHCS LUISIXOM 00U H-
cienns: G =y (i1 *P)=yw(R), B =t_1*P=w(R_)*P, ne PeE;. Pesynpratu cxanspuoro
MHO>KEHHSI JUTs 0a30B01 TOUKH (4;2) HaBeACHI B Ta0II. 3.

Ta6must 3
P 2P 3P 4P 5P 6P 7P 8P 9P 10P 11P 12P
(4;2) | (7;11) | (15;16)] (11;3) | (10;2) | (3;15) | (9;12) | (8;7) | (411) | (1;16) | (13;6) | (13;11)
13P 14P 15P 16P 17P 18P 19P 20P 21P 22P 23P
(1;1) | (14;6) | (8;10) | (9;5) | (3;2) | (10;15)| (11;14)] (15;1) | (7;6) | (4;15) 0

[ToOynyemo moCIIiIOBHOCTI TOUOK, 3 AKUX OTPUMYIOThCS 3HAUEHHA 1, ..., I, JUIA KOKHOI TOUKH
KpUBOI 10 MOMEHTY 3aIlMKJICHHS TeHepaTropa, aje HaBeaeMo Npukian (Tadi. 4) TUTbKHA IS JABOX
touok P = (1;16) ta P = (3;15). Busnaunmo 3HaueHHS MepeAnepiony Ta nepioy BiIMOBIIHUX TOC-
JigoBHOCTEH. B Tabnuili HaBeieH1 3HaYEHHS TOUYOK KPHUBOT, 3 IKMX BUAUISIOTHCS 3HAYCHHS BHYTPI-
IIHBOTO CTaHy reHeparopa: t,,..., ;. 3Ha4eHHs X-koopauHatu TO4OK, T0OTO 4 =\W(R), B Axux

B1I0yBaIOTHCS 3alMKIICHHS, BUIUICH] )KUPHUM IMIPHUPTOM.

Tabmuus 4
t; | b | ot | ot | ot | ot | ot | tt | t [ 1] T
P = (1;16)
1 (1;16) 0 1
3 (9;12) (7;6) (4;2) (3;2) 0 4
4 (3;2) (9;12) (7;6) (4;2) 0 4
7 (4;2) (3;2) (9;12) (7;6) 0 4
8 (13;6) (8;10) 0 2
9 (7;6) (4;2) (3;2) (9;12) 0 4
10 (8;7) (13;6) (8;10) 1 2
11 (10;15) | (13;11) | (8;10) (13;6) 2 2
13 (8;10) (13;6) 0 2
14 (7;11) (4;2) (3;2) (9;12) (7;6) 1 4
15 (13;11) | (8;10) | (13;6) 1 2
P = (3;15)
1 (3;:15) | (10;15) | (14;6) | (8;10) [ (7:11) [ (11;14) [ (15:1) | (7:6) 5 3
3 (10;15) | (14:6) | (8;10) | (7:11) | (11;14) | (15:1) | (7:6) 4 3
4 (4;2) 0 1
7 (11;14) | (151) | (7:6) 0 3
8 (7:11) | (11;14) | (151) | (7:6) 1 3
9 (8;7) (7;11) | (11;14) | (151) (7;6) 2 3
10 (14;6) (8;10) (7;11) | (11;14) | (151) (7;6) 3 3
11 (15;1) (7:6) | (11;14) 0 3
13 (14;:11) | (8;10) | (7;11) | (11;14) | (15;1) | (7:6) 3 3
14 (8;10) | (7:11) | (114 | @151) | (7:6) 2 3
15 (7:6) | (11;14)| (151) 0 3
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Jlnst BU3HAUEHHUX MapaMeTpiB reHeparopa ( p =17, n=23) MakcUMasbHi 3HAYEHHS MEpere-

piony ta nepiony cknanu | =7, T =6. MakcuManbHe 3Ha4€HHS KPOKY 3aI[MKJICHHS, TOOTO Yncia
BHYTPIIIHIX CTaHIB reHEpaTopa 10 3alUKICHHS CKIaio K =8, 1110 MeHIe nopsjaka MUKIYHOI Ipy-
11 TOYOK IPAKTUYHO B 3 pasu.

Ipuknad 2. Hexaii eninTiYHa KPUBA 3a1aHa PIBHSHHAM Ejygo; © Y2 = X° +1322x + 3. Tlopsok
UKJITYHOT TPYNK TOYOK KpUBOI nopiBHOE N=12239, logn =14, NT =6119. [lns Takoro renepa-
Topa po3risHemo Tpu Bunaaku: logk =2, logk =3, logk =6.

IMOBipHiCTP  3aIMKJIEHHS  BIINOBITHO 70  KOXHOTO 3  BHNAJAKIB  JOPIBHIOE:
P(Aogk=z) =9,99¢ 7", P(Aggis) = 9,946, P(Aygy—s) =6,07¢ . 3nauenns kinbkocti kpokis K 110

3aIMKJICHHS, PO3paXx0BaHi Ha OCHOBI OIIHOK [17], HaBeaeH1 B TabIuIIi 5.

Tabmuws 5
1 2 3 4 5 6 7 8
pr 0,0001 0,001 0,01 0,1 0,5 0,9 0,99 0,999
K 2 4 12 36 93 169 239 294

Ha puc. 1 naBeneni ominku K1, K2, K3, K4, K5, K6, K7, K8 ta K..,. 3nauenns NT mepeOiis-
IIye peajbHi Ta TEOPETUYHI OIIHKHM YHCJIa KPOKiB T€HepaTopa IO 3alMKJICHHS MPaKTHYHO B 45
pasiB. Pe3ynpraTu Oynu OTprMaHi sl KOKHOT TOUKH KPHBOI, sIKa MOXKE BUKOPHUCTOBYBATHCH B KO-
CTi reHepaTopa IrpyIH, IUIIXOM IIepedopy BCIX MOXKIMBUX t; = seed I KOXKHOI TOUKH.

+ Kekcn K1 K2 K3 K4 K5 Ke K7 K8
500

450 =

400

350 +

300

250

200 -

150

100

50

3 oTpUMaHUX pe3yNbTaTiB MOKHA MOOAYUTH, 110 OCHOBHA YAaCTHHA 3HAYEHb KUIHKOCT1 KPOKIB
710 3allMKIICHHS TeHepaTopa 3HaXOIUThCS B Mexkax 93 — 169 kpokiB, 1110 BIANOBiAa€ TPAHUIISIM IMO-
BipHOCTI 3anukieHHs 0,5 — 0,9. Cepenne 3Ha4eHHS 4yKcia KPOKIB 10 3aI[UKIICHHS TeHepaTopa CKia-
1o 133 kpoku, mo menme yucna NT B 46 pasis, a gosxuHa 3HaueHHs K menma nosxuau NT B 1,6
pasiB. Lle o3Hauae, 1m0 B cepeqHboMy micis 133 KpokiB poOOTH reHepaTtopa BUHUKHE 3aLUKIICHHS.
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Jlnist reHepaTopiB, 1110 BUKOPUCTOBYIOThCA 3 IHIIMMU napaMerpamu BigHomenHs NT /K 3naxomm-
nachk B rpanusx (1,6;1,7).

Bnockonanenuii reseparop Dual EC_DRBG
. 2 3 2 -
Hexaii 3anana 6asoBa enintuuna kpusa Egp p 1y =X +ax +b, p=23,abekF, raiirou-

xn: P(X;,Yp), Q(Xq, Yo)€Ep, ‘Ep‘ =n, j&{0, 123}. Jlyist 6a30BOi KpHUBOT, sIK OYJIO TOBEACHO
paHinie, iCHye MOXJIHBICTh 130Mop(dHOI Tpanchopmallii kKaHOHIYHOT (POPMHU KPHBOi B KaHOHIYHY.
BpaxoByroun, mo maist i3omopdHoi TpanchopMmantii kanoHIYHOT popmu kpuBoi (1) B HITY KaHOHIY-
HY BIAMOBIAHI KoedimieHTH TpaHchopmarlii KpuBoi g0piBHIOIOTE S =T =t =0, mo no3Bomuse 3ama-
BaTH Oynb-sKy Tpanchopmalito 6a30B0oi KPHBOI B KAHOHIUHIN (hOopMi JIUIIIE 3a TOTIOMOTOIO ITapamMe-
Tpa Tpanchopmanii U. KoedimieHTH 130MOpPHOI KPHBOi PO3PaXOBYIOTHCS AK 3y =u4a4, 3 =u6a6
[21, 22]. B TtakoMy BHMaKYy, JiHiiiHE i30MOp(hHE MepeTBOPEHHST KOOPAWHAT IIi€] KPUBOT 331a€ThCs
BHUpazaMH: X = xu2, 9 = yu3, u=0. KpiMm mnporo, s BIOCKOHAJIEHHS Te€HEparopa
Dual EC DRBG HeoOxinHO 00YHCIIIOBaTH JIMIIE 3HAYEHHSI X-KOOPAWHATH, TOOTO JOCTaTHHO BU-

KOHYBATH JIUIIIE OJIHY OTIEPAIIIIO MITHECEHHs IO CTENeHs 2 B MPOCTOMY IMOJL: X = xu?. [Tobynyemo
MpoLEeAYypY TeHepallii 4eproBoro BHYTPIIHbOTO cTaHy BaockoHaneHoro Dual EC DRBG.

®ynkiis fy reHeparii BHYTPIIIHIX CTaHIB TeHEpaTOpa 3ajaHa [BOMa (YHKIISIMU: CKAJISPHUM
MHOKeHHsM t* P, e ty = seed Ta i3omopdHOI0 Tpanchopmariero Toukn R =t; *P, ne mapamerp
Tparcdopmanii 3amacTbesa Bupasom U = (Uj_y +1)mod p, uy = HDF(seed). 3Hauenns U; MoxHa
3MIHIOBaTH BHMIIAJIKOBO, aJIe TpeOa BIEBHUTHCH, IO Uj MPOOLKUTE BCI MOKJINB1 3HAYECHHS.

3HavyeHHS X-KOOpAWMHATH TOYKM KPUBOI, 1[0 OTpUMaHa 3a paxyHOK 13oMopdHOi TpaHchopma-
il 3 KAHOHIYHOT B KaHOHIUHY (hopMmy, 37ilcHIOEThCs 3a BupasoMm X[p(R)] = uiz X[P]mod p.

3 ypaxyBaHHSIM BCTAaHOBJICHUX MapaMeTpiB, anropuTM renepartii [I1BI1 mae HacTymHI KpoKwH.

[Touatok.

BBenenns mapaMeTpiB: piBeHb Oe3meku reHepaTopa — Security strenth, mosskuna ITBIT — Lpgs,
XapaKTePUCTHUKA TOJIS p, Koe(illieHTH KpuBOi @ Ta b 3 ypaxyBaHHSM BHMOT 10 KpHITOrpadidHo
CTIIKMX KPHBHUX, BXi/Ha SHTPOIIisi eNtropy goBxuHA lentropy, TOBXKKMHA BUXITHOTO OJIOKY lp, MOYaTKO-
BE CEKPETHE 3HA4YCHHsA napamerpa i3oMopduoi Tpanchopmanii Uy = HDF(seed) . 3aparotbcs rpa-
auni miynnbanka 0 <1 < Lppg /1.

Kpoxk 1. I'enepyerbes cexpetHuii seed.

Kpox 2. BcTaHOBIIIOIOTECS TOYAaTKOBI 3HaU€HHS 1, Uy .

Kpok 3. Iouarok mukiny for(i=0,1 < Lpgs /1, 1++).

Kpoxk 3.1. O6uncmioerses t; = y(ti_; *P).

Kpoxk 3.2. O0uucnroerses Uy = (Uj_g +1)mod p.

Kpoxk 3.3. O6uncnioerses X-koopauHarta To4ky i30MopdHOi kpusoi: ¢(R).
Kpoxk 3.4. O6uncmoerses S; =y (@(R)).

Kpox 3.5. O6uncmoerses Q; =S; *Q.

Kpox 3.6. O6uucmoerses =/ (Q;).

Kpoxk 3.7. O6uncmoerses by =extr(r;) .

Kpox 3.8. Busiz by .

Kpoxk 3.9. Kinens nuxny for().

Kpoxk 4. BunaneHHs 3 onepaTuBHOI 1aM’sITi 3SMIHHHUX.
Kinenp.
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Marematnunuii onuc Brockonajenoro rereparopa Dual EC DRBG MoxHa mpeacTaBuTH
HACTYMHOIO (QYHKIIiI0 reHepallii 4eproBoro 3Ha4eHHs b :

by =extr(r;) =extr(y(¢(R))*Q) =extr (y(¢(w(R_1)*P)*Q)) , (7)
ne P,Q — 6a30oBi Touku kpuBoi, mopsuaky n; ¢(R) = ui2 X[R]Imod p; w(P)= X, modn.
Tpuxnao 3. 3adikcoBana KpuBa y2 = %3 +4x+3mod 1231, NT =1187. Pesynbratu exc-

HEPUMEHTAIBHUAX Ta TEOPETUYHUX OLIHOK YKCIIa KPOKIB JI0 3allMKIEHHS ISl KIACHYHOTO Ta BJOC-
xonanexoro Dual EC DRBG: K, K(pr=0,1)=36, K(pr=0,5)=53, K(pr=0,9)=77,
K(pr =0,99) =98 naseneni na puc. 2.

120 K1 K2 K3 K4 ¢+ Kexken —e—Kexcn(Isomorph)

100 :

Puc. 2. Ouinkn K1(pr=0,1) =12, K2(pr=0,5)=29, K3(pr=20,9)=54,
K4(pr=0,99) =76, K., Keepn(Isomorph)

BucHosknu

Bnepmie orpumani omiHku iMoBipHOCTI 3arukieHHs reaeparopa Dual EC DRBG Ta iHmmx
reHepaTopiB, SIKI BUKOPUCTOBYIOTh B SIKOCTI (YyHKIIII T'eHepallii BHYTPITHBOTO CTaHY CKaJsIpHE
MHO»@EHHS TOYOK KpuBOi. ChopMynbOoBaHI TEOPETHYHI MOJIOKEHHS JO3BOJMIN OIIHUTH IMOBIp-
HicTh 3arukieHHs reaepartopis [IBI1 Ha eminTuaauX KpuBHUX (5) Ta YKCIO KPOKIB 0 3aIlMKICHHS
reHeparopa (6), ki HagalTh MOXKJIMBICTh OTPUMATH OUTBII TO4YHI o1iHKK cTiiikocTi [IBII 1o BigT-
BOpEHHS HDK icHyroui B ctanaapti [20]. Tak dopmyna (6) 103B0jIsI€ BUSHAYUTH, IO peajbHa JI0B-
YKUHA YMCJIa KPOKIB J0 3alMKIIEHHS T€HEepaTopiB Ha eIINTUYHUX KPUBUX MEHIIE 3a JOBXKUHY 3Ha-
yeHHs1 NT B 11Ba pasu.

B cratTi HaBeneHo BaockoHaneHuit reneparop [IBII Ha enintuynux kpuBux (7), 3a paxyHOK
BUKOPHUCTAHHS BCi€l MHOKHHHM 130MOPGHUX TpaHCcHOopMaIliid eliNTHIHOT KPUBOT, SIKUH BIIPI3HAETb-
Cs BIJI CTaHIapPTU30BAHOTO MIABUIIICHHSAM MIHIMAJIBHOT KUTBKOCT1 KPOKIB JIO 3aIIMKJICHHS, Ta, K Ha-
CITIJIOK, IMJIBUIIICHHSIM CTIMKOCTI 10 BinrBopenHs [IBII.
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