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The presented work 1s devoted to the analysis of modern intrusion detection
The work is devoted to the analysis of methods of ensuring information
security of telecommunication networks using cloud services. Data center security
in a cloud computing environment must be multi-layered. It uses: next-generation
NGFW network virtual appliances, WAF web security applications, continuous
monitoring, encryption, two-factor authentication, and basic anti-virus software.
It 1s also advisable to use IDS/IPS intrusion detection and prevention systems.
One of the methods of effective protection is to use the possibilities of providing
protection in the cloud services themselves.

XMapHi OOYMCIICHHS TOCTYNOBO CTAOTh OJHIEKD 3 HAWNOMIMPEHIINX
1H(pOpMAaLIHHUX TEXHOIOTIH.

I, sIK HACNIOK, CIOCTEPITAEThCS 3HAYHE 3POCTAHHS KUIBKOCTI MEPEKEBHUX
aTak.

[To-mepie, 3arpo3aM MIAAAKOTHCS Pi3HI TPOrpaMH1 MPOAYKTH E€JIEMEHTIB
XMapH, BOPOBAKCHHS B K1 JO3BOJISFOTh 3TOBMUCHUKY SIK OTPUMATH JOCTYT JI0
CUCTEMH, TaK 1 HOPYLIMUTH ii PyHKIIOHAIBHICTb.

[To-npyre, Bpa3nuBicTh X04a O OJHOTO EJIEMEHTA XMAPHOi 1H(PPaCTPyKTypH
y pa3l MPOBEICHHS HA HEi MEpEeKeBOi araku Jae€ 3MOry 3a0JIOKyBaTH BCHO
CUCTEMY .

[To-TpeTe, 3MTOBMUCHUK CIPOMOXKHUI HE TUTBKK 3a0€3MEYUTH COO1 TOCTYIT
10 JaHuX, 10 30epiraroThCs Ta OOpOOTIOKTBCS B XMApPHOMY CEpBICI, a i
H1AKOPUTH HOro co01 TaKUM YMHOM, 110 XMapa Ta ii pecypcu PyHKIIOHYBATUMY Th
HA KOPHUCTh MOpywIHWKA. KpiM TOro, peami3yerbcs MOMIIMBICTH 31HCHIOBATH
MEPEXKEBI aTakW MO BIJHOWICHHIO O KOHKPETHHX KOPUCTYBadiB. BHacmiaok
peamizanii noaiOHUX 3arpo3 3JJOBMUCHUK MOKE 31ACHIOBATH TaKl TPaauIliiHI
aTaKu HA KOPHCTYBayiB BeO-AOAATKIB, SK MEPEXOIJICHHS MEPEKEBUX CECIH,
KpaJi’kKKa MapoJiiB TOIO.

besneka neHTpy 00OpoOKM AaHMX Y CEPEAOBHUINI XMAPHUX OOYHUCIICHb Mae
Oyt OaratopiBHEBOK, WHIO0 BKJIKYAE TaKl AaCMEeKTH: KOHTPOJb JOCTYIY,
1AeHTU(]IKALS TPALIOYOro NEPCOHAITY, MOHITOPUHT CHCTEMH, MUTTEBE
CHOBILIEHHS PO BTOPIHEHHS 1 T.JI.

[I{o6 3axMCTUTU XMapy BiJ BTOPTHEHHS, BIPYCHUX MPOrpaM Ta BHTOKY
JaHWX, HEOOX1JIHO Hacammepel HANATYBaTH KOHTPOJb JOCTYMy. 3aBIaHHs
NoJisira€ B TOMY, 00 HE MPOCTO HANAIITYBAaTH AOCTYM JJisi KOPUCTYyBayiB —
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BUOpATH JIOTIH Ta MapoJib, a HE JONYCTHTH BTOPrHEHHS 330BHI. IS 1bOro
BUKOPHCTOBYIOTBCS. MEPEKEBI BIpTYanbH1 MpucTpoi Firewall, mporpamu 3axucrty
BeO-1HTEp(ENCY, Oe3NEPEPBHUI MOHITOPHHT.

BaxxnuBumu eeMeHTaMu 3aXUCTY TakoX €. mudpyBaHHs, 1BO(AKTOPHA
aBTeHTH(IKalis Ta Oa30BE AHTUBIPYCHE MPOrpaMHe 3a0e3neucHHs. BoHn MaroTh
OyTH peani3oBaHl NPOBARACPOM.

OcHoBHMI  cmoci0  KOPEKTHO  BiA(iIbTpyBaTd  BIAOMOCTI  Ta
OPOKOHTPOJIFOBATH  AOCTYN A0  PECYpPCiB  —  [€  BUKOPHUCTaHHS
Oararodynkuionanbanx Firewall (Opanamayepis). CyuacHi Firewall HactynmHOro
nokoJiiHHS (NGFW) BiApI3HSIOTBCS 1HTETPOBAaHMMH (YHKIISIMU O€3MEKU IS
XMapHUX cepBiciB: HasBHICTh QPYHKIIT NAT/PAT, rmuboka nepeBipka makeTiB 3
MIITHACOM TTOBEIIHKM.

JIOUWITbHO TAKOXK BUKOPUCTOBYBATH CHCTEMH BHSIBICHHS Ta 3aNOOITaHHS
BroprueHHsM IDS/IPS, cnemianizoBaHi BeO-€IEMEHTH YIPABIIHHS - MpaBuja
WAF (Web Application Firewall).

OnuH 13 METOOIB €PEKTUBHOIO 3aXHUCTy - BUKOPUCTAHHS MOXKITMBOCTEH
HAJAHHS 3aXHUCTy Y CAMHUX XMAPHUX CEpBICaX. Y pa3i BUKOPUCTAHHS XMAPHUX
TEeXHOJIOT1i PaaS Ta SaaS, psn eneMeHTIB O€3MeKu MOXKE HAIaTH MOCTAYAJIbHUK.
VY Bunanky [aaS (IH(I)paCprKTypa K nocnyra) MOYHA OpFaHIByBaTI/I MOBHOI[IHHY
CUCTEMY 3aXMCTy 1 3a0€3NEUYATH ACTAZALIK0 Ta BHOIP €NEMEHTIB KEPYBaHHS
3aXUCTOM.

Jlis epexkTMBHOrO 3axucTy 1H(opMaiii y xmMapi po3ropTaeTbCs BEMKA
KUTbKICTh CIIMCKIB KOHTPOJTIO AOCTYITY Y BCIX MO>KIIMBUX TOUKax BX0ay. OCHOBHA
npobiieMa — oOprasizanis yOpaBidiHHA MpaBwiaMu. L[i mWTaHHS BHpILICHI
po3poOHUKaMu xMapHUX cepBiciB Amazon AWS ta Microsoft Azure.

Microsoft Azure juist 3aXUCTy AAHUX Y XMapl MOKE 3a0€3MEUNTH:

* KOHTPOJIb IOCTYIy 4epe3 rpynu Oe3neku mepexi (NSG);,

* OajlaHCYBaHHSI HABAHTAXKEHHS;

+ WAF, ane 6e3 BemMKOro HabOpy KEpPOBAaHHMX MPABWJI Ta LEHTPATI30BAHOIO
KEpPYBaHHsI HUMU,

* €IMHUIA MI>KMEPEIKEBUI EKPaH MK MEPEKEIO Ta [HTEpHETOM;

* KUJIbKa OpaHIMayepiB Ha PI3HUX PIBHSX;

* 130JISILIII0 MEPEK.

MoxHa TakoX BHKOpuUCTOByBatM Amazon AWS. VYV mnopiBHSHHI 3
Microsoft Azure Amazon AWS Mae Ouibin €PEeKTUBHI MEXAHI3MU 3aXUCTY, aJle €
CKJIaJIHAM B HAJIATO/LKHEHHI 1 KOLITY€E OLIbIIIE.

CHHCOK BUKOPUCTAHUX JHKEPEN:

1. Microsoft. Azure. Products. Security. Protect your enterprise from
advanced threats across hybrid cloud workloads. https://azure. microsoft.com/en-
us/

2. Amazon. AWS solutions. Cloud security software.
https://aws.amazon.com/marketplace/solutions/security/?nc2=h gl mp sol sec
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