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AUTOMATED DECISION-MAKING SYSTEM FOR MANAGEMENT 

OF INFORMATION PROTECTION CHANNELS 

Decision-making tasks when managing information security channels are not automated at 

a sufficient level [1, 2]. This leads to the fact that decisions to block information transmission 

channels are made on the basis of subjective assessments of decision makers (DMs), or using 

insufficiently complete information models. At the same time, in the process of functioning of 

information transmission channels, the results of the work of bodies identifying and blocking 

information leakage channels are poorly taken into account [3, 4]. 

Thus, managing information security channels now actually means collecting and 

displaying information about a possible data leak. Then influence (blocking) is assigned to 

each information channel separately and is carried out, in fact, manually. 

The purpose of this research is to develop a method for synthesizing an automated 

decision-making system for managing information security channels, which takes into 

account uncertainty in determining information leakage channels and allows us to ensure the 

required level of security [5, 6]. 

A feature of the proposed structural diagram is that it takes into account both intellectual 

and technical features when making decisions when managing information security channels. 

Note that by intellectual features we mean the conclusions and proposals of the decision 

maker for managing information security channels. It is proposed to include technical features 

for monitoring information transmission channels and technical means for identifying 

(blocking) channels of possible information leakage. The proposed structure simplifies further 

solution of research problems. 

The solution to the problem of assigning impacts when managing information security 

channels to cover information leakage is to determine the possibility of redirecting 

information through other channels. This decision depends on the method of identifying the 

channel of information leakage (technical channels of information leakage), the means of 

information leakage (technical means of espionage), the software speed of information 

transmission, and the information dissemination program. When solving such a problem, the 

time required to determine the threat and methods of influence to eliminate it is also 

calculated [7]. 

Thus, when assigning impacts on information leakage channels and areas of possible 

information attacks, this is a difficult logical and analytical task to solve. 

The final results of solving the problem of assigning impacts to block information leakage 

channels are assessed qualitatively - if possible, automated control of information security 

channels [5]. 

A structural diagram of information exchange in managing information security channels 

has been developed. This block diagram allows you to schematically represent the order of 

tasks to be solved in a synthesized automated decision-making system when managing 

information security channels to formalize decision-making tasks. A feature of the proposed 

structural diagram is that it takes into account both intellectual and technical results of 

decision-making when managing information security channels. The implementation of the 

proposed scheme allows us to take into account the influence of the decision maker (a priori 

data) and the characteristics of technical means of monitoring information transmission 

channels (a posteriori data). 

A comparative assessment of strategies for the planned information security process 

involves solving a multicriteria optimization problem. The logical-linguistic production 

hierarchical model is justified as a mathematical model for determining protection parameters. 
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The main form of recording in it is interconnected tables of linguistic rules, which are a 

display connecting the previous, current and future states of the described process. 

The process of determining information security parameters directly in the logical- 

linguistic hierarchical production model is difficult to trace. Therefore, this process is 

described using an algebraic model that is closest to a linguistic description. If it is 

inappropriate to synthesize products in order to reduce the number of production rules, it is 

proposed to use the fuzzy identification method. The method of formalizing knowledge to 

determine appropriate strategies for the planned information security process has been 

improved. It differs from the known ones in the formation of a set of production rules taking 

into account parameters that, when developing recommendations under conditions of non- 

stochastic uncertainty, describe a fuzzy environment. The method of processing knowledge to 

determine appropriate strategies for the planned information security process has also been 

improved. It differs from the known ones in the processing of knowledge based on the 

developed procedure for their algebraic approximation and fuzzy identification. 

The development of this research consists in substantiating a multicriteria optimization 

problem in a fuzzy formulation when managing information security channels. Solving this 

problem will make it possible to determine a rational strategy for the planned information 

security process using an automated decision-making system. 
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