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ДОДАТОК А 
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ДОДАТОК Б 

Слайди презентації 

 

 

 

Рисунок Б.1 – Вступний слайд 

 

 

Рисунок Б.2 – Аналіз проблемної області 
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Рисунок Б.3 – Аналоги 

 

 

Рисунок Б.4 – Постановка задачі 
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Рисунок Б.5 – Аналіз проблемної області 

 

 

Рисунок Б.6 – Методи машинного навчання 
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Рисунок Б.7 – Дослідження методів: LSTM 

 

 

Рисунок Б.8 – Дослідження методів: GRU 
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Рисунок Б.9 – Дослідження методів: SVM 

 

 

Рисунок Б.10 – Альтернативний метод 
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Рисунок Б.11 – Планування експерименту 

 

 

Рисунок Б.12 – Підготування датасету 
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Рисунок Б.13 – Опис датасету 

 

 

Рисунок Б.14 – Гіперпараметри моделей 
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Рисунок Б.15 – Середа для тренування 

 

 

Рисунок Б.16 – Результати експерименту 
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Рисунок Б.17 – Розробка програмної системи 

 

 

Рисунок Б.18 – Схема бази даних 
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Рисунок Б.19 – Діаграма розгортання 

 

 

Рисунок Б.20 – Діаграма компонентів 
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Рисунок Б.21 – Інструмент аналізу: авторизація 

 

 

Рисунок Б.22 – Інструмент аналізу: сповіщення 
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Рисунок Б.23 – Інструмент аналізу: таблиця інцидентів 

 

 

Рисунок Б.24 – Інструмент аналізу: графіки та діаграми 
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Рисунок Б.25 – Висновки 
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ДОДАТОК В 

Тези доповіді на молодіжний форум 
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ДОДАТОК Г 

Тези на конференцію «Комп’ютерна інженерія: досягнення та інновації» 
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ДОДАТОК Д 

Лістінг коду 

 

 

import glob 

import json 

import logging 

import os 

import time 

 

import request 

 

 

logger = logging.getLogger(__name__) 

 

ENDPOINT = 'http://127.0.0.1:10000' 

BASE_DIR = os.getnev('BASE_DIR') 

POS_FILEPATH = os.join(BASE_DIR, 'pos.json') 

 

 

def send_pcap(pcap_filepath): 

    with open(pcap_filepath) as pcap_file: 

        request.post(ENDPOINT, data=pcap_file) 

 

 

def get_last_ts(): 

    with open(POS_FILEPATH) as pos_file: 

        data = json.load(pos_file) 

        return data['ts'] 
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def save_last_ts(): 

    ts = time.time() 

    with open(POS_FILEPATH, 'w') as pos_file: 

        json.dump({'ts': ts}, pos_file) 

 

 

def send_files(): 

    ts = get_last_ts() 

    pcap_files = os.path.join(f'{BASE_DIR}', '*.cap') 

    for filepath in glob.glob(pcap_files): 

        if os.path.getmtime(filepath) > ts: 

            send_pcap(filepath) 

    save_last_ts() 

 

 

def main(): 

    send_files() 

 

 

if __name__ == '__main__': 

    main() 

 

 

 

const propTypes = { 

  depth: PropTypes.number.isRequired, 

  editMode: PropTypes.bool.isRequired, 

  gridComponent: componentShape.isRequired, 

  handleComponentDrop: PropTypes.func.isRequired, 
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  isComponentVisible: PropTypes.bool.isRequired, 

  resizeComponent: PropTypes.func.isRequired, 

  setDirectPathToChild: PropTypes.func.isRequired, 

  width: PropTypes.number.isRequired, 

}; 

 

const defaultProps = {}; 

 

class DashboardComponent extends Component { 

  constructor(props) { 

    super(props); 

    this.state = { 

      Resizing: false, 

      rowGuideTop: null, 

    }; 

  } 

 

  setGridRef(ref) { 

    this.grid = ref; 

  } 

 

  handleResizeStart({ ref, direction }) { 

    let rowGuideTop = null; 

    if (direction === 'bottom' || direction === 'bottomRight') { 

      rowGuideTop = this.getRowGuidePosition(ref); 

    } 

 

    this.setState(() => ({ 

      Resizing: true, 

      rowGuideTop, 
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    })); 

  } 

 

  handleResize({ ref, direction }) { 

    if (direction === 'bottom' || direction === 'bottomRight') { 

      this.setState(() => ({ rowGuideTop: this.getRowGuidePosition(ref) })); 

    } 

  } 

 

  handleResizeStop({ id, widthMultiple: width, heightMultiple: height }) { 

    this.props.resizeComponent({ id, width, height }); 

 

    this.setState(() => ({ 

      Resizing: false, 

      rowGuideTop: null, 

    })); 

  } 

 

  handleTopDropTargetDrop(dropResult) { 

    if (dropResult) { 

      this.props.handleComponentDrop({ 

        ...dropResult, 

        destination: { 

          ...dropResult.destination, 

          index: 0, 

        }, 

      }); 

    } 

  } 
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  handleChangeTab({ pathToTabIndex }) { 

    this.props.setDirectPathToChild(pathToTabIndex); 

  } 

 

  render() { 

    const { 

      gridComponent, 

      handleComponentDrop, 

      depth, 

      editMode, 

      width, 

      isComponentVisible, 

    } = this.props; 

 

    const columnPlusGutterWidth = 

      (width + GRID_GUTTER_SIZE) / GRID_COLUMN_COUNT; 

 

    const columnWidth = columnPlusGutterWidth - GRID_GUTTER_SIZE; 

    const { Resizing, rowGuideTop } = this.state; 

 

    return width < 150 ? null : ( 

      <div className="dashboard-grid" ref={this.setGridRef}> 

        <div className="grid-content" data-test="grid-content"> 

          {} 

          {editMode && ( 

            <DragDroppable 

              component={gridComponent} 

              depth={depth} 

              parentComponent={null} 

              index={0} 
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              orientation="column" 

              onDrop={this.handleTopDropTargetDrop} 

              className="empty-droptarget" 

              editMode 

            > 

              {({ dropIndicatorProps }) => 

                dropIndicatorProps && ( 

                  <div className="drop-indicator drop-indicator--bottom" /> 

                ) 

              } 

            </DragDroppable> 

          )} 

 

          {gridComponent.children.map((id, index) => ( 

            <Component 

              key={id} 

              id={id} 

              parentId={gridComponent.id} 

              depth={depth + 1} 

              index={index} 

              availableColumnCount={GRID_COLUMN_COUNT} 

              columnWidth={columnWidth} 

              isComponentVisible={isComponentVisible} 

              onResizeStart={this.handleResizeStart} 

              onResize={this.handleResize} 

              onResizeStop={this.handleResizeStop} 

              onChangeTab={this.handleChangeTab} 

            /> 

          ))} 

 



86 
 

          {} 

          {editMode && gridComponent.children.length > 0 && ( 

            <DragDroppable 

              component={gridComponent} 

              depth={depth} 

              parentComponent={null} 

              index={gridComponent.children.length} 

              orientation="column" 

              onDrop={handleComponentDrop} 

              className="empty-droptarget" 

              editMode 

            > 

              {({ dropIndicatorProps }) => 

                dropIndicatorProps && ( 

                  <div className="drop-indicator drop-indicator--top" /> 

                ) 

              } 

            </DragDroppable> 

          )} 

 

          {Resizing && 

            Array(GRID_COLUMN_COUNT) 

              .fill(null) 

              .map((_, i) => ( 

                <div 

                  key={`column-grid-${i}`} 

                  className="column-grid" 

                  style={{ 

                    left: i * GRID_GUTTER_SIZE + i * columnWidth, 

                    width: columnWidth, 
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                  }} 

                /> 

              ))} 

 

          {Resizing && rowGuideTop && ( 

            <div 

              className="row-grid" 

              style={{ 

                top: rowGuideTop, 

                width, 

              }} 

            /> 

          )} 

        </div> 

      </div> 

    ); 

  } 

} 

 

class DatabaseRestApi(RestAPI): 

    datamodel = SQLInterface(Database) 

 

    @expose("/", methods=["POST"]) 

    def post(self) -> Response: 

        if not request.is_json: 

            return self.response_400(message="Request is not JSON") 

        try: 

            item = self.add_model_schema.load(request.json) 

        except ValidationError as error: 

            return self.response_400(message=error.messages) 
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        try: 

            new_model = CreateDatabaseCommand(g.user, item).run() 

            item["sqlalchemy_uri"] = new_model.sqlalchemy_uri 

            return self.response(201, id=new_model.id, result=item) 

        except DatabaseCreateFailedError as ex: 

            return self.response_422(message=str(ex)) 

 

    @expose("/<int:pk>", methods=["PUT"]) 

    def put(self, pk: int) -> Response: 

        try: 

            changed_model = UpdateDatabaseCommand(g.user, pk, item).run() 

            item["sqlalchemy_uri"] = changed_model.sqlalchemy_uri 

            return self.response(200, id=changed_model.id, result=item) 

        except DatabaseUpdateFailedError as ex: 

            return self.response_422(message=str(ex)) 

 

    @expose("/<int:pk>", methods=["DELETE"]) 

    def delete(self, pk: int) -> Response: 

        try: 

            DeleteDatabaseCommand(g.user, pk).run() 

            return self.response(200, message="OK") 

        except DatabaseDeleteError as ex: 

            return self.response_422(message=str(ex)) 

 

 

    @expose("/<int:pk>/table/<table_name>/<schema_name>/", methods=["GET"]) 

    def table_metadata( 

        self, database: Database, table_name: str, schema_name: str 

    ) -> Response: 

        self.incr_stats("init", self.table_metadata.__name__) 
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        try: 

            table_info = metadata(database, table_name, schema_name) 

        except SQLAlchemyError as ex: 

            self.incr_stats("error", self.table_metadata.__name__) 

            return self.response_422(error_msg_from_exception(ex)) 

        self.incr_stats("success", self.table_metadata.__name__) 

        return self.response(200, **table_info) 

 

    @expose("/<int:pk>/select_star/<table_name>/", methods=["GET"]) 

    def select_star( 

        self, database: Database, table_name: str, schema_name: Optional[str] = None 

    ) -> Response: 

        self.incr_stats("init", self.select_star.__name__) 

        try: 

            result = database.select_star( 

                table_name, schema_name, latest_partition=True, show_cols=True 

            ) 

        except NoSuchTableError: 

            self.incr_stats("error", self.select_star.__name__) 

            return self.response(404, message="Table not found on the database") 

        self.incr_stats("success", self.select_star.__name__) 

        return self.response(200, result=result) 

 

    @expose("/test_connection", methods=["POST"]) 

    def test_connection( 

        self, 

    ) -> Response: 

        if not request.is_json: 

            return self.response_400(message="Request is not JSON") 

        try: 
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            item = DatabaseConnection().load(request.json) 

        except ValidationError as error: 

            return self.response_400(message=error.messages) 

        try: 

            TestConnection(g.user, item).run() 

            return self.response(200, message="OK") 

        except (NoModuleError, ModuleNotFoundError): 

            driver_name = make_url(item.get("sqlalchemy_uri")).drivername 

            return self.response( 

                400, 

                message=_("Could not load database driver: {}").format(driver_name), 

                driver_name=driver_name, 

            ) 

        except DatabaseUnsafeError as ex: 

            return self.response_422(message=ex) 

        except DBAPIError: 

            logger.warning("Connection failed") 

            return self.response( 

                500, 

                message=_("Connection failed, please check your connection settings"), 

            ) 

        except Exception as ex: 

            return self.response_400( 

                message=_( 

                    "Unexpected error occurred, please check your logs for details" 

                ) 

            ) 

 

import logging 

import os 
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import random 

import time 

from pathlib import Path 

 

from scapy.all import AsyncSniffer, wrpcap 

 

 

logger = logging.getLogger(__name__) 

 

TIMEOUT = 10 

MAX_NONCE = 120 

 

PCAP_DIR = os.getenv('PCAP_DIR', '.') 

 

 

class Sniffer: 

    def __init__(self, iface): 

        self.base_dir = Path(PCAP_DIR) 

        self._sniffer = AsyncSniffer( 

            iface=iface, 

            prn=Sniffer.save_pcap, 

            count=0 

        ) 

 

    @classmethod 

    def save_pcap(cls, pkt): 

        ts = int(time.time()) 

        nonce = random.randint(0, MAX_NONCE) 

        filename = f'pkt-{ts}-{nonce}.cap' 

        wrpcap(filename, pkt) 
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    def __enter__(self): 

        self.base_dir.mkdir(parents_ok=True, exist_ok=True) 

        self._sniffer.start() 

 

    def __exit__(self, exc_ty, exc_val, tb): 

        self._sniffer.stop() 

 

 

def main(): 

    with Sniffer(iface='docker0'): 

        while True: 

            logger.info('Sniffing ...') 

            time.sleep(TIMEOUT) 

 

 

if __name__ == '__main__': 

    main() 
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ДОДАТОК Е 

Відгук керівника роботи 

 

 

 


