JOIATOK A
JlictuHT nporpamu

// This is Prisma schema file,
// learn more about it in the docs: https://pris.ly/d/prisma-schema

generator client {
provider = "prisma-client-js"
output ="./client"

}

datasource db {

provider = "sqlite"

url =env("DATABASE URL")
}

model User {

id Int  @id @default(autoincrement())
first name String?

last name String?

username  String (@unique
password_hash String

role String (@default("USER")
is_active Boolean @default(true)
created_at DateTime @default(now())
updated_at DateTime @updatedAt
preferences UserPreferences?

@@map("users")
¥

model UserPreferences {

id Int @id @default(autoincrement())

user id Int  (@unique

language String @default("uk")

sidenav_type String (@default("DARK")

navbar_fixed Boolean (@default(true)

light theme Boolean @default(true)

created at DateTime @default(now())

updated at DateTime @updatedAt

user User (@relation(fields: [user id], references: [id], onDelete: Cascade)

@(@map("user_preferences")
H

model Licenselnfo {
id Int @id @default(autoincrement())
expiration_date DateTime
max_users Int
created at  DateTime @default(now())
updated at  DateTime @updatedAt

@(@map("license_info")
H

model ImportTemplate {
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id Int @id @default(autoincrement())
name String

type Int

mapping Json

created_at DateTime @default(now())
updated at DateTime @updated At

}

1/
// Mogeni Uit CHCTEMH YIIPaBIIiHHS KOHBEEPHOIO JTIHIEI0

/!

/Il Monens "IlignpuemcTaa"
/// TlingmpueMcTBa, Ha SIKMX BIPOBAKEHA CUCTEMA YIPABIiHHSI KOHBEEPHOIO JIIHIEIO
model Company {

id Int @id @default(autoincrement())

designation String (@unique

name String @unique

created_at DateTime @default(now())

updated at DateTime @updatedAt

departments Department][ ]
production_lines ProductionLine[]

@@map("companies")
}

/// Monens "BupoOuuui migpo3miau”
/// Tligpo3ainu mignpueMCTBa, A€ PO3rOPHYTA CUCTEMa YIIPaBIiHHS
model Department {

id Int  @id @default(autoincrement())

company_id Int

designation String (@unique

name String (@unique

created at DateTime @default(now())

updated at DateTime @updatedAt

company Company @relation(fields: [company id], references: [id])
employees Employee|[]
production_lines ProductionLine[]

@@map("departments")
}

/// Monens "KouseepHi minii"
/// TexHOJIOr14HI JIiHIT, IO IIAra0Th aBTOMATH3aLIl]
model ProductionLine {
id Int  @id @default(autoincrement())
company_id Int
department_id Int
designation String (@unique
name String (@unique
description String?
created at DateTime @default(now())
updated at DateTime @updatedAt

company  Company (@relation(fields: [company id], references: [id])



department Department @relation(fields: [department id], references: [id])
technological conditions TechnologicalCondition[]

control systems ControlSystem] ]

hmi_interfaces HMIInterface[|

@@map("production_lines")
H

/// Monenp "TexHoNOT9HI YMOBH"
/// YMOBH TE€XHOJIOTIYHOTO TPOLIECY KOHBEEPHOT JiHIT
model TechnologicalCondition {
id Int @id @default(autoincrement())
production line id Int
designation  String @unique
name String (@unique
description String?
created at DateTime @default(now())
updated_at DateTime @updatedAt

production_line ProductionLine @relation(fields: [production_line id], references: [id])
process_parameters ProcessParameter||

@@map("technological conditions")

}

/Il Monenb "TexHonoriyHi mapameTpu"
/// TlapaMeTpH TEXHOJIOTIIHOTO TIPOIIECY
model ProcessParameter {
id Int @id @default(autoincrement())
condition_id Int
designation String @unique
name String  @unique
description String?
created at DateTime @default(now())
updated_at DateTime @updatedAt

technological condition TechnologicalCondition @relation(fields: [condition id], references: [id])
control points ControlPoint][]

@@map("process_parameters")

}

/// Monens "Cucremu yrnpaBiiHHS"
/// ABTOMaTH30BaHi CHCTEMH YIIPaBIIiHHSA KOHBEEPHOIO JHIEO
model ControlSystem {
id Int @id @default(autoincrement())
production_line id Int
designation  String (@unique
name String @unique
system_type String
description String?
created at DateTime @default(now())
updated at DateTime @updatedAt

production_line ProductionLine @relation(fields: [production_line id], references: [id])
control points ControlPoint[]
hmi_interfaces HMlIInterface[]



@@map("control_systems")
b

/I Monens "larepdeiicn HMI"
/// JTromuHO-MammuHHI iHTepdeCH CUCTEMU YIIPABIIIHHS
model HMIInterface {
id Int  @id @default(autoincrement())
production line id Int
control system_id Int
designation  String @unique
name String (@unique
interface type String
description  String?
created at DateTime @default(now())
updated at DateTime @updatedAt

production_line ProductionLine @relation(fields: [production_line id], references: [id])

control _system ControlSystem @relation(fields: [control system id], references: [id])
control points ControlPoint[]

@@map("hmi_interfaces")
}

/// Monenb "To4ku KOHTPOIIFO"
/// KOHTpONBHI TOYKH CHCTEMH YIIPABIIiHHS
model ControlPoint {
id Int @id @default(autoincrement())
parameter id Int
control system _id Int
hmi_interface id Int
designation  String @unique
name String (@unique
location String?
description  String?
created at DateTime @default(now())
updated at DateTime @updatedAt

process_parameter ProcessParameter @relation(fields: [parameter id], references: [id])
control _system ControlSystem @relation(fields: [control system id], references: [id])
hmi_interface HMIInterface @relation(fields: [hmi_interface id], references: [id])
Sensors Sensor( ]

actuators Actuator][]

@@map("control_points")
H

/// Mogens "ITocagu criBpoOiTHHUKIB"

model EmployeePosition {
id Int  @id @default(autoincrement())
designation String (@unique
name String (@unique
created_at DateTime @default(now())
updated at DateTime @updatedAt

employees Employee|[]
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@(@map("employee positions")
H

/// Mogens "Pomi ciiBpoOiTHUKIB"

model EmployeeRole {
id Int @id @default(autoincrement())
designation String (@unique
name String  @unique
created at DateTime @default(now())
updated at DateTime @updatedAt

employees Employee([]

@@map("employee_roles")
}

/Il Monens "CriBpoOiTHUKH"
/// TlepcoHall, O B3aEMO/II€ 3 CHCTEMOIO YIPaBIIiHHS
model Employee {
id Int  @id @default(autoincrement())
department_id Int
position_id Int
role id Int
last name  String
first name String
middle name String
short_full name String
created at DateTime @default(now())
updated_at DateTime @updatedAt

department Department @relation(fields: [department id], references: [id])

position EmployeePosition @relation(fields: [position_id], references: [id])

role EmployeeRole @relation(fields: [role_id], references: [id])

@@map("employees")
H

/// Mopnens "Tunu natdukis"

model SensorType {
id Int @id @default(autoincrement())
sensor_type String (@unique
name String (@unique
description String?
created at DateTime @default(now())
updated at DateTime @updatedAt

sensors Sensor|]

@@map("sensor_types")
H

// Monens "JlaTunku"
/// BuMiproBabHi PUCTPOI CUCTEMH YIPaBIiHHS
model Sensor {
id Int @id @default(autoincrement())
type id  Int
control point_id Int
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serial number String

production_year Int

designation String @unique

name String (@unique
description String?

created at DateTime @default(now())
updated at DateTime @updatedAt

sensor_type SensorType @relation(fields: [type id], references: [id])
control point ControlPoint @relation(fields: [control point id], references: [id])

@@map("sensors")
}

/// Monens "Bukonasui MmexaHizmu"
/// TlpucTpoi, o peaizyroTh KePYIOvi BIUTHBH
model Actuator {
id Int  @id @default(autoincrement())
control point_id Int
designation String @unique
name String @unique
actuator_type String
description String?
created_at DateTime @default(now())
updated_at DateTime @updatedAt

control point ControlPoint @relation(fields: [control point id], references: [id])

@(@map("actuators")
H

/// Monens "Tunu TeEXHIYHUX OIUHULE"

model EngineeringUnitType {
id Int @id @default(autoincrement())
designation String (@unique
name String  @unique
created at DateTime @default(now())
updated at DateTime @updatedAt

units EngineeringUnit([]

@(@map("engineering_unit_types")
}

/// Mopneins "Texaiuni oquHuIi"
model EngineeringUnit {
id Int @id @default(autoincrement())

type id Int
designation String (@unique
name String @unique

created_at DateTime @default(now())
updated_at DateTime @updatedAt

type EngineeringUnitType @relation(fields: [type id], references: [id])

@(@map("engineering_units")
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OCHOBHUI KOMITIOHEHT CEPBEPY

// 3aBaHTaXCHHS 3MIHHUX OTOYCHHS
import dotenv from "dotenv";
dotenv.config();

import express from "express";

import session from "express-session";
import SQLiteStore from "connect-sqlite3";
import chalk from "chalk";

import fs from "fs";

import cookieParser from "cookie-parser";

// IMITOPTH JIOKAITBHUX MOJYJIIB

import { config } from "./config/index.js";

import { isAuthenticated } from "./middleware/auth.js";

import packageJson from "../package.json" with { type: "json" };
import { prisma } from "./lib/prisma.js";

// IMmTOopTH pOyTEPIB

import { authRouter } from "./routes/auth.js";

import { usersRouter } from "./routes/users.js";

import { preferencesRouter } from "./routes/preferences.js";

import licenseRouter from "./routes/license.js";

import importRouter from "./routes/import.js";

import importTxtRouter from "./routes/import-txt.js";

import importExcelRouter from "./routes/import-excel.js";

import { importTemplatesRouter } from "./routes/import-templates.js";

// PoyTun opraHizaiiiHoOi CTpyKTypH

import { companiesRouter } from "./routes/companies.js";

import { departmentsRouter } from "./routes/departments.js";

import { employeePositionsRouter } from "./routes/employee-positions.js";
import { employeeRolesRouter } from "./routes/employee-roles.js";

import { employeesRouter } from "./routes/employees.js";

// PoyTu cucTteMu yIpaBiliHHS KOHBEEPHOIO JIHIEO

import { productionLinesRouter } from "./routes/production-lines.js";

import { technologicalConditionsRouter } from "./routes/technological-conditions.js";
import { processParametersRouter } from "./routes/process-parameters.js";

import { controlSystemsRouter } from "./routes/control-systems.js";

import { hmilnterfacesRouter } from "./routes/hmi-interfaces.js";

import { controlPointsRouter } from "./routes/control-points.js";

// PoyTu o0naaHaHHS

import { sensorTypesRouter } from "./routes/sensor-types.js";
import { sensorsRouter } from "./routes/sensors.js";

import { actuatorsRouter } from "./routes/actuators.js";

// PoyTu BUMIipIOBaHb
import { engineeringUnitTypesRouter } from "./routes/engineering-unit-types.js";
import { engineeringUnitsRouter } from "./routes/engineering-units.js";

// OyHKIisS 1711 00poOKH MUISIXiB 31 3MIHHUME O0TOYeHHS Windows
function expandWindowsPath(pathWithEnvVars) {
return pathWithEnvVars.replace(/%(["%]+)%/g, (_, n) => process.env[n] || "");
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}

// Koncrantu

const { description, version } = packageJson;

const isDev = ((process.env.NODE _ENV ?? "development").trim().toLowerCase() === "development");
const SQLiteStorelnstance = SQLiteStore(session);

// TligroroBka LUIAXIB 11 0a3 JaHUX
const dataPath = expandWindowsPath(
process.env.DATA PATH || "./",

);

// CTBOPIOEMO TUPEKTOPItO, SKIIIO HE iCHYE
if (!fs.existsSync(dataPath)) {
try {
fs.mkdirSync(dataPath, { recursive: true });
} catch (error) {
console.error("Tlomuika cTBOpEHHS AUPEKTOPii AaHUX:", eTTor);
h
}

// THimiamizamis 70JaTKy
const app = express();

// Middleware
app.use(express.json({ limit: '100mb' }));
app.use(cookieParser());

// HamamryBanust CORS no cecii
app.use((req, res, next) => {
const origin = req.headers.origin || "http://127.0.0.1:3000";

res.header(" Access-Control-Allow-Origin", origin);

res.header(" Access-Control-Allow-Credentials", "true");

res.header(" Access-Control-Allow-Methods", "GET,HEAD,PUT,PATCH,POST,DELETE");
res.header(

"Access-Control-Allow-Headers",

"Content-Type, Accept, Authorization, Cookie",

)3

res.header(" Access-Control-Expose-Headers", "Set-Cookie");

if (req.method === "OPTIONS") {
return res.sendStatus(200);

}

next();

1)

// CtBoproemo cxowuine SQLite
const store = new SQLiteStorelnstance({
table: "sessions",
dir: dataPath,
db: "sessions.db",
concurrentDB: true,
verbose: true,

s



// ObpoOKa MOMIIIOK CXOBHIIA
store.on("error", function (error) {
console.error("TTomunka SQLite cxoBuia:", error);

1

// HamamryBaHHS ceciid

const sessionConfig = {
...config.session,
store: store,

¥

// Ouuniaemo crapi cecii npu 3arycKy
sessionConfig.store.clear((error) => {
if (error) {
console.error("[ToMuika ounIeHHS ceciit:", error);
h
1)

// HanmamryBaHHS ceciid
app.use(session(sessionConfig));

// TlepeBipsieMo cTaH cecii mepe KOKHUM 3aliTOM
app.use((req, res, next) => {
if (Ireq.session.userld && req.path !=="/api/auth/login") {
console.log("[lepeBipka cecii He mpoiiaeHa:", {
path: req.path,
sessionld: req.sessionlD,
userld: req.session.userld,
1);
}

next();

1

/I Poytn API

app.use("/api/auth", authRouter);

app.use("/api/users", isAuthenticated, usersRouter);
app.use("/api/preferences", isAuthenticated, preferencesRouter);
app.use("/api/license", isAuthenticated, licenseRouter);
app.use("/api/import", isAuthenticated, importRouter);
app.use("/api/import-txt", isAuthenticated, importTxtRouter);
app.use("/api/import-excel", isAuthenticated, importExcelRouter);
app.use("/api/import-templates”, isAuthenticated, importTemplatesRouter);

// PoyTun opranizaiiiHoi CTpyKTypH

app.use("/api/companies"”, isAuthenticated, companiesRouter);
app.use("/api/departments", isAuthenticated, departmentsRouter);
app.use("/api/employee-positions", isAuthenticated, employeePositionsRouter);
app.use("/api/employee-roles", isAuthenticated, employeeRolesRouter);
app.use("/api/employees", isAuthenticated, employeesRouter);

// PoyTu cucTteMu yIpaBiliHHS KOHBEEPHOIO JIHIEIO

app.use("/api/production-lines", isAuthenticated, productionLinesRouter);
app.use("/api/technological-conditions", isAuthenticated, technological ConditionsRouter);
app.use("/api/process-parameters", isAuthenticated, processParametersRouter);
app.use("/api/control-systems", isAuthenticated, controlSystemsRouter);
app.use("/api/hmi-interfaces", isAuthenticated, hmilnterfacesRouter);
app.use("/api/control-points", isAuthenticated, controlPointsRouter);
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// PoyTn oOnamgHaHHS

app.use("/api/sensor-types", isAuthenticated, sensorTypesRouter);
app.use("/api/sensors", isAuthenticated, sensorsRouter);
app.use("/api/actuators", isAuthenticated, actuatorsRouter);

// PoyTH BUMIpIOBaHb
app.use("/api/engineering-unit-types", isAuthenticated, engineeringUnitTypesRouter);
app.use("/api/engineering-units", isAuthenticated, engineeringUnitsRouter);

// Tno6anpHni 0OpOOHHUK HEOOPOOIEHNX TOMHUIIOK
process.on('uncaughtException', (error) => {
console.error("HeoOpo6ieHa moMuika:', error);

1

// T mobanpamit 00poOHUK HeoOpoOIeHnXx Promise rejection
process.on(‘'unhandledRejection', (reason, promise) => {
console.error('HeoOpo6enwnii Rejection y:', promise, 'mpuunHa:', reason);

s

// O6pobHrK moMuiok Express
app.use((err, req, res, next) => {
console.error('Tlommnka Express:', err);
res.status(500).json({
error: isDev ? err.message : "BHyTpiniHs noMuiika cepsepa’,

s
s

// Ounmaemo Bci cecii mpu 3amycKy
await new Promise((resolve) => {
store.clear((error) => {
if (error) {
console.error("TloMunka ounIeHHs ceciit:", error);
}
resolve();
1)
1)

// 3amyck cepBepa

const server = app.listen(config.server.port, () => {
const sessionMaxAge = config.session.cookie.maxAge / 1000;
const hours = Math.floor(sessionMaxAge / 3600);
const minutes = Math.floor((sessionMaxAge % 3600) / 60);

console.log("\n" + chalk.white.bold(* $ {description} v${version}"));
console.log(chalk.gray(" ");
console.log(
chalk. white(" Pexxum ") +
(isDev ? chalk.yellow("Po3po6ka") : chalk.blue("IIpomayxis")),
)i
console.log(
chalk.white(" Agpeca ")+
chalk.cyan(*${config.server.host}:${config.server.port} "),
)i
console.log(
chalk.white(" Ceciz ") +
chalk.cyan(




*${hours.toString().padStart(2, "0")}:$ {minutes.toString().padStart(2, "0")} (I'T:XX)",

),
);
console.log(chalk.white(" CORS ") + chalk.cyan(config.cors.origin));
console.log(chalk.gray(" \n"));
1

// ObpoOKa 3aBepIIeHHS POOOTH
[
"EXIT",
"SIGINT",
"SIGUSR1",
"SIGUSR2",
"uncaughtException",
"SIGTERM",
].forEach((eventType) => {
const previousListeners = process.listeners(eventType);
process.removeAllListeners(eventType);

process.once(eventType, async (param) => {
await gracefulShutdown();

previousListeners.forEach((1) => l(param));

if (eventType !=="EXIT") {
process.exit();

¥
s
1

async function gracefulShutdown() {
console.log("TlouaTok nIaHOBOrO 3aBEpLICHHS...");

const forceExitTimeout = setTimeout(() = {
console.error(
"He Baamocs 3akpuTH 3'€IHaHHS BYACHO, IPUMYCOBE 3aBEpIIEHHS",
);
process.exit(1);
}, 15000);

try {
await new Promise((resolve, reject) => {

server.close((err) => {
if (err) {
reject(err);
return;
§
console.log("HTTP cepsep 3akpuro");
resolve();
1)
1)

await prisma.$disconnect();
console.log("3'eqnanns 3 6a3010 JaHUX 3aKPHUTO");

await new Promise((resolve) => {
store.destroy((err) => {
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if (err) {
console.error("IloMuika 3aKkpUTTs CXOBUINA ceciit:", err);
}else {
console.log("CxoBurie ceciit 3akpuro");
H
resolve();
$);
1)

clearTimeout(forceExitTimeout);
console.log("[l1anoBe 3aBepiIcHHS 3aBepiIeHO");
} catch (error) {
console.error("I[ToMuka i 9ac 3aBepIieHHs:", error);
process.exit(1);
H
h

ATl MK CepBEpOM Ta KIIIEHTOM

import axios from "axios";
import { APl URL, API ENDPOINTS } from "./api.config";

const api = axios.create({
baseURL: API URL,
withCredentials: true,

1

// Tarepuentop asst 0OpoOKH MOMUIIOK TOKEHA
api.interceptors.response.use(
(response) => response,
(error) => {
const errorCode = error.response?.data?.error;
const requestUrl = error.config?.url;
const requestMethod = error.config?.method;

// TlepeBipsieMO MOMHIIKH TOKCHA
if (

errorCode === "TOKEN_MISSING" ||

errorCode === "TOKEN_ INVALID" ||

errorCode === "TOKEN EXPIRED" ||

errorCode === "TOKEN_SESSION_INVALID" ||

errorCode === "TOKEN_ READER_ MISSING"
)4

// TernepyeMo MO0 I TTOKa3y MOJAIbHOTO BiKHA

window.dispatchEvent(

new CustomEvent("token-validation-required", {

detail: { error: errorCode, message: error.response?.data?. message },
1)
);
}

return Promise.reject(error);

}
)

export const auth = {

login: (username, password) => api.post(API_ENDPOINTS.auth.login, { username, password }),
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logout: () => api.post(API_ENDPOINTS.auth.logout),
getMe: () => api.get(API_ENDPOINTS.auth.me),
checkToken: () => api.get(API_ENDPOINTS.auth.checkToken),

I

export const users = {
getAll: () => api.get(API_ENDPOINTS.users.base),
create: (userData) => api.post(API ENDPOINTS.users.base, userData),
update: (id, userData) => api.put(API_ENDPOINTS.users.byld(id), userData),
delete: (id) => api.delete(API_ENDPOINTS.users.byld(id)),

I

export const preferences = {
get: () => api.get(API_ENDPOINTS.preferences.base),
update: (preferencesData) => api.put(API_ENDPOINTS.preferences.base, preferencesData),

},

export const license = {
get: () => api.get(API_ENDPOINTS.license.base),
update: (data) => api.put(API_ENDPOINTS.license.base, data),

I

export const importTemplates = {
getAll: () => api.get(API_ENDPOINTS.importTemplates.base).then((res) => res.data),
create: (data) => api.post(API_ENDPOINTS.importTemplates.base, data).then((res) => res.data),
update: (id, data) =>
api.put(API_ENDPOINTS.importTemplates.byld(id), data).then((res) => res.data),
delete: (id) => api.delete(API_ENDPOINTS.importTemplates.byld(id)).then((res) => res.data),

1B

// PoyTh opraHi3amiifHoi CTpyKTypH
export const companies = {
getAll: ({ page = 1, search, sortField, sortOrder = "asc", ...otherParams } = {}) =>
api.get(API_ENDPOINTS.companies.base, {
params: {
page,
...(search && { search }),
...(sortField && { sortField, sortOrder }),
...otherParams,

}5

1)
getAllWithoutPagination: () => api.get('$ {API ENDPOINTS.companies.base}/all’),

create: (data) => api.post(API_ENDPOINTS.companies.base, data),
update: (id, data) => api.put(API_ENDPOINTS.companies.byld(id), data),
delete: (id) => api.delete(API_ENDPOINTS.companies.byld(id)),

15

export const departments = {
getAll: ({ page = 1, search, sortField, sortOrder = "asc", ...otherParams } = {}) => {

const params = {
page,
...(search && { search }),
...(sortField && { sortField }),
...(sortOrder && { sortOrder }),
...otherParams,

15

return api.get(API_ ENDPOINTS.departments.base, { params });
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}s
getAllWithoutPagination: () => api.get(API_ENDPOINTS.departments.all),

create: (data) => api.post(API_ENDPOINTS.departments.base, data),
update: (id, data) => api.put(API_ENDPOINTS.departments.byld(id), data),
delete: (id) => api.delete(API_ENDPOINTS.departments.byld(id)),

},

export const employeePositions = {
getAll: ({ page = 1, search, sortField, sortOrder = "asc", ...otherParams } = {}) => {
return api
.get(API_ENDPOINTS.employeePositions.base, {
params: {
page,
...(search && { search }),
...(sortField && { sortField, sortOrder }),
...otherParams,
¥
1)

.then((response) => {
return response;
1)
2

getAllWithoutPagination: () => {
return api.get('$ {API_ENDPOINTS.employeePositions.base}/all");

s

create: (data) => {
return api.post(API_ENDPOINTS.employeePositions.base, data);

s

update: (id, data) => {
return api.put(API_ENDPOINTS.employeePositions.byld(id), data);
}s

delete: (id) = {
return api.delete(API_ENDPOINTS.employeePositions.byld(id));
¥
s

export const employeeRoles = {
getAll: ({ page = 1, search, sortField, sortOrder = "asc", ...otherParams } = {}) => {
return api
.get(API_ENDPOINTS.employeeRoles.base, {
params: {
page,
...(search && { search }),
...(sortField && { sortField, sortOrder }),
...otherParams,
¥
1)

.then((response) => {
return response;
$);
55

getAllWithoutPagination: () => {



return api.get('$ {API_ENDPOINTS.employeeRoles.base}/all’);
}s

create: (data) => {
return api.post(API_ENDPOINTS.employeeRoles.base, data);

s

update: (id, data) => {
return api.put(API_ENDPOINTS.employeeRoles.byld(id), data);
¥s

delete: (id) => {
return api.delete(API_ENDPOINTS.employeeRoles.byld(id));
}s
s

export const employees = {
getAll: ({ page = 1, search, sortField, sortOrder = "asc", ...otherParams } = {}) => {
return api
.get(API_ENDPOINTS.employees.base, {
params: {
page,
...(search && { search }),
...(sortField && { sortField, sortOrder }),
...otherParams,
¥
$)

.then((response) => {
return response;
$);
¥

getAllWithoutPagination: () => {
return api.get('$ {API_ENDPOINTS.employees.base}/all’);

2

getByld: (id) => {
return api.get(API_ ENDPOINTS.employees.byld(id));
}s

getByDepartment: (departmentld) => {
return api.get('$ {API_ENDPOINTS.employees.base}/department/$ {departmentld} );

2

create: (data) => {
return api.post(API_ENDPOINTS.employees.base, data);

s

update: (id, data) => {
return api.put(API_ENDPOINTS.employees.byld(id), data);
5>

delete: (id) = {
return api.delete(API_ ENDPOINTS.employees.byld(id));
¥
s
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// PoyTH cucTeMH yNpaBiiHHA KOHBEEPHOIO JTiHI€I0
export const productionLines = {
getAll: ({ page = 1, search, sortField, sortOrder = "asc", ...otherParams } = {}) => {
return api
.get(API_ENDPOINTS.productionLines.base, {
params: {
page,
...(search && { search }),
...(sortField && { sortField, sortOrder }),
...otherParams,
5,
1)

.then((response) => {
return response;
1);
¥

getAllWithoutPagination: () => {
return api.get('$ {API_ENDPOINTS.productionLines.base}/all");

}’

getByld: (id) = {
return api.get(API_ENDPOINTS.productionLines.byld(id));
¥

create: (data) => {
return api.post(API_ENDPOINTS.productionLines.base, data);

¥

update: (id, data) => {
return api.put(API_ENDPOINTS.productionLines.byld(id), data);
’s

delete: (id) => {
return api.delete(API_ENDPOINTS.productionLines.byld(id));
¥
s

export const technologicalConditions = {
getAll: ({ page = 1, search, sortField, sortOrder = "asc", ...otherParams } = {}) => {
return api
.get(API_ENDPOINTS.technologicalConditions.base, {
params: {

page,
...(search && { search }),
...(sortField && { sortField, sortOrder }),
...otherParams,

2
1)

.then((response) => {
return response;
1);
i

getAllWithoutPagination: () => {
return api.get('$ {API_ENDPOINTS.technologicalConditions.base}/all*);

}’



getByld: (id) = {
return api.get(API_ENDPOINTS.technologicalConditions.byld(id));
’s

create: (data) => {
return api.post(API_ENDPOINTS.technologicalConditions.base, data);

5

update: (id, data) => {
return api.put(API_ENDPOINTS.technologicalConditions.byld(id), data);
}s

delete: (id) => {
return api.delete(API_ENDPOINTS.technologicalConditions.byld(id));
s
s

export const processParameters = {
getAll: ({ page = 1, search, sortField, sortOrder = "asc", ...otherParams } = {}) => {
return api
.get(API_ENDPOINTS.processParameters.base, {
params: {
page,
...(search && { search }),
...(sortField && { sortField, sortOrder }),
...otherParams,
¥
1)

.then((response) => {
return response;
1);
¥

getAllWithoutPagination: () => {
return api.get("$ {API_ENDPOINTS.processParameters.base}/all’);

s

getByld: (id) = {
return api.get(API_ENDPOINTS.processParameters.byld(id));
¥

create: (data) => {
return api.post(API_ENDPOINTS.processParameters.base, data);

2

update: (id, data) => {
return api.put(API_ENDPOINTS.processParameters.byld(id), data);
|3

delete: (id) = {
return api.delete(API_ENDPOINTS.processParameters.byld(id));
¥
¥

export const controlSystems = {
getAll: ({ page = 1, search, sortField, sortOrder = "asc", ...otherParams } = {}) => {



return api
.get(API_ENDPOINTS.controlSystems.base, {
params: {
page,
...(search && { search }),
...(sortField && { sortField, sortOrder }),
...otherParams,
5
1))

.then((response) => {
return response;
3
§s

getAllWithoutPagination: () => {
return api.get("$ {API_ENDPOINTS.controlSystems.base}/all*);

s

getByld: (id) => {
return api.get(API_ ENDPOINTS.controlSystems.byld(id));
}s

create: (data) => {
return api.post(API_ENDPOINTS.controlSystems.base, data);

5

update: (id, data) => {
return api.put(API_ENDPOINTS.controlSystems.byld(id), data);
}s

delete: (id) => {
return api.delete(API_ENDPOINTS.controlSystems.byld(id));
¥
¥

export const hmilnterfaces = {
getAll: ({ page = 1, search, sortField, sortOrder = "asc", ...otherParams } = {}) => {
return api
.get(API_ENDPOINTS . hmilnterfaces.base, {
params: {
page,
...(search && { search }),
...(sortField && { sortField, sortOrder }),
...otherParams,
¥
1)

.then((response) => {
return response;
1)
s

getAllWithoutPagination: () => {
return api.get('$ {API_ENDPOINTS.hmilnterfaces.base}/all’);

2

getByld: (id) = {
return api.get(API_ENDPOINTS.hmilnterfaces.byld(id));
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5

create: (data) => {
return api.post(API_ ENDPOINTS.hmilnterfaces.base, data);

2

update: (id, data) => {
return api.put(API_ENDPOINTS.hmilnterfaces.byld(id), data);
¥s

delete: (id) => {
return api.delete(API_ENDPOINTS.hmilnterfaces.byld(id));
¥s
s

export const controlPoints = {
getAll: ({ page = 1, search, sortField, sortOrder = "asc", ...otherParams } = {}) => {
return api
.get(API_ENDPOINTS.controlPoints.base, {
params: {
page,
...(search && { search }),
...(sortField && { sortField, sortOrder }),
...otherParams,
5
})

.then((response) => {
return response;
1)
¥s

getAllWithoutPagination: () => {
return api.get('$ {API_ENDPOINTS.controlPoints.base}/all’);

s

getByld: (id) => {
return api.get(API_ENDPOINTS.controlPoints.byld(id));
}s

create: (data) => {
return api.post(API_ENDPOINTS.controlPoints.base, data);

I8

update: (id, data) => {
return api.put(API_ENDPOINTS.controlPoints.byld(id), data);
|3

delete: (id) => {
return api.delete(API_ENDPOINTS.controlPoints.byld(id));
§s
¥

// PoyTun o0namgHaHHS

export const sensorTypes = {
getAll: () => api.get(API_ENDPOINTS.sensorTypes.base),
create: (data) => api.post(API_ENDPOINTS.sensorTypes.base, data),
update: (id, data) => api.put(API_ENDPOINTS.sensorTypes.byld(id), data),
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delete: (id) => api.delete(API_ENDPOINTS.sensorTypes.byld(id)),
K

export const sensors = {
getAll: ({ page = 1, search, sortField, sortOrder = "asc", ...otherParams } = {}) => {
return api
.get(API_ENDPOINTS.sensors.base, {
params: {
page,
...(search && { search }),
...(sortField && { sortField, sortOrder }),
...otherParams,
¥
1)

.then((response) => {
return response;
1)
¥

getAllWithoutPagination: () => {
return api.get('$ {API_ENDPOINTS.sensors.base}/all");

55

getByld: (id) => {
return api.get(API_ENDPOINTS.sensors.byld(id));
§s

create: (data) => {
return api.post(API_ENDPOINTS.sensors.base, data);

s

update: (id, data) => {
return api.put(API_ENDPOINTS.sensors.byld(id), data);
}s

delete: (id) = {
return api.delete(API_ENDPOINTS.sensors.byld(id));
¥
s

export const actuators = {
getAll: ({ page = 1, search, sortField, sortOrder = "asc", ...otherParams } = {}) => {
return api
.get(API_ENDPOINTS.actuators.base, {
params: {
page,
...(search && { search }),
...(sortField && { sortField, sortOrder }),
...otherParams,
¥
})

.then((response) => {
return response;
$);
55

getAllWithoutPagination: () => {
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return api.get('$ {API_ENDPOINTS.actuators.base}/all’);
}s

getByld: (id) => {
return api.get(API_ENDPOINTS.actuators.byld(id));
s

create: (data) => {
return api.post(API_ENDPOINTS.actuators.base, data);

s

update: (id, data) => {
return api.put(API_ENDPOINTS.actuators.byld(id), data);
’s

delete: (id) = {
return api.delete(API_ENDPOINTS.actuators.byld(id));
}s
¥

// PoyTH BUMIpIOBaHb
export const engineeringUnitTypes = {
getAll: () => api.get(API_ENDPOINTS.engineeringUnitTypes.base),
create: (data) => api.post(API_ENDPOINTS.engineeringUnitTypes.base, data),
update: (id, data) => api.put(API_ENDPOINTS.engineeringUnitTypes.byld(id), data),
delete: (id) => api.delete(API_ENDPOINTS.engineeringUnitTypes.byld(id)),
s

export const engineeringUnits = {
getAll: ({ page = 1, search, sortField, sortOrder = "asc", isActive, ...otherParams } = {}) =>
api.get(API_ENDPOINTS.engineeringUnits.base, {
params: {
page,
...(search && { search }),
...(sortField && { sortField, sortOrder }),
...(isActive == undefined && { isActive: isActive.toString() }),
...otherParams,
¥
1),

getAllWithoutPagination: () =>
api.get(API_ENDPOINTS.engineeringUnits.all).then((res) => res.data),

create: (data) => {
const requestData = {
designation: data.designation,
name: data.name,
type _id: Number(data.type id),
15
return api.post(API_ENDPOINTS.engineeringUnits.base, requestData);

}’

update: (id, data) => {
const requestData = {
designation: data.designation,
name: data.name,
type_id: Number(data.type id),
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I
return api.put(API_ENDPOINTS.engineeringUnits.byld(id), requestData);
s

delete: (id) => api.delete(API_ENDPOINTS.engineeringUnits.byld(id)),
IR

// IMmIopT maHUX
export const importApi = {
importData: (data) => api.post(API_ENDPOINTS.import.base, data),

importTxt: (file, params, onProgress) => {
const urlParams = new URLSearchParams();
Object.entries(params).forEach(([key, value]) => {
urlParams.append(key, value);

s

return new Promise((resolve, reject) => {
const xhr = new XMLHttpRequest();
const url = "${API_URL}${API_ENDPOINTS.import.txt} ?$ {urlParams} ;
xhr.open("POST", url);
xhr.setRequestHeader("Content-Type", "application/octet-stream");
xhr.withCredentials = true;
xhr.responseType = "text";

if (xhr.overrideMimeType) {
xhr.overrideMimeType("text/plain; charset=utf-8");

}

const updates = [];
let lastProcessedLength = 0;

xhr.upload.onprogress = (progressEvent) => {
if (onProgress && progressEvent.lengthComputable) {
const percentCompleted = Math.round((progressEvent.loaded-100) / progressEvent.total);
onProgress({
progress: { stage: "upload", current: percentCompleted, total: 100 },
status: "3aBantaxenns TXT daiiny Ha cepsep...",
1)s
H
15

const processResponseData = () => {
if (!xhr.responseText) {
return;

}

const currentLength = xhr.responseText.length;

if (currentLength > lastProcessedLength) {
const newData = xhr.responseText.slice(lastProcessedLength);
lastProcessedLength = currentLength;

const lines = newData.split("\n").filter((line) => line.trim());
lines.forEach((line) => {
try {
const update = JSON.parse(line);
updates.push(update);



if (onProgress) {
onProgress(update);
}
} catch (e) {
// Irnopyemo nenosHi JSON psinku
}
3
}
15

xhr.onreadystatechange = () => {
if (xhr.readyState === 3 || xhr.readyState === 4) {
processResponseData();

}
¥

xhr.onprogress = () => {
processResponseDatal);

},

xhr.onload = () => {
processResponseData();
if (xhr.status === 200) {
resolve({ data: updates });
} else {
const error = new Error(*[Tommika immopty TXT! cratyc: ${xhr.status}");
if (onProgress) {
onProgress({ error: error.message });
}
reject(error);
}
15

xhr.onerror = () => {
const error = new Error("MepesxeBa mommika immnopty TXT");
if (onProgress) {
onProgress({ error: error.message });
}
reject(error);

I

xhr.send(file);
\ 1)

importExcel: (file, params, onProgress) => {
const urlParams = new URLSearchParams();

// OOOB'sI3KOBI TapaMeTpH
const requiredParams = ["positionRange", "valueRange", "dateRange", "timeRange"];
const missingParams = requiredParams.filter((param) => !params[param]);

if (missingParams.length > 0) {
return Promise.reject({
type: "MISSING_PARAMETERS",
params: missingParams,

s
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// Jlo3BOJIEHI apaMeTpH

const allowedParams = [
"positionRange",
"valueRange",
"dateRange",
"timeRange",
"modeRange",
"forceOverwrite",

Ik

// OBpobIsIEMO TTapaMeTpH
Object.entries(params).forEach(([key, value]) => {
if (allowedParams.includes(key) && value !== undefined && value !== null && value !|=="") {
let processedValue = value;
if (key.endsWith("Range")) {
processedValue = value.replace(/\s/g, "").toUpperCase();
H
urlParams.append(key, processedValue);
§
3

return new Promise((resolve, reject) => {
const xhr = new XMLHttpRequest();
const url = ‘${API_URL}${API_ENDPOINTS.import.excel}?$ {urlParams} ';

xhr.open("POST", url, true);
xhr.setRequestHeader("Content-Type", "application/octet-stream");
xhr.withCredentials = true;

xhr.responseType = "text";

let buffer="";
let finalResult = null;
const allErrors = [];

const normalizeError = (error) => {
const getErrorSeverity = (errorType) => {

const criticalErrors = [
"MISSING PARAMETER",
"FILE EMPTY",
"FILE TOO_LARGE",
"PARSE ERROR",
"DATABASE_ERROR",

I;

const warningErrors = ["VALUE_BELOW_MIN", "VALUE ABOVE MAX",

"EMPTY_VALUE"];

if (criticalErrors.includes(errorType)) return "error";
if (warningErrors.includes(errorType)) return "warning";
return "error";

3

const normalized = {
type: error.type || "UNKNOWN_ERROR",
count: error.count || 1,
severity: error.severity || getErrorSeverity(error.type || "UNKNOWN_ERROR"),
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timestamp: error.timestamp || new Date().toISOString(),
TOW: eITor.row,
column: error.column,
cell: error.cell,
value: error.value,
...Object.keys(error).reduce((acc, key) => {
if (!["type", "count", "severity", "timestamp", "row", "
acc[key] = error[key];
}

return acc,

5 AD
¥

nn

column", "cell", "value"].includes(key)) {

Object.keys(normalized).forEach((key) => {
if (normalized[key] === undefined) {
delete normalized[key];

}
1

return normalized;

35

xhr.upload.onprogress = (progressEvent) => {
if (onProgress && progressEvent.lengthComputable) {
const progress = Math.round((progressEvent.loaded-100) / progressEvent.total);
onProgress({
stage: "upload",
progress: progress,
isIntermediate: true,
$)s
h
¥

xhr.onprogress = () => {
try {
const newData = xhr.responseText.slice(buffer.length);
buffer = xhr.responseText;

const lines = newData
.split("\n")
filter((line) => line.startsWith("data: ") && line.length > 6);

for (const line of lines) {

try {
const update = JSON.parse(line.substring(6).trim());

if (update.isFinal) {
finalResult = update;

}

if (update.errorDetails && Array.isArray(update.errorDetails)) {
update.errorDetails.forEach((error) => {
if (lerror.type) {
return;

}

const normalizedError = normalizeError(error);



const errorKey = JSON.stringify({
type: error.type,
cell: normalizedError.cell,
value: normalizedError.value,

1

const existingIndex = allErrors.findIndex(
(e) =>
JSON.stringify({
type: e.type,
cell: e.cell,
value: e.value,
}) === errorKey

)

if (existingIndex === -1) {
allErrors.push(normalizedError);

} else {
allErrors[existingIndex].count = normalizedError.count;

Hs
}

if (onProgress) {
onProgress({
...update,
stage: update.stage || "import",
isIntermediate: !update.isFinal,
errorDetails: allErrors,
1)
J
} catch (e) {
const errorObj = {
type: "SSE_ PARSE ERROR",
message: e.message,
timestamp: new Date().toISOString(),
count: 1,
severity: "error",
¥
allErrors.push(errorObyj);
j

}
} catch (e) {

const errorObj = {
type: "SSE_PROCESS _ERROR",
message: e.message,
timestamp: new Date().toISOString(),
count: 1,
severity: "error",
¥
allErrors.push(errorObj);
}
3

xhr.onload = () => {
const totalErrorCount = allErrors.reduce((sum, error) => sum + (error.count || 1), 0);
const uniqueErrorTypes = [...new Set(allErrors.map((e) => e.type))].length;



if (xhr.status === 200) {
if (finalResult?.fatal) {
if (onProgress) {
onProgress({
stage: "error",
statusKey: finalResult.statusKey || "import_failed",
errors: [...new Set(allErrors.map((e) => e.type))],
errorDetails: allErrors,
fatal: true,
isFinal: true,

1)
}

const rejectError = {
type: "IMPORT FAILED",
message: finalResult.statusKey || "ImmopT He BraBcs",
details: finalResult,
errors: allErrors,
totalErrors: totalErrorCount,
uniqueErrorTypes: uniqueErrorTypes,
httpStatus: xhr.status,

I

reject(rejectError);
}else {
if (onProgress) {
onProgress({
stage: "complete",
statusKey: finalResult?.statusKey || "import_successful",
summary: finalResult?.summary,
errors: allErrors,
errorDetails: allErrors,
isFinal: true,
1)
h

const resolveResult = {
...finalResult,
errors: allErrors,
totalErrors: totalErrorCount,
uniqueErrorTypes: uniqueErrorTypes,
warnings: allErrors.filter((e) => e.severity === "warning"),

i

resolve(resolveResult);
H
}else {
if (finalResult?.fatal) {
if (onProgress) {
onProgress({
stage: "error",
statusKey: finalResult.statusKey || "import_failed",
errors: [...new Set(allErrors.map((e) => e.type))],
errorDetails: allErrors,
fatal: true,
isFinal: true,



Hs
}

const rejectError = {
type: "IMPORT FAILED",
message: finalResult.statusKey || "Immopt He BaaBcs",
details: finalResult,
errors: allErrors,
totalErrors: totalErrorCount,
uniqueErrorTypes: uniqueErrorTypes,
httpStatus: xhr.status,

b

reject(rejectError);
} else {
if (onProgress) {
onProgress({

stage: "error",
statusKey: "server_error",
errors: ["SERVER _ERROR"],
errorDetails: allErrors,
fatal: true,
isFinal: true,

s
}

const rejectError = {

type: "SERVER_ERROR",

status: xhr.status,

response: xhr.responseText,

errors: allErrors,

totalErrors: totalErrorCount,
uniqueErrorTypes: uniqueErrorTypes,

i

reject(rejectError);
H

}
3

xhr.onerror = () => {
const totalErrorCount = allErrors.reduce((sum, error) => sum + (error.count || 1), 0);
const uniqueErrorTypes = [...new Set(allErrors.map((e) => e.type))].length;

if (onProgress) {
onProgress({
stage: "error",
statusKey: "network_error",
errors: ["NETWORK ERROR"],
errorDetails: allErrors,
fatal: true,
1sFinal: true,
1)
H

const rejectError = {
type: "NETWORK_ERROR",

88



errors: allErrors,
totalErrors: totalErrorCount,
uniqueErrorTypes: uniqueErrorTypes,

1

reject(rejectError);

})

xhr.onabort = () => {
const totalErrorCount = allErrors.reduce((sum, error) => sum + (error.count || 1), 0);
const uniqueErrorTypes = [...new Set(allErrors.map((e) => e.type))].length;

if (onProgress) {
onProgress({
stage: "error",
statusKey: "aborted",
errors: ["ABORTED"],
errorDetails: allErrors,
fatal: true,
isFinal: true,
$)s
H

const rejectError = {

type: "ABORTED",

errors: allErrors,

totalErrors: totalErrorCount,
uniqueErrorTypes: uniqueErrorTypes,

b

reject(rejectError);

1

try {
xhr.send(file);

} catch (e) {
const totalErrorCount = allErrors.reduce((sum, error) => sum + (error.count || 1), 0);
const uniqueErrorTypes = [...new Set(allErrors.map((e) => e.type))].length;

if (onProgress) {
onProgress({
stage: "error",
statusKey: "send_error",
errors: ["SEND_ ERROR"],
errorDetails: allErrors,
fatal: true,
i1sFinal: true,
$)s
}

const rejectError = {

type: "SEND ERROR",

message: e.message,

errors: allErrors,

totalErrors: totalErrorCount,
uniqueErrorTypes: uniqueErrorTypes,

s



reject(rejectError);

s
3,

importExcelForce: (file, mapping, onProgress) => {
return importApi.importExcel(file, { ...mapping, forceOverwrite: true }, onProgress);
¥s
s

export default {
auth,
users,
preferences,
license,
importTemplates,
companies,
departments,
employeePositions,
employeeRoles,
employees,
productionLines,
technologicalConditions,
processParameters,
controlSystems,
hmilnterfaces,
controlPoints,
sensorTypes,
Sensors,
actuators,
engineeringUnitTypes,
engineeringUnits,

import: importApi,
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NMEPEBAT'H TPOTOKOJTY TCP/IP JIJISI ABTOMATHU30BAHOI
CHCTEMMU YIIPABJITHHA KOHBEE€PHOIO JIIHIETO I3
3ACTOCYBAHHSIM 3ACOBIB JIIOJJHHO-MAINIUHHOI'O IHTEP®ENCY

I'nedor €Bren Onexcanaporuy,

CTYIEHT

XapkiBcbKHIl HAI[IOHATBHHI YHIBEPCHUTET PaJl0eleKTPOHIKH
M. Xapkie, Yipaina

Beryn.

CyuacHi BHpOOHHYI JiHil, 0COOIHBO KOHBEEPHI CHCTEMH, KPHTHIHO 3aJIEHATh
BLJl BHUCOKOI WIBHJIKOCTI Ta HaJidHOCTI ABToMaTu3oBaHux CucreM YIpaBiliHHS
(ACY). [Insa onepaTHBHOTO MOHITOPHHTY Ta KEPYBAHHS YCpE3 JIFOJAMHO-MalTHHHHH
inTepdetic (HMI) HeoOXinHuii KOMYHIKaIliiiHUI IPOTOKOI i3 MAKCHUMAJNBEHO HHU3BKOIO
zaTpuMkor0. IIpotokon TCP/IP (Transmission Control Protocol/Internet Protocol) €
OCHOBOIO TpoMuciioBoro FEthernet, uui apxiTekTypHi nepeBars poOJATE HOTO
ileanbHUM BHOOpOM i BUcokoMHaMiuHux ACY,

Meta Ta 3aBaaHHsI po0OTH.

- MeTor0 poboTu € oOrpyHryBaHHsa mepeBar mnportokony TCP/IP sk
TPaHCIOPTHOTO PiBHA JJIS CTBOPEHHS BHCOKOIHTEIPOBAHOI Ta MIBUAKICHOI CHCTEMH
VIpaBIiHHSA ~KOHBEEPHOW JIiHi€l0 i3 3acTocyBamHsM HMI, mopisHsHO 3i
creuiayizoBaHuMM nportokonamu (Hanpukian, DNP3). Jlis nporo HeoOXigHO
MPoaHAII3YBaTH JUHAMIYHI Ta IHTerpaiiiini xapakrepuctuku TCP/IP,

Amnaniz apxitektypn Ta pynknionansnocti TCP/IP.

[Mporokonn TCP/IP € crekom, mo 3abe3neuye waminy (TCP) Ta
MapupyTu3oBany (IP) nocraBky gaHHX, COyTYHOUH TPAHCIIOPTHHM PIBHEM IS TAKHX
npoMucioBux mnpotokonis, sk Modbus TCP ta EtherNet/IP. lle nexuts B OCHOBI
konseprenuii onepauiinux (OT) Ta indopmauniiinnx (IT) rexHonoriii [2].

KarouoBi apxiTekTypni nepeBarn:

- BHCOKA MPONYCKHA 30aTHICTh: Bukopucranns ¢izuunoro pisas Ethernet

(100 Mbit/c — 1 T'6it/c) nosBomse mnepemaBatu o0'emui mani HMI (rpadikw,
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BIZICOTIOTOKH ) IPAKTHYHO MUTTEBO;

- MacmtaboBanicth: Cucrema [P-anpecariii 3abesmedye THyuky Ta
HCOOMEKCHY TOITOJIOTII0 MEPEKi, 10 KPUTUYHO U JOBI'MX KOHBCEPHUX IIHIH.

[MopiBasians 3 DNP3: Tlpotokon DNP3 pozpoGienuii a1 HU3bKOIIBHAKICHUX
KaHAIIB 3B'A3Ky KPUTHYHOI iIHQPACTPYKTYPH, JA¢ IPIOPUTETOM € mepenada NaHuX 3a
nmomisMu. Jlnst  quHaMiyHOi KoHBeepHoi miHii, ne HMI mortpebye mnocriliHoro
IIBHIKOTO OHOBJICHHS Bi3yalbHHX JaHUX, IIBHKICTH | HaTHBHA minTpumka TCP/IP €
BUPIIITATEHAMH.

JunaMmiuHi nepeBaru Ta inTerpanisi cHcTeMH.

[Tepepara TCP/IP B ympaBiiHHI KOHBEEPOM BH3HAYACTBCS HOTO 3MTATHICTIO
MiHimizyBatH 3aTpuMKy (Latency). Yac mepemaui maHux 0OGSpHEHO HPOTIOPMiHHHIA
IPOITYCKHIH 31aTHOCTI.

Jlunamiuna riepesara: B Toif 4ac AK HM3BKONIBHAKICHI MpoTOKOIH, AK DNP3,
MOXYTh BHTpPavyaTH COTHI MIJICEKYH/ Ha mepenady THIOBOIO TaKeTa, Mepexka
TCP/IP (na meujakocti 100 MOit/c) 3abe3neuye nepeaady 3a 4acTKM MUIICEKYHJIH
[1]. Takum unnom, TCP/IP 3abe3neuye cKOpoUyeHHs 4acy nepejayi JaHUX y THCS4I
pasiB, M0 € KPUTHYHO BAXITMBUM JIJIsl OTIEPATHBHOTO KEPYBAHHS B peaThbHOMY Yaci.
KpiM ToTO, BHCOKAa TpOMYCKHA 3JIaTHICTR MIHIMI3ye uac OUiKyBaHHSA B uep3i,
3abe3nevyroun HeoOXiHY MeTepMiHOBaHICTh CUCTEMH HABITH MIPH BHCOKOMY Tpadiky
[3].

[nrerpauiitna ¢ynkuionaibHicth: Bukopucranus TCP/IP € ocHoBow s
BEPTUKaNBHOI  Ta  ropu3oHTanpHoi  iHTerpauii.  [Iporokon — 3abesmeuye
BHCOKOIIBHJIKICHMI 0OMIH maHuUMH Mik pisHuMH [TJIK 118 TouHol cHHXpoHI3alil
KOHBEEPHUX CeKIliii (ropusonTtansHa inTerpairis). Kpim toro, TCP/IP € HatuBHHM
nns kopnopatiBHuX [T-cucrem, nozponsatoun [TJIK OesnocepenHso rnepenapaTH
BupoOHUYi naHi y cucteMu MES ta ERP (BeprHkansHa iHTerpaiis) 6e3 notpedu y
CKJIaJHUX IIII03aX.

BucHoBkH.

[lporoxon TCP/IP € edeKTHBHHM IHCTpYMEHTOM i  MOOYIOBH

BHCOKOHHHHMi“IHHX Ta iHTeIpOBaHHX CHUCTEM KEpYBAHHA KOHBCEPHOK JIHIEK 13
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3acCTOCyBaHHAM cydacHHX 3acobie HMIL Moro Bmcoka MPOMYCKHA 3JATHICTB,
HATHBHA CYMICHICTb i3 NIHPOKHM CIIEKTPOM OONaIHAHHS Ta MiATPUMKA BEPTHKATBHOT
inTerpanii poOIATE HOro ONTHMANLHHM BHOOPOM Ui OLTBIIOCTI HPOMHCIOBHX
3aCTOCYBaHb.

Takum umnomM, BukopuctanHs TCP/IP 3abesmeuye MiHIMIzallilo 3aTPHMKH,
BHCOKY INBHIKICTh OOMIHY JaHMMH, 3HaYHE 3HIDKEHHS BUTPAT Ha BIPOBA/UKEHHS
3aBASKM BHUKOPHCTAHHE) CTAHJAPTHOIO O0O0JIaJHAHHA T4 CTBOPHE apXITEKTYPHY

ocHOBY Juis [HycTpii 4.0, MI0 € KPUTHYHO BaXITUBHM JIJIS CYYacHOI IIPOMHCIIOBOCTI.
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