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1. OcHOBHI MOHATTSA Ta XapaKTSPUCTHKA TCXHOJOTIiT
XMAapHUX 0OYHCIIEHB

2. beaneka nanux Ta iHppPacTPYKTYPH B XMapi

3. Binomi xmapHi 1posakijepu ta Ix HaB4aslbHl
nporpamu

4. Po3poOka maBuaibHOT TOTaTGOPMH ra
PC3VIIbTATH

Bectyn

BUKOpHCTaHHA XMapHHX TCXHOJOTIH € aKTyadbHUM IMTaHHAM JUTS BCIiX
rairy 3eif, a BIAMOBIAHO | HABYAHHS CTBOP eHHIO Ge3neunoi indpactpy KTy pims
xMapi. Haby Bac 0cO0AUBOIO 3HAYCHHS.

Mera kBanidikauiiinoi poGoTH -  aHATI3 ICHYIOUMX MOMKIMBOCTEH Ta
w1aT(opM HABYAHHS CIBOPCHHIO Oc31cYHOI IH(pacTpyKTypHy XMmapax,
no0y/10Ba maTGopMu IS HABYAHHS Ta MPOXOJUKEHHS TepeBipKH 3HaHb
CHCTEMHUX 1HXCHEepIB Ta IHKeHepiB 3 Oe3leKu.

V nasiii po6oTi Oy/1e IIp OBE/ICHO aHaII3 Ta OIHCAHO 3arajibHi IIp HHIIIH
= XMapHAX TEXHONOTIH Ta cepBiCiB, aHANI3 YHHHUKIB PO3BUTKY XMap HUX
»/ . TeXHOJIOIHi, Ge3neky IHPpacIpy KTy py JaHUX B XMapli.

3 Ure | Pe3ynbTatoM 11bOro J0CIIUKEH s € CTBOPEHHS CBOET I1aTd)op Mu
. \ JUTS HABHAHHS Ta TP OXOJUKEHHS TIep eBip KH3HAHb CTYIEHTIB.



1. OCHOBHI TIOHATTS TA XAPAKTEPUCTHUKA
TEXHOJIOT'TA XMAPHUX OBYUCITEHB

m .

Xmapa - ye cepegoBuLe A5 36epiraHHs Ta 06POGKM JaHux,
siKe 06'egHye B C06i anapaTHi 3acobu, mporpaMHe
3a6e3rneyeHHs, Mepexy i NiATPUMKY KOpUCTyBavis.
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OcHOBHI epeBaru XMapHUX TEXHOJIOTIH AJ1
bi3Hec

BiAMOBOCTIRKICTb;
nigsvweHa 6esneka Ta HaAilHICTb;

BWCOKa LIBUAKICTb O6POGKN AaHKX;

3HWXXEHHA BUTPAT Ha anapaTtHe i NporpamMHe 3abe3neyeHHsl, Ha 06CNyroByBaHHs i
e/1EKTPOEHEPTilo;

CMNOXWBaHI pecypcy MOXYTb MUTTEBO MaCLLITafSyBaTI/ICﬂ Ha BUMOTy 3aMOBHWKa, B
3aMEXHOCTi Bifj 3MiHW HaBaHTaXeHb;

HeromiTHa A5 KOpPUCTYBayYiB MirpaLis Ha Hoei Bepcil i HOBI MnaThopMy, 3aMOBHUKM
3aB)AM NPaLoIoTh 3 HANOCTaHHILWMWMKW BEPCIAMW A0AATKIB;

NOTPIGHI cepBicK JOCTYMNHI NPaKTUYHO MUTTERE He NOTPIGHO HIKUX AoAaTKOBUX
po6iT NO po3ropTaHHIo | KOHDIrypaL,il BUKOPUCTOBYBAHUX iHDOpMaLiHHUX cUCTeM,;

MANBYTHE XMAPHUX TEXHOJIOI'TH

Ocrognimenoenyii po3sumy XMapHuxmexHoA02il 6 MaiOymusom):

Libpudna xmapa mavyasmuxmapuaingpacmpyxmypa
IoT (Inmepnem peveii)

Llmyynuii inmenexm

bescepsepuiobuucienis

Pesepene koniosanns ma asgapiiine 6ionos e
Kormeiinepu maKubernetes

DevSecOps



Be3neka xMapHOi iHQpacTpyKTypH

Mpoeaipep NOBUHEH: BignoBiganbHicTb NpoBaiiaepa :
6eaneka BipTyanbHOTro cepefoBuLLa KNieHTa Le 3abesneveHHs 6esnepebiHocTi po60TH
OfMH 3 6230BWX ENIEMEHTIB, HA AKUX TPUMAETLCA  06M1afHAHHS;

6i3Hec xmMapHoro nposaiaepa; 3a6e3neqeHHs 6e3nekun isnyHoT

BiAnoBiJanbHicTb NpoBaijepa nepen iHhpacTpyKTypH;
KOMMNaHIeo-KNIEHTOM PEryioeTbCA YroIoH Npo
piBeHb nocnyr (SLA);

XMapHWiA MpoBanaep BKIaAae 3HavyHi pecypcu B MocTavaneHUK Nocnyr BiANoBiaae 3a
PO3BUTOK CUCTEM 3aXUCTY | 36EpPEXKEHHA AaHUX. 6eaneKky OCHOBHUX KOMMNOHEHTIB XMapu:
CroaM MOXHa BKJTHOMWUTU SIK NPOrpamHi Mepexi, HakonuyyBadi, cepBepH i
NPOAYKTH i anapaTHi 3acobu, Tak i onepaTUBHWIA BipTyanisauiq.

KOHTpONb |T-haxiBLiB Haa hyHKUIOHYBaHHAM

ynpasniHHA XOCTCUCTEMaMM.

XMapw; Y KOXHOM0 NpoBaWaepa € BeNMye3Huii wrat
CMPAMOBAHICTb [jii, 06YMOBNEHMX CBITOBUMM CNIBPOGITHUKIB 3 BENUKUM [OCBIAOM, SIKi
cranpapTamu 6eaneku.CIS Benchmark, HIPAA, KOHTPONKOTh BCi NPOLIECH | NIATPUMYHOTh
PCI DSS, ISO 27001, NIST CSF v1.1, FedRAMPra KopucTyBadis.

iHLL.

Beaneka xMapHOi iHpacTpPyKTypH

BignoBiganbHiCTb K/ieHTa : 3rigHo 3 pesynbTaTaMu JOCNIAXKEHHSA
yNpaBniHHA Ta o6cnyrosysakus cuctem  “CS| Computer Crime and Security Survey»,
KOHTPOMIO AOCTYNY:; : 3 DoS-atakamu aiTkHynvcs Tinox /e

! pPecnoHAeHTIB, a 3 WKIAAUBUMM AIAMK

ynpagniHHA noniTuKamMu i npasammn

[OCTYNy KOPUCTYBaYIB, BKIKOYaKUK
MapOAbHAUIA 3aXMCT; OnwTyBaHHAHa RSA Conference,

nokasano, Wwo cboroaHjBBEkbaxiBLiB B
06nacTi 6eanekn BBaXakTb

nepcoHany SR

cTaHAapTHe ynpaeniHHS OHOBNEHHAMUK

OC i poparis; CNIBPOGITHUKIB HARGINbLL HE6E3MeY OO
BefieHHA Ta aHania peecTpaLiitH1X 3arpo30ko ANS KOMNaHii.
XKypHanis;

MOHITOPUHT aKTUBHOCTI KOPUCTYBAYIB.



Y V V VY

\4

Amazon Web Services
Microsoft Azure

Google cloud platform
Ceprugpuxamms 1BM Cloud
Cloud Security Alliance

ows wors

Clowd

Pucynok 2.1- Cepmucpixayii AWS

Pucynok 2.2 Yacmra xmMapro2 0 punky, Ky 3aimaoms
nposaiidepu

Pucynok 2.3- Gartner Magic Quadrant



OCHOBHI HATIPAMKH PO3POBKH ITPOEKTY
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MOHITOPHHT TA KOTU®IKALII

Monitoring completion of scenarios default scheme
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JIOJIATOK B
KOJI [IPOEKTY

import json

from datetime import datetime

import boto3, time, os

from boto3.dynamodb.conditions import Key, Attr

def lambda_handler(event, context):
dynamodb = boto3.resource('dynamodb")
table = dynamodb.Table( 'users')
sns = boto3.client('sns')
scenario_id = os.environ['ScenarioName']

# Takes away the date from the script completion date and sends messages to tho
se who didn't make it 24 hours before the script completion.
for item in table.scan()['Items']:
if item['scenarios'][scenario_id]['passed'] == False:
if (datetime.strptime(item['scenarios'][scenario_id]['destroy_date'], "
%Y -%m-%dT%H:%M:%SZ") - datetime.utcnow()).days <= 1 :
print("Alert sent to" item['email'])

sns.publish(
TopicArn = item[ 'topic_arn'],
Message = 'You have 24 hours to complete the scenario, after th
at time it will be destroyed.'
)

import boto3, os, re, json, time
from boto3.dynamodb.conditions import Key, Attr
from datetime import datetime

send_regex = re.compile(r'~(secret|access|username|target).*$")
dynamodb = boto3.resource('dynamodb")

table = dynamodb.Table('users')

lambda client = boto3.client('lambda')

def lambda handler(event, context):
response = table.scan()
items = response['Items']

scenario_id = os.environ['ScenarioName']
with table.batch_writer() as batch:
for item in items:

if "scenarios" in item:
time.sleep(5)
print("working on", item['email'])



for key in list(item["scenarios"][scenario_id]):
print('Found something like secret/access key')
try :
placeholders = {}
for key, value in item["scenarios"][scenario_id].items():
if send_regex.search(key):
placeholders[key] = value
except KeyError :
print("Keys not Exists")
print('Sending email')
lambda_client.invoke(
FunctionName="'SendingNotifications',
InvocationType="'Event',
Payload=json.dumps ({
'template_name': os.environ['ScenarioName'] + '_data’,
‘email': item['email’'],
'placeholders': placeholders

1)

break

# Database creation

resource "aws_dynamodb_table" "users” {
hash_key = "email"
name = var.dbName
stream_enabled = true

stream_view_type = "NEW_AND_OLD_IMAGES"
billing mode = "PAY_PER_REQUEST"

attribute {
name = "email"
type = "S"
¥
}

# Creation items for dynamodb table
resource "aws_dynamodb_table item
count = length(local.emails)
table name = aws_dynamodb_table.users.name

users" {

hash_key = aws_dynamodb_table.users.hash_key
item = <<ITEM
{
"email" : { "S": "${local.emails[count.index]}" },
"category" : { "S": "${local.categories[count.index]}" },
"notifications": { "M": {"test" :{ "S":"sometext"} } },
"scenarios":
{
"M":
{

"${var.scenarios[1]}":



"M":
{
"passed" : {
"cheat" : {
“deploy_date" : {
"destroy_date": {
"events" : { "L":
¥
3
"${var.scenarios[2]}":
{
"M":
{
"passed" e {
"cheat” : {
"deploy_date” : {
"destroy_date": {
"events" . {

}
}s
"${var.scenarios[3]}":

{
"M":

"passed"
"cheat™
"deploy_date"
"destroy_date"

"instance events":

"user_events"

}
¥

"${var.scenarios[4]}":

{

IIMII :
{
"passed" : A{
"cheat" : {
"deploy_date" : {
"destroy date": {
"events" 3 A
}
}s
"${var.scenarios[5]}":
{
IIMII :
{
"passed" : A{
"cheat" 2

"deploy date" :

P I S )

"BOOL":
"BOOL":
ng

ngr
[1}

"BOOL":
"BOOL":
ngn

ngn :
npw :

ngu
ngo
e
wn

"BOOL":
"BOOL":
ngn

ngn
nw

"BOOL":
"BOOL":
IISII

: "1589999958"

"BOOL":
"BOOL":

: "1580900058"

false },
false },

: "${timestamp()}" },
: "${timeadd(timestamp(),

false },
false },

}s

. "1580998958" },

(1}

false },

false },

: "1580900058" 1},
: "1580908058" 1},
2 [1 )

N

false },
false },

: "1580900058" 1},
: "1580908058" 1},

(1}

false },
false },

}s

"ah")}"},



"destroy_date": { "S" : "1580908058" }
}
s
}
}
}
ITEM
}
# Create lambda_function
resource "aws_lambda_function" "NotifyScenarioEnding" {
filename = "../lambda/NotifyScenarioEnding.zip"
function_name = "NotifyScenarioEnding"
role = aws_iam_role.SendInitData.arn
handler = "NotifyScenarioEnding.lambda_handler"
source_code_hash = filebase64sha256("../lambda/NotifyScenarioEnding.zip")
runtime = "python3.8"
timeout = 900
environment {
variables = {
ScenarioName = "scenariol”
}
}
}
#CloudWatch event rule and target for Lambda
resource "aws_cloudwatch event rule"” "NotifyScenarioEnding" {
name = "NotifyScenarioEnding"
schedule_expression = "rate(24 hours)"
}
resource "aws_cloudwatch_event_target" "NotifyScenarioEnding" {
rule = aws_cloudwatch_event_rule.NotifyScenarioEnding.name
target_id = "NotifyScenarioEnding"
arn = aws_lambda_function.NotifyScenarioEnding.arn
}
# Create lambda_function
resource "aws_lambda_function" "SendingNotifications" {
filename = "../assets/SendingNotifications.zip"
function_name = "SendingNotifications"
role = aws_iam role.SendingNotifications.arn
handler = "SendingNotifications.lambda_handler"
source_code_hash = filebase64sha256("../assets/SendingNotifications.zip")
runtime = "python3.8"
memory_size = 256
timeout = 900
}
#
Lambda permission
resource "aws_iam_role" "SendingNotifications" {
name = "SendingNotifications"
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assume_role policy = <<EOF

{
"Version": "2012-10-17",
"Statement": [
{
"Action": "sts:AssumeRole",
"Principal”: {
"Service": "lambda.amazonaws.com"
}J
"Effect": "Allow",
"Sid": ""
¥
]
}
EOF
¥

# Create Inline IAM policy for Cloud Watch

resource "aws_iam _policy" "SendingNotifications_ AWSCloudWatchlogs" {
name = "SendingNotifications_AWSCloudWatchlogs"
policy = <<EOF

{
"Version": "2012-10-17",
"Statement"”: [
{
"Sid": "VisualEditore",
"Effect": "Allow",
"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents",
"logs:CreateLogGroup”
1,
"Resource": "arn:aws:logs:*:*:*"
}
]
}
EOF
}

# Block poli

resource "aws_iam role policy attachment

role
policy _arn

}

cy_attachment
" "SendingNotifications" {
aws_iam_role.SendingNotifications.name

aws_iam_policy.SendingNotifications_AWSCloudWatchlogs.arn

resource "aws_iam_role_policy attachment" "SendingNotifications2" {

role
policy _arn

}

aws_iam_role.SendingNotifications.name
= "arn:aws:iam::aws:policy/AmazonDynamoDBFullAccess"

resource "aws_iam_role policy attachment" "SendingNotifications3" {

role

= aws_iam_role.SendingNotifications.name

12



policy arn = "arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole"

}

# Read list of users from file
data "local file" "users" {
filename = "${path.module}/../../users.txt"
}
# Read list of users from file
data "local _file" "categories" {

filename = "${path.module}/../../categories.txt"

# Import usernames from emails
locals {

read = split( "\n", data.local_file.users.content)

read_categories = split( "\n", data.local file.categories.content)

emails = [

for email in local.read:
email

if email !=

]
categories = [
for category in local.read_categories:
category
if category !=

import re
import boto3
import json

# define steps event names

STEPS = ['ListAttachedUserPolicies', 'ListPolicyVersions',

# get all SetDefaultPolicyVersion event from cloudtrail

FINAL_EVENT = 'SetDefaultPolicyVersion'

def lambda handler(event, context):
# Clollection for all users
users=[]

# Collection for all event names
eventList = []

# Get users for scenario

dynamodb = boto3.resource('dynamodb’)
table = dynamodb.Table('users')

# Connect to cloudtrail by boto3

'GetPolicyVersion']
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trail = boto3.client('cloudtrail')

# Get table items
items = table.scan()['Items']

# Read emails and get usernames
for item in items:

if item['Scenarios'][@]['passed’'] == False :
match = re.search('.*@', item['email'])[0]
user={}

user['name'] = match[:-1]

user['email'] = item['email']

user['events'] = item['Scenarios'][@][ 'CTevents']
user['arn'] = item['topic_arn']
users.append(user)

# Collect and process all events without error by user
for user in users :
events = trail.lookup_ events(
LookupAttributes=[
{
"AttributeKey': 'Username’,
"AttributeValue’': user['name']
}s
D)

# Get all events
for event in events['Events']:
if event['detail']['requestParameters'] != None :
eventList.append(event['EventName'])

# Get only unique events for db and trail
if user['events'] == {} : user['events']=[]
user['events'] = list(set((eventList + user['events'])))

# Check completion

if user['events'].count(FINAL_EVENT) !=0:
print("works")
# Check is user a cheater
try:

# Check steps existing at log
for step in STEPS:
if eventList.index(step) >= ©O:
user['cheat'] = False

except ValueError:
user['cheat'] = True

# Send congratulation email
send_message(user['arn'], user['cheat'])

14



15

# Update user at db CTevents
update = table.update_item(
Key={
‘email’': user['email’]
s
UpdateExpression="set Scenarios[@].#passed = :r, Scenarios[@].#chea
t = :c, Scenarios[@].#ev = :1",
ExpressionAttributeNames = {
"#passed" : "passed",
"#cheat" : "cheat",
"#ev" "CTevents"

}s

ExpressionAttributeValues={

:r': True,
‘:c': user['cheat'],
":1': user['events']
}s
ReturnValues="UPDATED_NEW"
)
print(update)
else :
# Update user at db CTevents
update = table.update_item(
Key={
‘email’: user['email']
¥
UpdateExpression="set Scenarios[@].#ev = :1",
ExpressionAttributeNames = {
"#ev" "CTevents"
¥
ExpressionAttributeValues = {
‘:1' : user['events']
¥
ReturnValues="UPDATED_NEW"
)
print(update)
# Send congrats message
def send_message(topicArn, cheat):
sns = boto3.client('sns")
if not cheat :
cheater = False
sns.publish(
TopicArn = topicArn,
Message = 'Congratulations, you are successfully comlepted first scenar
io of EPAM AWS security challenge’
)
else :
cheater = True
sns.publish(
TopicArn = topicArn,
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Message = 'Congratulations, you are successfully comlepted first scenar

io of EPAM AWS security challenge, but you are cheater!!!"

)

import re, boto3, json, os

# define steps event names
STEPS = ['ListAttachedUserPolicies',

# get all SetDefaultPolicyVersion event from cloudtrail
FINAL_EVENT = 'SetDefaultPolicyVersion'

def lambda_handler(event, context):

# Clollection for all users
users=[]

# Get scenario name from environment
scenario_id = os.environ['ScenarioName’]

# Get users for scenario
dynamodb = boto3.resource('dynamodb")
table = dynamodb.Table('users")

# Connect to cloudtrail by boto3
trail = boto3.client('cloudtrail')

# Get table items
items = table.scan()['Items']

# Read emails and get usernames
for item in items:

'ListPolicyVersions',

'GetPolicyVersion']

if item['scenarios'][scenario_id]['passed'] == False :

user={}

user[ 'username'] = item['scenarios'][scenario_id][ 'username’]

user['email'] = item['email']

user['events'] = item['scenarios'][scenario_id][ 'user_events']

user[ "topic_arn'] = item['topic_arn’']
users.append(user)

# Collect and process all events without error by user

for user in users :
# Collection for all event names
eventlList = []

events = trail.lookup_events(
LookupAttributes=[

{
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"AttributeKey': 'Username',
"AttributeValue’: user['username']

s
1)['Events']

# Get all events
for event in events :
try :
json.loads(event['CloudTrailEvent'])['errorCode’]
except KeyError:
eventList.append(event['EventName'])

# Get only unique events for db and trail
if user['events'] == {} : user['events']=[]
user['events'] = list(set((eventList + user['events'])))

# Check completion

if FINAL_EVENT in user['events'] :
print("works")
# Check is user a cheater
try:

# Check steps existing at log
for step in STEPS:
if eventList.index(step) >= 0:
user[‘cheat'] = False

except ValueError:
user['cheat'] = True

# Send congratulation email
send_message(user|[ 'topic_arn'], user['cheat'])

# Update user at db user_events
update = table.update_item(
Key={
‘email’: user['email']

¥

UpdateExpression="set scenarios.scenariol.#passed = :r, scenarios.s
:C, scenarios.scenariol.#ev = :1",
ExpressionAttributeNames = {
"#passed" : "passed",
"#cheat" : "cheat",
"#ev" "user_events"
¥
ExpressionAttributeValues={

":r': True,

:c': user['cheat'],
":1": user['events']

cenariol.#cheat

}s
ReturnValues="UPDATED_ NEW"
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)
print(update)
else :
# Update user at db user_events
update = table.update item(
Key={
"email’: user['email']
s
UpdateExpression="set scenarios.scenariol.#ev = :1",
ExpressionAttributeNames = {

"#ev" "user_events"
¥
ExpressionAttributeValues = {
":1" : user['events']
}s
ReturnValues="UPDATED_NEW"
)
print(update)

# Send congrats message
def send_message(topicArn, cheat):
sns = boto3.client('sns"')
if not cheat :
cheater = False
sns.publish(
TopicArn = topicArn,
Message = 'Congratulations, you are successfully comlepted first scenar
io of EPAM AWS security challenge'
)
else :
cheater = True
sns.publish(
TopicArn = topicArn,
Message = 'Congratulations, you are successfully comlepted first scenar
io of EPAM AWS security challenge, but you are cheater!!!"'

)
import re, boto3, json, os

# Define steps event names
STEPS = ['ListFunctions20150331']

# Get users for scenario
dynamodb = boto3.resource('dynamodb")
table = dynamodb.Table('users")

# Initialize user dictionary
user = {}

# Get scenario name from environment
scenario_id = os.environ['ScenarioName']



# Main handler
def lambda_handler(event, context):

item = None
for key in event.keys():
try:
# Get user from DB
item = table.scan(

FilterExpression = "scenarios.#scenario.username =

ExpressionAttributeNames = {
"#scenario" :scenario_id

s
ExpressionAttributeValues = {
":i" : event[key]
}
)['Items'][0]
user[ 'name'] = event[key]
break
except IndexError:
print("Exception user
continue
if item == None:
return 1

+ event[key] + "not exists")

# Read user data to map

if item['scenarios'][scenario_id]['passed'] == False :
print("user exists")
user[ 'events'] = item['scenarios'][scenario_id][ 'events"
user['arn'] = item['topic_arn']
user[ 'cheat'] = False
user['email’'] = item['email’]

# Get trail events and created instance id
user['events'] = get_trail_events_by user(user['name'])

# Check cheating of user
if len(subfinder(user['events'], STEPS)) == 0 :
user['cheat'] = True

# update user at db
updated = table.update item(
Key={
‘email’: user['email’]

s
UpdateExpression="set scenarios.#scenario.passed =
rio.#cheat = :c, scenarios.#scenario.#fuev = :u",
ExpressionAttributeNames = {
"#scenario" : scenario_id,
"#cheat" : "cheat",
"#uev" : "events"

}s

]

Py
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ExpressionAttributeValues={

:r': True,
‘:c': user['cheat'],

:u': user['events']

¥
ReturnValues="UPDATED_NEW"
)
print(updated)

# Send congratulation email
send_message(user['arn'], user['cheat'])
return

def get trail events_ by user(username):

# Connect to cloudtrail by boto3
trail = boto3.client('cloudtrail')

# Collect and process all events by username
events = trail.lookup_events(
LookupAttributes=[
{
'"AttributeKey': ‘'Username’,
'AttributeValue': username

D

# Reset list for all event names
eventlList = []

# Get all user events without error
for event in events['Events']:
try :
json.loads(event['CloudTrailEvent'])['errorCode’]
except KeyError:
eventList.append(event[ 'EventName'])

return list(set(eventList))

def send_message(topicArn, cheat):
sns = boto3.client('sns')
if not cheat :
cheater = False
sns.publish(
TopicArn = topicArn,
Message = 'Congratulations, you are successfully comlepted scenario #4
of EPAM AWS security challenge'
)
print("msg sent not cheat")
else :
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cheater = True
sns.publish(
TopicArn = topicArn,
Message = 'Congratulations, you are successfully comlepted scenario #4
of EPAM AWS security challenge, but you are cheater!!!"’
)

print("msg sent cheat")

def subfinder(mylist, pattern):
pattern = set(pattern)
return [x for x in mylist if x in pattern]

import json, boto3, os
#from boto3.dynamodb.conditions import Key, Attr
from datetime import datetime

def lambda_handler(data, context):
dynamodb = boto3.resource('dynamodb")
table = dynamodb.Table( 'users")

# Get mail current user
email = os.environ['UserEmail']

# Get scenario id from environment
scenario_id = os.environ['ScenarioName’ ]

# Get logs for user email
logs = log_getting(scenario_id, email)

if len(data.values()) > 1 :
return{
'Message':'To many keys, I'm unbreakable!!!"',
'Tip':'If you wanna complete scenario try to uset the correct payload’,
'TheCorrectPayload': '{"Key":"your_secretkey from rds"}'

}
elif len(data.values()) == 0 :
return{
'Message':'Try to add payload',
'Tip':'If you wanna complete scenario, try to use the correct payload’,
'TheCorrectPayload': '{"Key":"your_ secretkey from rds"}'
}

for key in data.values():
try:
# Get user information from DB
user = table.scan(
FilterExpression = 'scenarios.#scenario.completion_key = :i',
ExpressionAttributeNames = {
"#scenario": scenario_id

}s
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ExpressionAttributeValues = {

"ii" o key

}s

ProjectionExpression = ' \
email, \

scenarios.#scenario.passed \

)['Items' ][9]

# Verifying that the key belongs to the user
if email == user['email'] :
if not user['scenarios'][scenario_id][ 'passed’]
# Change of state passing scenario to true
total_time = countTotalTime(logs['check user_traill']['events']
,logs[ 'check_user_trail2']['events'])
updated = table.update_ item(
Key={
'email': user['email']

}s
UpdateExpression="SET scenarios.#scenario.#passed = :1, sce
narios.#scenario.#total time = :t',
ExpressionAttributeNames = {
"#scenario" : scenario_id,
"#passed" : "passed"”,
"#total_time" : "total_time"
}J
ExpressionAttributeValues={
':1': True,
':t': total_time
}s
ReturnValues="UPDATED_NEW"
)
# Send congrats message
print(updated)
sendEmail (email)
return ("Congratulations, the key: " + key + " is yours\n")
else :
return ("Congratulations, the key: " + key + " is yours, but yo

u are already pass it")
else :
return ("The key:

+ key + " is not yours\n")

except IndexError:
return("Key " + key +

except Exception as e:

not exists\n")

return {
"Error':str(e),
'Message': 'And you tried to broke me by this, It is so unfair of y

oul!",
'Remember': 'I'm unbrekable!!!",
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‘"Tip':'If you wanna complete scenario try to uset the correct paylo
ad',
‘TheCorrectPayload': '{"Key":"your_secretkey from_rds"}'

def sendEmail(email):
lambda client = boto3.client('lambda’)
lambda_client.invoke(
FunctionName='SendingNotifications"',
InvocationType='Event',
Payload=json.dumps({
'template_name': ‘'congratulations',
‘email': email,
'placeholders’: {
'ScenarioName': os.environ['ScenarioName"' ]

}

def log getting(scenario_id, email):

# Connect to dynamodb table
dynamodb = boto3.resource('dynamodb")
table = dynamodb.Table( 'users")

# Get item to update
item = table.get item(
Key={ "email":email },
ProjectionExpression = ' \
scenarios.#scenario.username_userl, \
scenarios.#scenario.username_user2, \
scenarios.#scenario.userl _events, \
scenarios.#scenario.user2_events, \
scenarios.#scenario.passed \

]
)

ExpressionAttributeNames = {
"#scenario" : scenario_id

}
Y[ 'Item']

# Init user collection
user={}

# Read user data to map

if item['scenarios'][scenario_id]['passed'] == False :
user[ "usernamel'] = item['scenarios'][scenario_id][ 'username_userl']
user[ 'username2'] = item['scenarios'][scenario_id][ 'username_user2']
user[ 'userl events'] = item['scenarios'][scenario_id][ 'userl events']
user[ "user2_events'] item[ 'scenarios'][scenario _id]['user2 events']
user[ ‘cheat'] = False
print(user)
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