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ДОДАТОК Б 

КОД ПРОЕКТУ 

 

import json  

from datetime import datetime 

import boto3, time, os 

from boto3.dynamodb.conditions import Key, Attr 

 

def lambda_handler(event, context): 

    dynamodb = boto3.resource('dynamodb') 

    table = dynamodb.Table('users') 

    sns = boto3.client('sns') 

    scenario_id = os.environ['ScenarioName'] 

     

    # Takes away the date from the script completion date and sends messages to tho

se who didn't make it 24 hours before the script completion. 

    for item in table.scan()['Items']: 

        if item['scenarios'][scenario_id]['passed'] == False: 

            if (datetime.strptime(item['scenarios'][scenario_id]['destroy_date'], "

%Y-%m-%dT%H:%M:%SZ") - datetime.utcnow()).days <= 1 : 

                print("Alert sent to" item['email']) 

                sns.publish( 

                    TopicArn = item['topic_arn'], 

                    Message = 'You have 24 hours to complete the scenario, after th

at time it will be destroyed.'   

                ) 

 

import boto3, os, re, json, time 

from boto3.dynamodb.conditions import Key, Attr 

from datetime import datetime 

 

send_regex = re.compile(r'^(secret|access|username|target).*$') 

dynamodb = boto3.resource('dynamodb') 

table = dynamodb.Table('users') 

lambda_client = boto3.client('lambda') 

 

def lambda_handler(event, context): 

    response = table.scan() 

    items = response['Items'] 

     

    scenario_id = os.environ['ScenarioName']  

    with table.batch_writer() as batch: 

        for item in items: 

 

            if "scenarios" in item: 

                time.sleep(5) 

                print("working on", item['email']) 
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                for key in list(item["scenarios"][scenario_id]): 

                    print('Found something like secret/access key') 

                    try : 

                        placeholders = {} 

                        for key, value in item["scenarios"][scenario_id].items(): 

                            if send_regex.search(key): 

                                placeholders[key] = value 

                    except KeyError :  

                        print("Keys not Exists") 

                    print('Sending email') 

                    lambda_client.invoke( 

                        FunctionName='SendingNotifications', 

                        InvocationType='Event', 

                        Payload=json.dumps({ 

                            'template_name': os.environ['ScenarioName'] + '_data', 

                            'email': item['email'], 

                             'placeholders': placeholders 

                        }) 

                    ) 

                    break 

 

# Database creation 

 resource "aws_dynamodb_table" "users" { 

   hash_key         = "email" 

   name             = var.dbName 

   stream_enabled   = true 

   stream_view_type = "NEW_AND_OLD_IMAGES" 

   billing_mode = "PAY_PER_REQUEST" 

  

   attribute { 

     name = "email" 

     type = "S" 

   } 

 } 

 

# Creation items for dynamodb table 

  resource "aws_dynamodb_table_item" "users" { 

  count = length(local.emails) 

  table_name = aws_dynamodb_table.users.name 

  hash_key   = aws_dynamodb_table.users.hash_key 

  item = <<ITEM 

  { 

    "email"        : { "S": "${local.emails[count.index]}" }, 

    "category"     : { "S": "${local.categories[count.index]}" }, 

    "notifications": { "M": {"test" :{ "S":"sometext"} } }, 

    "scenarios":  

    { 

        "M":  

        {  

            "${var.scenarios[1]}":  
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            { 

                "M":  

                { 

                    "passed"      : { "BOOL": false }, 

                    "cheat"       : { "BOOL": false }, 

                    "deploy_date" : { "S"   : "${timestamp()}" }, 

                    "destroy_date": { "S"   : "${timeadd(timestamp(), "4h")}"}, 

                    "events" : { "L": [] } 

                } 

            }, 

            "${var.scenarios[2]}":  

            { 

                "M":  

                { 

                    "passed"      : { "BOOL": false }, 

                    "cheat"       : { "BOOL": false }, 

                    "deploy_date" : { "S"   : "1580900058" }, 

                    "destroy_date": { "S"   : "1580908058" }, 

                    "events"      : { "L"   : [] } 

                } 

            }, 

            "${var.scenarios[3]}":  

            { 

                "M":  

                { 

                    "passed"         : { "BOOL": false }, 

                    "cheat"          : { "BOOL": false }, 

                    "deploy_date"    : { "S"   : "1580900058" }, 

                    "destroy_date"   : { "S"   : "1580908058" }, 

                    "instance_events": { "L"   : [] }, 

                    "user_events"    : { "L"   : [] } 

                } 

            }, 

            "${var.scenarios[4]}": 

            { 

                "M":  

                { 

                    "passed"      : { "BOOL": false }, 

                    "cheat"       : { "BOOL": false }, 

                    "deploy_date" : { "S"   : "1580900058" }, 

                    "destroy_date": { "S"   : "1580908058" }, 

                    "events"      : { "L"   : [] } 

                } 

            }, 

            "${var.scenarios[5]}": 

            { 

                "M":  

                { 

                    "passed"      : { "BOOL": false }, 

                    "cheat"       : { "BOOL": false }, 

                    "deploy_date" : { "S"   : "1580900058" }, 
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                    "destroy_date": { "S"   : "1580908058" } 

                } 

            }, 

        } 

    } 

  } 

ITEM 

} 

 

# Create lambda_function 

resource "aws_lambda_function" "NotifyScenarioEnding" { 

  filename         = "../lambda/NotifyScenarioEnding.zip" 

  function_name    = "NotifyScenarioEnding" 

  role             = aws_iam_role.SendInitData.arn 

  handler          = "NotifyScenarioEnding.lambda_handler" 

  source_code_hash = filebase64sha256("../lambda/NotifyScenarioEnding.zip") 

  runtime          = "python3.8" 

  timeout          = 900 

  environment { 

    variables = { 

      ScenarioName = "scenario1" 

    } 

  } 

} 

#CloudWatch event rule and target for Lambda 

resource "aws_cloudwatch_event_rule" "NotifyScenarioEnding" { 

  name                = "NotifyScenarioEnding" 

  schedule_expression = "rate(24 hours)" 

} 

resource "aws_cloudwatch_event_target" "NotifyScenarioEnding" { 

  rule      = aws_cloudwatch_event_rule.NotifyScenarioEnding.name 

  target_id = "NotifyScenarioEnding" 

  arn       = aws_lambda_function.NotifyScenarioEnding.arn 

} 

# Create lambda_function 

resource "aws_lambda_function" "SendingNotifications" { 

  filename         = "../assets/SendingNotifications.zip" 

  function_name    = "SendingNotifications" 

  role             = aws_iam_role.SendingNotifications.arn 

  handler          = "SendingNotifications.lambda_handler" 

  source_code_hash = filebase64sha256("../assets/SendingNotifications.zip") 

  runtime          = "python3.8" 

  memory_size      = 256 

  timeout          = 900 

} 

 

#  

Lambda permission  

resource "aws_iam_role" "SendingNotifications" { 

  name = "SendingNotifications" 
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  assume_role_policy = <<EOF 

{ 

  "Version": "2012-10-17", 

  "Statement": [ 

    { 

      "Action": "sts:AssumeRole", 

      "Principal": { 

        "Service": "lambda.amazonaws.com" 

      }, 

      "Effect": "Allow", 

      "Sid": "" 

    } 

  ] 

} 

EOF 

} 

# Create Inline IAM policy for Cloud Watch 

resource "aws_iam_policy" "SendingNotifications_AWSCloudWatchlogs" { 

  name   = "SendingNotifications_AWSCloudWatchlogs" 

  policy = <<EOF 

{ 

    "Version": "2012-10-17", 

    "Statement": [ 

        { 

            "Sid": "VisualEditor0", 

            "Effect": "Allow", 

            "Action": [ 

                "logs:CreateLogStream", 

                "logs:PutLogEvents", 

                "logs:CreateLogGroup" 

            ], 

            "Resource": "arn:aws:logs:*:*:*" 

        } 

    ] 

} 

EOF 

} 

# Block policy_attachment 

resource "aws_iam_role_policy_attachment" "SendingNotifications" { 

  role       = aws_iam_role.SendingNotifications.name 

  policy_arn = aws_iam_policy.SendingNotifications_AWSCloudWatchlogs.arn 

} 

 

resource "aws_iam_role_policy_attachment" "SendingNotifications2" { 

  role       = aws_iam_role.SendingNotifications.name 

  policy_arn = "arn:aws:iam::aws:policy/AmazonDynamoDBFullAccess" 

} 

 

resource "aws_iam_role_policy_attachment" "SendingNotifications3" { 

  role       = aws_iam_role.SendingNotifications.name 
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  policy_arn = "arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole" 

} 

 

 # Read list of users from file 

 data "local_file" "users" { 

   filename = "${path.module}/../../users.txt" 

 } 

  # Read list of users from file 

 data "local_file" "categories" { 

   filename = "${path.module}/../../categories.txt" 

 } 

  

 # Import usernames from emails 

 locals { 

     read = split( "\n", data.local_file.users.content) 

     read_categories = split( "\n", data.local_file.categories.content) 

     emails = [ 

         for email in local.read: 

            email 

            if email != "" 

     ] 

     categories = [ 

       for category in local.read_categories: 

            category 

            if category != "" 

     ] 

 } 

 

import re 

import boto3 

import json 

 

# define steps event names 

STEPS = ['ListAttachedUserPolicies', 'ListPolicyVersions', 'GetPolicyVersion'] 

 

# get all SetDefaultPolicyVersion event from cloudtrail 

FINAL_EVENT = 'SetDefaultPolicyVersion' 

 

def lambda_handler(event, context): 

    # Clollection for all users  

    users=[] 

     

    # Collection for all event names 

    eventList = [] 

     

    # Get users for scenario 

    dynamodb = boto3.resource('dynamodb') 

    table = dynamodb.Table('users') 

    # Connect to cloudtrail by boto3 
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    trail = boto3.client('cloudtrail') 

     

    # Get table items 

    items = table.scan()['Items'] 

     

    # Read emails and get usernames 

    for item in items: 

        if item['Scenarios'][0]['passed'] == False : 

            match = re.search('.*@', item['email'])[0] 

            user={} 

            user['name'] = match[:-1] 

            user['email'] = item['email'] 

            user['events'] = item['Scenarios'][0]['CTevents'] 

            user['arn'] = item['topic_arn'] 

            users.append(user) 

 

    # Collect and process all events without error by user 

    for user in users : 

        events = trail.lookup_events( 

        LookupAttributes=[ 

            { 

                'AttributeKey': 'Username', 

                'AttributeValue': user['name'] 

            }, 

        ]) 

         

        # Get all events 

        for event in events['Events']: 

            if event['detail']['requestParameters'] != None : 

                eventList.append(event['EventName']) 

 

        # Get only unique events for db and trail 

        if user['events'] == {} : user['events']=[] 

        user['events'] = list(set((eventList + user['events']))) 

         

        # Check completion 

        if user['events'].count(FINAL_EVENT) !=0: 

            print("works") 

            # Check is user a cheater  

            try: 

                 

                # Check steps existing at log 

                for step in STEPS: 

                    if eventList.index(step) >= 0: 

                        user['cheat'] = False 

                     

            except ValueError: 

                user['cheat'] = True 

             

            # Send congratulation email 

            send_message(user['arn'], user['cheat']) 
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            # Update user at db CTevents 

            update = table.update_item( 

            Key={ 

                    'email': user['email'] 

                }, 

                UpdateExpression="set Scenarios[0].#passed = :r, Scenarios[0].#chea

t = :c, Scenarios[0].#ev = :l", 

                ExpressionAttributeNames = { 

                "#passed" : "passed", 

                "#cheat" : "cheat", 

                "#ev" : "CTevents" 

                }, 

                ExpressionAttributeValues={ 

                    ':r': True, 

                    ':c': user['cheat'], 

                    ':l': user['events'] 

                }, 

                ReturnValues="UPDATED_NEW" 

            ) 

            print(update) 

        else : 

            # Update user at db CTevents 

            update = table.update_item( 

                Key={ 

                    'email': user['email'] 

                }, 

                UpdateExpression="set Scenarios[0].#ev = :l", 

                ExpressionAttributeNames = { 

                    "#ev" : "CTevents" 

                }, 

                ExpressionAttributeValues = { 

                    ':l' : user['events']  

                }, 

                ReturnValues="UPDATED_NEW" 

            ) 

            print(update) 

# Send congrats message         

def send_message(topicArn, cheat): 

    sns = boto3.client('sns') 

    if not cheat : 

        cheater = False 

        sns.publish( 

            TopicArn = topicArn, 

            Message = 'Congratulations, you are successfully comlepted first scenar

io of EPAM AWS security challenge'   

        ) 

    else : 

        cheater = True 

        sns.publish( 

            TopicArn = topicArn, 
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            Message = 'Congratulations, you are successfully comlepted first scenar

io of EPAM AWS security challenge, but you are cheater!!!'   

        ) 

         

 

 

import re, boto3, json, os 

 

# define steps event names 

STEPS = ['ListAttachedUserPolicies', 'ListPolicyVersions', 'GetPolicyVersion'] 

 

# get all SetDefaultPolicyVersion event from cloudtrail 

FINAL_EVENT = 'SetDefaultPolicyVersion' 

 

def lambda_handler(event, context): 

    # Clollection for all users  

    users=[] 

     

    # Get scenario name from environment 

    scenario_id = os.environ['ScenarioName'] 

     

    # Get users for scenario 

    dynamodb = boto3.resource('dynamodb') 

    table = dynamodb.Table('users') 

     

    # Connect to cloudtrail by boto3 

    trail = boto3.client('cloudtrail') 

     

    # Get table items 

    items = table.scan()['Items'] 

     

    # Read emails and get usernames 

    for item in items: 

        if item['scenarios'][scenario_id]['passed'] == False : 

            user={} 

            user['username'] = item['scenarios'][scenario_id]['username'] 

            user['email'] = item['email'] 

            user['events'] = item['scenarios'][scenario_id]['user_events'] 

            user['topic_arn'] = item['topic_arn'] 

            users.append(user) 

 

    # Collect and process all events without error by user 

    for user in users : 

        # Collection for all event names 

        eventList = [] 

 

        events = trail.lookup_events( 

        LookupAttributes=[ 

            { 
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                'AttributeKey': 'Username', 

                'AttributeValue': user['username'] 

            }, 

        ])['Events'] 

         

        # Get all events 

        for event in events : 

            try : 

                json.loads(event['CloudTrailEvent'])['errorCode'] 

            except KeyError: 

                eventList.append(event['EventName']) 

 

        # Get only unique events for db and trail 

        if user['events'] == {} : user['events']=[] 

        user['events'] = list(set((eventList + user['events']))) 

         

        # Check completion 

        if FINAL_EVENT in user['events'] : 

            print("works") 

            # Check is user a cheater  

            try: 

                 

                # Check steps existing at log 

                for step in STEPS: 

                    if eventList.index(step) >= 0: 

                        user['cheat'] = False 

                     

            except ValueError: 

                user['cheat'] = True 

             

            # Send congratulation email 

            send_message(user['topic_arn'], user['cheat']) 

             

            # Update user at db user_events 

            update = table.update_item( 

            Key={ 

                    'email': user['email'] 

                }, 

                UpdateExpression="set scenarios.scenario1.#passed = :r, scenarios.s

cenario1.#cheat = :c, scenarios.scenario1.#ev = :l", 

                ExpressionAttributeNames = { 

                "#passed" : "passed", 

                "#cheat" : "cheat", 

                "#ev" : "user_events" 

                }, 

                ExpressionAttributeValues={ 

                    ':r': True, 

                    ':c': user['cheat'], 

                    ':l': user['events'] 

                }, 

                ReturnValues="UPDATED_NEW" 
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            ) 

            print(update) 

        else : 

            # Update user at db user_events 

            update = table.update_item( 

                Key={ 

                    'email': user['email'] 

                }, 

                UpdateExpression="set scenarios.scenario1.#ev = :l", 

                ExpressionAttributeNames = { 

                    "#ev" : "user_events" 

                }, 

                ExpressionAttributeValues = { 

                    ':l' : user['events']  

                }, 

                ReturnValues="UPDATED_NEW" 

            ) 

            print(update) 

 

# Send congrats message         

def send_message(topicArn, cheat): 

    sns = boto3.client('sns') 

    if not cheat : 

        cheater = False 

        sns.publish( 

            TopicArn = topicArn, 

            Message = 'Congratulations, you are successfully comlepted first scenar

io of EPAM AWS security challenge'   

        ) 

    else : 

        cheater = True 

        sns.publish( 

            TopicArn = topicArn, 

            Message = 'Congratulations, you are successfully comlepted first scenar

io of EPAM AWS security challenge, but you are cheater!!!'   

        ) 

         

import re, boto3, json, os 

 

# Define steps event names 

STEPS = ['ListFunctions20150331'] 

 

# Get users for scenario 

dynamodb = boto3.resource('dynamodb') 

table = dynamodb.Table('users') 

 

# Initialize user dictionary 

user = {} 

 

# Get scenario name from environment 

scenario_id = os.environ['ScenarioName'] 
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# Main handler 

def lambda_handler(event, context): 

    item = None 

    for key in event.keys(): 

        try: 

            # Get user from DB 

            item = table.scan( 

                FilterExpression = "scenarios.#scenario.username = :i", 

                ExpressionAttributeNames = { 

                    "#scenario" :scenario_id 

                }, 

                ExpressionAttributeValues = { 

                    ":i" : event[key] 

                } 

            )['Items'][0] 

            user['name'] = event[key] 

            break 

        except IndexError: 

            print("Exception user " + event[key] + "not exists") 

            continue 

    if item == None: 

        return 1 

         

    # Read user data to map  

    if item['scenarios'][scenario_id]['passed'] == False : 

        print("user exists") 

        user['events'] = item['scenarios'][scenario_id]['events'] 

        user['arn'] = item['topic_arn'] 

        user['cheat'] = False 

        user['email'] = item['email'] 

         

        # Get trail events and created instance id 

        user['events'] = get_trail_events_by_user(user['name']) 

 

        # Check cheating of user 

        if len(subfinder(user['events'], STEPS)) == 0 : 

            user['cheat'] = True 

             

        # update user at db  

        updated = table.update_item( 

            Key={ 

                'email': user['email'] 

            }, 

            UpdateExpression="set scenarios.#scenario.passed = :r, scenarios.#scena

rio.#cheat = :c, scenarios.#scenario.#uev = :u", 

            ExpressionAttributeNames = { 

                "#scenario" : scenario_id, 

                "#cheat"    : "cheat", 

                "#uev"      : "events" 

            }, 
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            ExpressionAttributeValues={ 

                ':r': True, 

                ':c': user['cheat'], 

                ':u': user['events'] 

            }, 

            ReturnValues="UPDATED_NEW" 

        ) 

        print(updated) 

 

        # Send congratulation email 

        send_message(user['arn'], user['cheat']) 

        return  

 

def get_trail_events_by_user(username): 

     

    # Connect to cloudtrail by boto3 

    trail = boto3.client('cloudtrail') 

 

    # Collect and process all events by username 

    events = trail.lookup_events( 

    LookupAttributes=[ 

        { 

            'AttributeKey': 'Username', 

            'AttributeValue': username 

        } 

    ]) 

     

    # Reset list for all event names 

    eventList = [] 

     

    # Get all user events without error 

    for event in events['Events']: 

        try : 

            json.loads(event['CloudTrailEvent'])['errorCode'] 

        except KeyError: 

            eventList.append(event['EventName']) 

                     

    return list(set(eventList)) 

 

def send_message(topicArn, cheat): 

    sns = boto3.client('sns') 

    if not cheat : 

        cheater = False 

        sns.publish( 

            TopicArn = topicArn, 

            Message = 'Congratulations, you are successfully comlepted scenario #4 

of EPAM AWS security challenge'   

        ) 

        print("msg sent not cheat") 

    else : 
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        cheater = True 

        sns.publish( 

            TopicArn = topicArn, 

            Message = 'Congratulations, you are successfully comlepted scenario #4 

of EPAM AWS security challenge, but you are cheater!!!'   

        ) 

        print("msg sent cheat") 

         

def subfinder(mylist, pattern): 

    pattern = set(pattern) 

    return [x for x in mylist if x in pattern] 

 

import json, boto3, os 

#from boto3.dynamodb.conditions import Key, Attr 

from datetime import datetime 

 

def lambda_handler(data, context): 

    dynamodb = boto3.resource('dynamodb') 

    table = dynamodb.Table('users') 

 

    # Get mail current user 

    email = os.environ['UserEmail'] 

 

    # Get scenario id from environment 

    scenario_id = os.environ['ScenarioName'] 

 

    # Get logs for user email 

    logs = log_getting(scenario_id, email) 

     

    if len(data.values()) > 1 : 

        return{ 

            'Message':'To many keys, I`m unbreakable!!!', 

            'Tip':'If you wanna complete scenario try to uset the correct payload', 

            'TheCorrectPayload':'{"Key":"your_secretkey_from_rds"}' 

        } 

    elif len(data.values()) == 0 : 

        return{ 

            'Message':'Try to add payload', 

            'Tip':'If you wanna complete scenario, try to use the correct payload', 

            'TheCorrectPayload':'{"Key":"your_secretkey_from_rds"}' 

        } 

 

    for key in data.values(): 

        try: 

            # Get user information from DB 

            user = table.scan( 

                FilterExpression = 'scenarios.#scenario.completion_key = :i', 

                ExpressionAttributeNames = { 

                    "#scenario": scenario_id 

                }, 
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                ExpressionAttributeValues = { 

                    ":i" : key 

                }, 

                ProjectionExpression = ' \ 

                    email, \ 

                    scenarios.#scenario.passed \ 

                ' 

            )['Items'][0] 

 

            # Verifying that the key belongs to the user 

            if email == user['email'] : 

                if not user['scenarios'][scenario_id]['passed'] :  

                    #  Change of state passing scenario to true 

                    total_time = countTotalTime(logs['check_user_trail1']['events']

,logs['check_user_trail2']['events']) 

                    updated = table.update_item( 

                        Key={ 

                            'email': user['email'] 

                        }, 

                        UpdateExpression='SET scenarios.#scenario.#passed = :l, sce

narios.#scenario.#total_time = :t', 

                        ExpressionAttributeNames = { 

                            "#scenario" : scenario_id, 

                            "#passed"   : "passed", 

                            "#total_time" : "total_time" 

                        }, 

                        ExpressionAttributeValues={ 

                            ':l': True, 

                            ':t': total_time 

                        }, 

                        ReturnValues="UPDATED_NEW" 

                    ) 

 

                    # Send congrats message 

                    print(updated) 

                    sendEmail(email) 

                    return ("Congratulations, the key: " + key + " is yours\n") 

                else :  

                    return ("Congratulations, the key: " + key + " is yours, but yo

u are already pass it") 

            else : 

                return ("The key: " + key + " is not yours\n") 

 

        except IndexError: 

            return("Key " + key + " not exists\n") 

        except Exception as e:  

            return {  

                'Error':str(e), 

                'Message': 'And you tried to broke me by this, It is so unfair of y

ou!!', 

                'Remember': 'I`m unbrekable!!!', 
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                'Tip':'If you wanna complete scenario try to uset the correct paylo

ad', 

                'TheCorrectPayload':'{"Key":"your_secretkey_from_rds"}' 

            } 

 

def sendEmail(email): 

    lambda_client = boto3.client('lambda') 

    lambda_client.invoke( 

        FunctionName='SendingNotifications', 

        InvocationType='Event', 

        Payload=json.dumps({ 

            'template_name': 'congratulations', 

            'email': email, 

            'placeholders': { 

                'ScenarioName': os.environ['ScenarioName'] 

            } 

        }) 

    ) 

 

def log_getting(scenario_id, email): 

 

    # Connect to dynamodb table 

    dynamodb = boto3.resource('dynamodb') 

    table = dynamodb.Table('users') 

 

    # Get item to update 

    item = table.get_item( 

        Key={ "email":email }, 

        ProjectionExpression = ' \ 

            scenarios.#scenario.username_user1, \ 

            scenarios.#scenario.username_user2, \ 

            scenarios.#scenario.user1_events, \ 

            scenarios.#scenario.user2_events, \ 

            scenarios.#scenario.passed \ 

        ', 

        ExpressionAttributeNames = { 

            "#scenario" : scenario_id 

        } 

    )['Item'] 

 

    # Init user collection 

    user={} 

 

    # Read user data to map 

    if item['scenarios'][scenario_id]['passed'] == False : 

        user['username1'] = item['scenarios'][scenario_id]['username_user1'] 

        user['username2'] = item['scenarios'][scenario_id]['username_user2'] 

        user['user1_events'] = item['scenarios'][scenario_id]['user1_events'] 

        user['user2_events'] = item['scenarios'][scenario_id]['user2_events'] 

        user['cheat'] = False 

        print(user) 
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