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The importance of ensuring the protection of infocommunication networks 1s
due to the need to ensure their stability in the conditions of constant cyber attacks.
One of the effective method of ensuring the cyber protection of ICM is a preliminary
assessment of information security risk, which can be calculated using the criticality
metrics of vulnerabilities specified in the recommendations of the National Institute
of Standards and Technology. Criticality metrics of vulnerabilities collected n
databases are used to quantify the information security risks of any ICM
vulnerabilities. Using these metrics, it is possible to make an accurate assessment of
risks, the degree of criticality of vulnerabilities present in ICM, and possible damage
due to the use of identified vulnerabilities.

Baxmsicte 3a0e3neucHHs 3axucty iH(QokoMmyHikamidHux mepex (IKM)
00yMOBJIEHa HEOOXITHICTIO 3a0€3NeUeHHs iX CTIHKOCTI B YMOBAaX 3I1MCHEHHS
nocTiifHuX Kideparak. 3axuct Oy Ib-IK0i 1HPOKOMYHIKAL[IIHOT MEPEXKI TOYMHAETHCS
1€ Ha eTari NPOCKTYBaHHS Ta MPOAOBKY€ETHCS Mijl Yac PyHKIIOHYBaHHs. OIHUM 3
eeKTUBHUX 3ac001B 3a0e3neueHHs 3axucty IKM € momepenHsi OLiHKa PU3UKY
iHpopMalliifHOT Oe3MeKkH, SKWHA MOKE PO3PAaxXOBYBaTHCh 3a  JIOMIOMOTOKO
BUKOPUCTaHHs 3a3HaucHUX B pekomeHpauii National Institute of Standards and
Technology (NIST) MeTpUK KpUTUYHOCTI BpaznuBocTeit [1].

JInst oniHky pH3MKY 1H(popMauiiHoi Oe3nekn Ta piBHA 3axuiueHocTi IKM B
LUIOMY MOXKYTh BHKOPHCTOBYBATHCSl OPraHi3auliiHl CTaHAAPTH Ta MOHITOPUHT
MEPEXKI 3a JOMTOMOT 00 MEPEXKHUX CKaHepiB, SIEM-cucteM Ta CUCTEM BUSIBIIEHHS Ta
NpOTHAIIi arakaM Too. [[pUBEACHI IHCTPYMEHTH JO3BOJISIFOTH OTPUMATH KUTBKICH1
OLIHKK O€3MeKH, MmO Oa3yroThCsl HA METPUKAX OE3MEKH 3 MPOTHO3YBAHHSM Ta
BUMIPIOBAHHSIM BPA3TUBOCTEH MEPEXKI.

Ha cworomHi icHye Benuwka KUIbKICTH Oa3 JaHWX 13 BPa3IMBOCTIMH Ta
NPOMO3UIISIMA IIOAO iX yCyHeHHs. HaiiGimein Bigomumu € 10 0a3 paHuMx
BPA3NIMBOCTEN, IKUMH KOPUCTYFOTHCS JUTSl aHAITI3Y Ta OLIHLI PU3HKY 1HQOPMALIHHOT
O€3MeKu Ta sIKl MPECTABIICHT HIKYE [2]:

1. Open Sourced Vulnerability Database € 0azow 13 JeTaibHy
1H(POPMALIKO MPO BCl HAsBHI BPA3JIMBOCTI Ta MOCTIMHAM OHOBJICHHSIM HUISIXOM
peecTpauii Ta BajiAalli HOBUX BPa3JIMBOCTEN.
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2. Vulnerability Intelligence € 6a3or0, 110 mponoHye O0e3MeKy Ha OCHOBI
PU3HKIB JJI1 KOMIUIEKCHOTO aHAI3y BPa3IMBOCTEH 3a JOMOMOIOK MOCTIHHOIO
MOHITOPHHIY B PEKUMI PEATBHOTO Yacy.

3. Open Vulnerability and Assessment Language € CMCTEMORO 3BITIB TIPO
CTaH 1H(pOpMaIIfHOT CUCTEMH.

4, Exploit Database mnpencraBise coOOK KaTajor 13 CIHCHAPIIMHU
BUKOPUCTAHHSI BPA3MBOCTEH B 1HPOPMALIIHIA CUCTEMH 13 iX JETATBHUAM OIMHCOM.

5. IBM X-Force Exchange npencrarnse coOoro xmapHy miaargopma
OOMIHY pO3BIIyBAIGHUMHU JAHUMH, 110 BHKOPUCTOBYETHCS JJISl JOCHIKCHHS
OCTaHHIX 3arpo3, CIIBIpPaLll T4 KOHCYJIbTALlIi 3 EKCIIEPTaMH.

6. CXSecurity npeacrapise co0or0 0azy AaHWUX MPO BPa3IMBOCTI JUIs
1H(POPMYBaHHSI KOPUCTYBaYiB PO Pi3H1 MOMUJIKH B BEO T0AATKaX.
7. VFeed € 6a3010 1aHux Bpa3IMBOCTEM, Ika BAKOPUCTOBYE CEUU(DIUHY

METOJI0JIOTIIO /151 aBTOMATU30BAHOI0 300PY Ta BIJICTEKEHHS Ta OLIHKKA BPa3JIMBOCTI
JUTSl BYaCHOTO BUSIBJICHHSI, PEAryBaHHs T4 3aXUCTY BiJ KiOepaTak.

8. Secunia Advisory and Vulnerability Database Database npencrapinse
co0o0ro0 6a3y aHuX 3 iH(popMaLIHHIMHA OFOJIETEHSMU, K1 ¢(POPMOBaH1 EKCIIEPTAMHU
Secunia Research Ta MICTATH BiIOMOCTI NPO BHSBICHI 3arpo3d 1 BpPa3IMBOCTI
IPOrPpamMHOro 3a0€3MECYCHHSI.

9. Vulnerability Notes Database (VND) npeacragiisie co00r0 6a3y 1aHux
BPA3IMBOCTE  MEPEKHOrO  OONaJHAHHS,  OPOrPaMHOro  3a0e3MeyucHHs,
nocuiarourck Ha 6e3miy BianoBiaaux CVE ineHtrdikaropis.

10. Common Vulnerabilities and Exposures — mne ©0a3a aaHux
BPA3JIMBOCTEH, IO MICTATh BIJOMI Bpa3MBOCTI OONAJHAHHS, MPOrPAMHOIO
3a0e3neyeHHsT a00 MPOILIMBKHM, SIKA AONOMArae yuyBaTH BPa3IMBOCTI, BHSBIISTH
BTOPIHEHHS, T YIPABJISATH IHIMICHTAMH TOLIO.

BucHoBOK: JI7151 KUTBKICHOT OL[IHKY PU3HUKIB 1H(OPMALIHOT Oe3MeKn Oy b-KO1
IKM BUKOPHCTOBYIOTBCS METPUKHA KPUTHYHOCTI BPA3IMBOCTEH, 310paHux B 0a3u
JaHUX BPA3IMBOCTEH Y BIIKpUTOMY H0CTyIi. KOpUCTYHOUMCh TaHUMU METPUKAMHU 3
pi3HKX 0a3 MOYKHA 311HCHATH TOUHY OLIIHKY PU3UKIB, CTYIIHb KPHTUYHOCTI HASIBHUX
B IKM BpasniuBocTeld Ta MOXIMBUANA 30MTOK BHACHIJOK BUKOPUCTAHHSI
1IEHTH()IKOBAHUX BPA3IUBOCTEH.
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