JIOJATOK A

['padiunnmii matepian kBanidikaiiiHoi poooTH
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Xnew = Xi + A (Xin = X;)




(v 2y)A(AneS: (digx) <d(x.x) vd(x.x) <d(x,x)))

Bunagkoeuil sic

rpajicHTHuil oycerar-Mamnsa (GBM)
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118,474
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115,480

115,533
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115,474

115,474
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115,030
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Feyre brgamance - Catdoost
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JIOJIATOK B
TTIPOTPAMHA PEAJII3AIIS 3ACTOCYHKY

import tkinter as tk

from tkinter import filedialog, messagebox, ttk
import pandas as pd

import matplotlib.pyplot as plt

import seaborn as sns

from sklearn.model selection import train test split
from sklearn.preprocessing import LabelEncoder, StandardScaler
from sklearn.ensemble import RandomForestClassifier
from sklearn.linear model import LogisticRegression
from sklearn.svm import SVC

from sklearn.tree import DecisionTreeClassifier

from sklearn.metrics import classification report,
confusion matrix

import os

class CyberAttackApp:
def init (self, root):
self.root = root
self.root.title ("Anamniz xibepszarpos")
self.root.geometry ("700x500")

self.label = tk.Label (root, text="0O6epiTp CSV-damm 3
DaHuMm")
self.label.pack (pady=10)

self.button load = tk.Button(root, text="3aBaHTaxuru
Qann", command=self.load file)
self.button load.pack (pady=5)

self.model label = tk.Label (root, text="OOepiTk MOIeJb
MallMHHOT'O HaBYaHHA")
self.model label.pack (pady=5)

self.model combo = ttk.Combobox (root, values=["Random
Forest", "Logistic Regression'", "SVM", "Decision Tree"])

self.model combo.current (0)

self.model combo.pack (pady=5)

self.button run = tk.Button (root, text="3anycTturu
kjacudpikanin", command=self.run model)
self.button run.pack (pady=5)

self.button report = tk.Button(root, text="llokxazarnu
MaTpurupo noxmubkm", command=self.show confusion matrix)
self.button report.pack (pady=5)
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self.button plot = tk.Button(root, text="lloOynyBaru
rpadikm", command=self.show plots)
self.button plot.pack (pady=5)

self.result text = tk.Text (root, height=10, width=85)
self.result text.pack(pady=10)

self.df = None

self.model = None
self.X test = None
self.y test = None
self.y pred = None

def load file(self):
file path = filedialog.askopenfilename (filetypes=[("CSV
Files", "*.csv")])
if file path:
self.df = pd.read csv(file path)
messagebox.showinfo ("Ycnix", f"darnn 3aBaHTAXEHO:
{os.path.basename (file path)}")

def preprocess data(self):
df = self.df.copy()
if 'techniques mitre' not in df.columns:
messagebox.showerror ("llomunka", "Y Habopl maHux Mae
OyTr KOJIOHKa 'techniques mitre'")
return None, None

le dict = {}

for col in df.select dtypes(include=['object']) .columns:
le = LabelEncoder ()
df[col] = le.fit transform(df[col].astype(str))
le dict[col] = 1le

X = df.drop('techniques mitre', axis=1)
y = df['techniques mitre']

scaler = StandardScaler ()
X scaled = scaler.fit transform(X)

return train test split (X scaled, y, test size=0.3,
random state=42)

def run model (self):
if self.df is None:
messagebox.showerror ("llomunka", "Bynb Jjacka,
3aBaHTaxTe odann")
return

X train, X test, y train, y test =
self.preprocess data()
if X train is None:
return



def
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selected model = self.model combo.get ()
if selected model == "Random Forest":
self.model = RandomForestClassifier (random state=42)
elif selected model == "Logistic Regression":
self.model = LogisticRegression(max iter=1000)
elif selected model == "SVM":
self.model = SVC()
elif selected model == "Decision Tree":
self.model = DecisionTreeClassifier (random state=42)

self.model.fit (X train, y train)
self.y pred = self.model.predict (X test)

self.X test = X test
self.y test = y test

report = classification report(y test, self.y pred)
self.result text.delete('1.0', tk.END)
self.result text.insert (tk.END, report)

show confusion matrix(self):
if self.y test is None or self.y pred is None:
messagebox.showerror ("llomunka", "CnouaTky 3alyCcTiTb

knacudpixamino’)

def

maHi")

return

cm = confusion matrix(self.y test, self.y pred)
plt.figure(figsize=(10, 6))

sns.heatmap (cm, annot=True, fmt='d', cmap='Blues')
plt.title("MaTpuusa noxmudbxm')

plt.xlabel ('llepenbaueno')

plt.ylabel ('dakTUuHO")

plt.tight layout ()

plt.show ()

show plots(self):
if self.df is None:
messagebox.showerror ("llomunka", "CnouaTky 3aBaHTAaXTe

return

plt.figure(figsize=(10, 6))

sns.countplot (x="'techniques mitre', data=self.df)
plt.title('KinpkicTe 3ammciB IO kJjlacax aTak')
plt.xticks (rotation=45)

plt.tight layout ()

plt.show ()

plt.figure(figsize=(10, 6))
sns.histplot(self.df['duration'], bins=50, kde=True)
plt.title('Po3nmomin TpmBajocTi cecin')

plt.xlabel ('TpuBanicTe ')



plt.tight layout ()
plt.show ()

if name == ' main ':
root = tk.Tk{()
app = CyberAttackApp (root)
root.mainloop ()
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