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Instant messaging programs (messengers) are in great demand. Therefore, it
IS very important to take measures to protect data transmitted in messengers. The
paper reviews and compares the most popular messengers, analyzes the main
security problems in free messengers, security risks and threats to data analysis;
provides a detailed review of information security tools used in messengers,
conducts a comparative analysis of messengers by security indicators, identifies
the most secure messenger, and offers recommendations for the safe use of
messengers that will help increase security and reduce the risks of possible
problems.

Mecenmxepu (mporpamMu i IIBUJIKOTO OOMIHY TOBIJOMJICHHSIMH)
KapAMHAJIBHO 3MIHWJIM MPUHLMINA JIIOJICBKOI B3a€MOJIli, BOHU HaJajlH
KOpHUCTYyBadaM 3py4Hi Ta 6araToGyHKIIOHAIbHI THCTPYMEHTH JUIsl KOMYHIKaIli B
pexuMi peasibHOTO Yacy. ChbOroJIHI MECEH]IKEPH IHTETPOBaHi1 B yCi chepu KUTTS
— Bl MPUBATHOI'O CIUIKYBAHHSI JO BUKOHAHHS CKJIAJHUX POOOYMX 3aB/aHb.
Oco01MBO akTyaJbHUMHU TakKi IMPOrpaMu CTajd B OCTAaHHI POKHU, KOJH dYepes
BUKJIMKU TaHAeMii Ta MOBHOMAcCIITaOHY BifiHY B YKpaiHi OUIbIIICTH Ol3HEC-
IIPOLIECIB MEPENIIUIN Y TUCTAHIIIMHUI GopMaT. Y 3B'A3Ky 3 IIUM pOJb LIHPPOBOrO
CHIKYBAaHHS B Cy4aCHUX peaisiX cTajla KpUTHYHO BaKIUBOIO.

3HauyHa KUIBKICTh Cy4YacHUX KOMIIaHIM (YHKIIIOHYE Yy BIpTyaJbHOMY
MIPOCTOPIi, HAABHICTh IIBUAKOTO, YITKOTO Ta MPOJYKTUBHOIO 3B’ 513Ky B OHJIAIH-
pexuMi € 0a30BOI0 BUMOTOIO IS IXHBOI JKUTTE3JATHOCTI. AJie SKIIO paHillie
PIOPUTETOM JJIsl PO3POOHUKIB MECEH/KEPIB OyJM J0JATKOBI MOXJIHMBOCTI Ta
OIIIIii, TO 3apa3 TOJIOBHUM KPUTEPIEM CTAE CAME 3aXMILEHICTh 3B's13Ky. [Ipobiemu
Oe3neKkr Ta HNMOBIPHICTh HECAHKIIIOHOBAHOTO aHAI3y JaHUX Yy TMOIMYJISIPHUX
J0JJaTKaX MOXYThb MPHU3BECTU A0 BKpall HeraTuBHMX HaciaigkiB. Came ToMy
MUTaHHS BUOOPY HAWOLIBIN 3aXUIICHUX 3acO0IB KOMYHIKaIllli € aKTyalbHOIO
3aJ1a4yelo.

Bapro 3a3HaumTH, 110  OUIBIIICTE  YKPAiHCBKUX  KOPHUCTYBayiB
BUKOPHUCTOBYIOTh Oe3ormiatHi cepBicu. [IpoTe came OE3KOIITOBHI MECEHIKEPH
MPUXOBYIOTh y COO1 3HaYH1 PU3UKH, OCKUIBKH € TPUBAOIMBUMU MIIICHSIMU IS
XaKepiB uepe3 NIMPOKE 3aCTOCYBAHHS Ta YaCTO HEIOCTATHIN pIBEeHb KiOep3axucTy
[1].

Metoro nmaHoi poOOTHM € JOCHIIKEHHS CyYaCHUX MECEHJKEpIB Ta
NOPIBHSUIBHUH aHai3 0€3KOIITOBHUX MECEHIKEPIB 3a MOKA3HUKAMH O€3MEKU.

B po6oTi BHUKOHAHO OIS Ta TOPIBHSAHHS HaWOLIbII TOMYJSPHUX
MeceHKepiB [2], mpoaHali3oBaHi OCHOBHI ITpo0ieMu O€3MeKH B O€3KOIITOBHUX
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MeCEH/IKepax, pU3UKH O€3MeKH Ta 3arpO3H aHaJi3y JaHUX, BUKOHAHO JETaIbHUN
orisia 3aco0iB Oe3meku iHpopMallli, 0 BUKOPUCTOBYIOTHCS B Cy4YaCHUX
MeCeH/Kepax.

BukoHaHo MOpiBHSUIBHMI aHANi3 3 ypaxyBaHHSIM CYKYIHOCTI MOKAa3HHUKIB
SKOCTI (32 METOAMKOIO OMUCAHOIO B [3]) i1 HAOIBII NOMYNApHUX B YKpaiHi
MmecenxepiB: Viber, Facebook Messenger (FM), Telegram, Whats App Ta
Signal. ITpu nopiBHsHHI OyJI0 BpaxoBaHO 23 MOKa3HUKHU OE3MEKH MECEH]IKEPIB,
Ha puc.] MOKa3aHOo Ky KUIbKICTIO 3 IIUX MMOKa3HUKIB MAIOTh Pi3HI MECEHIKEPH.
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Pucynox 1 — [lopiBHSIHHS MECEH]IXKEPIB 3a MOKa3HUKaMH Oe3MeKu

[TopiBHsIHHA QYHKIIH O€3MEeKH pI3HUX MECEHIKEPIB MoKa3aio, 1o Signal €
HalOe3neyHImuM O€3KOIITOBHUM JIOJAATKOM 13 PO3MVISIHYTUX. A HaWTIpIIUM
cepen po3riisHyTux BusiBuBcs Facebook Messenger.
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