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Abstract: The paper addresses the threat to the security of using electronic systems, 

which may include malicious inclusions. The action classification of malicious 

hardware (MH) is given. The MH formal models, as well as formal model of 

unauthorized access, executed by MH, are based on the subject-object concept. 

keywords: {authorisation;embedded systems;invasive software;MH 

characteristics;MH formal models;action classification;electronic systems;malicious 

hardware;malicious inclusions;security threat;subject-object concept;unauthorized 

access;Availability;Hard disks;Hardware;Information security;Integrated circuit 

modeling;Switches}, 

URL: http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=7027092&isnumb

er=7027034 

http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=7027092&isnumber=7027034
http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=7027092&isnumber=7027034

