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Internet of Things (1oT) technology is the next technological leap that will
introduce a significant improvement to people by connecting devices, people and
networks together and no facet of the human environment. loT devices are by
nature highly connected hence it provides broad attack platform for hackers to
exploit, consequently it needs a robust security model to support resource-
constrained 10T devices and end to end security. The attack vectors and security
requirements for 10T system and organizational approach towards security were
investigated. The security architecture to provide security-enabled loT services
were explained, which proposed the framework divided into three parts: the
application, network, and physical.
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Texunonorisa Iatepuery peueit (Internet of Things, IoT) — ue HacTynmHui
TEXHOJIOTIYHUM CTpUOOK, SKUM BHECE 3HAYHE BJOCKOHAJICHHS [JIs JIIOJIEH,
3’€HABIIU MPUCTPOi, KOPUCTYBadiB 1 Mepexi pazom. [Ipuctpoi B mepexi [oT 3a
CBO€I0 MPHUPOJIOI0 MAIOTh BUCOKY 3B’S3HICTh, TOMY BOHHU 3a0€3ME€UyIOTh LIUPOKY
miatdopMy U1l aTak Ta BUKOPHCTAHHS XaKepaMu, OTXKe, i MmoTpiOHa HajiiiHa
MOJENb Oe3meKu Jyisl MATPUMKH OOMexeHux pecypcamu loT-mpuctpoiB i
3a0e3reueHHs] 3axucTy. JlOCHiPKEHO BEKTOpU aTak Ta BUMOTH O€3MeKu s
cuctemu loT Ta opranizaniiiHuil miaxig g0 6e3neku. byna moscHeHa apXiTeKkTypa
Oesmekn 11 3a0e3meueHHs loT-mocayr, 3ampormoHOBaHa CTPYKTypa  SIKO1
pO3/iIeHa HAa TPU YaCTUHU: IPUKIIATIHY, MEPEXKHY Ta (Di3UUHY.
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