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ABSTRACT 

 

 

The explanatory note to the attestation work contains: 90 p., 15 tables,  37 

images, 33 addition, 32 sources. 

 

ANALYSIS, DECODING, BLOCKCHAIN, BITCOIN, RUNE, 

RUNESTONE, MONITORING, TRANSACTIONS, UTXO, ANALYTICS, 

DIGITAL ASSETS. 

 

The object of the research is the Bitcoin blockchain network. The subject 

of development is the module "Monitoring and Analysis of Interactions with 

Runes." This module is a part of an information system for analyzing digital assets 

in the Bitcoin network. 

The goal of the module development is to improve the efficiency, accuracy, 

and speed of decoding and analyzing rune-related transactions, ensure automated 

report generation, and reliable storage of analytical data. 

The research methods include systems analysis, comparative analysis of 

technologies (Bitcoin Core RPC, bitcoinjs-lib, runestone-lib), experimental 

testing, and statistical data processing. 

As a result of the analysis, the selection of specialized libraries for decoding 

was justified and a custom module architecture was proposed. A prototype of the 

monitoring and analysis module was developed using the Runestone.ts 

technology. Elements of informational, mathematical, software, and technical 

support were implemented. PostgreSQL was chosen as the database management 

system. The technical implementation is based on microservice and client-server 

architecture using the TypeScript programming language and libraries such as 

React, NestJS, Next.js, as well as Redis and Docker technologies. 
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 –     

API – application programming interface 

BIP – bitcoin improvement proposal 

BRC-20 – bitcoin request for comment 20 

BTC – bitcoin 

CPFP – child-pays-for-parent 

FK – foreign key 

HEX – hexadecimal 

HTTP(S) – hypertext transfer protocol (secure) 

ID – identifier 

PnL – profit and loss 

PK – primary key 

RBF – replace-by-fee 

REST – representational state transfer 

RPC – remote procedure call 

SQL – structured query language 

SSH – secure shell 

SSL – secure sockets layer 

TLS – transport layer security 

TX – transaction 

UML – unified modeling language 

UTXO – unspent transaction output 
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    .  ,     

 ,      

      . 

        

         (Runes) 

  Bitcoin.      ’  

       

 ,     

 ,      

       

    Bitcoin. 

       

      Bitcoin,    

     (Runes).   

   ( , Runestone.ts  runestone-lib  

bitcoinjs-lib),   ,      

  .      

      ,   

 Runestone.ts.      

       ,   

 . 

       : 

–      (Runestone.ts, bitcoinjs-lib 

 ); 

–       Runestone.ts; 

–      

   Bitcoin- ; 

–       

  . 

’     Bitcoin (BTC). 
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       , 

   (Runes),      

        

. 

,     : 

–   ,    

; 

–       

 (identifier (ID) ,  ,   ); 

–         

  ( ,     ); 

–        

     Bitcoin; 

–        

  . 

       

   ,   ;  

       

 ;       

   ;    

      

    . 

     ,    

-    Bitcoin;   ,  

  Runes      Bitcoin; 

,       ,  

       Runes. 
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1       

      

   BITCOIN 

1.1    ’   

 

 

’       Bitcoin 

. Bitcoin –   - ,    

’   ,        

UTXO (    ).    ( ),  

   ,  ( ),     

 BTC  ,    .  -

      – ,  

     OP_RETURN,  ,  

       [1]. OP_RETURN-

    80         

. 

Runes        

 ( )  Bitcoin     .  

     runestone (  ),  

   OP_RETURN-   [2].   

     runestone.     

  OP_RETURN OP_13,        

 (push bytes),     128-  , 

     runestone.    

        -

.       1.1.  
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 1.1 –        Bitcoin 

 

Runestone-     .  Runes 

   : Etching ( ) –   

; Minting –    ; Transfer (  

,   Edict) –       

   [2].    « »  

: ,   runestone   etching,   

ID     . ,     

  (   A-Z  26 ,   

 «•»   ),  –  

      ( , 0  

 , 2 –      ),   

  (   )    ( , 

     ) [2].  

   RuneId,      

  ,       (  

BLOCK:TX). ,   etched   500,  
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,  ID  500:20.  ID    

       . 

Minting       . 

  runestone,    mint (   – RuneId 

 ),           

. ,        

(cap)      ,    

( , terms      ).  

        Edict  

 runestone.  Edict    RuneId , 

      ,      

 [2].   « »   –  

          

     .     

,         

(  OP_RETURN).  

 ,  runestone      

      ,   

 –    Bitcoin Request for Comment 20 (BRC-20),  

      ,    [3]. 

 ,  UTXO       

,    Runes  « ’ »   

,          [2]. 

   « »      

     . 

 ,       

   Bitcoin (  UTXO,   ), 

    Runes,       

  .   runestone-   
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  .      , 

 -        

 : , ,     

     (    

        ).   

  «cenotaph» –     

runestone,      [2].   

      ,  

     . 

      , 

 ,      

,       

  -  ( , Runestone.ts, bitcoinjs-lib)  

      rune- , 

        [4], 

[5]. 

 

 

1.2       

   Bitcoin 

 

 

    Bitcoin    

: 

   (Open-source Developers); 

   (Full Node); 

    (Mempool); 

  (Miner); 

 RPC-   (RPC Node); 

 ; 
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 ; 

 ,     (exchanges); 

 -  (Explorers). 

    Bitcoin   

 1.2. 

 
 1.2 –     Bitcoin 

 

OS Developers (  )     

    Bitcoin-  ( , Bitcoin 

Core   ),   Bitcoin Improvement Proposal 

(BIP)          

 ,         

  (    ),    

  ’    -    

    [6].  ,    

     (   , 

 ). 

Full Node (  )    ,   

  Peer-to-Peer,     
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( , ,  UTXO),     

 (double-spend,  ).     

 (Blockchain DB),      

 (Block Header)   ,     

     (UTXO) [1].  Full 

Node      (flooding)    

   ,       

  .  , Full Node    

  –     (Exchanges)  

      ,   

(Explorers)    ,     RPC Node, 

         

 [4]. 

Mempool (   )    

,       ,     

 (  transaction (TX),  :  sats/    

  )       

    [1].  ,    

 Full Node ,        ,  

   ,    

TX. 

Miner ( )      Full Node,  

    (    )  

 [1]: 

  -    PrevBlockHash (    

  ); 

 Merkle Root ( -   Merkle     ); 

 Timestamp (  ); 

 Bits (   ); 

 Nonce (   Proof-of-Work). 
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     Proof-of-Work,   

 Nonce (   Timestamp   «dummy»  

 coinbase),   SHA-256      . 

         

  TX  - ,      Full Node,    

 coinbase (  )  ,      

UTXO (     maturity). 

RPC Node (   )   

  Full Node       JSON-RPC, 

,  getbalance, sendrawtransaction, getblock   [4].  

  –     raw TX,   

 RPC Node,   TX  Full Node,   Full Node 

  RPC Node    ,  

  . RPC Node      

     Application Programming 

Interface (API) . 

 (Wallet)   seed-  (BIP39)  

      (BIP44/BIP84), 

    (   

, Hardware Security Module   )  

  –    RPC Node  UTXO  

 ,      Coin Selection (  

      ),  

       (fee rate),  

    TX (inputs, outputs, change) [1].  

      ECDSA-  

(secp256k1)   input   raw-hex-string ,    

  sendrawtransaction  RPC Node  Full Node [7].  

    getmempoolentry  getrawmempool,  

,     ,      
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 (confirmations)  gettransaction  getrawtransaction  

verbose.     –    

,  ,  ,     

  ,  ,    

 . 

    :  

     ; 

   ; 

      . 

        (Low, 

Medium, High fee rate),    , -  

Replace-By-Fee (RBF)  Child-Pays-For-Parent (CPFP),    

    —  seed-      

 ,       

 (Multisig) [4], [8]. 

Exchanges ( )    Full Node   

    BTC,      

  (  ,   ),   

 (    BTC    , Full 

Node -  ,       «on-exchange»)  

    (Exchange  TX     

 Full Node).    Know Your Customer/Anti-Money Laundering  (  ,  

 ,   )     

-   (    - ) [3]. 

Explorers ( - )    

  –   Full Node    , 

  ,    ,    TX 

 ,    .    

API  - ,        
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  ,  ,   ( , 

difficulty,  ).  ,    [9]:  

       ; 

  ; 

    TX,    (  TX, 

 ); 

       ( , 

  ). 

 

 

1.3  -     Runes  

 . 

 

 

      Runes   

Bitcoin        

 ,      

. 

      

 [10]: 

–     (OP_RETURN, UTXO, 

); 

–   ,   Runes; 

–  runestone- ; 

–     (Etching, Minting, Transfer); 

    ( ,   

); 

–        

. 

       ,  
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    Bitcoin: 

– Bitcoin Core RPC -      ,   

     Runes [4]; 

– bitcoinjs-lib -       

Bitcoin,     runestone,   

   [11]; 

– runestone-lib,       

Runes,    runestone- ,   

   ,     

 [5]. 

      

 1.1.  

 

 1.1 –      

  . 

  Bitcoin RPC bitcoinjs-lib 
 

runestone-lib 

 
 Runes 

 

   (  
) 

 
 

 

   

  
 

  
(  

) 

 
(  

) 
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    ,   ,  

        

  Runes   runestone-lib.     

  runestone- ,     

   ,    

  . 

 ,      

   runestone-lib    

      

 . 
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2       

      

 

 

     Runes,   

        . 

        

      Runes.   

, ,  bitcoinjs-lib (JavaScript-   

   - )  RPC-  Bitcoin- . 

        (  

/ ,    hex- , ),     

    Runes. ,   

  ,     OP_RETURN-

,       .   

     .  

  ,    bitcoinjs  

     – ,  

        

 .  ,   Bitcoin Core RPC  

 « »  (  hexadecimal (HEX) ),   

   .  ,      

      ,   

  ,      ,  

,          .  

  ,  ’     Runes,  

     .     

  Runestone.ts –   runestone-

,     [5]. , Runestone.ts  

 « »  ,    (ID 
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, ,   ),        

    . 

     RuneLib (TypeScript-  

  sCrypt),      Runestone.ts,  

  decipher()   runestone    

  encipher()     [12].  

 RuneLib        – , 

btc-rune-toolbox     etching ( )  , 

minting  , transfer    (airdrop) . 

 Ordinals,    (  Casey Rodarmor) ’  

       Runes,   

Magic Eden   runestone-lib    

 open-source [5].         

  Runes [13], [14]. 

   ,   ,  

    . 

   ,    

     –   

 runestone-  –     

.       

   (       ). 

,       ,  

  :    Bitcoin,  

  OP_RETURN,  decipher()  ,  

     –   «  »   

.   ’   -  (OKLink, Ordiscan, 

Unisat  .)     ,    

        

.  ,    –  , 

    Bitcoin-    ,   
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   . 

    ,   

 Runestone.ts  RuneLib     .  

  ,    ’    

( ,         Edict,  

    ) [12]. ,    

(    ,    ,  

 )    .   

      

(Etching/Minting/Transfer)       

.      API  

    «      » 

 «       » –    

   . 

     ,  

Runestone.ts   ,    

   .   

 ,   – , pointer (   

 « » )  burn-  (    

OP_RETURN- ).       

   . ,    

  runestone (cenotaph),    

    ,     .  ,  

 [9],      

 –    ,    ,  

      –     

     (      ID,   

 ,       ). 

      ,  

        . 
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      Runes- . 

,         

      .   

 ,   Runestone.ts      

    .  
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3    ’  .  

  

3.1     ’   

 

 

     -  

      (Runes)   Bitcoin. 

’     «     

 »,        

  ,    , 

’     ( ). 

      

: 

–   ,   runestone-

; 

–  runestone-    Bitcoin; 

–     (Etching, Minting, Transfer, Sell, 

Buy); 

–        

   ; 

–      ,     

 ; 

–      ( ,  

 ,  , -   , 

  ). 

        

: 

–       (OP_RETURN, 

UTXOs,  ); 

–  runestone- ; 
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–       ; 

–       

   ; 

–      . 

     : 

–    ; 

–    (  ,  ,  

, -    ); 

–       ; 

–    . 

  : 

–  - ,    Runes; 

–   ,     ; 

–   ,    

- . 

 -       

       ,   

 . 

         

 ,       

 . 

    ,  

 ,       

      . 

 ,   «      

»     - , 

          

 Bitcoin. 
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3.2     ’   

 

 

    ( )  “    

  ”   «Bitcoin»    

.  

,       , 

    . 

  -        2 . 

          5 

.       1 . 

   “      ”  

 «Bitcoin»     

( ): 

–   Bitcoin; 

–  . 

  ( )    : 

–    ; 

–    2   (Unisat, 

Xverse); 

–    -  . 

     : 

–   Linux; 

–  ’    32 ; 

–  ’    4 . 

  “      ”  

 «Bitcoin»,  -  . 

         

    ,    
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.       : 

–       ; 

–     ,  ; 

–     ,     

 ; 

–       ; 

–         

   . 

     ,  

       

,        

 .      

    (Github)  

   ,   

        . 

      ,  

    .  

       

  .     

    . 

      

       . 

 
 

3.3      ’   

 

 

 “      ”   «Bitcoin» 

   , ,  

,     . 

       . 
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: 

–    ; 

–        ; 

–  ,    ; 

–        ; 

–        

 ; 

–    (    

       

); 

–   (      

      ); 

–    (    

         

); 

–   (   

’        

  ). 

  “      ”  

 «Bitcoin»       

   ,      

 ,       . 
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4    “    

  ”   BITCOIN 

 

 

’       “    

  ”   «Bitcoin». 

    : 

–     ; 

–       ; 

–       

; 

–       

. 

   “      

”   «Bitcoin»    4.1. 

  4.2      

“      ”   «Bitcoin». 

     : 

–  (OP_RETURN, ID, UTXOs); 

–   Profit and Loss (PnL); 

–    . 

        

: 

   Bitcoin,  

  Runestone. 

,     4.2  4.3, : 

– ; 

– ; 

– . 

   : 



33 

–   ; 

–  ; 

–    PnL; 

–    ( / ). 

   “      ”   

«Bitcoin»    : 

–  ; 

–           ; 

–   ; 

–      . 

  24   ,   

     8:00  22:00. 

      

: 

–   ; 

–     ; 

–    ; 

–    Bitcoin RPC; 

–   ; 

–  ’  . 

  4.1  4.2        

 «      »   «Bitcoin». 
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 4.1 –    «      »   «Bitcoin» 

34 



35 

 
 4.2 –      «      »   

«Bitcoin» 35 
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 4.1 –       

“      ”   «Bitcoin» 
  -

 

 

 

-

  

 

 

 

    

 

 ’   

TypeScript 

  

  

 

 1 

 

 

   

PnL 

(

)   

   3-5 

 

, 

, 

 

   (

)   

   3-5 

 

, 

, 

 

 

 

(

)   

   3-5 

 

, 

, 

 

 
 4.2 –       

“      ”   «Bitcoin» 

 

 4.3 – 4.8       

 .  

 

  

 

   

   

 

 

  

   

 Bitcoin.  

 10  

Bitcoin RPC  

   

 

   , , 

 

  PnL    , , 
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 4.3 –     «  

  PnL» 

 

 

 

 

 

 

 

 

 

  
 

 

 

 

 

 

 

 

 

  

 

’  

 
wallet_name 

 

66 (  

Base58/Bech3

2) 

string 
  

 

 

PNL total 
 

( ) 
16 

"0.000078 

BTC" 

 8 

 

  

 

PNL  30d pnl_30d 
 

( ) 
16 

"0.000078 

BTC" 

 8 

 

  

 

PNL  7d pnl_7d 
 

( ) 
16 

"0.000078 

BTC" 

 8 

 

  

 

 

 total_value 
 

( ) 
16 "$210.00" 
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 4.4 –     «   

» 

 

  
 

 

 

 

 

 

 

 

 

  

 

1 2 3 4 5 6 

 

 
rune_name  26 string  A–Z, «•» 

 

 

rune_numb

er 
 5 number   

 symbol 
/Null 

3 
string  

null 
 3  

 
divisibility  1 number 

   0  

18 

URI 

 

image_uri URL/Null 128 
string  

null 
URL 

 

 

price.marke

t_cap 
 20 string 

 2  

 

 

(floor) 

price.floor_

unit_price_

value 

 20 string 
 8  

 

  

 1d 

price.delta_

floor_1d 
 6 string    

  

 7d 
price.delta_f

loor_7d 
 6 string    

  

 30d 
price.delta_f

loor_30d 
 6 string    

 1h 
volume.volu

me_1h 
 16 string 

 8  

 

 1d 
volume.volu

me_1d 
 16 string 

 8  
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  4.4 
1 2 3 4 5 6 

 7d 
volume.volu

me_7d 
 16 string 

 8  

 

 30d 
volume.volu

me_30d 
 16 string 

 8  

 

  

 
volume.volu

me_all 
 16 string 

 8  

 

 

 
transactions.

total_txns 
 10 number   

 

 1d 

transactions.

txn_count_1

d 
 10 number   

 

 7d 

transactions.

txn_count_7

d 
 10 number   

 

 30d 

transactions.

txn_count_3

0d 
 10 number   

 

 

holder_coun

t.holder_cou

nt 
 6 number   

 

« » 

 

holder_coun

t.smart_hold

ers_count 
 6 number   

 

 

TX 

pending_cou

nt_tx 
 4 number   
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 4.5 –   (saveUtxo)  

 «     » 

 

  

 
 

 

 

 

 

 

 

 

 

 

 

  
params.runeId  12 string 

"BLOCK:TX

",  

  ':' 

 params.amount 
 

(bigint) 
20 bigint 

 ,  

8 

 

 

 params.address  66 string 
Base58/Bech

32 

 params.status  10 string 
"unspent"/"s

pent" 

TX ID 
params.created_

txid  txid 
 66 string 

Base58/Bech

32 

Vout index params.vout  2 number   

Block height 
params.blockHe

ight 
 6 number   

Timestamp 
params.timesta

mp 
 10 number 
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 4.6 –   (saveRuneTransfer) 

  «     » 

 

  

 
 

 

 

 

 

 

 

 

 

 

 

TX ID params.txid  66 string 
Base58/Bech

32 

  
params.runeId  12 string 

"BLOCK:T

X" 

 
params.totalAmo

unt 
 (bigint) 20 bigint 

 ,  

8 

 

 

 

 

params.fromAdd

ress 

/

Null 
66 string 

Base58/Bech

32 

 

 

params.toAddres

s 

/

Null 
66 string 

Base58/Bech

32 

Block height 
params.blockHei

ght 
 6 number   

Timestamp 
params.timestam

p 
/  10 number 
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 4.7 –    (saveRune)  

 «     » 

 

  

 

 

 

 

 

 

 

 

 

  

 

  
params.runeId 

 
12 string "BLOCK:TX" 

 
params.divisibility  2 number 

   0 

 18 

  params.runeName 
 

26 string 
 A–Z, 

«•» 

 params.symbol 
/Null 

3 
string or 

null 
 3  

Cap params.terms?.cap 

 

(bigint)/N

ull 

20 
bigint or 

null 
  

 

 mint 

params.terms?.am

ount 

 

(bigint)/N

ull 

20 
bigint or 

null 
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 4.8 –     «  

» 

 

  
 

 

 

 

 

 

 

 

 

  

 

  hash  64 hex string 64 hex-  

 

confirmati

ons 
 5 number   

  height  6 number   

 UNIX time  10 timestamp    

 

 
nTx  4 number   

 

 
tx 

 

’  
  

nTx 

array of 

objects 

 ’   

 txid, vout, vin 

 

 (bytes) size  6 number   

 (weight) weight  7 number   

Hex 

 

 

previousb

lockhash 
 64 hex string 64 hex-  

Hex 

 

 

nextblock

hash /null 
64 

hex string 

or null 
64 hex-  
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5     

 “      ”  

 «BITCOIN» 

5.1         

 

 

 

    ,    

 ,       

     ,   

  .       

,     ( )   ( ),  

 ,      . 

     ( )   

   PostgreSQL, MySQL, Oracle Database  Microsoft SQL 

Server [15]. 

   «      » 

       : 

–   ,     

 ; 

–   SQL- ,     

; 

–         

  ; 

–     ( ,  , 

 ). 

-       PostgreSQL – ' -

        . 

  PostgreSQL     [16]: 
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–      ,  

       ; 

–         

,        ; 

–      ,   JSON-

,  ,    ,   

  ; 

– ,       

  (Linux, Windows, MacOS); 

–      ,  

      . 

 ,      PostgreSQL  

        rune-

   Bitcoin,      

 ,     . 
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( ) 
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marketplace rune_transfers_spent Has ( ) 1:  
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 fm –       ; 
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