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IHTEJIEKTYAJIBHI SCADA-CUCTEMUA

B. 5. KoBajienko

XapKiBChbKUI HAIlIOHAJIBHUN YHIBEPCUTET PaiOCNEKTPOHIKI

VYkpaina, 61166, Xapkis, np. Hayku 14

E-mail: vladyslav.kovalenko4@nure.ua

Anomayia: Posrnsgaerscsi poOOTH30BaHE BHPOOHHMIITBO, OpraHi3oBaHEe 3a MpUHIMIOM Lean
Production, sike BukopuctoBye SCADA -cuctemMu Il yIpaBIiHHS TEXHOJOTIYHUM IpolecoM. B
KPUTUYHUX yMOBaX, KOJM KO)KHA CEKyHJa Ma€ 3HA4YCHHS, BBEJCHHS JIOJAaTKOBHX 3aBIAaHb MOXKE
YIOBUIBHUTH TPOIIECH Ta BIBOJIKTH ONEPATOpiB BiJl OCHOBHUX OOOB'S3KiB. 3a HABHOCTI CHCTEM
SCADA 3 enemeHTaMu MITYYHOTO iHTEJIEKTY JaHi PO MPOLEC MOXKYTh OyTH 310paHi aBTOMaTU4HO,
3a0e3neuyro4n OUTbII TOYHUN Ta CBOEYACHUH aHaJi3 CHTYaIlii.

Kntouoei cnosa: SCADA —-cuctema, TEXHOJIOTIYHUHN MPOIIEC, IITYYHUH 1HTEIEKT, pOOOTU30BaHE
BUPOOHHUIITBO.

INTELLECTUAL SCADA-SYSTEMS

Y. Kovalenko

Kharkiv National University of Radio Electronics

Ukraine, 61166, Kharkiv, Nauky av., 14

E-mail: vladyslav.kovalenko4(@nure.ua

Annotation: We consider robotic production organized according to the Lean Production principle,

which uses SCADA - systems to control the technological process. In critical environments where
every second counts, the introduction of additional tasks can slow down processes and distract
operators from their core duties. With SCADA - systems with artificial intelligence elements, process
data can be collected automatically, providing more accurate and timely analysis of the situation.

Keywords: SCADA - system, technological process, artificial intelligence, robotic production.

AKTVYAJIBHICTb POBOTHU. bepexnuse BupoOHunTtBo (Lean Production) — 1e edextuBHa
CUCTEMAa YIpPAaBIiHHA, fKa JO3BOJISIE MIHIMI3yBaTW BHUTpPATH Ta 30CEPEAMTHCHh HA ONTHUMI3AI]
BUPOOHMYMX MpolieciB. TUM He MEHII, 320113 UTUBHH MiJIX1/1 HE 3aBXAM € HallKpaluM BUOOpOM ISt
CyyaCHMX pOOOTH30BaHUX BUPOOHMIITB, OCOOIMBO B THX CEKTOpaX, /i€ HEOOX1JHO NpaloBaTd 3
TOYHUMH JJaHUMU Ta HETalHO aJanTyBaTucs A0 3MiH.

OpuuM 13 pusukiB BopoBajkeHHs Lean Production € crmpoieHHs mpoleciB ynpaBiIiHHS
BIJIMOB1THO 70 MIA0JIOHY, 0 B YMOBaX MIBUJIKUX 3MIH 1HOJI TPU3BOAMTH /10 CYTTEBUX BHUTPAT.

OpHuM 13 NUIAXIB YAOCKOHAJIGHHS YIIPABIIHHS Ta MIABUINECHHS €(EKTUBHOCTI pOOOTH30BAHHX
BUPOOHUITB € BUKOPUCTAHHS HMITY4YHOTO 1HTEJIEKTY, 30Kpema B cuctemax tuny SCADA.

MATEPIAJI 1 PE3VJIBTATU HAOCJIJDKEHB. be3 aBromaru3oBaHuX cucTeM pOOOTH30BaHE
BUPOOHUITBO PU3UKYE OOMEXHUTH KOHTPOJb Ta TOYHICTH YHPABIIHHS BUPOOHHUUMMHU MPOIECaMHU.
Lean Production Bumarae mocrtiiiHOrO 300py iH(OpMaIli Ta aHamizy, KM 4YacTO TMEpPeIacThCs
IpaliBHUKaM, K1 IPalO0Th 3 aBTOMAaTU30BaHOIO cucTeMoro. 3a HasBHocTi cucteM SCADA abo
MES, nani npo BUpOOHHMYI MpoleCH MOXYThb OyTH 310paHi aBTOMAaTW4yHO, 3a0e3Meuyrodu OuIbII
TOYHH Ta CBOEUacHUM aHami3. B yMoBax KpUTUYHUX BUPOOHUIITB Ta B YMOBAaX BOEHHOTO CTaHy 1HO1



68

KOXKHA CEKyHJla Ma€ 3HAYCHHsI, TOMY IOKJIaJIeHHs 3aBJaHb, KI MOXXYTb BUHUKHYTH BHUIIaJJKOBO, Ha
OIepaTopiB aBTOMATU30BaHUX CUCTEM € PU3HUKOM, KM MOTPIOHO MIaHyBaTH 3a3/1aJeTib.

Hanpuknan, npu ynpasiiHHI €KOJIOTTYHO HEOE3NEYHUMHU TEXHOIOTIYHUMH 00'€KTaMHU, CKIIaIHICTh
SKHX YBECh 4ac 3pOCTa€E, ONEPaTop MOBUHEH OMPALIOBATH JIe/1aji O1IbIII ITOTOKHU BX11HOT iH(pOopMaIii.
PesynbpraTom Takoro ynpaBiiHHS MOXKE OyTH 3pOCTaHHS KUIBKOCTI iHIIMJEHTIB, aBapiil i karacTpod.
Buxomom 31 Takoro cTaHOBHINA € TIEpeAaHHs OUTBINOI YacTHHH (QyHKIIH 00poOku iHpopMaIii Bif
JIONMHU-OTIepaTopa 10 3aco0iB aBTOMaTH3allii, TOOTO MOCHJICHHS IHTEICKTyaJIbHHX 3I10HOCTEH
YUHHUX 1 TPOEKTOBAHUX CUCTEM YTIPABIIIHHS.

SCADA -cuctemu MOXKHa PO3/IIJTUTH Ha JIB1 TPYITH 32 03HAKOK BUKOPHUCTAHHS METO/IB IITyYHOTO
IHTETIeKTYy JJIs1 PO3B'sI3aHHS 3aBJaHb MIITPUMKH YXBAJICHHS PIllIEHb OMEPAaTOPOM CKIIAHOTO 00'€KTa
KOHTPOJIIO Ta YIPABIiHHS.

Jo nepmioi rpynu Bxonsate SCADA-cuctemu, mio peanizyoTh TpaauliiiHi GyHKIIT MOHITOPUHTY
Ta YIPaBIiHHS MIPOIECAMH:

— BeJleHHs 0a3u IaHUX peabHOTO Yacy;

— BHUKOHAHHS PO3pPaxyHKIB;

— rpadivHe npencTaBIeHHs JaHUX 1 MTapaMeTpiB y BUIVIAI MHEMOCXeM, Tpadikis, Jiarpam TOIIO;
— TIOTepeKyBaJlbHA CUTHAITI3AIIIS,

— apxiByBaHH: iH(opMmarrii;

— IeHepyBaHHs 3BITiB.

Hpyry rpyny cknagaiore SCADA-cuctemu, 110 BUKOPUCTOBYIOTh METOAM OOPOOKH 1 MOJaHHS
iH(popMallii, 3acHOBaH1 Ha 3HaHHAX. BoHu ctanu Ha3uBatucs iHTenekryanbHuMu SCADAcuctemamu.
VY yHKIIT TaKUX CUCTEM BXOAMUTH 1HTEIEKTyadbHa iH(opMaliiiHa MiATPUMKA JOIUHHOIEpaTopa il
yac KepyBaHHs npouecamu. J{o uncna nux QyHKIii Hanexars:

— CUTyallWHUI aHali3 CTaHy 00'€eKTa KOHTPOJIO Ta yIPaBIiHHS;

— OIlEepaTUBHMM MOIIYK J1{ ollepaTopa-yIrpaBiiHls B pa3l BAHUKHEHHSI aHOMaJIbHUX 1 KPUTUYHHUX
CUTYyaIliif;

— JIIarHOCTHKA CTaHy TEXHOJIOT1YHOTO OO IHAHHS;

— JIIarHOCTHKA CTaHy TEXHOJOTIYHOIO MPOIIECY;

— JIOT1YHHH aHaJ3 MO,

— JIOTIYHHI aHaJi3 aHOMaJIbHUX CUTYAIlill;

— IMPOTHO3 MOBEAIHKY MPOIIeCy B Yaci Ta 1HII;

— 3axUCT BIiJ] HECAHKI[IOHOBAHUX TEXHOJOTIYHUM PETIAMEHTOM JIii1 OTIEpaTUBHOTO TIEPCOHATY;

— BeleHHS 0a3 JaHMX 1 3HaHb peEalbHOr0 Yacy, — BEICHHS

rinepTeKcTOBUX 0a3 eKCITyaTalliiHuX 1 perlaMeHTHUX 3HaHb.

Cuctemu nepuioi Ta Ipyroi rpynu MOXyTh JOMOBHIOBATH OJ{HA OJIHY 1 3aCTOCOBYBATHUCS CIILIBHO.
OpnHak, SKII0 CHCTEMH IEPIIOro THIY - 1€ 0a3uc Cy4acHUX CHUCTEM YNpPaBIiHHSA, TO CUCTEMH, 110
0a3yl0ThCs Ha 3HAHHAX, BUKOPUCTOBYIOTHCS MTOKH 110 HE YacTo.
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Pucynokl — Cxema intenexryansHoi SCADA-cucremu

OcHoBHI ck1aioBi iHTenekTyanbHOi SCADA-cucTeMu npeicTaBieH HACTyITHUMU OJTIOKaMU
(puc.1).

30ip nanux (Data Acquisition): 1aTyuku Ta ceHcopu (Sensors) OTpUMYIOTH JaHi mpo (i3uyHi
napaMeTpH (TeMmIeparypa, THCK, piBeHb piguHH TOIO); kKoHTposiepu (Controllers) — mpuiimMaroTsh
CUTHAJIU BiJ] NaT4MKiB Ta nepenatots ix y SCADA-cucremy.

[Iponecumii kouTponb (Process Control): PLC (mmporpamoBaHi JIOTi4HI KOHTPOJIEPH) YIIPABISIOTH
BUPOOHUYMMH TIPOLIECaMHU Ha OCHOBI oTpuMaHux naHux; DCS (po3momineHa cucrema ynpaBiiHHS)
BUKOPHCTOBYETHCS JIJIsl OUTBIN CKIIQAHUX BUPOOHHYMX TPOIIECIB.

JIronuao-mammuHui inTepdeiic (HMI - Human Machine Interface) nagae oneparopam goctym 110
iH(popMarii Ta T03BOJISAE YIPABISATH MPOLECaMH Yepes rpadiuHuil iHTepdeiic.

Komymnikaniiina mepexxa (Communication Network) nepenae qani Mi>k MoJIbOBUMHU TIPHCTPOSIMH,
koHTponiepamu Ta SCADA-cucremoro uepes npotosi (Ethernet, OPC-UA) abo 6e3nporosi (LoRa,
5G) mepexi.

30epiranns ta oOpoOka manmx (Data Storage & Processing): cepepu SCADA HakomHUYyrOThH
ICTOpUYHI Ta pealibHi AaH1; XMapHI 1aTGopmMu JO3BOJISIIOTH aHAJI3yBaTH Ta 30epiraTy BeJITUKI MaCUBU
JAHWUX Y BiJJTAJIEHUX JaTa-IeHTpax.

AnanitTuka Ta wWTy4HUd 1HTenekT (Analytics & Al) mporsosye MOXJIMBI HECIPaBHOCTI
o0naHaHHS, ONITUMI3YE MPOLIECH, BUSBIISIE aHOMAJIIi y poOOT1 CUCTEMHU.

3amponoHoBaHa Mozenb iHTenekryanbHoi SCADA-cucremu Moxke OyTH BUKOpPHCTaHa JUIs
PO3pOOKH aBTOMAaTU30BaHOI CUCTEMU

BUCHOBKMU. Po3pobka inTenekryanbux SCADA-cucteM € nepcrneKTUBHUM HalpsSMKOM, IO
MOEIHY€ KJIIACMUHY aBTOMATU3AIlII0 3 IHHOBAI[IHHUMHU TEXHOJIOT1SIMU. BIIpOBa»KEeHHSI TAKUX CUCTEM
CIpHUsIE€ TIABUILEHHIO MPOIYKTUBHOCTI, O€3MEKU Ta THYYKOCTI MIJIPUEMCTB, ajie BUMarae yBaru Jio
NUTaHb K10epOe3neKy Ta IHTerpaii 3 IHIMMH [U(GPOBUMHU TEXHOJIOT1IMU. BUKOpHCTaHHS IITYy4YHOTO
IHTEJIEKTY J03BOJIsIE IPOTHO3YBAaTH HECIIPABHOCTI 00JIaAHAHHS, aBTOMAaTU3yBaTH MPUUHSTTA pillIeHb
Ta TOKpamyBaTH €(QeKTUBHICTH poOoTH cucTeMu. lle crmpuse 3HWKEHHIO BHUTpPAT Ha TEXHIYHE
o0ciyroByBanHs. Ockinbku SCADA-cucTeMu OB’ 3aH1 3 IHTEPHETOM, BOHU CTalOTh BPA3JIMBUMH J10
kiOeparak. Tomy HeoOXiHO BIPOBA/KYBATH CydacHI METOIM MMIM(PYBAHHS, 3aXHCTy MEpEX Ta
JOCTYIY J0 JaHHX.
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MainForm.cs

using SCADA_ALARM;
using System,;

using System.Ling;

using System.Windows.Forms;

public partial class MainForm : Form
{
private AlarmManager alarmManager = new AlarmManager();
private EquipmentStatus equipmentStatus = new EquipmentStatus();
private PerformanceMonitor performanceMonitor = new PerformanceMonitor();
private DataAcquisition dataAcquisition = new DataAcquisition();
private LLMService llm;

public MainForm()
{
InitializeComponent();
InitializeAlarmGrid();
alarmManager.AlarmAdded += OnAlarmAdded,;
dataAcquisition.AlarmDetected += OnExternal Alarm;

private void MainForm Load(object sender, EventArgs e)

{
UpdateStatus();

//dataAcquisition.Start();
llm = new LLMService("sk-or-v1-
6d975c8914288be157af650ba8bbd1906192¢802ceb03b6c117baac801fbfaa2");

}

private void Initialize AlarmGrid()

{
dataGridView1.Columns.Add("Time", "Time");
dataGridView1.Columns.Add("Message", "Message");
dataGridView1.Columns.Add("Severity", "Severity");
dataGridView1.Columns.Add("Ack", "Acknowledged");

private void LogToUlI(string text)
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{
if (IstLogs.InvokeRequired)

{

IstLogs.Invoke(new Action(() =>
IstLogs.Items.Add($" {DateTime.Now:HH:mm:ss} - {text}")

));
}

else

{
IstLogs.Items.Add($" {DateTime.Now:HH:mm:ss} - {text}");

}
}

private async void OnAlarmAdded(Alarm alarm)
1

if (dataGridView1.InvokeRequired)

{
dataGridViewl.Invoke(new Action(() => AddAlarmToUlI(alarm)));

}

else

{
AddAlarmToUI(alarm);

}

equipmentStatus.CurrentState = EquipmentState.Error;
performanceMonitor.Stop();

Logger.Log($"Alarm [ {alarm.Severity}]: {alarm.Message}");
LogToUI($"Alarm [ {alarm.Severity}] {alarm.Message}");

UpdateStatus();

var explanation = await llm.AnalyzeAlarmAsync(alarm.Message);

if (dataGridView1.InvokeRequired)
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d
dataGridViewl.Invoke(new Action(() =>

var form = new ScrollableMessageForm("[aTenexryanbuunii anani3

TpuBoru", explanation);
form.Show();

1))
b
else
{
var form = new ScrollableMessageForm("[aTenexryanbuunii ananiz TpuBoru”,
explanation);
form.Show();

h
h

private void AddAlarmToUI(Alarm alarm)
{
dataGridView1.Rows.Add(
alarm.Timestamp.ToString("HH:mm:ss"),
alarm.Message,
alarm.Severity,
alarm.IsAcknowledged ? "Yes" : "No"

);

var index = dataGridView1.Rows.Count - 1;
ApplyRowColor(dataGridView1.Rows[index], alarm.Severity);

}

private void btnViewGroups_Click(object sender, EventArgs ¢)

{
IstGrouped.Items.Clear();

var groups = alarmManager.GroupBySeverity();

foreach (var group in groups)

{
IstGrouped.Items.Add($"=== {group.Key} ===");

foreach (var alarm in group.Value)

{
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IstGrouped.Items.Add($"[ {alarm.Timestamp:HH:mm} ]
{alarm.Message}");

b
b
b
private void ApplyRowColor(DataGridViewRow row, string severity)
{
switch (severity)
{
case "Critical":
row.DefaultCellStyle.BackColor = System.Drawing.Color.DarkRed;
row.DefaultCellStyle.ForeColor = System.Drawing.Color. White;
break;
case "High":
row.DefaultCellStyle.BackColor = System.Drawing.Color.Orange;
row.DefaultCellStyle.ForeColor = System.Drawing.Color.Black;
break;
case "Medium":
row.DefaultCellStyle.BackColor = System.Drawing.Color.Yellow;
row.DefaultCellStyle.ForeColor = System.Drawing.Color.Black;
break;
case "Low":
row.DefaultCellStyle.BackColor = System.Drawing.Color.LightGreen;
row.DefaultCellStyle.ForeColor = System.Drawing.Color.Black;
break;
default:
row.DefaultCellStyle.BackColor = System.Drawing.Color. White;
row.DefaultCellStyle.ForeColor = System.Drawing.Color.Black;
break;
b
b

private void OnExternal Alarm(string message, string severity)

{

if (equipmentStatus.CurrentState == EquipmentState.Stopped)

{

Logger.Log($" @ Tpusora « {message}» MpoirHopoBaHa — CHCTEMa
3ynuHeHa.");
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return;

alarmManager.RaiseAlarm(message, severity);

}

private void UpdateStatus()

{
if (IblStatus.InvokeRequired || IbIOEE.InvokeRequired)

{

IblStatus.Invoke(new Action(() =>

{
IblStatus.Text = $"Cratyc: {equipmentStatus.CurrentState}";
IbIOEE.Text = $"OEE: {performanceMonitor.GetOEE():F2}%";

)
}

else

{

IblStatus.Text = $"Cratyc: {equipmentStatus.CurrentState}";
IbIOEE.Text = $"OEE: {performanceMonitor.GetOEE():F2}%";

h
}

private void btnStart Click(object sender, EventArgs e)
{
equipmentStatus.CurrentState = EquipmentState.Running;
dataAcquisition.Start();
performanceMonitor.Start();
Logger.Log("JIinis 3amyieHa'");
UpdateStatus();

private void btnStop Click(object sender, EventArgs e)

{
equipmentStatus.CurrentState = EquipmentState.Stopped;
performanceMonitor.Stop();
Logger.Log("Jlinis 3ynunena");
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UpdateStatus();
b

private void btnTriggerAlarm_Click(object sender, EventArgs e)
{

var alarmForm = new AlarmInputForm();
alarmForm.AlarmRaised += (message, severity) =>

{
alarmManager.RaiseAlarm(message, severity);

s

alarmForm.Show();
b
private void btnAcknowledgeSelected Click(object sender, EventArgs ¢)
{

if (dataGridView1.SelectedRows.Count == 0)

{

MessageBox.Show("byab macka, BHOSpITh TPUBOTY IS IIATBEPKCHHS. ",
g y p Y y Y
"Indopmaris”, MessageBoxButtons.OK, MessageBoxIcon.Information);

return;

}

foreach (DataGridViewRow selectedRow in dataGridView1.SelectedRows)
{

var timeStr = selectedRow.Cells[0].Value?.ToString();

var message = selectedRow.Cells[1].Value?.ToString();

if (DateTime.TryParse(timeStr, out var timestamp) && message != null)
{
var alarm = alarmManager.ActiveAlarms.FirstOrDefault(a =>
a.Timestamp.ToString("HH:mm:ss") ==
timestamp.ToString("HH:mm:ss") &&
a.Message == message

);

if (alarm != null && !alarm.IsAcknowledged)
{

alarm.IsAcknowledged = true;
performanceMonitor.Start();



Logger.Log($"IlinTBepmxeno TpuBory: {alarm.Message}
({alarm.Severity}) o {DateTime.Now:HH:mm:ss}");

b
b
b

// OHOBUTH Bi3yallbHE TIPEICTABICHHS
dataGridView1.Rows.Clear();
foreach (var alarm in alarmManager.ActiveAlarms)
{
dataGridView1.Rows.Add(
alarm.Timestamp.ToString("HH:mm:ss"),
alarm.Message,
alarm.Severity,
alarm.IsAcknowledged ? "Yes" : "No"

// SIx1110 BC1 MATBEP/XKEH1 — MEepeBeCcTH cTaH y Running

if (alarmManager.ActiveAlarms.All(a => a.IsAcknowledged))

{
equipmentStatus.CurrentState = EquipmentState.Running;
performanceMonitor.Start();
Logger.Log("Yci TpuBoru nmiarsepmkeno. Cran obnaguanss: Running.");

}
}

private void btnExport Click(object sender, EventArgs e)
{

using (var sfd = new SaveFileDialog())

{
sfd.Filter ="CSV files (*.csv)|*.csv";

sfd.FileName = "alarms_export.csv";

if (sfd.ShowDialog() == DialogResult.OK)
{

try

{
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// BuxopuctoByemo UTF8 3 BOM st niaATpuMKH yKpaiHCHKO1
using (var writer = new System.lO.StreamWriter(sfd.FileName, false,
new System.Text.UTF8Encoding(true)))
{
// 3aroI0BKH
var headers =
dataGridView1.Columns.Cast<DataGridViewColumn>()
.Select(col => col.HeaderText);
writer. WriteLine(string.Join(",", headers));

/I ani
foreach (DataGridViewRow row in dataGridView1.Rows)

{

if ('row.IsNewRow)
{
var cells = row.Cells.Cast<DataGridViewCell>()
Select(cell = "\"" + (cell.Value?.ToString().Replace("\"",
M\ 99 1) 4 ),
writer. WriteLine(string.Join(",", cells));
b
b
b

MessageBox.Show("Ekcniopt ycmimuuid!", "Indpopmaris”,
MessageBoxButtons.OK, MessageBoxIcon.Information);

}

catch (Exception ex)
{
MessageBox.Show($"Tlomuika mij yac ekcriopry: {ex.Message}",
"TTommka", MessageBoxButtons.OK, MessageBoxIcon.Error);

h
b
}
}

private void btnPredict Click(object sender, EventArgs ¢)

{

var predictions =
alarmManager.PredictFrequentAlarms(TimeSpan.FromMinutes(30), 3);
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if (predictions.Count == 0)
{
MessageBox.Show("Hemae yactux noBTopiB TpUBOT 3a octanHi 30 xB.",
"[Iporunos", MessageBoxButtons.OK, MessageBoxIcon.Information);
return;

}

var msg =" /\ BusBieno minospino gacti tpuoru:\n\n" + string.Join("\n",
predictions);

MessageBox.Show(msg, "[Iporao3 noBTopHUX TpUBOr",
MessageBoxButtons.OK, MessageBoxIcon.Warning);

}

private void btnAckAll Click(object sender, EventArgs ¢)

{
foreach (var alarm in alarmManager.ActiveAlarms)
{
alarm.IsAcknowledged = true;
b

dataGridView1.Rows.Clear();
foreach (var alarm in alarmManager.ActiveAlarms)
{
dataGridView1.Rows.Add(
alarm.Timestamp.ToString("HH:mm:ss"),
alarm.Message,
alarm.Severity,
"Yes"
)i
}
performanceMonitor.Start();
Logger.Log("Bci TpuBoru miarsepkeHo");

Alarm.cs
using System,;
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public class Alarm

{
public DateTime Timestamp { get; set; }
public string Message { get; set; }
public string Severity { get; set; }
public bool IsAcknowledged { get; set; }

}

AlarmInputForm.cs
using System,;
using System.Windows.Forms;

namespace SCADA ALARM

{ public partial class AlarmInputForm : Form
{

public event Action<string, string™> AlarmRaised;

public AlarmInputForm()

{
InitializeComponent();

b

private void btnFire Click(object sender, EventArgs e)

{
AlarmRaised?.Invoke(" { TToxesxa B mexy Ne3", "Critical");
this.Close();

b

private void btnGasLeak Click(object sender, EventArgs ¢)
{

AlarmRaised?.Invoke(" €) Butik rasy B 30mi cknany", "High");
this.Close();

}

private void btnOverheat Click(object sender, EventArgs e)

{

AlarmRaised?.Invoke(" § IlepeBumienns remmneparypu B nedi", "Medium");
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this.Close();

b
b
b

AlarmManager.cs

using System,;

using System.Collections.Generic;
using System.Ling;

public class AlarmManager

{
public List<Alarm> ActiveAlarms { get; private set; } = new List<Alarm>();
public List<Alarm> AlarmHistory { get; private set; } =new List<Alarm>();
public event Action<Alarm> AlarmAdded;

public List<string> PredictFrequentAlarms(TimeSpan interval, int threshold = 3)
{
var now = DateTime.Now;
var recent = AlarmHistory
.Where(a => (now - a.Timestamp) <= interval)
.GroupBy(a => a.Message)
Select(g =>new { Message = g.Key, Count = g.Count() })
.Where(x => x.Count >= threshold)
Select(x => §"{x.Message} — {x.Count} pa3(iB) 3a ocTaHHi
{interval. TotalMinutes} xB.")
.ToList();

return recent;

}
public void RaiseAlarm(string message, string severity)
{

var alarm = new Alarm

{

Timestamp = DateTime.Now,
Message = message,

Severity = severity,
IsAcknowledged = false



¥

ActiveAlarms.Add(alarm);
AlarmHistory.Add(alarm);
AlarmAdded?.Invoke(alarm);
Logger.Log($"Alarm [{severity}]: {message}");

public void AcknowledgeAlarm(Alarm alarm)

{
alarm.IsAcknowledged = true;
Logger.Log($"Acknowledged: {alarm.Message}");

}

public Dictionary<string, List<Alarm>> GroupBySeverity()
{
return ActiveAlarms
.GroupBy(a => a.Severity)
.ToDictionary(g => g.Key, g => g.ToList());

DataAcquisition.cs

using System;

using System.Collections.Generic;
using System.Threading;

public class DataAcquisition
{
private Timer _timer;
private Random random = new Random();
private bool isRunning = false;
private readonly object lock = new object();

private List<(string Message, string Severity)> alarms = new List<(string,
string)>

{

("IlepeBuiienns temnepatypu", "High"),
("Bwurik razy", "Critical"),
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("Huspkwmii Tuck y cuctemi”, "Medium"),
("TToxexa B 30H1 1", "Critical"),
("IlepeBanTaxkenns asurysna', "High"),
("Brpyuanns B obmagnanas", "Low"),
("PiBenn macna kputuuHo HU3BKHI", "High")

s
public event Action<string, string> AlarmDetected;

public void Start()

{
lock (_lock)

{

if (_1sRunning) return;

_isRunning = true;
_timer = new Timer(OnTimerElapsed, null, 5000, 5000); // 3amyck yepe3 5
CEK 1 KOXH1 5 ceK

}
}

public void Stop()

{
lock (_lock)

{

if (!_isRunning) return;

_1sRunning = false;
_timer?.Dispose();
_timer = null;
h
b

private void OnTimerElapsed(object state)

{
lock (_lock)

{

if (!_isRunning) return;
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var trigger = random.Next(0, 5) == 0;

if (trigger)

{
var alarm = alarms[ random.Next(_alarms.Count)];
AlarmDetected?.Invoke(alarm.Message, alarm.Severity);

j
b
b
b

EquipmentStatus.cs
public enum EquipmentState
{

Running,

Stopped,

Error

public class EquipmentStatus

{
public EquipmentState CurrentState { get; set; } = EquipmentState.Stopped;

}

LLMService.cs

using System.Net.Http;

using System.Net.Http.Headers;
using System.Text;

using System.Threading.Tasks;
using Newtonsoft.Json;

public class LLMService
{

private readonly HttpClient client;
private readonly string apiKey;
private readonly string modelEndpoint;

public LLMService(string apiKey)
{
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this.apiKey = apiKey;
client = new HttpClient();
modelEndpoint = "https://openrouter.ai/api/v1/chat/completions"; // OpenRouter

endpoint
b
public async Task<string> AnalyzeAlarmAsync(string alarmText)
{
var requestBody = new
{

model = "google/gemini-2.5-flash",
messages = new| |

{

new { role = "system", content = "Tu — inTenekryanibna SCADA-
niacucTeMa JAJjig BUpoOHU4Yoro mianpuemctsa Tuny Lean Production. TBoe 3aBnanHs
— aHaJI3yBaTH MOBIJJOMJIEHHS TPUBOTHY Ta MOSICHUTH 11 3HAUCHHS U A1l 111
ormeparopa." },

new { role = "user", content = $" Tpusora: {alarmText}" }

}
55

var json = JsonConvert.SerializeObject(requestBody);
var request = new HttpRequestMessage(HttpMethod.Post, modelEndpoint)

{
Content = new StringContent(json, Encoding. UTFS, "application/json")

3
request.Headers.Authorization = new AuthenticationHeaderValue("Bearer",
apiKey);

var response = await client.SendAsync(request);
var result = await response.Content.ReadAsStringAsync();

dynamic obj = JsonConvert.DeserializeObject(result);
return obj?.choices[0]?.message?.content ?? "Hemae nosicuenHs1.";

Logger.cs
using System,;



using System.Collections.Generic;

public static class Logger

{

public static List<string> Logs { get; private set; } = new List<string>();

public static void Log(string message)

{

var entry = $" {DateTime.Now:HH:mm:ss} - {message}";
Logs.Add(entry);

}

public static List<string> GetLogs()
{

return new List<string>(Logs);

}

public static void Clear()

{
Logs.Clear();

h
h

PerformanceMonitor.cs
using System;

public class PerformanceMonitor

{

private DateTime lastStartTime;
private DateTime? lastStopTime;

private TimeSpan accumulatedUptime = TimeSpan.Zero;
private TimeSpan _accumulatedDowntime = TimeSpan.Zero;

private bool _isRunning = false;

public TimeSpan Uptime => accumulatedUptime + (_isRunning ?
DateTime.Now - _lastStartTime : TimeSpan.Zero);
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public TimeSpan Downtime => accumulatedDowntime + (! _isRunning &&
_lastStopTime.HasValue ? DateTime.Now - lastStopTime.Value : TimeSpan.Zero);

public void Start()
{
if (!_isRunning)
{
// Slx1mo mo 1poro Oyra 3ynmuHKa, J0JaTH Yac MPOCTOO
if (_lastStopTime.HasValue)
{
_accumulatedDowntime += DateTime.Now - lastStopTime.Value;
_lastStopTime = null;

}

_lastStartTime = DateTime.Now;
_isRunning = true;
}
}

public void Stop()
{
if (_isRunning)
{
// Jonatu yac poboTu
_accumulatedUptime += DateTime.Now - _lastStartTime;
_lastStopTime = DateTime.Now;
_isRunning = false;
b
b

public double GetOEE()

{
var totalSeconds = Uptime.TotalSeconds + Downtime.TotalSeconds;
if (totalSeconds == 0) return 0;
return Uptime.TotalSeconds / totalSeconds * 100;

h
h



ScrollableMessageForm.cs
using System,;

using System.Windows.Forms;

public partial class ScrollableMessageForm : Form

{

public ScrollableMessageForm(string title, string message)

{

InitializeComponent();
this. Text = title;

// TlpumiTuBHA 00poOKa GpopmaTyBaHHs (ab3a1y, IEPEHOCH, 3ar0JIOBKH )
string formatted = FormatText(message);
richTextBox.Text = formatted;

private string FormatText(string input)

{

// TIpocTi 3aMiHM I YUTAOEIBHOCTI

input = input.Replace("\n", Environment.NewLine);

input = input.Replace("+", "\u2022"); // mapkep cnucky

input = input.Replace("### ", "").Replace("## ", "").Replace("# ", ""); //

npubpatu markdown 3aronoBku

}

}

return input;
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