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ANALYSIS OF THE EFFECTIVENESS AND CYBERSECURITY RISKS OF THE GITHUB
COPILOT TOOL

I. Dvoinikova, S. Sotnik

Kharkiv National University of Radio Electronics

Ukraine, 61166, Kharkiv, Nauky av., 14

E-mail: indira.dvoinikova@nure.ua

Annotation: The work analyzes the impact of artificial intelligence-based tools, particularly
GitHub Copilot, on the modern software development industry. It examines the results of
experimental studies that confirm a significant increase in developer productivity (up to 55.8%) and
contribute to the democratization of professional skills. Special attention is given to cybersecurity
risks: it has been found that generative models, when trained on open repositories, often reproduce
vulnerabilities and outdated coding practices. The necessity of transforming the role of the
programmer is justified, shifting the focus from writing code to its thorough auditing and prompt
engineering, which is critical for the safe realization of the economic potential of Al assistants.

Key words: artificial intelligence, GitHub Copilot, software development, cybersecurity, work
productivity.

AHAJII3 EOEKTUBHOCTI TA PU3UKIB KIBEPBE3IIEKU IHCTPYMEHTY GITHUB
COPILOT

I. €. JIBoiinikoBa, C. B. CoTHuk

XapKiBCbKHI HalllOHAIBHUN YHIBEPCUTET Pai0eIeKTPOHIKH,

VYkpaina, 61166, Xapkis, np. Hayku 14

E-mail: indira.dvoinikova@nure.ua

Anomayia: Y poOOTI TpOaHATI30BaHO BIUIMB I1HCTPYMEHTIB Ha 0a3l IITy4YHOTO I1HTEJIEKTY,
3okpema GitHub Copilot, Ha cydacHy iHAyCTpit0 po3poOKu mporpaMHoro 3ade3nedeHHs. Po3risiayTo
pe3ynbTaTh  €KCHEPUMEHTAIbHUX  JOCHIKEHb, 1[I0 MIATBEPIXKYIOTh CYTTEBE 3POCTAHHS
MPOIYKTUBHOCTI TMpaii po3pobHuKiB (10 55,8 %) Ta crnpusioTs AemokpaTu3zalii mpodeciiiHux
HaBu4OK. OcoOnuBY yBary NpHAUICHO PH3UKaM, IMOB’SI3aHUM 13 KiOepOe3meKor: BUSIBJICHO, IO
reHepaTHBHI MOJIeJi, HABYAIOYMCh HAa BIIKPUTHUX PEMO3UTOPISAX, YACTO BIATBOPIOIOTH BPA3JIMBOCTI Ta
3acTapiii MPaKTUKU KoayBaHHSA. OOIpyHTOBAHO HEOOXIAHICTH TpaHchoOpMaIlii poii mporpamicTa, e
(dhokyc 3MIIIYEThCS 3 HANMCAHHS KOy Ha HOro peTeNbHUN ayIuT Ta IHXKEHEPII0 3aluTiB, IO €
KPUTHYHUM JUTsl 6e3ne4Hol peanizaiii ekoHoMmigHoro noteHiiany I-acucrenris.

Knrwowuoei cnoea. mryunnii inrenekrt, GitHub Copilot, po3pobka mporpamHOro 3a0e3redeHHs,
KibepOe3Ieka, IO yKTUBHICTh Mpalli.

Artificial intelligence (Al) is rapidly transforming the software development industry, offering
tools that promise a revolutionary increase in work efficiency [1-9]. The most well-known
representative of this wave is GitHub Copilot (Fig. 1) — an «Al pair programmer» that generates code
in real time based on context. However, along with the unprecedented speed of code writing comes
new challenges related to the security and quality of software products. The implementation of such
tools fundamentally changes the workflow: from impressive productivity metrics to hidden risks that
require programmers to adopt a new mindset and constant vigilance. This transformation is part of a
broader trend of development automation, which is evolving alongside Al, gradually delegating not
only routine tasks but also increasingly complex intellectual ones [10-15].

The aim of this work is a comprehensive analysis of the effectiveness of GitHub Copilot in terms of
improving developer productivity and assessing the associated cybersecurity risks arising from the use of
generative Al.

34
All-Ukrainian Conference
“Intelligent Civil Safety Technologies and Robotic Systems for Emergency and Rescue Operations”
(ICSTRO-2026)
February 12-13, 2026.


mailto:indira.dvoinikova@nure.ua
mailto:indira.dvoinikova@nure.ua

Studies involving developers [16, 17] demonstrate the impressive impact of Al on work speed. In a
controlled experiment where participants were tasked with creating an HTTP server in JavaScript, the group
using GitHub Copilot completed the task 55,8 % faster than the control group working without Al assistance.
This result is not only statistically but also practically significant, indicating a tremendous potential for time
savings in the industry.

Figure 1 — GitHub Copilot Start Page

Artificial intelligence acts as a kind of «leveler» of professional skills. Analysis showed that the
greatest benefit from using assistants is gained by developers with less programming experience,
older specialists, and those who spend many hours a day coding. This indicates that Al tools can help
lower the barrier to entry into the profession and support career transitions. Notably, developers
themselves tend to underestimate the impact of the technology on their performance: participants in
the experiment subjectively estimated their productivity increase at an average of 35 %, while actual
metrics exceeded 55 % [17].

Despite the obvious advantages in speed, the quality of generated code from a cybersecurity perspective
raises serious concerns. Since large language models, such as Codex (which powers Copilot), are trained on
massive datasets of open-source code from GitHub, they pick up not only effective solutions but also bugs,
vulnerabilities, and bad practices present in public repositories.

Systematic security research has revealed alarming statistics: in high-risk scenarios (from the MITRE Top
25 Common Weakness Enumeration), approximately 40 % of the code suggestions made by Copilot contained
vulnerabilities.

Among the most common problems with Copilot were SQL injections, buffer overflow vulnerabilities, and
the use of hard-coded credentials. What is particularly dangerous is that the Al often suggests vulnerable code
as the «best option» with a high level of confidence, which can mislead less experienced developers. The
model also tends to reproduce outdated practices, such as recommending weak hashing algorithms like MD5
simply because they are frequently found in the old code it was trained on.

The widespread adoption of Al assistants is changing the very essence of a programmer's work. The focus
is shifting from directly writing code to auditing and reviewing machine suggestions. Researchers emphasize
the need to «stay awake at the keyboard», as blind trust in autocomplete carries significant risks.

The ability to correctly formulate context and queries for the system becomes critically important.
Experiments have shown that even minor, semantically insignificant changes in comments can drastically
affect the safety of the output. For example, a simple replacement of the word «remove» with «delete» in a
comment, or adding false labels indicating that a vulnerability has been fixed, sometimes prompted the Al to
generate even more dangerous code. Additionally, the Al's effectiveness heavily depends on the popularity of
the programming language. While Copilot performs well with Python or JavaScript, in specialized areas such
as hardware description using Verilog, it often generates syntactically incorrect or functionally flawed code
due to a smaller volume of training data.

The transformation of the workflow requires developers to develop new competencies and critical thinking
skills. The traditional model of learning programming, which focused on memorizing syntax and writing each
line of code independently, is giving way to a new paradigm in which the programmer acts as both an architect
and a reviewer. This involves a deep understanding of secure coding principles, the ability to quickly identify
potential vulnerabilities, and the skill to communicate effectively with Al systems through comments and
context. Paradoxically, to work productively with an Al assistant, a developer needs an even higher level of
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expertise than in traditional programming, as they must critically evaluate every suggestion made by the
machine.

The changes also affect teamwork and code review processes. Al-generated code often looks syntactically
flawless and adheres to commonly accepted style conventions, which can create a misleading sense of quality
during peer reviews. Development teams need to adapt their quality control processes, paying attention not
only to logic and functionality but also to hidden security vulnerabilities that Al may have subtly integrated
into the code. This requires the implementation of additional static analysis tools and automated security
testing as a mandatory part of the development pipeline.

Tools like GitHub Copilot have significant economic potential. Extrapolating the observed
productivity growth to the level of a national economy (for example, the U.S., where developers
generate about 2 % of GDP) suggests enormous cost savings and a positive impact on GDP. Users
also highly value such tools: those who had the opportunity to work with Copilot expressed a
willingness to pay a much higher monthly price for it compared to those who only saw a demo
version. However, to safely realize this potential, the industry needs new approaches to training
developers and improving the models themselves in order to minimize the risk of replicating past
mistakes.

Analysis of the GitHub Copilot tool demonstrates its controversial and transformational role in
modern software development. On the one hand, the Al assistant has proven its ability to be a
powerful catalyst for productivity; on the other hand, it has turned out to be a source of systemic
cybersecurity risks. The main challenge of GitHub Copilot is the inherent tendency of generative
models to reproduce vulnerabilities. The fact that approximately 40 % of code suggestions in high-
risk scenarios contain flaws from the MITRE CWE Top 25 list (such as SQL injections, buffer
overflows, and the use of weak encryption algorithms) transforms the Al assistant from a helper into
a potential vector for the mass distribution of dangerous practices. Particularly dangerous is the
psychological aspect — the system's high confidence in its suggestions, which can mislead even
experienced developers. To safely realize the potential of GitHub Copilot, systemic changes are
necessary: at the developer level — constant vigilance, i.e., developing skills for critical analysis of
generated code and formulating effective contextual prompts; at the team level — adapting code
review processes to focus on searching for hidden vulnerabilities, not just syntactic errors. The
integration of specialized static and dynamic application security testing (SAST/DAST) tools into
Continuous Integration / Continuous Delivery (CI/CD) pipelines is mandatory. The economic
efficiency lies in GitHub Copilot's ability to increase the speed of developers' task completion, which
opens economic potential for the industry. The tool acts as a «social leveler», providing the greatest
value to developers with less experience, thereby lowering barriers to entry into the profession and
promoting career mobility.

Thus, GitHub Copilot is not a panacea, but rather a powerful yet double-edged tool. Its economic
benefits can only be fully realized by overcoming cybersecurity risks through improving developers'
skills, enhancing the models themselves, and deeply transforming software development culture. The
future belongs not to those who write code faster, but to those who can most effectively manage and
control its creation by artificial intelligence.
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