MiHICTEPCTBO OCBITH 1 HAYKH Y KpaiHH

XapKiBCbKUM HAIlIOHATBHUN YHIBEPCUTET PAJA10CIEKTPOHIKH

Kganidikamiitna HaykoBa mpartist
Ha MpaBax pyKOMucy

AJIAMOB OJIEKCAH/IP CEMEHOBUY
VJIK 658:512.011: 681.326: 519.713
JTNCEPTAIISA

MOJEJII I METOU 3AXUCTY KIBEPITPOCTOPY
HA OCHOBI AHAJII3Y BEJIMKNX JTAHNX
3 BUKOPUCTAHHAM MAIIMHHOI'O HABYAHHA

05.13.05 — kOMIT'TOTEPH1 CUCTEMHU Ta KOMIIOHEHTH

TexHI4HI HAyKH

[TonaeThcs Ha 3700y TTS HAYKOBOTO CTYIIEHS KaHIUaTa TEXHIYHUX HAYK

Jucepraitist MiCTUTh pPE3yJIbTaTH BIACHHUX JOCIIKEHb.
BukopucranHs i7ieid, pe3yibTaTiB 1 TEKCTIB IHIIUX aBTOPIB MalOTh NOCUIIAHHS
Ha BIJIIOBITHE JKEPEIIO 0O.C. Anamos

HaykoBuii kepiBHUK:
XaxanoB Bonogumup IBanosuy,
JOKTOp TEXHIYHHUX HayK, Ipodecop

Lle#t mpuMipHHK JucepTamii iTeHTUYHUN 32 3MICTOM
3 IHITUMH MPUMIPHUKAMHU, 110 MO/IaHi 0 CHeIiaTi30BaHol
BueHoi panu J1 64.052.01

Y4yenwii cekpetap crierianizoBanoi BueHoi paau J1 64.052.01 €.1. JlurBuHOBa

XapkiB — 2019



AHOTALIA

AnamoB O.C. Mogeni 1 METOJM 3aXKUCTYy KiOEpIpoCTOpy Ha OCHOBI aHaJI3y
BEJIMKMX JaHUX 3 BUKOPUCTAHHSAM MAIIMHHOTO HaB4YaHHsA. — Kaamidikariiiina
HayKoBa po0OTa Ha MpaBax PyKOIHCY.

Hucepranist Ha 3100yTTS HAYKOBOTO CTYIEHSI KaHAMAATa TEXHIYHUX HAYK
(moktopa dinocodii) 3a cmemianbHicTIO 05.13.05 «Komm'toTepHi cucTeMH Ta
KOMIIOHEHTH». — XapKIBCbKUW HAaI[lOHAJbHUM YHIBEPCUTET PaaiOCNIEKTPOHIKH,
MiHicTepCcTBO OCBITH 1 HAyKu Y Kpainu, Xapkis, 2019.

Mera nociimKeHHsT — ICTOTHE 3MEHIIEHHS 4Yacy BUSIBIEHHS 1 OJIOKyBaHHS
Kibeparak, CHpSAMOBaHUX Ha KiOepmpocTip cyO'ekTa, HUIIXOM BUKOPHCTaHHS
PO3pO0JIEHNX MAaTPUUYHUX MOJIENIEH 1 JIOTITYHUX METO/IIB TECTYBaHHs, IEPEBIPKHU Ta
TIarHOCTYBAaHHA 32 paxyHOK BBEJCHHS OOYHCITIOBAbHOI HAAMIPHOCTI B
1HMpaCTPYKTYpy KiOepmpocTopy.

3amadi JOCIIKEHHS:

1) VYnaockoHanmuTH CTPYKTYpHO-JIOTIYHI MOJENl 1 METOAu TMepeBIpKU
KibeprpocTopy i TECTYBaHHS 1 JIarHOCTYBAaHHS WIKIJJIMBUX KOMIIOHEHTIB Ha
OCHOB1 BUKOPHCTAHHS IeTyKTUBHOTO aHaJI3y 00YMCIIOBAIbHUX CUCTEM.

2) Po3po0OuTH CHUTrHATypHO-KYyOITHI METOJU CHUHTE3y ETAJIOHHUX JIOTIYHUX
cxeM malware-QyHKIIIOHATHHOCTEH 1 TMapajelbHOro MOJeToBaHHsS malware-
driven BeNMMKUX JaHUX [JI1 BU3HAUCHHS MPUHAIEKHOCTI MOTOYHOTO KOIY [0
ICHYIOUMX JIECTPYKTUBHUX KOMIIOHEHTIB B malware 616ioTerr.

3) Po3pobutu curHaTypHO-KyOITHY MOJeNb aKTHBHOTO online cyber se-
curity KOMITIOTHHTY JjIi MOHITOPHMHTY BXIJIHMX TIOTOKIB malware-ganux i
YIPABJIIHHS TPOIECOM BUIAICHHS I€CTPYKTUBHUX KOMITOHEHTIB.

4) VYnockoHaMUTH 3aco0M 3axXHCTy KiOepImpocTopy HUISIXOM JIOTIYHOTO
TECTYBaHHS 1 J1arHOCTYBaHHS aTakK 1 IIKiJUIMBUX KOMIIOHEHTIB Ha OCHOBI
BUKOPHUCTAHHS aJTOPUTMIB MAaIlTMHHOTO HAaBYaHHSI.

5) Po3pobutu meton arpubyTHO-0opieHTOBaHOTO posmizHaBanHs URL-anpec
3 BUKOPHUCTAHHSM 4YaCTOTHUX TATTEPHIB 1 METOA TMEPEeBIPKH MOJIMOPHHUX

IIKIIJTMBUX MPOTrpaM Ha OCHOBI BpaxXyBaHHS KOHTpoJbHUX cyM Portable Executa-
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ble cekuiii B BHKOHYBaH1 (pailJli 1 3aCTOCYBaHHS amapary I1HTENEKTYyaJlbHOIO
aHajizy JaHUX.

6) Bukonatu tectyBaHHs 1 Bepudikailio po3poOJeHUX MPOrpaMHUX 3aco0iB
TECTYBaHHS, IEPEBIPKHU Ta J1arHOCTYBAHHS MIKIJIMBUX MPOTPaM MIIAXOM eMYJISIii
aTak Ha OCHOBI icHyrounX malware 010110TEK.

OO0'ext mocnixeHHS — XMapHi 1 edge-computing TeXHOJIOT1i, 3aCHOBaH1 Ha
BHCOKO-TIPOJYKTUBHHUX JaTa-IICHTPax, KOMIT'IOTEPHUX TaJDKETaX, CHCTeMax 1
Mepekax, BUKOHYIOTh cepBicHI (DYHKIIIT 30epiranHs Ta aHaji3y BEJIMKUX JaHUX.

[IpenMeT MOCHIKEHHS — CTPYKTYPHO-JIOTIYHI MOJENI, METOAH, 3aco0u
TECTyBaHHSA JECTPYKTHBHUX KOMIIOHEHTIB, 3aXHCTy IHIWBIIyaJdbHOTO Ta
KOJICKTUBHOT'O CEPBIC-KOMI'IOTUHTY BiJ K10ep3arpos.

HaykoBo-npakTnyHa  3ajaya —  BBEACHHS B IHPPACTPYKTypy
KOMIT FOTHHTOBOTO MTPOCTOPY MPOTPAMHOI HaAMIPHOCTI B (pOpMi MOIeNneid, METOIiB
1 MpOTpaMHUX JOJIATKIB JIJIsl ICTOTHOTO 3MEHIIICHHS Yacy BUSBIICHHSI 1 OJJIOKyBaHHS
kibepaTak, COpsSMOBaHMX Ha KibeprpocTip cy0'ekTa, NUIIXOM BUKOPUCTAHHS
PO3POOICHNX MATPUYHUX MOJIEICH 1 JIOTIYHUX METO/IIB TeCTyBaHHs, MEPEBIPKHU Ta
TiarHOCTYBaHHS.

CyTHICTh JOCHIDKCHHS — pO3poOKa MOJACNIEH, METOMIB 1 MpOrpaMHUX
JOJIaTKIB ISl ICTOTHOTO 3MEHIIICHHS Yacy BHSBJICHHS 1 OJIOKyBaHHS KiOepaTak,
CIpsIMOBAaHUX Ha KiOEpHpocCTip cy0'€eKTa, NUIIXOM BUKOPUCTAHHS PO3POOIICHHX
MaTpUYHUX MOJCNEH 1 JIOTIYHUX METOJIB TECTYBaHHs, IICPEBIPKH Ta
JIarHOCTYBaHHS 3a paxyHOK BBEJACHHS OOYHMCIIOBAIBHOI HAAMIPHOCTI B
iH(DpacTpyKTYypy KibeprpocTopy.

HaykoBa HOBH3HA pe3yJIbTaTIB JOCIIKCHb:

1) VYnockoHaneHO CTPYKTYpHO-JIOTIYHI MOJEIl 1 METOAU TNepeBIpKU
KiOeprmpocTopy Ui TECTYBaHHS 1 JIIarHOCTYBAaHHS IIKIJJIMBUX KOMIIOHEHTIB, SIKI
BIIPI3HSAIOTHCS BUKOPHCTAaHHSAM METONY JSAYKTHBHOTO IapajieIbHOTO aHaji3y
00UYHCITIOBATILHOT CUCTEMHU JJIsI TIEPEBIPKH Ta JIIarHOCTYBaHHs malware.

2) 3anponoHOBAaHO HOBI METOJW CHHTE3y E€TAJIOHHHMX JIOTIYHHMX cxeM mal-

ware-(QpyHKIIIOHAJIbBHOCTEH, SKI XapaKTEePU3YIOThCSd BUKOPHCTAHHSM CHUTHATYpPHO-
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KyOITHUX CTPYKTYp, IO Ja€ MOXIJIMBICTh MapajelbHO MOJAEN0BaTH malware-
driven BenMKi JaHi [ BU3HAUYEHHS MPUHAJIEKHOCTI IMOTOYHOTO KOy MO
ICHYIOUHX JECTPYKTUBHUX KOMIIOHEHTIB B malware 6i0ioTeri.

3) Po3poOneno HOBY Mojienb akTUBHOTO online cyber security KOMI'tOTUHTY,
KA XapaKTePU3YyEThCSd CUTHATYpPHO-KYOITHUM MOJaHHSIM iHoOpMalii, 10 Aae
MOXJIMBICTh MiJBUIIYBATH MIBUIKOJIIO MPOLIECIB MOHITOPUHTY BXIAHUX MOTOKIB
malware-1aHuXx 1 ynpaBJiiHHs BUJAJICHHSM JECTPYKTUBHUX KOMIIOHEHTIB.

4) 3anponoHOBaHO HOBUN METOJ| aTpUOYTHO-OPIEHTOBAHOI'O PO3Ii3HABAHHS
URL-agpec 3 BHUKOpPUCTAHHSIM YacTOTHMX NATTEPHIB 1 METOJ MEpPEeBIPKU
NOMIMOP(PHUX MIKIJJIUBUX IPOrpaM Ha OCHOBI BpaxyBaHHS KOHTPOJIBHUX CYM
Portable Executable cekmiii B BuKOHyBaH1 (aiiim 1 3acTOCyBaHHSI amnapary
IHTEJIEKTYaJIbHOTO aHaTI3y JaHUX.

5) VYnockoHaneHo 3aco0M 3axucTy KiOepmpocTopy, SKi BiJIpi3HSIOTHCA
BUKOPUCTAHHSAM MOJIEJe 1 METOJIB CHUTHATYPHO-JOTIYHOTO TECTYBAaHHS aTak,
MOIIYKY KPUIITONPHUMITUBIB B TPOSIHCHKHUX Mporpamax-mudpyBaibHUKax Ha
OCHOB1 BHKOPWCTAaHHS aJTOPUTMIB MAIIMHHOTO HABYaHHS, IO JAa€ MOXKIUBICTh
ICTOTHO 3MEHIIUTH Yac BIJHOBJCHHS TpaNe3qaTHOCTI  OOYMCIIOBAIBHOL
CTPYKTYPH.

IIpakTyHe 3HAYEHHS OJICP)KAHUX PE3YIbTATIB JOCIIKEHb BU3HAYAETHCS

5) TecryBanHsM, Bepu]IKai€El0 1 BIOPOBAIKEHHSM  PO3POOICHHUX
MPOTpaMHMX 3aC001B MEPEBIPKH, MIarHOCTYBAHHS IIKIJIMBUX MPOTPaM 1 aTak, 1o
Jla€ MOYKJIMBICTh BUKOHYBATH iX MOJICITIOBAHHS 13 3JIyYEHHSIM ICHYIOUMX J0JIaTKiB
1 malware 06i0ioTeK.

6) IIporpamHoro peamizami€l0 MeTOAy aTPUOYTHOTO-OPIEHTOBAHOTO
posmizHaBanHa URL-ampec 3 BUKOPUCTaHHSM YaCTOTHUX TMATTEPHIB, SKHUM
BIJIPI3HSAETHCS 3aCTOCYBAHHAM arapaTry 1HTEICKTyaJbHOI'0 aHalli3y JIaHHX, IO J1a€
MO>KJIMBICTh BU3HAYATH BiporigHy oiinky HeOe3neku URL-anpecu Ha ocHOBI HOTO
aTpuOYyTiB.

7) IIporpamHoIO peanizaliero METOay MEePeBIPKU MOTIMOPGHHHUX MIKIIITUBUX

nporpaM, SIKUi BIIPI3HAETHCA 1HBAPUAHTHICTIO JI0 IETEPMIHI3MY CUTHATYpP B KO/ 1
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ypaxyBaHHSIM TUIbKHM KOHTposibHUX cyM Portable Executable (PE) cexuiii B
BUKOHYBaHMX (ainax, 10 Ja€ MOXIIUBICTh TMOJIMNIIATA TMPOSYKTUBHICTD
MPOIIETyp M1arHOCTYBAHHS IECTPYKTUBHUX KOMITOHEHTIB.

OOrpyHTOBaHICTh HAYKOBHUX M0JI02KeHb. OTpUMaH1 B MPOIECI BUKOHAHHS
JIOCJIIDKEHb HAayKOBI BUCHOBKHM 1 MPAaKTU4YHI pPe3yJlbTaTH € JIOCTOBIPHUMH, IO
MIJITBEP/IKYETHCA TOUYHICTIO JETEKTYBAaHHS 1 KJacU(iKalll€lo MPUKIAIIB 3arpo3
HYJIBOBOTO JHS, Cepel SKUX HOBI BepCili KPINTOJOKEPIB 1 CKIAJAHUX 3arpo3
(Advanced Persistent Threats — APT); mo3uTuBHMMU BiATYKaMu BUEHHX 1 (paxiBIIiB
Ha JIOTOBIJII HA MDKHAPOJHUX KOH(MEPEHINISIX, TPUCBIUYCHUX KiOepOesmerll, Takux
ak Virus Bulletin 2015 IIpa3zi, Yexia, 2018 y Monpeani, Kanaga, OpenStack
Summit 2015 y Baukysepi, Kanaga, 1 OpenStack Summit 2015 B Ocrini, mrar
Texac, CIIA, IEEE East -West Design & Test Symposium (EWDTS'2017) 2017 B
Novy Sad, Serbia.

BnpoBaakeHHs1 pe3yJabTaTiB aucepranii. Pesynpratn aucepranii y ckiami
MojeNield, METOMIB Ta 1HGPACTPYKTYpH BIPOBAKEHI y HABYAIBHHUHN TPOIEC
XapKiBCBKOTO HAIIOHAILHOTO YHIBEPCUTETY PaIIOCIEKTPOHIKH (aKTH PO
BripoBapkeHas Big 20.05.2019, 21.05.2019); y HayKOBO-BUPOOHUYY MHiSUTHHICTH
kommanii Design & Test Lab (mosinka Bim 18.05.2019), y HaB4anpHU mpoliec
Blekinge Institute of Technology (BTH), Karlskruna, Sweden (muct ‘Statment of
Reseach Results Impact on University Education Program’ Bix 29.05.2019).

Iyoaikanii. Pesynpraté aucepramiitHoi pobotu BimoOpaxeni B 31
JPYKOBaHIM mparli: 3 po3ainM y 3aKOpJOHHUX MOHOTpadisx (3 HUX 1 BXOAHUTH J0
HayKOMeTpu4uHOi 0a3um Scopus), 7 crateid (3 HUX 5 — y HAYKOBUX KypHaiax,
BioueHnx 10 «llepeniky HaykoBux (paxoBUX BHAaHb YKpaiHW»; 2 CTaTTi B
MDKHApPOJHUX HAYKOBUX JKypHaJlax 3a KOpPIAOHOM; 4 CTaTTl BXOIATH [0
MDKHApOJHUX HAayKOMETpHMYHHMX 0a3), a TakoX y 21 MibKHapOaHI# HayKOBIH
koH(pepenItii (3 HuX 13 3a kKopmoHOM, 12 BXOJATH A0 HAYKOMETPHUUYHOI Oa3u
Scopus). 3n106yBau mae 13 myOumikaiiii y HaykoMeTpudHiid 6a3zi Scopus Ta 1HIEKC

Xipma h=3.



CIIACOK ONYBJIKOBAHUX POBIT 3A TEMOIO JIJUCEPTAIIIL

Cnucox nybonikayiu 3000y8aya, 8 AKUX ONnyOIIKOBAHI OCHOBHI HAYKOGI pe-
3ynemamu oucepmayii:

1. Hahanov V., Gharibi W., Litvinova E., Adamov A. Cyber Physical
Computing for IoT-driven Services. — New York. USA. — Springer, 2018. 279p.
[Chapter 2. Multiprocessor Architecture for Big Data Computing [Text] / V. Ha-
hanov, W. Gharibi, E. Litvinova, 4. Adamov. P. 21-41] (Springer, Scopus).

2. Carlsson A., Sokolianska I., Adamov A. Educating the Next Generation
MSc in Cyber Security. — Sweden. — BTH, 2018. — 205 p. [Chapter: Education
Challenges and Development of Advanced Malware Analysis Course [Text] / 4.
Adamov. P. 130-134].

3. Carlsson A., Sokolianska I., Adamov A. Educating the Next Generation
MSc in Cyber Security. — Sweden. — BTH, 2018. — 205 p. [Chapter: The Cloud
Threat Landscape [Text] / A. Carlsson, 4. Adamov. P. 182-186].

4. Adamov A. Security risks and modern cyber security technologies for
corporate networks [Text] / A. Adamov, V.Hahanov, W. Gharibi //
Radioelektroniks and informatics. — 2010. — Ne 4. — P. 31-35. (Kypnan pede-
pyeTbest abo 1HAEKcyeTbes MibkHapoaHumu Oazamu Index Copernicus, Google
Scholar, OECSP, OAIJI, Scholar Steer, SIS, Cyberleninka, CiteFactor, TIU
Hannover, I20R, HamionansHo0 6106:110TeK010 YKpainu iM. B. I. Bepraacekoro).

5. XaxanoB B.U. UuppacTtpykTypa aHammsza u WHGOPMAIIMOHHON 0e€3-
omacHocTtH kuOeprnpoctpancTBa [Tekcr] / B.M. Xaxanos, C.B. Uymauenko, E.U.
JlutBunoBa, A.C. Mumenko, A.C. Adamos // PannosnexkTpoHuka u nHQoOpMaTHKa.
— 2011. — Ne2 (53). — C. 40-60. (OKypnan pedepyerbcs abo 1HIEKCYEThCS
MmikHapoaHuMmu Oazamm Index Copernicus, Google Scholar, OECSP, OAII,
Scholar Steer, SIS, Cyberleninka, CiteFactor, TIU Hannover, I20R, Harionans-
Ho1o 010mi0TeKor0 YKpainu iM. B. I. BepHaacekoro).

6. Aoamos O.C. biokyeitH iHPpacTpyKTypa IS 3aXHUCTy KiOepcUCTeM
[Tekct] / O.C. Aoamos, B.I. Xaxanos, C.B. Uymauenko, B.I'. AbnynnaeB // Pa-
JTUOAJICKTpOoHUKA U nHpopMaTuka. — 2018. — Ne4 (83). — C. 64-85. (Kypnan pede-
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pyeTbess abo 1HIEKCyeThcss MbKHapoaHuMu Oazamu Index Copernicus, Google
Scholar, OECSP, OAIJI, Scholar Steer, SIS, Cyberleninka, CiteFactor, TIU
Hannover, I20R, HamonansHo0 610:110TeK0I0 YKpainu iM. B. I. Bepraacekoro).

7. Aoamos O.C., XaxanoB B.l. CurHarypHo-KyOITHI METOJH PO3ITi3HA-
BaHHs AecTpykTuBHUX KoaiB [Tekcr] / O.C. Aoamos, B.1. XaxanosB // Pagnosnek-
TpoHuka u uHpopmatuka. — 2019. — Nel (84). — C. 35-53. (Kypnan pedepyerbcs
abo 1Haekcyerbcsi MixHapoanumu 0Oazamu Index Copernicus, Google Scholar,
OECSP, OAIJI, Scholar Steer, SIS, Cyberleninka, CiteFactor, TIU Hannover,
I20R, HamionansHoto 616110Tekot0 YKpainu iM. B. I. BepHaacekoro).

8. Adamov A. Analysis and Detection of Polymorphic Spyware [Text] / 4.
Adamov, A. Saprykin // Hakin9 Magazine. 2013. Vol. 8, Ne 01. Issue 01/2013 (61).
Warsow: Software Press, 2013. — P. 6-11.

9. Adamov A.S., Hahanov V.I. A Method for the Attribute-based
Detection of URLs Using Frequency Patterns [Text] / Bectauk ["'ocymapcTBeHHOTO
WNnxenepHoro Yuusepcurera Apmenuu. Cepust: Uupopmannonusie TexHOIOTHH,
Onexktponuka, Paguorexnuka. 2014. Beimn. 17, No2. P. 59-66.

10. Camnpeikun A.C. MeToarKa OICHKH YOBITKOB IPEANPHUATHS OT BpPEIO-
HocHbIX Tiporpamm / Canpseikud A.C., bouapaunkoBa M.B., 40amos A.C. // Bect-
HUK HallMOHaIbHOTO TexHuuyeckoro yuuepcutera "XIIN" (HoBoe pemenue B co-
BpeMEHHBIX TexHosorusax). 2009. Ne§8. C. 58-64.

Pesynomamu, axi 3aceiouyroms anpobayiro mamepianie oucepmayii:

11. Adamov A. Electronic System Level Models for Functional Verification
of System-on-Chip / A. Adamov, K. Mostovaya, Syzonenko, I et al. / Proc. of
International Conference “The Experience of Designing and Application of CAD
Systems in Microelectronics” (CADSM). — Lviv-Polyana, Ukraine. — February 20-
24,2007. — P. 348-350. (BxoauTh 10 MDKHApOAHUX HAYKOMETPUYHHUX 0a3 Scopus,
IEEE Xplore).

12. Adamov A. Transactional Data Analysis of Electronic System Level

Models [Text] / A. Adamov, V. Hahanov, D. Melnyk et al. // Proc. of East-West



Design and Test Symposium. September 7-10, 2007. Yerevan, Armenia. 2007. —
P. 745-748.

13. Adamov A. Model of Source Code Analyzer for Hardware Description
Languages [Text] / Dmytro Melnyk, Sergei Zaychenko, Aleksandr Adamov,
Vladimir Hahanov // Proc. of East-West Design and Test Symposium (EWDTS).
September 7—-10, 2007, Yerevan, Armenia. — Yerevan, 2007. — P. 470-474.

14. Hahanova 1.V. Transaction level model of embedded processor for
vector-logical analysis [Text] / Hahanova I.V., Obrizan V., Adamov A. et al // Proc.
of East-West Design and Test Symposium. September 2013. Rostov-on-Don,
Russia. — P. 1-4. (Bxoauts 10 MiKHapogHuX HaykomeTpuuHux 0a3 Scopus, IEEE
Xplore).

15. Adamov A. Data Mining Techniques for Functional Verification of SoC
[Text] / A. Adamov, R. Hwang, A. Gavrushenko // Proc. of International
Conference on Modern Problems of Radio Engineering, Telecommunications and
Computer Science (TCSET), 2008. — Lviv-Polyana, Ukraine. — February 20-24,
2008. — P. 557-559.

16. Adamov A. The Problem of Trojan Inclusions in Software and
Hardware [Text] / 4. Adamov, A. Saprykin // Proc. IEEE East-West Design and
Test Symposium (EWDTS"2009). — Moscow, Russia. — 18-21 September 2009. —
P. 449-451. (BxomuTh A0 MDKHApOJHWUX HaykoMmeTpudHux 0a3 Scopus, IEEE
Xplore).

17. Adamov A. The problem of Hardware Trojans detection in System-on-
Chip [Text] / A. Adamov, A. Saprykin, D. Melnik // Proc. CAD Systems in
Microelectronics (CADSM 2009), — Lviv-Polyana, Ukraine. — 24-28 Feb 2009. —
P. 178-179. (BxomuTe A0 MIDKHApOOHUX HaykoMeTpuyHuX 0a3 Scopus, IEEE
Xplore).

18. Adamov A. Security risks in hardware: Implementation and detection
problem [Text] / Adamov A., Hahanov V. // Proc. IEEE East-West Design and
Test Symposium (EWDTS'2010), September 17-20, 2010, Saint Petersburg,



Russia. — Piscataway, NJ : IEEE, 2010. — P. 425-427. (BxoauTh 10 MI*KHapOJHUX
HaykoMmeTpuunux 6a3 Scopus, IEEE Xplore).

19. Adamov A. A security model of individual cyberspace [Text] /
A. Adamov, V. Hahanov // Proc. IEEE East-West Design and Test Symposium,
September 19-20, 2011. — Sevastopol, Ukraine. — 2011. — P. 169-172. (Bxoauts
710 MIXKHApOAHUX HaykomeTpuuHux 0a3 Scopus, [IEEE Xplore).

20. Adamov A. Discovering New Indicators for Botnet Traffic Detection
[Text] / A. Adamov, V. Hahanov, A. Carlsson // Proc. of IEEE East-West Design &
Test Symposium (EWDTS’2014), September 2629, 2014, Kiev, Ukraine. — Kiev,
2014. — P. 281-285. (BxoauTh 10 MIKHApOJHMX HAyKOMETPUUYHUX 0a3 Scopus,
IEEE Xplore).

21. Hahanov V. Structures for information retrieval in big data [Text] / V.
Hahanov, S. Chumachenko, E. Litvinova, 4. Adamov et al // Proc. of 13th
International Conference Experience of Designing and Application of CAD
Systems in Microelectronics (CADSM'2015), Lviv, Ukraine, 2015. — P. 70-75.
(Bxomute 10 Mi>kHapoaHHX HaykomeTpuaHux 6a3 Scopus, IEEE Xplore).

22. Adamov A. A Sandboxing Method to Protect Cloud Cyberspace [Text] /
A. Adamov, A. Carlsson // Proc. of IEEE East-West Design & Test Test
Symposium (EWDTS’2015). — Batumi, Georgia. — September 27-30, 2015. — P.
180-183. (Bxomute m0 MmixkHapogHux HaykomeTpuunux 0a3 Scopus, [EEE
Xplore).

23. Adamov A. Android Ransomware: Turning CryptoLocker into
CryptoUnlocker [Text] / A. Adamov // Proc. of the 25th Virus Bulletin
International Conference, Prague, Czech Republic, 30 Sep-2 Oct 2015 — P. 220-
223.

24. Adamov A. Detecting targeted attacks in the cloud [Text] / 4. Adamov //
Proc. of the OpenStack Summit, Vancouver, Canada, 18-22 May 2015. 1 p.

25. Adamov A. Using Open Source Security Architecture to Defend against
Targeted Attacks / Alexander Adamov, Dan Lambright // Proc. of the OpenStack
Summit, Austin, TX, US, April 25-29, 2016. 1 p.



26. Adamov A. Cloud incident response model [Text] / Alexander Adamov,
Anders Carlsson // Proc. of IEEE East-West Design & Test Symposium
(EWDTS’2016), October 14-17, 2016, Yerevan, Armenia. — P. 250-253.
(Bxoauts no mixkHapoaHux HaykoMmeTpuunux 0a3 Scopus, IEEE Xplore).

27. Adamov A. The State of Ransomware. Trends and Mitigation
Techniques [Text] / 4. Adamov, A. Carlsson // Proc. of IEEE East-West Design &
Test Symposium (EWDTS’2017), Sep 29 — October 2, 2017, Novy Sad, Serbia. —
P. 121-128. (BxoauTe A0 MDKHAapoAHUX HaykomeTpuuHux 06a3 Scopus, IEEE
Xplore).

28. Adamov A. Battlefield Ukraine: finding patterns behind summer cyber
attacks [Text] / 4. Adamov, A. Carlsson // Proc. of the 27th Virus Bulletin
International Conference, Madrid, Spain, 4-6 Oct 2017 — Appendix: Last-minute
presentations. — P. 4-5.

29. Adamov A. Attificial Intelligence to Assist with Ransomware
Cryptanalysis [Text] // Proc. of the 28th Virus Bulletin International Conference,
Montreal, Canada, 3-5 Oct 2018. — P. 289-292.

30. Adamov A. Creating Ransomware Decryptors [Text] // Proc. of 14th
Cyber Security Conference UISGCON14, Kyiv, 2018. P. 3.

31. Aoamos A.C. Mopenb MOMCKa BPEAOHOCHOTO KOAa B IMPOTPaMMHBIX
nponaykrax [Tekct]/ A.C. Agamos, JI.A. lllep6un, C.B. Uymauenko // Marepuais
16-ro MexayHapoTHOTO MOJIOJIe)KHOTO (hopyma "PannolsnekTpoHruKa U MOJIOJEKb

B XXI Beke", 17-19 anpens 2012. — P. 121-123.

KirouoBi croBa: kibeprnpocTip, BEJIMKI J1aHi, MalllMHHE HABYaHHS, JOTTYHHUMA
npoiiecop, malware, kyGiTHa MO/elb, CIHTE3 TECTiB, Bpa3iuBicTh, Cyber Security

Computing.



AHHOTAIUSA

AmamoB A.C. Monenu 1 METOABI 3alIUThl KUOEPIPOCTPAHCTBA HAa OCHOBE
aHanu3a OOJNBIIMX JAHHBIX C HCIOJb30BAHUEM MAIIMHHOIO OOy4YeHUs. —
KBanudukanronnas HayuyHasi paboTa Ha MpaBax PyKOIKCH.

Jluccepramnusi Ha COMCKAHKME YUYCHOUM CTEMEeHN KaHAUIaTa TEXHHUECKUX HAYK
(moxrtopa unocobun) no crnenuaabHoCcTH 05.13.05 «KoMmblOTEpHBIE CHCTEMBI U
KOMITOHEHTBI». — XapbKOBCKUW HAIMOHAIBHBIA YHUBEPCUTET PATUOICKTPOHUKH,
MunucTepcTBO 00pa3oBaHus U HAYKU Y KpauHbl, XapbkoB, 2019.

Lenp uccrnenoBanusi — CyIIECTBEHHOE YMEHbBIIEHUE BPEMEHU OOHAPYKEHUS
u OJIOKMpOBaHUSA KuOepaTak, HANpaBICHHBIX Ha KUOEPIPOCTPAHCTBO CYOBEKTa,
MyTeM WCIIOJIb30BAaHUS Pa3paOOTaHHBIX MATPUYHBIX MOJENEH U JIOTHUYECKHUX
METO/IOB TECTHPOBAHUSA, TMPOBEPKA M JAMATHOCTUPOBAHMS 32 CUET BBEACHUS
BBIYHCIIUTEILHON H30BITOYHOCTH B UHPPACTPYKTYPY KHUOEPTIPOCTPAHCTRA.

3ajaun UcClieI0BAHUS:

1) VYcoBepileHCTBOBATh CTPYKTYPHO-JIOTUYECKUE MOAEIH UM  METOJbI
MPOBEPKH  KUOEPHPOCTPAHCTBA JJIS TECTUPOBAHUS W JUATHOCTUPOBAHUS
BPEIOHOCHBIX KOMIIOHEHTOB HAa OCHOBE HCIIOJb30BaHUs AEAYKTUBHOIO aHaIM3a
BBIYHCIIUTEIBHBIX CUCTEM.

2) Pa3paboTarh CHUTHATYpHO-KyOWTHBIE METOJBI CHHTE3a JTAJIOHHBIX
JIOTUYECKUX cXeM malware-QyHKIIHOHATBHOCTEH u napajuiesIbHOTO
MojenupoBaHus  malware-driven  OOJBIIUX  JAHHBIX  JUIS  ONpPEACICHUS
OPUHAIICKHOCTH  TEKYIIEr0o KoJa K  CYIIECTBYIOIIMM  JI€CTPYKTHUBHBIM
KOMIIOHEHTaM B malware 6ubimnoreke.

3) Pa3paborarh cUrHaTYpHO-KYOHUTHYIO MOJIeTh aKTHBHOTO online cyber se-
curity KOMITBIOTHHTA JJii MOHUTOPUHTA BXOJHBIX TMOTOKOB malware-gaHHBIX U
YIPABJICHHS MPOIECCOM YAICHUS AECTPYKTUBHBIX KOMIIOHEHTOB.

4) VYcoBeplIeHCTBOBaTh CpPEJICTBA 3alllUThl KUOEPHPOCTPAHCTBA IyTEM
JIOTUYECKOTO TECTUPOBAHMUS W JMATHOCTUPOBAHMS aTaK U  BPEAOHOCHBIX

KOMITOHCHTOB Ha OCHOBC HCIIOJIb30BAHUA aJITOPUTMOB MAIIMHHOI'O O6y‘-ICHI/I}I.
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5) PazpabGortate MeTon aTpUOYTHO-OPUEHTUPOBAHHOTO pACIIO3HABAHUS
URL-agpecoB ¢ MCHONB30BAHMEM YACTOTHBIX NATTEPHOB M METOJ INPOBEPKHU
MOJIMMOP(GHBIX BPEJOHOCHBIX MPOTpaMM Ha OCHOBE y4YeTa KOHTPOJBHBIX CYMM
Portable Executable ceknuii B ucnonnsemoi d¢aiiie U NpUMEHEHUs armapara
WHTEJUICKTYaTbHOTO aHAIHN3a JaHHBIX.

6) BemonHuTh TecTHpoBaHWME U BepudUKaUUIO  pa3pabOTaHHBIX
MPOTPAMMHBIX  CPEIICTB  TECTUPOBAHHS, TMPOBEPKH M  TUATHOCTUPOBAHUS
BPEJOHOCHBIX MPOTPAMM ITyTEM SMYJISIIIUN aTaK Ha OCHOBE CYIIECTBYIOMIMX mal-
ware OUOIHOTEK.

OOG'ekt pocnikeHHsT — oOnaudble W edge-computing TEXHOJOTHUH,
OCHOBAaHHBIC HAa BBICOKO-TIPOM3BOJUTEIBHBIX JATa-IEHTPAX, KOMITBIOTEPHBIX
raJpKkeTax, CUCTeMaX U CETSIX, BBITIOJIHSIONINX CEPBUCHBIE (PYHKIIMW XPaHCHUS U
aHanu3a OOJBIITNX JAHHBIX.

[Ipeamer wuccienoBaHus — CTPYKTYPHO-JOTHYECKHE MOJIEIH, METO/IbI,
cpencTBa TECTUPOBAHUS JECTPYKTHUBHBIX KOMITOHEHTOB, 3aIUTHI
WHUBUyJIbHOTO U KOJUIEKTUBHOTO CEPBUC-KOMITBIOTHHTA OT KHOEPYTPO3.

Hayuno-mpakTuueckass 3amada —  BBeACHHE B HMH(PACTPYKTypy
KOMITBIOTUHTOBOTO ~ MIPOCTPAHCTBA MPOTPAMMHOM  M30BITOYHOCTH B  (opMme
MOJeNield, METOJOB U TMPOTPaMMHBIX TMPUIIOKEHUA I  CYIIECTBEHHOTO
YMEHBIIIEHUSI BpeMEHH OOHapYyKEeHUs U OJIOKMpOBaHUs KuOepaTak, HalpaBIeHHBIX
Ha KHOEpPIpOCTPAaHCTBO CyOBEKTa, IyTEM HCIOJIb30BaHUS pa3pabOTaHHBIX
MaTPUYHBIX MOJIENIEH U JIOTMUYECKHMX METOJOB TECTUPOBAHUS, MPOBEPKH U
JTUArHOCTUPOBAHUSI.

CymHocTh uccneoBanus — pazpaboTka Mojieseil, METOIOB U MPOTrPaMMHBIX
MPWIOKEHUN NJI1 CYIIECTBEHHOTO YMEHBIICHUS BpPEMEHU OOHApYKEHUS U
OJlokupoBaHUs KuOepaTak, HaIpPaBJICHHBIX Ha KHOEPIPOCTPAHCTBO CYOBEKTa,
MyTeM HCIIOJb30BaHUS pPa3paOOTaHHBIX MATPUYHBIX MOJEIEH U JIOTUYECKHUX
METO/IOB TECTHPOBAHHUSA, TMPOBEPKA M JAMATHOCTUPOBAHMS 3a CUET BBEIACHUS

BBIYUCIIUTEILHON N30BITOYHOCTH B HHPPACTPYKTYpPY KHOEPIIPOCTPAHCTBA.
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Hayunas HOBU3HA pe3yJbTaTOB UCCIEAOBAHUMA:

1) VYcoBeprieHCTBOBAaHBI CTPYKTYPHO-JTOTHYCCKAEC MOJCIA €  METOJIbI
MPOBEPKU  KUOEPHPOCTPAHCTBA IS TECTHUPOBAHUS W  JUATHOCTUPOBAHUS
BPEJIOHOCHBIX KOMIIOHEHTOB, KOTOpPBIE OTJIWYAIOTCS WCIOJIb30BAHUEM METO/a
JCTYKTHBHOTO MapajuIeIbHOTO aHAIN3a BRIYUCIUTEIHHOW CUCTEMBI JIJISl TIPOBEPKU
¥ TWarHOCTUPOBaHMS malware.

2) IlpenmokeHbl HOBBIC METONBI CHHTE3a JTAJOHHBIX JIOTHUECKHX CXEM
malware-QpyHKIIMOHATBHOCTEH, KOTOpPhIE XapaKTEePU3YIOTCS HCIOJIh30BAHUEM
CUTHATYPHO-KYOUTHBIX  CTPYKTYp, UTO JaeT BO3MOXXHOCTh IapajuIeIbHO
MojJiendpoBaTh  malware-driven  OoJjibiiMie  JaHHBIE  JJIsI  OMNPEACIICHUS
MPUHAIICKHOCTH  TEKYIMIEr0 KoJa K  CYHICCTBYIOIIMM  JIE€CTPYKTHBHBIM
KOMITOHEHTaM B malware 6ubmmnoTexe.

3) Paspaborana HoOBas Mojaenb akTuBHOro online cyber security
KOMITBIOTHHTA, KOTOpas XapaKTepU3yeTcs CUTHATYPHO-KYOUTHBIM
MpeacTaBlIeHneM  WH(OpManuu, dYTO  JaeT  BO3MOXXHOCTH  TOBBINIATH
OBICTPOICHCTBHE MPOIIECCOB MOHUTOPHUHTA BXOJIHBIX MMOTOKOB malware-maHHbIX U
YIPaBJICHUS YAJICHUEM JIECTPYKTUBHBIX KOMIIOHEHTOB.

4) [Ipennoxen HOBBIU METOJI aTpUOYTHO-OPUEHTUPOBAHHOIO
pacno3HaBanusi URL-anpecoB ¢ UCMOIb30BAHMEM YAaCTOTHBIX HATTEPHOB U METOJ
MIPOBEPKHU MOTUMOPQPHBIX BPEJOHOCHBIX MPOTPaMM Ha OCHOBE y4eTa KOHTPOIbHBIX
cymm Portable Executable cexumii B ucnonHsemble (aiibl ¢ TpUMEHEHHUEM
anmnapara UHTEJUICKTyaIbHOTO aHalln3a IaHHbIX.

5) YcoBepieHCTBOBaHbI CPEICTBa 3alUTHl KMOEPIIPOCTPAHCTBA, KOTOPHIE
OTIMYAIOTCS HCIIOJNIb30BAaHUEM MOJENIe W METOJOB CHUTHATYPHO-JIOTHYECKOTO
TECTUPOBAHUS aTaK, IOUCKA KPUITOINPUMUTHUBOB B TPOSHCKHUX IpOrpamMmax-
G poBANBIIMKAX HA OCHOBE HUCIIOIH30BAHUS AJITOPUTMOB MAITMHHOTO 00y4YeHUS,
YTO JAa€T BO3MOXXHOCTh CYIIECTBEHHO YMEHBIIUTH BPEMS BOCCTAHOBIICHUSA
PaboTOCTIOCOOHOCTH BBIYUCITUTEIBLHON CTPYKTYPHI.

[IpakTuyHe 3HaYEHHS OJIEPKAHUX PE3YIbTATIB JOCIHIKEHb OMPEIEISETCS:

6) TecrtupoBanuwem, BepuduKamueln W BHEIpPEHUEM pa3pabOTaHHBIX
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MPOTPAMMHBIX CPEICTB MPOBEPKHU, JUATHOCTUPOBAHKS BPEIOHOCHBIX MPOTPAMM U
aTak, 4TO JAET BO3MOKHOCTBH BBIMOJHSATH MX MOJICTUPOBAHHE C MPUBIICUYCHUEM
CYIIECTBYIOIINX MPWIOKEHUN 1 malware OMOINOTEK.

7) llporpammHoOii peanu3anueii Metojga aTpuOyTHO-OPUEHTHUPOBAHHOTO
pacno3HaBannss URL-anpecoB ¢ UCNONB30BAHMEM YACTOTHBIX NATTEPHOB,
KOTOPBI OTJIMYAeTCS TPUMEHEHHEM ammapara HWHTEJUICKTYaJbHOTO aHajau3a
JAHHBIX, YTO JAET BO3MOXHOCTH OINPEACIIATh BEPOATHOCTHYIO OIICHKY OITACHOCTHU
URL-anpeca Ha OCHOBE €ro aTpuOyTOB.

8) IlporpamMmHOl peanu3anueil MeToJa TMPOBEPKU  MOTUMOPHBIX
BPEJOHOCHBIX  MpOTrpamMM, KOTOPBI  OTIAMYAETCS  WHBAPHUAHTHOCTBHIO K
JIETEPMUHU3MY CHUTHATyp B KOJIE€ M Y4€TOM TOJHKO KOHTPOJBHBIX cyMM Portable
Executable (PE) ceknuii B wucnojHseMon daitie, 4To JaeT BO3MOXKHOCTH
VIYYIIATh TPOU3BOAUTEILHOCTh TMPOIEAYP AUATHOCTUPOBAHUS JTECTPYKTHUBHBIX
KOMIIOHEHTOB.

JlocTOBEpHOCTh U 0OOCHOBAHHOCTh HAYUYHBIX PE3yJIbTATOB MOATBEPHKIACTCS:
TOYHOCTHIO JIETEKTHPOBAHUS U KJIACCHU(PUKAIUKU MIPUMEPOB YIpO3 HYJIEBOTO JIHS,
Cpeld KOTOPBIX HOBBIE BEPCHUU KPUITOIOKEPOB M CIOXKHBIX yrpo3 (Advanced
Persistent Threats — APT); moO3UTHBHBIMHU OT3BIBAMH YUEHBIX U CIICIIMAIMCTOB Ha
JOKJTa bl Ha MEXTyHapOIHBIX KoH(epeHusx, MOCBSIIIEHHBIX
kubepOe3onacHocTr, Takux kak Virus Bulletin 2015 B Ilpare, Yexus, 2018 B
Momnpeane, Kanaga, OpenStack Summit 2015 B Bankysepe, Kanamga nu OpenStack
Summit 2015 B Octune, mrat Texac, CIIIA, IEEE East-West Design & Test
Symposium (EWDTS’2017), 2017 B Novy Sad, Serbia.

PesynbpraThl guiccepTanuu B COCTaBE MoJIeJei, METOI0B U MH(PACTPYKTYPHI
BHEJPEHBI B Y4EOHBIH mpoliecc XapbKOBCKOTO HAIMOHAIBHOTO YHHUBEpPCUTETA
paauodeKTpoHUKU (akThl 0 BHeapeHun oT 20.05.2019, 21.05.2019); B HayuyHO-
IIPOM3BOJICTBEHHYIO JAesATeabHOCTh KoMmmaHii Design & Test Lab (cmpaBka ot
18.05.2019), yuebnsiii mporiecc Blekinge Institute of Technology (BTH), Karls-
kruna, Sweden (‘Statment of Reseach Results Impact on University Education

Program’ ot 29.05.2019).
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PesynbTaThl auccepranuu oTpaxeHsl B 31 meuatHod pabote: 3 pasnena B
3apyOexHbIX MOHOTpadusax (U3 HUX | BXOAUT B HAYKOMETpHUUECKYI0 0a3y Scopus),
7 ctateit (M3 HUX 5 — B HAYYHBIX JKypHaJIaX, BKIIOUEHHBIX B «[lepedeHr HaydHBIX
CHEIUATN3UPOBAHHBIX W3TaHUA Y KPaWHB»; 2 CTaThbH B MEKTYHAPOIHBIX HAYUHBIX
KypHajax 3a pyoexom; 4 cTaTbu BXOJISAT B MEXIYHAPOIHBIE HAYKOMETPUICCKUE
0a3bl), a Takxke B 21 mexayHaponHOW HayyHOU KoHpepeHiuu (u3 Hux 13 3a
pyoexom, 12 BXxoAsT B HayKOMeTpu4ecKyr 0a3y Scopus). ducceprant umeet 13
nyOJIHMKalKii B HAyKOMETpUuueckoil 6aze Scopus u uHjaekc Xupuia h=3.

CIIUCOK OINYBJIUKOBAHHBIX PABOT I1O TEME IUCCEPTAIIU

Cnucok nyoaukayuti couckameius, 8 KOMOPbIX ONYOIUKOBAHbI OCHOBHbLIE
HayuHble pe3yaIbmamsl OUCCePMayuu:

1. Hahanov V., Gharibi W., Litvinova E., Adamov A. Cyber Physical
Computing for IoT-driven Services. — New York. USA. — Springer, 2018. 279p.
[Chapter 2. Multiprocessor Architecture for Big Data Computing [Text] / V. Ha-
hanov, W. Gharibi, E. Litvinova, 4. Adamov. P. 21-41] (Springer, Scopus).

2. Carlsson A., Sokolianska 1., Adamov A. Educating the Next Generation
MSc in Cyber Security. — Sweden. — BTH, 2018. — 205 p. [Chapter: Education
Challenges and Development of Advanced Malware Analysis Course [Text] / 4.
Adamov. P. 130-134].

3. Carlsson A., Sokolianska 1., Adamov A. Educating the Next Generation
MSc in Cyber Security. — Sweden. — BTH, 2018. — 205 p. [Chapter: The Cloud
Threat Landscape [Text] / A. Carlsson, A. Adamov. P. 182-186].

4. Adamov A. Security risks and modern cyber security technologies for
corporate networks [Text] / A. Adamov, V.Hahanov, W. Gharibi //
Radioelektroniks and informatics. — 2010. — Ne 4. — P. 31-35. (Kypnan pede-
pyeTbess abo 1HIEKCyeThcss MbKHapogHuMu Oazamu Index Copernicus, Google
Scholar, OECSP, OAIJI, Scholar Steer, SIS, Cyberleninka, CiteFactor, TIU
Hannover, I20R, HamionansHo0 6106:110TeK010 YKpainu iM. B. I. Bepraacekoro).

5. XaxanoB B.U. Mudpactpykrypa aHanuza u uHGOpMAlUOHHOU O€3-

omacHoctH kuOeprnpoctpancTBa [Tekcr] / B.M. Xaxanos, C.B. Uymauenko, E.U.
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JIutBunoBa, A.C. Mumenko, A.C. Adamos // PannosnekTpoHruka U nHOOpMaTHKa.
— 2011. — No2 (53). — C. 40-60. (Kypnan pedepyerbcsi ab0 1HACKCYETHCS
MikHapoguumu 6a3zamu Index Copernicus, Google Scholar, OECSP, OAIJI,
Scholar Steer, SIS, Cyberleninka, CiteFactor, TIU Hannover, I20R, Harionanb-
HoIo 010mioTekor0 Ykpainu iM. B. I. Bepraacekoro).

6. Aodamog O.C. bnokdeilH HPpPaCTPyKTypa s 3aXUCTy Kibepcuctem
[Tekct] / O.C. Aoamos, B.I. Xaxanos, C.B. Uymauenko, B.I'. AbaynnaeB // Pa-
nuosekTpoHuka u uHpopmatuka. — 2018. — Ne4 (83). — C. 64-85. (OKypnan pede-
pyeTbcsi abo0 1HIEKCYeThcss MibKHapoaHuMu Oazamu Index Copernicus, Google
Scholar, OECSP, OAIJI, Scholar Steer, SIS, Cyberleninka, CiteFactor, TIU
Hannover, [20R, HamionansHo0 610;110TeK010 YKpainu iM. B. I. BepHaacekoro).

7. Aoamos O.C. CurHaTypHO-KyOITHI METOIW pPO3Mi3HABaHHS IECTPYK-
tuBHUX KOJiB [Tekcr] / O.C. Aoamos, B.I. XaxanoB // PagnosnekrpoHrnka u wH-
dopmaruka. — 2019. — Nel (84). — C. 35-53. (Kypnan pedepyerbest abo iH-
NeKcyeTbess MikHapoaaumu Oa3zamu Index Copernicus, Google Scholar, OECSP,
OAII, Scholar Steer, SIS, Cyberleninka, CiteFactor, TIU Hannover, 20R, Hario-
HaJpHOIO 0i10ioTekor0 Ykpainu iM. B. 1. BepHancpkoro).

8. Adamov A. Analysis and Detection of Polymorphic Spyware [Text] / A.
Adamov, A. Saprykin // Hakin9 Magazine. 2013. Vol. 8, Ne 01. Issue 01/2013 (61).
Warsow: Software Press, 2013. — P. 6-11.

9. Adamov A.S., Hahanov V.. A Method for the Attribute-based
Detection of URLs Using Frequency Patterns [Text] / Bectauk ['ocynapcTBeHHOTO
WnxenepHoro Yuusepcurera Apmenuu. Cepust: Unpopmannonusie TexHomoruu,
Onektponuka, Pagnorexnuka. 2014. Boin. 17, No2. P. 59-66.

10. Campsixkun A.C. MeToauka OleHKH YOBITKOB MPEANPUATHS OT BPEIO-
HocHbIX TporpamMm / Canpsikun A.C., bouapuukoBa M.B., Adamoe A.C. // Bect-
HUK HallMOHaJIbHOrO TexHuueckoro ynuBepcutera "XITN" (HoBoe pemienue B co-

BpeMeHHBIX TexHoJorusx). 2009. Ne§. C. 58-64.
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Pesynomamei, komopwvie noomeepicoaiom anpobayuro mamepuanos Ouc-

cepmayuu:

11. Adamov A. Electronic System Level Models for Functional Verification
of System-on-Chip / A. Adamov, K. Mostovaya, Syzonenko, I et al. // Proc. of
International Conference “The Experience of Designing and Application of CAD
Systems in Microelectronics” (CADSM). — Lviv-Polyana, Ukraine. — February 20-
24,2007. — P. 348-350. (BxoauTh 10 MI>KHApOJHUX HAYKOMETPUUIHUX 0a3 Scopus,
IEEE Xplore).

12. Adamov A. Transactional Data Analysis of Electronic System Level
Models [Text] / A. Adamov, V. Hahanov, D. Melnyk et al. // Proc. of East-West
Design and Test Symposium. September 7-10, 2007. Yerevan, Armenia. 2007. —
P. 745-748.

13. Adamov A. Model of Source Code Analyzer for Hardware Description
Languages [Text] / Dmytro Melnyk, Sergei Zaychenko, Aleksandr Adamov,
Vladimir Hahanov // Proc. of East-West Design and Test Symposium (EWDTS).
September 7-10, 2007, Yerevan, Armenia. — Yerevan, 2007. — P. 470-474.

14. Hahanova I.V. Transaction level model of embedded processor for
vector-logical analysis [Text] / Hahanova I.V., Obrizan V., Adamov A. et al // Proc.
of East-West Design and Test Symposium. September 2013. Rostov-on-Don,
Russia. — P. 1-4. (Bxoauts 1o MixkHapogHuX HaykomeTpuanux 6a3 Scopus, [EEE
Xplore).

15. Adamov A. Data Mining Techniques for Functional Verification of SoC
[Text] / A. Adamov, R. Hwang, A. Gavrushenko // Proc. of International
Conference on Modern Problems of Radio Engineering, Telecommunications and
Computer Science (TCSET), 2008. — Lviv-Polyana, Ukraine. — February 20-24,
2008. — P. 557-559.

16. Adamov A. The Problem of Trojan Inclusions in Software and
Hardware [Text] / A. Adamov, A. Saprykin // Proc. IEEE East-West Design and
Test Symposium (EWDTS'2009). — Moscow, Russia. — 18-21 September 2009. —
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P. 449-451. (BxoauTh 10 MDKHApoAHUX HaykomeTpuuHux 0a3 Scopus, IEEE
Xplore).

17. Adamov A. The problem of Hardware Trojans detection in System-on-
Chip [Text] / A. Adamov, A. Saprykin, D. Melnik // Proc. CAD Systems in
Microelectronics (CADSM 2009), — Lviv-Polyana, Ukraine. — 24-28 Feb 2009. —
P. 178-179. (BxoauTth 10 MDKHApogHuUX HaykomeTpuuHux 0a3 Scopus, IEEE
Xplore).

18. Adamov A. Security risks in hardware: Implementation and detection
problem [Text] / Adamov A., Hahanov V. // Proc. IEEE East-West Design and
Test Symposium (EWDTS'2010), September 17-20, 2010, Saint Petersburg,
Russia. — Piscataway, NJ : IEEE, 2010. — P. 425-427. (BxoauTh 10 MIKHapOJHUX
HaykoMmeTpuuHux 6a3 Scopus, IEEE Xplore).

19. Adamov A. A security model of individual cyberspace [Text] /
A. Adamov, V. Hahanov // Proc. IEEE East-West Design and Test Symposium,
September 19-20, 2011. — Sevastopol, Ukraine. — 2011. — P. 169-172. (Bxoauts
70 MibKHapoaHUX HaykomeTpuaHux 6a3 Scopus, IEEE Xplore).

20. Adamov A. Discovering New Indicators for Botnet Traffic Detection
[Text] / A. Adamov, V. Hahanov, A. Carlsson // Proc. of IEEE East-West Design &
Test Symposium (EWDTS’2014), September 2629, 2014, Kiev, Ukraine. — Kiev,
2014. — P. 281-285. (Bxoauth 10 MIXHApPOJHUX HAYKOMETpUYHUX 0a3 Scopus,
IEEE Xplore).

21. Hahanov V. Structures for information retrieval in big data [Text] / V.
Hahanov, S. Chumachenko, E. Litvinova, 4. Adamov et al // Proc. of 13th
International Conference Experience of Designing and Application of CAD
Systems in Microelectronics (CADSM'2015), Lviv, Ukraine, 2015. — P. 70-75.
(Bxomute 10 MiskHapoaHuX HaykomeTpuuHux 6a3 Scopus, IEEE Xplore).

22. Adamov A. A Sandboxing Method to Protect Cloud Cyberspace [Text] /
A.Adamov, A.Carlsson // Proc. of IEEE East-West Design & Test Test Symposium
(EWDTS’2015). — Batumi, Georgia. — September 27-30, 2015. — P. 180-183.

(Bxoauts 1o mixkHapoaHuXx HaykoMmeTpuaHux 0a3 Scopus, IEEE Xplore).
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23. Adamov A. Android Ransomware: Turning CryptoLocker into
CryptoUnlocker [Text] / A.Adamov // Proc. of the 25th Virus Bulletin International
Conference, Prague, Czech Republic, 30 Sep-2 Oct 2015 — P. 220-223.

24. Adamov A. Detecting targeted attacks in the cloud [Text] / 4. Adamov //
Proc. of the OpenStack Summit, Vancouver, Canada, 18-22 May 2015. 1 p.

25. Adamov A. Using Open Source Security Architecture to Defend against
Targeted Attacks / Alexander Adamov, Dan Lambright // Proc. of the OpenStack
Summit, Austin, TX, US, April 25-29, 2016. 1 p.

26. Adamov A. Cloud incident response model [Text] / Alexander Adamov,
Anders Carlsson // Proc. of IEEE East-West Design & Test Symposium
(EWDTS’2016), October 14-17, 2016, Yerevan, Armenia. — P. 250-253.
(Bxoaute 10 Mi>kHapoaHUX HaykomeTpuuHux 6a3 Scopus, IEEE Xplore).

27. Adamov A. The State of Ransomware. Trends and Mitigation
Techniques [Text] / A.Adamov, A.Carlsson // Proc. of IEEE East-West Design &
Test Symposium (EWDTS’17), Sep 29 — Oct 2, 2017, Novy Sad, Serbia. — P. 121-
128. (Bxoauts 1o MixkHapoagHux HaykoMeTpuuHux 0a3 Scopus, IEEE Xplore).

28. Adamov A. Battlefield Ukraine: finding patterns behind summer cyber
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ABSTRACT

Adamov Oleksandr Semenovych. Cyberspace protection models and meth-
ods based on big data analysis using machine learning. — Qualification scientific
work as a manuscript.

Thesis for the degree of candidate of technical sciences (Ph.D.) in specialty
05.13.05 "Computer systems and components". — Kharkov National University of
Radio Electronics, Ministry of Education and Science of Ukraine, Kharkov, 2019.

The purpose of the study is to significantly reduce the time of detection and
blocking of cyber attacks aimed at the cyberspace of the subject, using the devel-
oped matrix models and logical methods of testing, testing and diagnosing by in-
troducing computational redundancy into the cyberspace infrastructure.

Objectives of the study:

1) Improve the structural and logical models and methods of testing cyber-
space for testing and diagnosing malicious components based on the use of deduc-
tive analysis of computing systems.

2) Develop signature-qubit methods for the synthesis of standard logic cir-
cuits of malware-functionalities and parallel modeling of malware-driven big data
to determine the belonging of the current code to the existing destructive compo-
nents in the malware library.

3) Develop a signature-qubit model of active online cybersecurity computing
for monitoring the input streams of malware-data and managing the process of re-
moving destructive components.

4) Improve cyberspace security by logical testing and diagnosing attacks and
malicious components based on the use of machine learning algorithms.

5) Develop a method of attribute-based URL recognition using frequency
patterns and a method for testing polymorphic malware based on the accounting of
the Portable Executable checksums of sections in the executable file and using the

data mining apparatus.
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6) Perform testing and verification of the developed software for testing,
checking and diagnosing malware by emulating attacks based on existing malware
libraries.

The object of the study is cloud and edge-computing technologies based on
high-performance data centers, computer gadgets, systems and networks that per-
form the service functions of storing and analyzing big data.

The subject of the research is structural-logical models, methods, tools for
testing destructive components, protection of individual and collective service
computing from cyber threats.

The scientific and practical task is to introduce software redundancy into the
infrastructure of the computing space in the form of models, methods and software
applications to significantly reduce the time to detect and block cyber attacks
aimed at the subject's cyberspace by using the developed matrix models and logical
methods of testing, testing and diagnosing.

The essence of the research is the development of models, methods and
software applications to significantly reduce the time of detection and blocking
cyberattacks aimed at the cyberspace of the subject, using the developed matrix
models and logical methods of testing, checking and diagnosing by introducing
computational redundancy into the cyberspace infrastructure.

The scientific novelty of research results:

1) Structural and logical models and methods for testing cyberspace for test-
ing and diagnosing malicious components have been improved, which differ in us-
ing the method of deductive parallel analysis of a computing system to check and
diagnose malware.

2) New methods for synthesizing reference logic circuits of malware-
functionalities are proposed, which are characterized by the use of signature-qubit
structures, which makes it possible to simulate malware-driven big data in paral-
lel to determine whether the current code belongs to existing destructive compo-

nents in the malware library.
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3) A new model of active online cybersecurity computing has been devel-
oped, which is characterized by a signature-qubit representation of information,
which makes it possible to increase the speed of monitoring the input malware-data
streams and controlling the removal of destructive components.

4) Developing a method of attribute-based URL recognition using frequency
patterns and a method for testing polymorphic malware based on the accounting of
the Portable Executable checksums of sections in the executable file and using the
data mining apparatus.

5) Cyberspace protection tools have been improved, which differ in the use
of models and methods of signature-logic testing of attacks, the search for crypto-
primitives in ransomware based on the use of machine learning algorithms, which
makes it possible to significantly reduce the recovery time of the computing struc-
ture.

The practical significance of the results of research is determined by:

6) Testing, verification, and implementation of the developed software tools
for checking and diagnosing malware and cyberattacks, which makes it possible to
carry out their simulation with the assistance of existing applications and malware
libraries.

7) Software implementation of the attribute-oriented URL recognition meth-
od using frequency patterns, which is distinguished by the use of the data mining
apparatus, which makes it possible to determine the probabilistic risk assessment
of the URL address based on its attributes.

8) Software implementation of the method for testing polymorphic malware,
which is distinguished by the invariance to the determinism of signatures in the
code and taking into account only the checksums of the Portable Executable (PE)
sections in the executable file, which makes it possible to improve the performance
of diagnosing destructive components.

The reliability and validity of scientific results is confirmed by the accuracy
of detecting and classifying examples of zero-day threats, including new versions

of ransomware and advanced threats (Advanced Persistent Threats - APT); the pos-
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itive feedback from academics and experts at international cybersecurity confer-
ences such as the Virus Bulletin 2015 in Prague, Czech Republic, 2018 in Montre-
al, Canada, the OpenStack Summit 2015 in Vancouver, Canada and the OpenStack
Summit 2015 in Austin, Texas, USA, IEEE East-West Design & Test Symposium
(EWDTS'2017), 2017 in Novy Sad, Serbia.

The results of the thesis as part of the models, methods, and infrastructure
are introduced into the educational process of the Kharkov National University of
Radio Electronics (implementation certificates dated from 20.05.2019,
21.05.2019); in the research and production activities of the Design & Test Lab
company (reference 18.05.2019), educational process of the Blekinge Institute of
Technology (BTH), Karlskruna, Sweden (‘Statment of Reseach Results Impact on
University Education Program’ from 29.05.2019).

The results of the dissertation work are reflected in 31 publications: 3
sections in foreign monographs (1 of them are in the Scopus science database), 7
articles (5 of them in scientific journals included in the “List of specialized
scientific publications of Ukraine”; 2 articles in international scientific journals
abroad; 4 articles are included in the international scientometric databases), as well
as 21 international scientific conferences (13 of them abroad, 12 are included in the
Scopus scientometric database). The author has 13 publications in the Scopus
scientometric database and the Hirsch index h = 3.
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BCTYII

B TtenepimHiii yac crnocTepiraeThbCsi 3pOCTaHHS KIIBKOCTI KibepaTak Ha
Jep>KaBHI 1 KOPMOpaTUBHI (KOJEKTHBHI) OOYMCIIIOBANIbHI CEpBICU. 3aXUIIEHICTh
nMPpoBOi CHUCTEMU BU3HAYAETHCA 3AXUILEHICTIO HAWOUIBII Ypa3iuBOro ii
KoMmrnoHeHTa. HaliGinpimn  edekTuBHUM  cnocoOOM  aTak Ha  KOJEKTHBHI
OOUYHCITIOBAJIbHI CHUCTEMU € TIONIYK Ypa3iaMBOro KOMIIOHEHTa (KOpUCTyBaua,
nporpaMHoro abo amapaTHOro cepBicy) HUISIXOM 300py iH(dopMalii npo HbOTO
(k10eppo3BiAKy) 1 3alMyCKy aTakd Ha OOYMCIIOBAIbHY CUCTEMY 3a JOIMOMOTOIO
eKCIUTyaTallli BHUSABJIEHOI TEXHIYHOI BPa3UBOCTI ab0 3a JIOMOMOTOI0 METOIB
COI[1aJIbHO1 1HXKEHEpIi.

[Tig Bpa3nuBicTIO TUGPOBOTO CEPBiCY, CUCTEMH a00 JIFOJAWHU CIiJ PO3YMITH
HECIMPaBHICTh a00 CIaOKICTh, BAKOPUCTOBYIOUH SIKYy MOHA HABMHUCHO MOPYLIUTH
IUTICHICTh, MOCTYMHICTh 1 KOHQIAEHIIWHICTh 1H(OpMAIli, 3 SKOK OINepPYyITh
3a3Ha4eHi Cy0'€KTH.

CyxkynHicth ob6uncmoBanbauX cepiciB (C) 1 oO6pobmroBanoi inopmarii (I)
okpemoro cyO'ekta (kKopucTyBaya, oprasizamii, kpainu) € kibeprpoctip (CS)
JaHOTo cy0'eKTa:

CS={C, 1} =y, (Ci,li),i=[0,N],

ne N — KIUIbKICTh IU(POBUX CEPBICIB, SAKI BUKOPUCTOBYIOTHCS CYO'€KTOM
KiOepIpocTopy.

TakuM YHHOM, KaXydd MPO 3aXUCT KiOEPIPOCTOPY, CIiJ MaTH Ha yBasi
3aXHCT KOXHOTO 3 HOro cepBiciB, a TakoX 1H(popMalii, 3 KO JaHi CepBiCU
OIEpPYIOTh.

Meroau 3axucTy KiOepHnpoCcTOpy ICHYIOTh SIK MpaBWja 3aXHCTy, IO
pErIaMeHTYIOTh MPOLECH JTOCTYMYy KOPUCTYBadiB A0 1HQOpMaIli 3 0OMEKEHUM
JOCTYTIOM, 1 IHCTPYMEHTaJIbHI 3aCO0M: aHTUBIPYCH, MEPEKEBl €KpaHU, CUCTEMU
BUSIBJICHHS 1 3a1I00IraHHSI BTOPTHEHbB, 1110 BUKOPUCTOBYIOTH 1H(POPMAIIIIO PO BiKE
BiIOMI 3arpo3M, IOKa3ylOTh CBOIO HEe()EKTUBHICTh MPHU HAIUICHHX aTaKax

HYJIBOBOI'O AHA.
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HeoOxiaH1 MeTonu, sIKI AO3BOJIATH JIarHOCTYBaTH aTaky HEBIAOMOIO THUILY
a6o nynboBoro aHs (0-day), HanpukiaJ, BUKOPUCTOBYIOYU €BPUCTUYUHI AJITOPUTMU
a00 MOJIETIOBaHHA B BIPTYaJIbHOMY (XMapHOMY) CEPEOBUILI 3 METOIO BUSBJICHHS
HeOe3neYHOo1 MOBEIHKY Ha €Tarll TeCTYBaHHS B IEMUTITApU30BaHiil 30HI.

IcHyro4i mpobIeMHU 3aXUCTY KiOEepIpoCTOpYy:

1) 3pocratoua KiIbKICTh KibepaTak Ha KiOeprnpocCTip.

2) HaiiGinpm edextuBHUMH 1 pyitHiBHUMU [Stuxnet 2010] € taprinr araku
HYJBOBOTO JHS (HEBIAJOMHUX Ha JaHWW MOMEHT), Ikl 4acOM HE B 3MO31 BIJIOWUTH
HaBITh CaMi AaHTUBIPYCHI KOMIIaHI].

3) JleTepMIHICTMYHI METOAM 3aXUCTy KIOEpIpOoCTOpy 3acHOBaHI Ha
BUKOPHUCTaHHI CHUTHATYp B)X€ BIIOMHUX KiOepaTak Hee(dEeKTHBHI y pasl aTak
HYJILOBOTO JHSI.

4) EBpucTu4H1 METOM HE MAIOTh JIOCTATHHOT TOYHOCTI, IO TMPHU3BOAUTH 10
HEMPUIHATHOTO PiBHS TOMIJIKOBUX CIIPAIlbOBYBaHb.

5) TloBemiHKOBI METOIU ACTEKTYIOTh KiOepaTaky BKe MICHs i1 3amycky 1
NPOHUKHEHHS 3a nepumetp Oe3nexku CK.

6) MeTonu Ha OCHOBI poOOTH EMYJISITOPIB MOKA3aIH CBOIO HEe(EKTUBHICTh
gyepe3 HEBIAMOBIIHICTh PEaTbHOTO CEpPEIOBUINA €MYJbOBAHOMY, IO J03BOJISE
HIKITABOMY KOJTy JIETKO BUSBIATH (DAKT MiAMIHU.

Haii6inpir BaroMuii BHECOK B HAYKOBI JOCHIIKCHHS, IO CTOCYIOTHCS
1H(pOopMaIiiiHOT Oe3MeKu Ta 3aXUCTY BiJl KOMII IOTEPHHUX 3arpo3, BHECIH BYEHI: J.
von Neumann, L. Penrose, F. Cohen, D.M. Chase, S.R. White, J.O. Kephart, F.
Leitold, L. Adleman, B. Schneier, E. Chien, J. Bruce, J. Bates, R. Greenberg, R.
Kusnierz, J. Hruska, F. Skulason, J. Norman, E. Spafford, E. Wilding, V.
Bontchev, D. Ferbrache, S. Oxley, J. Norstad, S. Emery, M. Smith, K. van Wyk, S.
Staniford, Liang-Jie Zhang, Jia Zhang, Hong Cai, E. Kacnepckuii, C. HoBukos,
I'op6enxko 1.J1, Xapuenko B.C.

Mera AocnipKeHHsT — ICTOTHE 3MEHILIEHHS 4acy BHSBJIEHHS 1 OJIOKYBaHHS
Kibeparak, COpSAMOBaHUX Ha KiOepmpocTip cyO'ekTa, HUIIXOM BUKOPHUCTaHHS

PO3pOOJIEHNX MAaTPUUYHUX MOJIENIEH 1 JIOTIYHUX METOJIIB TECTYBaHHs, IEPEBIPKHU Ta
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JIarHOCTYBAaHHSI 3a PaxyHOK BBEACHHS OOYMCIIOBAIIBHOI HAAMIPHOCTI B
1H(pacTpyKTYypy KiOeprpocTopy.

Oynkiis MeTH (Z) — MiHIMI3aIls OPOMIXKKY 4acy MIXK MOMEHTOM 3aIlyCKy
ataku (A) Ha kiOeprpocTip 1 MOMEHTOM ii aiarHoctyBaHHs (D), mpoTarom skoro
oOUHMCIIOBaIbHUM CepBiC 3anuIIaeThbesi ckommpoMeroBaHuM (C), 110 0JHOYACHO
JI03BOJISIE  TOJIMNIIUTH SIKICTh CEpPBICY MLIIAXOM 3a0e3Me4YeHHs JOCTYMHOCTI,
LIUIICHOCTI 1 KOH(QIJIEHIIIHHOCTI 00poOatoBaHoi iH(poOpMalii Ha Mepiojl aTaku;
MiHIMI3a1[li BUTpAT Ha BIAHOBJIEHHS IMpalle3JaTHOCTI cepBicy 1 (PiIHAHCOBUX BTpAT
Bin iHoro mpoctoro (TDT) 3a paxyHOK BBEAEHHA MIiHIMQJIbHO HEOOXIIHOI

HAJMIPHOCTI B iH(QpacTpyKTypy aiarHoctyBanHs (I):

Z =F(TDT, TC, I) = min[4(TDT + TC + 1],

ne TC — gac, Ha MPOTA31 SKOTO OOYHCIIOBAJIBLHUN CEPBIC 3aJTUIIAETHCS

CKOMIIPOMCTOBAHHM 3 MOMCHTY 3allyCKY aTaKH 3JIOBMHCHHKOM,

TC =t (D)t (A),

ne t (D) — MOMEHT IeTeKTyBaHHS aTakH, t (A) — MOMEHT 3aIlyCKy aTaku.

3amayi JOCTIHKSHHS:

1) VYnaockoHanuTH CTPYKTYpPHO-JOTIYHI MOJAENl 1 METOAu TMepeBIpKU
KiOeprpocTopy ISl TeCTYBaHHS 1 JIarHOCTYBAaHHS IIKIJJMBUX KOMIIOHCHTIB Ha
OCHOB1 BUKOPHUCTAHHS JICIYKTUBHOTO aHAJI3y OOUYHUCITIOBAIBHUX CUCTEM.

2) Po3pobuty curHaTypHO-KYOITHI METOJIM CHUHTE3Y E€TaJOHHHUX JOTIYHHUX
cxeM malware-(QyHKIIIOHATRHOCTEH 1 mMapalieTbHOr0 MOJeIoBaHHS malware-
driven BeNMKUX MaHUX JJI1 BH3HAYCHHS NPHHAIC)KHOCTI TMOTOYHOTO KOy MO
ICHYIOUHX JEeCTPYKTUBHUX KOMIIOHEHTIB B malware 6i6ioTeri.

3) Po3pobutu cHrHaTypHO-KyOITHY MOJielib aKTMBHOTO online cyber se-
curity KOMM'IOTHHTY [IJIi MOHITOPHUHTY BXIJIHMX TIOTOKIB malware-ganux i

YIPABIIIHHS MPOIECOM BUAAICHHS IECTPYKTUBHUX KOMITOHEHTIB.
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4) VY710oCKOHAIUTH 3aco0U 3aXHUCTy KiOepHnpoCTOpy UUISXOM JIOTIYHOTO
TECTyBaHHS 1 JIarHOCTYBaHHSA aTak 1 UIKIJJIMBUX KOMIIOHEHTIB Ha OCHOBI
BUKOPHCTAHHS aJTOPUTMIB MAaIlTMHHOTO HABYAHHSI.

5) Po3pobutu meroxa arpulyTHO-OpieHTOBaHOTO po3mizHaBanHs URL-anpec
3 BUKOPUCTAHHSIM YACTOTHUX TNATTEPHIB 1 METOA MEPEeBIPKH MNOJIMOPHHUX
IIKIJIMBUX MpOorpaM Ha OCHOBI BpaxyBaHHs KOHTpoJibHHX cyM Portable Executa-
ble cekuiii B BUKOHYBaH1 (ailin 1 3acTOCyBaHHS amapaTy I1HTEJIEKTYalbHOIrO
aHajizy JaHHUX.

6) BukonaTtu tectyBaHHs 1 Bepudikaiio po3poOJeHUX MPOrpaMHUX 3ac00iB
TECTYBaHHS, IEPEBIPKHU Ta J1arHOCTYBAHHS IIKIJIUBUX MPOTPaM MIIAXOM €Myl
aTak Ha OCHOBI IcCHyI0uuX malware 010110TeK.

OO0'ext mocnixeHHs — XMapHi 1 edge-computing TeXHOJIOT1i, 3aCHOBaH1 Ha
BHUCOKO-TIPOJyKTUBHHUX JaTa-IICHTPax, KOMIT'IOTEPHUX TaJDKETaX, CHCTeMax 1
Mepekax, BUKOHYIOTh CEpBICHI (QyHKITIT 30epiraHHs Ta aHaIi3y BEJIMKUX JIAaHUX.

[IpenMer MOCHIIKEHHS — CTPYKTYPHO-JIOTIYHI MOJIENi, METOAH, 3aco0u
TECTyBaHHSA JECTPYKTHBHUX KOMIIOHEHTIB, 3aXHCTy IHIWBIIyaJdbHOTO Ta
KOJIGKTUBHOT'O CEPBiC-KOMII'IOTHHTY BiJI KiGep3arpos.

HaykoBo-mpakTnuna  3amadya —  BBeIEHHA B  1HQPACTPYKTYpy
KOMIT FOTHHTOBOTO MIPOCTOPY MPOTPaMHOI HaAMIpHOCTI B (pOpMi MOIeNneid, METOIiB
1 MpOTrpaMHUX JOJIATKIB JIJIsl ICTOTHOTO 3MEHIIICHHS Yacy BUSBIICHHS 1 OJOKYyBaHHS
kibeparak, CHpSIMOBaHHUX Ha KiOepmpocTip cy0'ekTa, HUISXOM BHUKOPHCTaHHS
PO3pOOJICHNX MAaTPUYHUX MOJIETICH 1 JIOTIYHUX METO/IIB TeCTYBaHHS, TIEPEBIPKH Ta
JarHOCTYBaHHS.

CyTHICTh JOCHIIKEHHST — po3poOka Mojened, METOMIB 1 MIPOrpaMHHUX
JOJIaTKIB JUIS ICTOTHOT'O 3MEHIIIEHHS 4Yacy BHsIBJICHHS 1 OJOKyBaHHS KiOepaTak,
CIIpPSIMOBaHUX Ha KiOeprpocTip cy0'ekTa, NUISIXOM BHUKOPHUCTAHHS PO3POOJIESHUX
MaTpUYHUX MOJENEeH 1 JIOTIYHUX METOIIB TECTYBaHHsA, IIEPEBIPKH Ta

JIarHOCTYBaHHS 3a PpaxyHOK BBEJCHHS OOYHMCIIOBAIBHOI HAAMIPHOCTI B

iH(DpacTpyKTYypy KibeprpocTopy.
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Metoau JochiPKeHb TOJaHl amapaTaMu: Teopli MHOXHMH 1 Tpadis,
OMHApHUX MAaTpUllb, IHTEJUIEKTyaJIbHOTO W CTATHUCTUYECKOrO aHali3y JaHUX,
MOBaMH 00’ €KTHO-OPIEHTOBAHOTO MpPOTpaMyBaHHS — JJIsi PO3POOKHM XMAapHOIO
BIpPTyaJbHOI'O CEepBica; MpUKJIagHA Teopis HUPPOBUX aBTOMATIB, OyieBa anreodpa,
TEOpisi MHOKUH, Teopisd rpadiB, METOJU CUHTE3Yy Ta aHaJI3y CTPYKTYp JAHUX — JJIS
nooynosu mojneneid Cyber Security Computing; BEKTOPHO-TOT1UHHI aHaN13, Teopis
aJIrOPUTMIB, MOBHU OIKCY, MPOEKTYBAaHHS Ta MOJICTIOBAaHHS KiOep(]i3UUHUX CUCTEM
— I CUHTE3y Ta aHali3y; METOAM 1 KpUTEPIi IKOCTI CTBOPEHHSI KOMIT FOTUHTOBUX
MPOEKTIB — I TECTYyBaHHS 1 Bepu(ikallili MporpaMHoO-anapaTHUX KOMIIOHEHTIB
1H(}paCTPYKTYpU XMApPHUX CEPBICIB.

3B'SI30k  po0OTH 3 HAYKOBHUMH MNPOrpamMaMu, JAep:KOKI:KeTHUMHU
TeMamMu. Po3poOka Temu mguceprarlii 371lCHIOBajacs BIAMOBIAHO JO TIUIaHIB
JEPKOIODKETHUX ~ HAYKOBO-ZIOCHIMHUX POOIT 1 MDKHAapOJHUX JOTOBOPIB,
BUKOHYBAaHHX Ha Kadeapi ABTOMaTH3aIlii MPOCKTYBaHHS 00UYMCITIOBAILHOT TEXHIKA
XHVYPE B nepion 3 2007 poky, y Tomy uuchi: 1) [Ipuxknanna nepx6romxerna HJIP
Ne 216 «Eneproszoepirarodi iHbOpMaIiitHi TEXHOJOTIi HAa OCHOBI MapajelbHUX
00YHCITIOBAILHUX TIPOIIECiB, 0€3MpOBITHUX cHCTeM 1 Mepex», 2007-2008, Ne JIP
0107U001540. 2) HoroBip mpo apyxOy i cmiBpoOiTHuUIITBO Mik XHYPE Ta
kommanielo «Aldec Inc.» (USA) Ne 04 Big 01.11.2011. 3) dynmameHrtanmbHa
nepxx6romxetna HJIP No 232 «Teopis ¥ TpoeKTyBaHHS €HEpro30epiraroumx
mppoBUX OOYMCIIOBAILHMX CHUCTEM Ha KpHUCTalax, IO MOJICIIOTh 1
MiJCUITIOITh  (PYHKIIOHANBbHI  MOXJiauBocTi  mroaman, 2009-2011, Ne [P
0109U001646. 4) dynnmamentanbHa  jepxOromkerHa HJIAP  Ne 269
«MynpTHIIpOLIECOpPHA CUCTEMA TIONIYKY, PO3II3HABAHHS Ta MPUNUHATTA PillleHb IS
iH(popMarliitHoi koMn'toTepHOi ekocuctemm», 2011-2013, No JIP 0111U002956. 5)
OdynnamentansHa aepxoOromketHa HAP Ne 258 «IlepconanbHuil BipTyaibHUM
KibepkoMIT'IoTep Ta iH(DpacTpykTypa aHamizy kideprpoctopy», 2012-2014, Ne JIP
01120000209. 6) ®ynaamentanbHa nepxoromkerna HAP Ne 297 “Kibepdizuuna
cucrema — «Po3ymHe xmapHe ynpasiinHsa TpancrnopTom» (Cyber Physical System

— Smart Cloud Traffic Control)”, 2015-2017, Ne JP 0115U-000712 Bix
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04.03.2015. 7) ®ynagamentanbia aepxkotomkerHa HIAP No 316 "Cyber Physical
System — Smart Cyber University", 2017-2019, Ne JIP 0117U0002524. 8) IIpoekt
SEIDA BAITSE "Baltic Academic IT Security Exchange", Blekinge Institute of
Technology, Sweden; 2011-2014. 9) IIpoext 530785-TEMPUS-1-2012-1-PL-
TEMPUS-JPCR «Curricula Development for New Specialization: Master of
Engineering in Microsystems Design (MastMEMS)» cyMmicHO 3 yHIBEpCHUTETOM
«JIbBiBChKA MOJiTeXHIKa», KNiBChbKUM HalllOHAJTbHUM YHIBEPCUTETOM, TEXHIYHUM
yHiBepcutetoM M. Jloa3s ([lombmia), Jlioncekum yHiBepcuteToM (Dpaniis),
VuiBepcuterom M. lnbmenay (Himeuunna), YuiBepcutetom M. IlaBis (Itanis),
2012-2016.  10)  TIIpoext  544455-TEMPUS-1-2013-1-SE-TEMPUS-JPCR
«Educating the Next Generation Experts in Cyber Security: the new EU-
recognized Master’s program (ENGENSEC)», 01 Dec 2013 — 30 Nov 2017.

ABTOp mucepTarliiiHoi poOOTH OpaB yd4acTh NMPU BUKOHAHHI 3a3HAYCHUX
JIOTOBOPIB 1 MporpaM SIK PO3pPOOHWK, MEHEIKEp 1 mporpamicT KidepdizudaHOoi
1HOPACTPYKTYpH 3axXUCTy KiOepmpocTopy Y BIMISAI NPOTPAMHUX 3ac00iB
MepeBIpKH, MIarHOCTYBAHHS WIKIIJIMBUX MpOrpaM 1 arak, M0 Ja€ MOXKJIUBICTH
BUKOHYBAaTH X MOJCIIOBAHHSA 13 3alyd4CHHSM ICHYIOUHMX J0JaTKiB 1 malware
010710TEK.

HaykoBa HOBH3HA pe3yJbTaTiB HOC/IIKEeHb:

1) VYaockoHanmeHO CTPYKTYpHO-JIOTIYHI MOJENIl 1 METOAu TMepeBIpKU
KiOeprmpocTopy Ui TECTyBaHHS 1 JIarHOCTYBAaHHS IIKIIJIMBUX KOMIIOHEHTIB, SIKi
BIJIPI3HSAIOTBCS BUKOPHUCTAHHSM METOAY JACAYKTUBHOTO IapajeidbHOTO aHaTi3y
00UYHCITIOBATILHOT CUCTEMHU JIJISI TIEPEBIPKH Ta JIIarHOCTYBaHHS malware.

2) 3anporoHOBaHO HOBI METOAM CHHTE3y €TAJOHHHX JIOTIYHUX cxeM mal-
ware-(pyHKITIOHAJIbHOCTEH, SKi XapaKTePHU3YIOThCS BUKOPUCTAHHSM CHUTHATYpPHO-
KyOITHUX CTPYKTYp, IO Ja€ MOXJIUBICTh NapajesbHO MojenatoBaTh malware-
driven BenMKi JaHi JJI8 BHU3HAUCHHS MPUHAJCKHOCTI ITOTOYHOTO KOIY JIO
ICHYIOUMX JIECTPYKTUBHUX KOMIIOHCHTIB B malware 6i6iorerri.

3) Po3pobneHo HOBY MoJieilb akTUBHOTO online cyber security KOMIT'FOTHHTY,

sKa XapaKTePHU3yEThCS CUTHATYPHO-KYOITHMM TMOJaHHSIM iHopMallii, 1o mae
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MOXJIMBICTh MiJBUIIYBATH MIBUIAKOIIO MPOLIECIB MOHITOPUHTY BXIAHUX MOTOKIB
malware-1laHuX 1 ynpaBJiHHS BUJAJIECHHIM JIECTPYKTUBHUX KOMIIOHEHTIB.

4) VYpaockoHaleHO 3aco0U 3axUCTy KIOepHpocTopy, sIKi BIJIPIZHSAIOTHCS
BUKOPUCTAHHSM MOJEJNEl 1 METOJ[IB CUTHATypPHO-JIOTIYHOTO TECTYyBaHHS aTak,
MONIYKY KPWUNTOMPHUMITHBIB B TPOSHCHKHX MporpamMax-mudpyBaIbHUKaX Ha
OCHOBI BHUKOPHUCTaHHSI aJITOPUTMIB MAIIMHHOIO HaBYaHHS, IO JA€ MOKIIUBICTb
ICTOTHO 3MEHIIMTH Yac BIAHOBJEHHSA Mpale3JaTHOCTI  OOYUCIIOBaJIbHOI
CTPYKTYpH.

IIpakTH4YHA 3HAYUMICTB PE3YIBTATIB JOCIIHKEHB TOJISATAE Y HACTYITHOMY:

5) TecryBanHsiM, Bepu}IKall€l0 1 BIPOBAIKEHHIM  PO3POOIECHUX
MPOTrpaMHUX 3ac00i1B MEPEBIPKH, A1arHOCTYBaHHS IIKIJIMBUX MPOrpaMm 1 aTtak, 1o
JIa€ MOYJIMBICTh BUKOHYBATH iX MOJIECIIOBAHHS 13 3aJIy4YEHHSAM ICHYIOUMX J0JaTKIB
1 malware 6i0mioTex.

6) IlporpamHOr0 peamizami€cl0 METOMy AaTPUOYTHOTO-OPIEHTOBAHOTO
posmizHaBanHss URL-agpec 3 BHUKOpPHCTaHHSIM YacTOTHUX TMATTEPHIB, SKUAN
BIJIPI3HSIETHCS 3aCTOCYBAHHSIM amnapary 1HTEJIEKTYalbHOTO aHANI3y JaHHX, IO J1a€
MO>KJIMBICTh BU3HAYATH BipoTiAHy o1iHKy HeOe3neku URL-aapecu Ha 0CHOBI HOTO
aTpuOyTIB.

7) IIporpamHor0 peanizaii€ro METOAy MepeBIpKH MOTIMOPPHUX MIKIITUBHX
mporpam, iKW BiAPI3HAETHCS IHBAPUAHTHICTIO JIO IETEPMIHI3MY CUTHATYD B KO/l 1
ypaxyBaHHAM TiJbKH KOHTpoJibHUX cyM Portable Executable (PE) cekmiii B
BUKOHYBaHMX (aitmax, M0 Ja€ MOXIMBICTH TMOJIIMIIATA MPOAYKTUBHICTH
MpOLIEeTyp M1arHOCTYBAaHHS IECTPYKTUBHUX KOMITOHEHTIB.

OTtpuMani B mpoleci BHKOHAHHS JOCHIDKCHh HAyKOBI BHCHOBKH 1
NpaKkTHYHI pe3yJbTaTH € JIOCTOBIPHUMH, IO IMATBEPIKYETHCS TOUYHICTIO
JEeTeKTYBaHHS 1 Kiacudikalliero MPUKIAIIB 3arpo3 HYJILOBOTO JHS, Cepell SKUX
HOBI Bepcii KpinTojokepoB 1 ckmaaaux 3arpo3 (Advanced Persistent Threats -
APT); no3uTHBHUMHU BiAryKamMu BYEHUX 1 (axiBIliB Ha JOIMOBiAI HA MiKHAPOTHUX
KoH(epeHIlisax, MPUCBIUYCHUX KiOepoesneku, Takux sk Virus Bulletin 2015 Tlpa3i,

Yexis, 2018 y Monpeaii, Kanana, OpenStack Summit 2015 Bankysepi, Kanaza i
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OpenStack Summit 2015 Ocrini mtat Texac, CIIIA, IEEE East -West Design &
Test Symposium (EWDTS'2017) 2017 B Novy Sad, Serbia.

PesynbraTu nucepraiii y ckiail MoJened, METOMIB Ta 1H(pacTpyKTypu
BIPOBA/I’KEHI Y HABUAJIbHUI Tpoliec XapKiBChbKOr0 HAIlIOHATILHOTO YHIBEPCHUTETY
panioenekTpoHiku (akTu npo BopoBamkeHHs Bix 20.05.2019, 21.05.2019); y
HayKOBO-BUPOOHHUYY HisuibHICTH KommaHli Design & Test Lab (moBimka Bin
18.05.2019), y naBuanpuuii nponec Blekinge Institute of Technology (BTH),
Karlskruna, Sweden (nmuct ‘Statment of Reseach Results Impact on University Ed-
ucation Program’ Bix 29.05.2019).

OcoOucTnii BHecok 3100yBauya. Bci HaykoBI 1 NpakTH4YHI pe3yiabTaTH
OTpUMaHl aBTOPOM o0coOucCTO. Y pobOoTax, OmyOJIKOBaHUX 31 CIIBaBTOpPaMHu,
3n00yBaueBi HanexaTh (aHHOTaIi, [logaTok A, b):

[1] — mympTHIIpOIIECOPHA apXiTEKTypa IJisi 00pOOKHU BEIMKUX JTAHHX;

[2] — cTpykTypHa Moziens malware-aHamizy;

[3] — Momens aHamizy iHGOpPMaIIHHOT 0e31eKH KioeprpocTopy;

[4] — TexHOMOTIT KIOEP3aXUCTY ISl KOPIIOPATHBHUX MEPEK;

[5] — iadpacTpykTypa Kibeprpoctopy it (GopmyBaHHs iH(OpMAIIHHOT
Oe3IIeKu;

[6] — y@oCKOHaNeHI CTPYKTYpPHO-JIOT14HI MOJEIl 1 METOAHM TepeBipKU
KibeprpocTopy i TeCTyBaHHS 1 JA1arHOCTYBaHHS IIKIJJIMBAX KOMIIOHEHTIB, SIKi
BIIPI3HSAIOTHCS BHUKOPHCTAaHHSAM METOJY JSAYKTUBHOTO IapajieIbHOTO aHaji3y
00YHCITIOBAILHOT CUCTEMHU JIJIS MIEPEBIPKH Ta JIIarHOCTYBaHHS malware;

[7] — w™Meroam CHHTE3y €TAJIOHHMX JIOTIYHHX cXeM malware-
(GYHKITIOHATBHOCTEH JIJIs MapalielbHOro MOAeoBaHHS malware-driven BeTHKHUX
JaHWX; MOJIEIb aKTHBHOTO online cyber security KOMIT'FOTHHTY;

[8] — MeTO BU3HAaUEHHSI TOJIIMOP(HOTO MIMUTYHA,

[9] — meTon BusiBnenHs URL-anpec 3a 1011oMOror0 4aCTOTHUX M1a0JI0HIB;

[10] — aHamiTMYHA MOJIENb OIIHKK 30WMTKIB MiAIMPUEMCTBA BiJ IITKIIJIUBUX
nporpam;

[11] — Moxenb GyHKIIIOHAIBHOT IEPEBIPKU CUCTEMU HA KPUCTAJI;
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[12] — ommc mporpaMHHX 3aco0iB IJisi peanu3allii Mojeleld CHUCTEMHOIO
PIBHS,

[13] — Mogens aHamizaTopa BUX1THOTO KOAY It MOB OIUCY anaparypu;

[14] — meTom 1HTENEKTYyalbHOrO aHaNI3y JaHMX [ (PYHKIIOHAIBHOL
MEePEBIPKU CUCTEMH Ha KPUCTAIL;

[15] — TexHOJOrIsl 1HTENEKTYyaIbHOTO aHai3y JaHUX sl (PYyHKI1OHAIBHOI
nepeipku SoC;

[16] — ommc Ta TecTyBaHHS NPOTPpaMHHUX MOAYJIB JJi BHSBICHHS
TPOSTHCHKUX BKJIFOYEHB Y TPOrpaMHOMY 3a0€3ME€UYEHHI;

[17] — meTon AeTEKTyBaHHS anapaTHUX TPOSHCHKUX BKIIKOYCHbD;

[18] — MeToau M1arHOCTYBaHHS 1 CTPYKTYpU AaHUX ISl 1HPOpMAIIHHOIO
3aXHUCTY;

[19] — Moaenp 3aXUCTy iHAUBIAYaIbHOTO KiOEPIIPOCTOPY;

[20] — anamni3 i TeCTyBaHHS MPOTPAMHHUX MOJYJIIB;

[21] — cTpyKTypHa MOJENb JIJIsi OTPUMaHHS 1H(pOpMaIlii y BETUKHUX JaHUX;

[22] — MOozenb 1715t 3aXUCTy KiOEpIpOCTOpYy B XMapi;

[23] — CTpykTypHa MOJEIb KPUIITONEPETBOPEHHS Ta TECTYBaHHS
IPOrpaMHUX MOYJIIB JIJIs ornepaliiiHoi cuctemu Android,;

[24] — MeTO/ BUSIBIIEHHS TapT€TOBAHMUX aTaK y XMapi;

[25] — apxiTekTypa Oe3neKH 3 BIAKPUTHM KOJOM JIJIS 3aXHUCTY BiJ IIJIBOBUX
aTak;

[26] — omuc mporpaMHHMX 3aco0iB I peamizaimii MoJeN pearyBaHHS Ha
XMapHi IHIUJICHTH;

[27] — TecTyBaHHS TPOTpaMHUX MOMIYJIB I peaiizaiii MeTomy
ITOM'SIKIIICHHS

[28] — anami3 kibepaTak;

[29] — 3acTocyBaHHS MITYYHOTO 1HTEIEKTY ISl KPUIITOAHAII3Y;
[30] — Moaem 1eCKpUNTOPiB;
[31]

31] — Mozenb MONIYKY HIKIJJIMBOTO KOAY B MPOTPAMHUX MPOAYKTaX.
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Anpobauis pe3yabtariB aucepramii. Pesynptat  poGotn  Oynu
npejicTaBiieHl Ta oOroBopeni Ha HactynHux koHdepenuisx: [EEE East-West
Design and Test Symposium 2007, 2016 (Yerevan, Armenia), 2009 (Moscow,
Russia), 2010 (Saint Petersburg, Russia), 2011 (Sevastopol, Ukraine), 2014 (Kyiv,
Ukraine), 2015 (Batumi, Georgia), 2017 (Novi Sad, Serbia); International
Conference on Modern Problems of Radio Engineering, Telecommunications and
Computer Science (TCSET), 2008 (Lviv-Polyana, Ukraine); MixHapoguuii
MoJoaixkHu popym «PamioenekTpoHika Ta Mojioap y XXI cromittiy, 2012,
(XapkiB, VYkpaina); the 13th International Conference «The Experience of
Designing and Application of CAD Systems in Microelectronics», CADSM 2007,
2009, 2015 (Lviv, Ukraine); the Virus Bulletin International Conference, 2015
(Prague, Czech Republic), 2017 (Madrid, Spain), 2018 (Montreal, Canada);
OpenStack Summit, 2015 (Vancouver, Canada), 2016 (Austin, TX, USA); Cyber
Security Conference UISGCON14, 2018 (Kyiv, Ukraine). ABTop Takox Opas
y4acTh y KOHKypcax IHHOBAIlIMHUX TPOEKTIB Ta pPO3pO0O0K, SIK 3arpoIieHUN
eKCIIePT, CIIKEep, YICH MPOrpPaMHOTO KOMITETY Ta Kypi, cepen skux MixHapoHa
CTyJIEHTChKa KOH(EpEHIlis 1 KOHKYpC HAayKOBUX POOIT 3 MUTaHb iHPOpPMAaIiiHHOT
oe3neku «CyberSecurity for the Next Generation», 2011-2014, Kaspersky Lab.

Ilyoaikanii. Pesynpraté mguceptariitHoi poOoTu BimoOpaxkeni B 31
JIPYKOBaHiil mpairi: 3 po3aum y 3aKOpJOHHUX MOHOTpadisx (3 HUX | BXOIUTH 10
HAayKOMETpU4uHO1 0a3u Scopus), 7 crated (3 HUX 5 — y HAYKOBUX >KypHaJiax,
BioueHnXx 10 «[lepenmiky HaykoBux (paxoBUX BHIaHb YKpaiHW»; 2 CTaTTi B
MDKHApPOJHUX HAYKOBUX JKypHaJlax 3a KOpPIAOHOM; 4 CTaTTi BXOIATH [0
MDKHApOJHUX HayKOMETpHMYHHMX 0a3), a Takox y 21 MiXHapOJHIN HayKoOBIH
koH(pepenIii (3 HuX 13 3a kopmoHOM, 12 BXOAATH JO HAyKOMETpUYHOI 0a3u
Scopus). 3n100yBau mae 13 myOmikarliii y HaykoMeTpu4Hiil 6a31 Scopus Ta iHIIEKC
Xipma h=3.

Huceprariitna po6ora Mae 241 cropiaky (3 HuX 218 mpeacTaBisiOTh
OCHOBHHUM TEKCT) 1 MICTHTB: 5 po3aiiiB, 48 pucyHkiB, 14 Tabnuib, CIUCOK JKepel

3 160 Ha3B (Ha 16 c.), 4 nonarku (Ha 16 ¢.), anoTarii Ha 27 c.
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CIIACOK ONYBJIKOBAHUX POBIT 3A TEMOIO JIJUCEPTAIIIT
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3ynemamu oucepmayii:
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PO3JLT 1
OT'JIS11 MOJEJEN I METOJIIB 3AXUCTY KIBEPITPOCTOPY

HaBoauThcsl aHaAMITHUHUN OIS ICHYIOUHMX MOJENE, METOAIB 1 TEXHOJIOT1H
3aXHUCTY 1HAMBIIYadbHOTO CEpPBIC-KOMIM'IOTUHTY. Bu3HauaioThCsd mnepeBaru 1
HEJOJIIKM HaWOIbIl 3aTpeOyBaHMX MOJEIEH 1 METOJIB, OIyOJIIKOBaHUX B
CHeLIaNIbHIN JliTeparypl: Marepiajiax KoH(epeHIiil 1 HayKoBuUX >XypHanax. Ha
OCHOBI TPOBEICHOr0 aHamizy chOpMyIbOBAaHO METYy 1 3ajadl JOCHIIKECHHS,
OpIEHTOBaHI Ha YCYHEHHS MPOOJIEMHUX MICIb 1 HEJONIKIB ICHYIOUMX MOJEeeH 1
METOJIB Y KOHTEKCTI iX peanizaiii B 1H(PACTPYKTypl 3aXHUCTy 1HAUBIIYaIbHOTO

CEpBIC-KOMI'FOTHHTY.
1.1. Orasa MmoaeJieii 3axXucty Kidepnpocropy

PosrnsHemo HacTymH1 MOJIEN], 1110 3aCTOCOBaHI1 JUIsl 3aXUCTY KiOepIpoCTopy:

1. Moaens cTpuMyBaHHS aTak Ha KibeprpocTip [1];

2. Mopenp 3aXUCTy MEPCOHAIBHUX JaHUX [2, 3];

3. Mopeni ynpaBiiHHs goctynom [4-8];

4. Mopeni pearyBaHHs Ha iHIUAEHTH [9-13];

5. Mopuemni kibep3arpos [14-18].

Mogenb cTpuMyBaHHsI KiOepaTak Ha KiOEpNpOCTIp BKIIOYAE KOHTPOJb HaJl
Ki0ep30poe€to 1 KIOEpPO3BIKY HA HAIlIOHATLHOMY PiBHI, 3aXUCT MPUBATHUX JAHUX
Ha 1HAUBITYyaJIbHOMY 1 KOPIIOPATUBHOMY pIBHSX [1].

3axXUCT MEepCOHAJIbHUX JAHUX MPEACTABICHA PETrYJISTOPHUMH MOMACIISAMH.
Hanpuxnan, General Data Protection Regulation (GDPR) nnsa xpain EU [2, 3].
GDPR mnonoxeHHs sBIs€ COOOK HOPUAMYHUNA IHCTPYMEHT MJI PEryJlOBaHHS
00poOKM MepCcoOHANbHUX JaHUX, W0 NpuiHATHH B €Bpomneiicbkomy Coro3l.
PernamenT cxBantoe ctanaaptusaiio. B iboMy BIJHOLIEHHI MOYXKHA TOBOPUTH PO
MOJIEJl 3aXUCTy AaHUX, 3 OISy Ha MUTAaHHS 3aXUCTY NMEPCOHAIBHHMX JTAaHUX, 3

OJIHOTO OOKY, a TaKOX €THUKY 1 BIAMOBIJAIBHICTh B KOHTEKCTI KIOEpIPOCTOPY — 3
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iHmoro. Hemonik peryiasaropHoi Mojeni B TOMY, 10 IPUIUCH 1 CTaHIapTH MarOTh
Ha yBa3l CaMOKOHTPOJIb 3a iX BUKOHaHHIM. [lITpadHi caHKIilil BBOJAATHCS TUIBKU B
pasi, KOJMU BHUTIK MEPCOHAIBHUX JAaHUX CTaB HaJ0aHHSIM TPOMAJCHKOCTI. Y
OUIBIIOCT] BHUIAJKIB, MOJIOHI IHLMJEHTU XOBAKOThCA BlJ KOPUCTYBayiB, YUl
NIEPCOHAJIBbHI JJaH1 OyJIM CKOMIIPOMETOBAHI.

IcHyroui Mmozeni ynpaBiiHHs goctynoM Discretionary access control (DAC),
Mandatory access control (MAC), Role-based access control (RBAC) onucyrots
npaBa JIOCTyIy JJIsi KOPUCTyBaya TIJIbKM B paMKax OJIHOTO JIOMeHa abo opraHizariii
[4, 5]. ¥V MyJbTUIOMEHHOMY CEpEIIOBUILI MOXIJIMBA CHUTYallisl, KOJU B PI3HUX
JIOMEHaX BU3HAYEH1 Pi3HI POJIi 1 TpaBa AOCTYIY /ISl PI3HUX aKayHTIB KOPUCTyBaya,
a TaKOX 110 Pi3HUX 00'eKTIB 1HPOpMaLIITHOT 1HYPACTPYKTYpH, HAIPUKIaA, paiiiis,
MPOIIECIB, MEPEKEBUX PECYPCIB PIZHUX OOUUCTIOBAIBLHUX KiacTepiB [6 - 8]. Takum
YUHOM, JIaH1 MOJIEJIi HE MOXKYTb OyTH BUKOPHUCTaH1 B paMKax KiOeprnpocTopy, Jie y
KOPHUCTYBaua iCHYIOTh PI3HI YSIBJI€HHS, I€BHI B PI3HUX JOMEHAaX, 1 HEMA€ €IMHOI
npoBaiiep ayTeHTU(IKaLlii 115 BC1X JOMEHIB 1 TUIIB 00'€KTIB.

Tpanuuiiini Mojeni pearyBaHHsa Ha iHIUAEHTH, npeacTtasieHl B NIST 800-
61 [9], ISO 27035 [10], SANS's Incident Handler's Handbook [11], Momens
3arajibHOro0 pearyBaHHs Ha 1HIUACHTU [12], a Takox mozaens Agile [13] MicTaTh
OMKC NPOLECIB, MOB'SI3aHUX 3 BHIBJICHHSIM, CTPUMYBAHHSM, pO3CIiAyBaHHSM,
aHaJi30M, BIJHOBJICHHSIM 1 3aIloOIraHHSIM IHIMACHTIB OC3IeKM B KJIIACHYHIN
iHpopmaniiHid iHQpacTpykTypl. OnHak BCl BOHM He OepyTb [0 YyBaru
0COOJMBOCTI XMapHOi 1HPpacTpykTypHu, Taki sk SDN ta NFV, macmraboBaHicTs,
B1JIMOBOCTINKICTb, 1 BIpPTyaJIbHUN XapaKTep CepeIOBHUIIA.

Mopeni kibep3arpos:

1. STRIDE (Spoofing, Tampering, Repudiation, Information disclosure,
Denial of service, Elevation of privilege). Haitbinbin nomynsipHa Mojenb 3arpo3

B1J1 KoMIaHii Microsoft Ay po3poOHUKIB IporpaMHuX 10AaTKiB [14].
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2. CAPEC (Common Attack Pattern Enumeration and Classification).
Mogens Big MITRE g moOyaoBu mepiMerpa 3axuCTy OpraHizailii Ha OCHOBI
TUMOBUX CIICHApieB aTak [15].

3. Common vulnerability scoring system (CVSS). Monenb ouiHku 3arpo3
4yepe3 HasiBHICTh BPa3JUBOCTI y cuctemi [16].

4. ATT&CK (Adversary Tactics and Techniques and Common
Knowledge) Big MITRE. I'no6anskHo goctynHa 0a3a 3HaHb CyHPOTUBHOT TAKTHKHU
Ta METOJIMK, 3aCHOBaHA Ha CIIOCTEPEXEHHSAX y peanbHOMY CBiTi. ba3a 3HaHb
ATT&CK BUKOPHUCTOBYETHCSI SIK OCHOBA IS pO3POOKH KOHKPETHUX MOJENEN Ta
METOJI0JIOT1M 3arpo3 y MPUBATHOMY CEKTOpP1, ypsiai Ta y cdepl IpOIyKTIB 1 MOCITYT
kioepoesneku. [17]

5. OCTAVE (Operationally Critical Threat, Asset, and Vulnerability
Evaluation) € meTomonorieto s parioHamizaiii Ta onTuMi3allii mporecy OLIHKU
pu3HKiB iHpOpMaIliiHoi Oe3reku, mob opraHizallis Morja OTPUMATH JIOCTATHI
pe3yibTaTH 3 HEBEIMKMMHU 1HBECTHIISIMH Yy 4Yac, JIOJEH Ta IHIIUX OOMEXKEHUX
pecypciB. BoHa Beme opraizamiio 10 pO3TJISIy JIFOASH, TEXHOJIOTIH 1 3aC00iB y
KOHTEKCT1 IXHBOTO BiJIHOIICHHS 70 iH(pOopMarlii Ta 0i3HEC-MPOIIECIB 1 TOCIYT, SIKi
BOHU MIATPpUMYIOTH [18].

6. Monens posBuHeHoi cranoi 3arpo3u (Advanced Persistent Threat —
APT) abo «kibepnanmor BOuBcTBa (Cyber Kill Chain). Bmnepme Oyna
3aporoHOBaHa KommaHiero Mandiant, ska po3kpwia 1T Ta JiSUTBHICTH
rnobansHoro akropa APT1 [19]. 1li 3axoam Bxitoyanu B cebe KpagaiKKy COTEHb
TepabalT KOHQIICHIIINHUX TaHWUX, Y TOMY YHCIi Oi3HEC-TJIaHIB, TEXHOJOTTYHUX
KpeClIeHb 1 pe3y/ibTaTiB TeCTyBaHHs, IIOHaWMeHIne 3 141 opranizamiii y pi3HHX
ranxy3sx. BoHU OIIHWIN CepeaHIO TPUBAIICTh 30€pEKEHHS MIKIJIMBUX MPOrpam y
[ITLOBUX Opranizaimisx B 1 pik. 3 TOro yacy CIOCTEPIrae€ThCs 3pOCTAIOUHI CITUCOK
nokymeHToBaHuX 3arpo3 APT i3 3amydeHHsM Ha T700anbHY CIEHY MOTY>XKHHX
Ccy0'€KTiB, BKIIFOYAIOUM CYyO0'€KTIB HAIIOHAIBHUX JepkaB. PO3yMiHHS MOTHBIB Ta
nii ygacHukiB APT Bimirpae BaJIMBY pojib y BHUpIIIEHHI HUX mpooOnem. s

MOJAJIBIIIOT0 PO3YyMIHHS JOMOBiAL MaHaiaHTa TaKoXX 3alpoIlOHyBajla MOJIEIb
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xutTreBoro nukiny APT, Takox BizoMa sik KiOepriauior BOuBcTBa (cyber kill
chain), 110 103BOJIsIE OTPUMATH MEPCIEKTUBY MPO T€, SIKI KPOKH BXKUBAE aTaKyro4a
CTOpOHA 3aJiJI1 JOCATHEHHS CBOiX Iuieil. TunmoBa araka APT ckiamaeThes 3 TaKUX
€TaIliB:

1. KiGeppo3sBinka. 30ip JaHUX TPO ML,

2. llponuknenHs. Hampukian, 3aBaHTaXEHHS WIKIJJIMBOrO KOOy 3a
JIOTIOMOTOI0  MIONMYTHOTO  3aBaHTakeHHs (drive-by-download) um uinboBoOi
¢imuHroBoi (spear-phishing) araxu.

3. @ikcauis y cuctemi. BcTaHOBIEHHS WIKIAJIMBOI IPOrpaMu.

4. KomyHikamii 3 IEHTPOM KOMaHJyBaHHS 1 KepyBaHHs. Jljist i€l meTu
MOXXYTh  BHKOPHCTOBYBAaTHCS  TpOSHM  BimmaneHoro goctymy  (Remote
Administration Tool — RAT).

5. Eckanamito mpuBiieiB uUepe3 EKCIUTyaTaiilo BPa3IHMBOCTEH 3 METOIO
OTPUMAaHHS JIOCTYITYy 0 PECYpCIB OpraHi3ariii.

6. Baytpimas kiOeppo3Bigka, IO pPOOUTHCS 3 METOK 3HAXODKCHHS
CepBEPIB 3 MIHHOI KOH(IACHITIHHOIO 1H(OpMAITIETO.

7. CkpuTHE NepeMilieHHs 0 BHYTPINTHINA MEpexi.

8. ExcoinpTpariis uu BUTpy3Ka KoHGIAEHIIIHHOT iHDOpMaIIii.

9. 3aBeplleHHS aTaKu Ta CaMOJIIKBijaIis abo MOBEpHEHHS 10 Imary 4 s
OTPUMAaHHS HOBHX KOMaH]I.

Takum unHOM, KiOepiaHIfor BOMBCTBAa 3abe3reuye IOCHUJIAHHS IS

pPO3yMiHHS Ta BiI0OpakeHHS MOTHUBIB, Iiyiel Ta Aii yuyacHukiB APT. 3apa3 icuye

oineme 500 3BiTiB APT [20].
1.2. Orasg MeToAiIB 3aXHCTY KidepnmpocTopy

Metoau 3aXHCTy, sIKI BUKOPHCTOBYIOTHCS B JaHWUW 4yac B iH(PpacTpyKTypi
3axucTy Kibeprpocrtopy, mnpeacraBieHoi KC3I (KommiekcHa cucrema 3aXHCTY
iHopmarii) ta KCA3 (KoMmriekcHa cucTeMa aHTHUBIPYCHOTO 3aXHCTy), MOXHA
YMOBHO PO3JAUIMTA HA TPU TPyOUd IO BHKOPUCTOBYBAHOMY IIJIXOMy O
JIETEKTYBaHHS KiOep3arpo3s:

47



— IETEPMUHUCTUYHUH,

— IMOBIPHICHUH.
1.2.1. derepMiHICTHYHMA iAXig

JleTepMiHICTUYHUM TIAX1J MOXXHA TMOJUIMTH Ha METOJM Ha OCHOBI
3JIOBXKMBaHHS, $IKI BUSBIIIOTH IIOBEJIHKY, IOB'SI3aHy 3 BIJIOMUMH aTaKaMHU.
Hanpukian, Taki metoau onurcani B [21].

Metoau Ha ocHOBI cnenudikarii [22], [23], siki BUSBISIOTH aTaKU 3T1IHO
MOJIITUKAM, BUBHAYEHUM €KCIIEPTAMH.

MeTonu Ha OCHOBI CUTHATYPHHUX BEPJAMKTIB BUKOPHCTOBYIOTH CUTHATYPH,
MOCIYJIOBHOCT1 OalT, 110 yHIKaNIbHO 1AeHTU(DIKYIOTh aTaky. CurHatypu 3a3Buyai
NpEeACTaBJICHl Yy BUIVISIAI MpaBWi, M0 CTBOPIOIOTHCS —eKcrnepramMu  abo
CrieliaIbHUMU poOOTaMHu 1 BUKOPUCTOBYIOThCSI KiO€p CHUIBHOTOK. Y OUIBIIOCTI
BUIAJIKIB TaKl CUTHAaTYpU MOXKYTb €(DEKTUBHO BHSBISATH IMEBHY IPYIy BIAOMHX
atak. OfHaK 1 TIANACH CHOPUNHATIMBI A0 HE3HAUYHOI Moaudikaiii kKomy, ska
MOXe OyTHM BHKJIMKaHa BUKOPHCTYBAHHSIM 3aIIyTyBaHHS KOy Ta MIM(PPYBAHHIM
IIK1IJTUBOTO KOIY.

JUIsl MIBUIKOTO TeHEpyBaHHS CUTHATYp Ha aTakd 3a y4acTi NOJI(QOpHUX
HIKIJJIUBUX MPOTPaMM BUKOPHUCTOBYIOTHCS TaKl METOJIH:

1. Tenepamis mianuciB Ha ocHoBl Mepexi (NSG) [24]. Meton OyB
3alpPONOHOBAHUM K CIIOCIO ABTOMATUYHOTO 1 IIBUJIKOTO CTBOPEHHSI CUTHATYp JJIs
noixiMoppHUX XpoOakiB Ha OCHOBI po3poOienoi Mozeni NSG-PolyTree. Taxi
CUTHATYpH 1 IXHI BapiaHTH CXOXi1 Mik c00010, a IepeBonoiiOHa CTPYKTypa MOXKe
HaJIEKHUM YHHOM B1JI0Opa)kaTu IXHIO CIMEHHY MOJIIOHICTb.

2. T'enepauis curHatypu Ha ocHoBl HaBuaHHs (Learning-based Signature
Generation — LSG) BkJtouaroe METOIH, SIKI IIYKAIOTh €IMHY BEJIUKY 1HBAPIAHTHY
NIAPSIAKY TOCHIIOBHOCTEN OalTIB, a TaKOX METOAW, fKI IIyKalTh Oaratro

KOPOTKHUX 1HBAapiaHTHUX MIAPSAKIB. MeToIu BHUIIyYeHHS 3pa3KiB € MPUBAOIUBUMH,
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TOMY 110 CUTHATYPH MOXYTh F'€HEPYBATHUCS 1 €PEKTHUBHO y3rOJKYBaTHUCS, 1 OLIbIII
paHHI poOOTH TOKa3ajdu ICHYBaHHS 1HBApIAHTIB B eKCIUIoWTax. Aje aBTopu [25]
nokazaiu (QyHJaMEeHTalbHI OOMEXKEHHS Ha TOYHICTh BEJIUKOTO KJIACy aJlfTOPUTMIB
BUJTYYEHHS 3pa3KiB y 3MarajbHiid 0OCTaHOBIII.

3. DeepSign. Merog rmmMOOKOro HaBYaHHA JUIsi  aBTOMAaTUYHOTO
reHepyBaHHs Ta kiacudikauii MmKiMBUX mporpam. llelt MeTon BUKOPUCTOBYE
rnboky mepexy nepekoHanb (Beep Belief Network — DBN), peanizoBany 3
MIMOOKUM CTEKOM aBTOJIEKOJIEPIB, L0 I€HEpPYy€E ILIyMHU, T€HEPYIOUM 1HBaplaHTHE
KOMITIaKTHE MPECTaBICHHS MOBEAIHKH IIKIIJIMBOTIO IPOTrPaMHOro 3a0€3MeUeHHS.

He3Baxatoun Ha Te, IO JUIs BUSBIEHHS 3JJOBMUCHUX MpPOTrpaM 3BHYaAliHI
OiJOUCH Ta METOJAM, 3aCHOBAaHI Ha Mapkepax, HE BUSBISIOTH OUIBIIICTb HOBUX
BapiaHTIB ICHYIOUMX LIKIJIMBUX POrpaMm, pe3yJbTaTH, IPEACTaBIIEH] B I1i CTaTTI,
MOKa3yloTh, 110 CUTHATYpH, cTBopeHi DBN, no3Bosifi0Th TOUHO Ki1acu(iKyBaTu
HOBI BapiaHTH WWKiAIUBUX nporpaMm [25]. IIpore pesynbratu DBN He MOXyTh
OyTH IHTEPIPETOBAHI, TAKUM YMHOM, opyurytoun Bumoru GDPR.

3anponoHoBaHui B [27] miaxijd, HAUUJIEHUH HA paHHE BUSBICHHS IIJIbOBUX
aTak 3 BUKOPUCTaHHSAM JIOT1YHHUX (PUIBTPIB, K1 B CBOIO YEpry NPUIMAIOTh Ha BXIJ
BEPAMKTU MepexeBux curHarypuux ckanepiB (Firewall L3,4,7 1 Network IDS /
IPS).

3anponoHOBaHa METOOJIOTIsS 3a0e3neuye BUSBICHHSA 1HIUMKATOPIB paHHIN
CTajii TapreToBaHOi aTaku B MepexxkeBoMmy Tpadiky. [IpoTe, nanuii meton He OyB
MPOTECTOBAHUI Ha MPaKTULl. ABTOPU OOMEXKUIUCST TEOPETUUYHUM MOJIETIOBaHHSM,
10 HE JTO3BOJISIE OLIHUTH €(PEKTUBHICTh JAHOTO METOY JJIsl 3aXUCTY Bl peaIbHUX
ki0epaTax.

[TonmynsipHUM 1HCTPYMEHTOM JETEKTyBaHHS KiOep3arpo3 € Yara [28], axuii
JI03BOJISIE CTBOPIOBATH PO3LIMPEHI CUTHATYpU HAa OCHOBI PETyJSIPHUX BHUPA3iB,

BUKOPUCTOBYIOYM TEKCTOBI 1 O1HApHI PAJKH B YMOBHUX BHpa3ax MpaBul.
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1.2.2. UMoBipHicHHUI MiaXiA Ta 32CTOCYBAHHS MAIIMHHOI0 HABYAHHS

IMoOBipHICHMI MiAXi[ MEPEeBaXHO BUKOPUCTOBYE aJITOPUTMH MAIIMHHOTO
HAaBYaHHS, TOMY WOro CIiJi pO3MVIsiAaTH B KOHTEKCTI METOJIB 1 MOJEJeH,
no0y/I0OBaHUX HA OCHOB1 &JITOPUTMIB MAllITMHHOTO HaBYaHHSI.

LImyunuii inmenexkm (Artificial Intelligence — Al) — 1ie Hayka, 110 103BOJISIE
KOMI'IOTepY aBTOMAaTU3yBaTH Te€, IO NOTPIOHO JIOJIMHI: I1HTENEKT, aHami3 1
NPUUHATTS PillICHb.

Mawunne naguanna (Machine Learning) — Hayka, 110 J03BOJISIE
KOMITIOTepaM BUYUTHUCS 0€3 SIBHO 3ampOrpaMOBAaHOTO Ha Iie. MalnHHEe HaBYaHHS
3aCTOCOBYE CTATHCTHKY 1 aITOPUTMHU MacIITaOyBaHHS Ha BEIMKUX 00CATaX JaHUX.
Opnna 3 1i1e¥ MaIIMHHOTO HAaBYaHHS — I1€ JIOCATHEHHS IITYYHOTO 1HTEICKTY.

Hayka npo oani (Data Science) — AucCUMIUIIHA, SKa 3aMA€ETbCS BUTIATOM
iH(opMmarii 3 nanux. Hayka npo gaHi — 1ie IMpoKe mosie, o BKIIYA€E MalluHHE
HaBYaHHS.

Cepen anropuTMiB MAIIMHHOTO HABYaHHS, $KI 3aCTOCOBYIOTHCS JUIS
BUPIIIICHHS 3aB/IaHb JIETEKTYBaHHs KiOeparak, aBTopu [29] BUAUISAIOTH HACTYIHI
Tpymu:

1. Supervised: Association Rule Classification (a); Artificial Neural
Network (Deep Learning) (b); Support Vector Machines (c); Decision Trees (d);
Bayesian Network (e); Hidden Markov Model (f); Kalman Filter (g); Bootstrap,
Bagging, and AdaBoost (h); Random Forest (1).

2. Unsupervised: k-Means Clustering (a); Expectation Maximum (b); k-
Nearest Neighbor (c); SOM ANN (d); Principal Components Analysis (e);
Subspace Clustering (f).

3. Semi-supervised: Generative models (a); Low-density separation (b);
Graph-based methods (c).

AJTOPUTMH MAIIMHHOTO HABYaHHS MOXXYTh NPAIFOBATH Yepe3 HaBUAHHS 3
BunTeNeM abo 0e3. Y HaBuaHHI 3 BuuTeNeM (supervised) alropuTM BUKOPHUCTOBYE

JI0JIATKOBY 1H(GOPMAITII0 Ta KOHTEKCT, a00 J1aHi /Ui HaBYaHHS HAJAI0ThCS OKPEMO,
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B TOPS/IKY, 100 MalllMHa cTaja OUIbll pPO3YMHOI. Y HaBYaHHI 0e3 BUUTENs
(unsupervised), aaropuTM Mae BClO 1H(OpMAIlI0 Ta KOHTEKCT, 3 SKOT'O0 MOXKHO
MOBHICTIO 3p0O3YMITH HaJlaH1 HaBYaJIbHI JaH1 JI0 HHOTO, 1100 BiH MIT caM BUUTHCH.
HcHye Takok KOMOIHOBaHUW METOJ, [I€ HaBUalibHI JlaHI YacCTKOBO JalOThCs
ANITOPUTMY MAITUHHOTO HaBYaHHSI.

HapuanHsi 3 BuuTEnEM 4acTo HEOOXIJHO peasli30oByBaTH Ha HA0Opi AaHUX 3
NOOpOSIKICHUMHM aHOMAaJisiMH, 100 nependayuTd MailOyTHI aHOMAaili, Kl HE €
no0posikicHUMH. Ajie B KiOepOesmelll BHCOKOSKICHI HaBYaJIbHI JaHI Ba)KKO
OTpUMATH 4Yepe3 YWCICHHI BUIAJKH MMOMUJIKOBHX CIPAIlbOBYBaHb. [H)KeHEpH B
neHTpl omnepamiitHoi 6e3nexku (SOC) moOBUHHI TeperisgaTd JaHI HaBYaHHS 1
HaJaBaTM KOPUTYBaHHs, Taki SK BKa3iBKa TMEBHMX HAOOpIB MOAlH, IO
MPEICTABIISIOTH BaroMi 3arpo3u Oe3mnekwu, a iHmm - 100poskicHl. ToMy odikyeThcs
mo (daxiBmi 3aBXKAu OyayTh HEOOXIMHM JUIsl HATJSAY 32 HABYAHHAM IS
KibepOe3nexu.

Jlam po3rissHeMO NPUKIAIW peaji3aliii METOIiB Ha OCHOBI aJTOPUTMIB
MaIIMHHOTO HaBYaHHSI, 110 aKTUBHO 3aCTOCOBYIOTHCS Y KiOepOesIei.

Busenenns anomaniti (BUKUIIB) € BHUABJICHHSAM PIOKICHUX TOMIA, SKI
BHUKJIMKAIOTH ITiI03PH, ICTOTHO BiAPI3HAIOYUCH Bij OuIbmmocTi nanux [30].

3rigHo 3 [31] anropuT™Mu BUSIBJICHHS aHOMAJTi ICHYIOTh TPhOX THITIB:

1. BusBnenns amomamiii 0e3 BUMTENIS — Takl METOIM BUABISIOTH
aHoMmaJtii B HEMETOBAaHUX HA0Opax JaHMWX 332 YMOBH, IO OUIBIIICTh €K3EMIUIIPIB Y
Ha0oOpi JaHUX € HOPMAJIbHUMHM, IIYKAIOUM TPHUKIATU, SKI HAWMEHIT CXO0Xi Ha
OUIBIIICTD JaHUX.

2. BusBrieHHs aHOMaITIH 13 BUHMTENEM — TaKi METOJY BUMAararTh HaAOIp
JaHuX, K1 Oynu O mo3HaudeHi sSK "HopMalibHI" uu "HeHopMalbHi", 1 Tepeadaydae
MiATOTOBKY KiacudikaTopa (KJIOYOBAa BIAMIHHICTH BIiJ 0ararboX IHIIHX
CTaTUCTUYHUX TpoOsieM kiacu@ikaiii mojsrae B He30alaHCOBAHOMY XapakTepi
BUSIBJICHHSI BUKU/IIB).

3. BusiBienHs aHoMaltiii 13 HaMmiBHATIISAI0M — TaKi METOIU KOHCTPYIOIOTh

MOJIeJb, IO TPEJCTaBIIA€ 3BUYAWHY MOBEAIHKY 3 JAHOTO HOPMAalIbHOTO HAOOpPY
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JAHWX HaBYaHHS, a TIOTIM MepeBipsie UMOBIPHICTh TOTO, IO AOCIIXKYBaHa MOJIEIIb
OyJie 3reHepoBaHa JOCIII)KYBAHUM €K3EMILISPOM.

Mertoau, siki HaltyacTile BUKOPUCTOBYIOTHCS JJIsl BUSBICHHSI aHOMAJIIi:

1. MeTroauku Ha OCHOBI HIUIBHOCTI: a — k-HanOmmxuuit cycia [32], [33],
[34]; b — nokanbHuUM hakrop Bukuay [35]; ¢ — 13o0m1iitui jgicu [36].

2. BusBieHHsT BUKHJIB JUIsi BUCOKOBUMIPHHMX JaHMX [37] Ha OCHOBIL: a —
mianpoctipy [38]; b — kopensii [39, 54]; ¢ — Tenzopa [40].

3. OJIHOKIACcOBI MalIMHU ONOpPHUX BeKTOpiB (Support Vector Machines —
SVM) [41].

4. PemnikaTop HEUPOHHUX Mepex [42].

BaiiecoBi mepexi [42].

[TpuxoBani mapkoBcbki Moaeni (HMM) [42].

5
6
7. BusBiieHHS aHOMAaJIiii Ha OCHOBI KJIacTepHOTro aHamizy [43], [44].

8. BiaxuieHHs BiJ IpaBHJI acoIliaIlii Ta 9acTUX HAOOPIB.

9. BusBieHHs aHOMAaITiIf HA OCHOBI HEYITKO1 JIOTIKH.

10. AncamOmi MeroxiB: a — Oerrinr [45, 46]; 6 — Hopmamizanis 6amiB [47,
48]; B — 1HIIN METOJM BU3HAYCHHS pi3HOMaHITHOCTI [49, 50].

[IpoyKTUBHICTh PI3HUX METOJIB 0arato B 4OMy 3aJieHUTh Big HaOOpy
JaHUX 1 MapaMeTpiB, a METOAM MArOTh HE3HAYHI CHCTEMATH4HI MepeBaru mepen
IHIITMMU TIOPIBHSHO 3 6araTbMa HabopaMu JaHuX 1 mapamerpamu [51].

PosrisitHemo Ha mpukiagax BUKOPUCTAHHS MOJIEJIEH MallMHHOTO HaBYaHHS
JUTSL TETeKTYBAaHHS aHOMAJIIH.

VY cratTi [52] mogaHo anropuTM 3 BUCHOBKOM baifeca, skuii BUKOPUCTOBYE
repeBaru, 3acHOBaHI Ha CHUTHAaTYpHOMY METOMI 1 JIETEKTyBaHHI aHOMAJIIH.
3anmpornoHOBaHUM MAXiA TO3BOJIIE BUTATYBATH naTtepHu SQL-3amuTiB y BHTJISII
peryJIIpHOTO BHUpa3y, SKi MOXKYTh OYTH JIETKO BKJIFOYEHI B OyJb-SIKMM MEXaHI3M
00poOku mpaun (Hanpukiaa, NIDS Snort). IIpore, nanuii miaxia HaIiaeHUH Ha
CTBOPEHHSI CTATUYHUX CHUTHATYpP Yy BUIJISIAL MPaBUJI, SIKI O3BOJSTH JACTEKTYBaTH

JIMIIIE TIEBHUH B TIPABUIII CIIEKTP 3arpos.
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3icmaenenns 3i 3paskom (pattern matching) — MeTOIl aHamizy 1 oOpoOKHU
CTPYKTYp JaHUX, 3ACHOBAHHWI Ha BUKOHAaHHI NIEBHUX YMOB B 3aJI€KHOCTI BIJl 30iry
JIOCJII/I)KYBAHOTO 3HAYEHHS 3 TUM UM IHIIHUM 3pa3koM (11a0jI0HOM abo maTepHOM),
B SKOCTI SIKOTO MOKE€ BHKOPHUCTOBYBAaTHCS dYaCTHHA IIKiAJIMBOTO KOIy YH
MEpEeKEBOro Tpadiky.

Hinr, ®anr, ta Yapnena 3 YHiBepcuteTy Makriuuia y cBoiii po6oTi [53]
BUPIIIYIOTH MPOOJIEMH MOUIYKY CXO0KHX YaCTHUH aceMOJIEPHOIO KOAY y IIKIIJTUBUX
nporpaMax 3axuiieHux oOQyckaii€ro Ta 3 BUKOPUCTAHHSAM ONTHUMI3AIlli KOIY iJT
yac komnuAmii. [IpomoHyeTbCs CHITBHO BUBUMTH JIEKCUYHI CEMaHTUYHI
BIITHOCHHM Ta BEKTOpPHE IIpe/CTaBiIeHHS (YHKIIN CKJIaJaHHA Ha OCHOBI
aceMOnepHoro koay. Po3poOneHa Monenb MOpencTaBiICHHS aceMOJIEpPHOro KOy
Asm2Vec. Bona morpeOye numie kojaa 30ipkd B SKOCTI BXIJHHX JaHMX 1 HE
BUMarae MomepeHiX 3HaHb, TAKUX SK MPaBUIbHE BiMOOpaxeHHS MK (DYyHKITISIMU
CKJIagaHHsA. MeTo MOYKE 3HAWTH 1 BKIFOYUTH Oarari CEMaHTH4YHI BIJHOCHHHU MIK
TOKEHaMH, 1110 3'SBIIOTHCS B Ko 30ipku. Po3pobnenuit metoq Asm2Vec BuUBYae
BEKTOpPHE TMPEACTABICHHS (YHKIIM CKJIQJaHHS, PO3PI3HSIIOYM HOTO Bia IHIIHX.
Asm2Vec He BHUMara€ HISKUX TONEPENHIX 3HAHb, TAaKUX SK TPABHIbHE
BiloOpakeHHss MK (YHKIISIMA ~ CKJIaJgaHHS a00 BHUKOPUCTAHUM DIBHEM
onTuMizalii kKommiasATopa. Mojens BHBYAE JIGKCHYHI CEMaHTHYHI BiTHOCHUHU
3'SBJSIOTBCST TOKEHIB y 30ipii Komy, 1 TpeacTaBisie (QYHKINIO CKIaJaHHS SIK
BHYTPIIITHBO 3BAKECHOI CyMIillll MPUXOBaHOI ceMaHTHKU. KpiM QyHKIi# ckiamaHHs,
BIH MOXE 3aCTOCOBYBAaTHCS Ha PI3HUX TPAHYISAPHOCTSAX IOCTIOBHOCTEH
CKJIaJIaHH$, TaKuX K OiHapH1 (aitnm, ¢pparMeHTH, OCHOBHI OJ0KHM a00 (YHKIII.
ABTOpamMHu OyJu TPOBEJCHI OOIIUPHI EKCIEPUMEHTH 3 TIOIIYKY KJIOHOBAHOTO
KOJy, V SIKOMY OBIJIM BUKOPHUCTaHI Pi3HI OMIli ONTHUMI3allii KOMIIATOpa 1 METOIN
o0(dyckarii. Pesynbrat mokazanu, mo Asm2Vec € TOYHUM 1 HaIIWHUM TPOTHU
CHUJILHOI 3MiHU B aCEMOJICPHHX 1IHCTPYKINISAX Ta IpadiKy yIpaBIiHHSI TOTOKOM.

Asm2Vec cTpaxkaae BiJ JeKUIBKOX oOMexxeHb. [lo-niepiie, BiH npu3HAYECHUN
s omHiel MoBH AcemOiep. Asm2Vec He 3aCTOCOBYEThCS O€3MOCEPEAHBO 0

CEMaHTHYHHMX KJIOHIB depe3 apxiTekrypu. Hemae CHUIBHOTO JIEKCHUYHO-

53



CEMaHTHYHOTO MPOCTOPY MIX JABoma pizHuMu MoBamu AcemOnuep. Ilo-mpyre,
MOTOYHHUI CEIEKTUBHUNA MEXaHI3M PO3IIMPEHHS HE MOXE BU3HAUUTH JUHAMIYHI
cTpuOKM, Takli sk  Tabmuus — mepexoxy. llo-Tpere, 1e  oOmexeHa
IHTEepHpeTaTUBHICTE. Asm2Vec He MoOe MNOsICHUTH abo OOIPYHTYyBaTH CBOi
pe3yabTaTh, TMOKa3yl4u KJIOHOBaH1 miaArpagu abo JOBOASYM CHUMBOJIYHY
€KBIBAJICHTHICTb.

Hocnigauku 3 yHiBepcuteTiB Miuuran-/ipoopH, CtoyHi-bpyk ta Lininoric
B Yukaro [54] cnpoOyBanu BUPIIKTU MPOOJIEeMY BHUSBIECHHS MOTOYHOI KaMmmaHii
APT (Advanced Persistent Threats) 3a qomomorow xopenayiinoco ananizy. APT
aTaka CKJIaJIa€TbCsl 3 CYKYIHOCTI PI3HOPIAHUX KpPOKIB Ha 0OaraThoX XOCTax
IPOTATOM TPHUBAJIOTO TEPIOAy Yacy, B PEXKUMI pEaNbHOTO0 Yacy Ta HaJIaHHS
AQHAJIITUKY BHUCOKOPIBHEBOIO TMOSICHEHHSI CIIEHApII0 Hamaay Ha OCHOBI XOCT-
xKypHaniB Ta crnosimeHb [PS (Intrusion Prevention System) Bin miampuemcTBa.
Icayroui cuctemu IDS / IPS MOXyTh BHSIBISTH Ta BUPOOJSATH CHOBIMICHHS PO
migo3piai moaii Ha xocTi. IIpoTte, moeaqHaHHs MUX MONEPEHKEHb HU3bKOTO PIBHS 3
METOI0 OTPUMaHHS KAapTUHU BHUCOKOTO piBHA NOTOYHOI Kammadii APT
3QJIUIIAETHCS CEPIO3HOI0 MPOOIEMOIO.

Heoonikom pospobnenoi cucmemu HOLMES € anamiz nume J5oriB
CUCTEMHUX BUKIHKIB Ha By3JaxX Mepexi. ¥ TOW 4ac, KOJIM 1HIUKATOPOM aTaKu
MO>KE CTaTH mojii, iHdopmarlisi 0 KoTpux 30epiraerbes B norax (daitapsonis (L3-4,
WAF), IDS/IPS, um cepBicy ayrteHdikamii, Hampukiaa mig dac DDoS um
bruteforce arak, siki B3araii He € yactuHoro APT Moneni aHiora BOUBCTBA.

Merton acoyiamusHux npasun, BUKOPUCTAaHUNW y poboti [59], Bupimrye
npoOJjieMy BEJIMKO1 KUIBKOCTI MOMHUJIKOBHUX ITO3UTUBHUX CHTHAIIIB TPHBOTH, SIKi
TeHEPYIOThCS Y BEIMKUX 1HOPACTPYKTYypax JJisl BUSIBJICHHS BTOPTHEHb, YCKIIATHIOE
PO3/IIJICHHS] TTIOMUJIKOBUX OIOBIIICHh BiJ peanbHUX arak. OmHUM 13 3aco0iB
3MEHIIIEHHS Ili€i TpoOJieMH € BUKOPHUCTAHHS METacUTHATIB abo TpaBui, SKi
11eHTU(]IKYIOTh BiOMI IIA0JIOHM aTaK y MOTOKaX CUTHANIB TpuBoru. OUeBUIHUN
PU3HK TIPH TaKOMY IIIXOJ1 IOJsATaEe B TOMY, II0 0asza MpaBWI HE MOXE OyTH

MOBHOI CTOCOBHO KOXXHOTO TMPOQUII0 CIPaBXHBOI aTaku, OCOOJUBO THUX, 5K €
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HOBHUMH. 3apa3 HOBI MpaBWIa BIIKPUBAIOTHCS BPYUHY, MPOIEC, IKUN € JOPOTUM 1
CXWIbHUM J10 TOMHJIOK. JIOCHIIHUKK MPENCTABISIOTH HOBUM MiAXiA, IO
BUKOPHUCTOBY€E BUOO0YTOK IMpaBUJI acolliailii, 1o0 CKOPOTUTH Yac, 1110 MUHYB BiJl
MOSIBU HOBOTO TPO(UII0 aTakW B JaHWUX 1O HOTO BU3HAYCHHS, SK TPABWIO, B
1H(}pacTpyKTypl MOHITOPUHTY OpraHbI3allii.

Heoonikom memody € oOMexeHuW oO0CAr MPOBEICHUX EKCIEPIMEHTIB Ta
HEOOX1IHICTh alPIOPHUX 3HAHB MPO aTaKy 3aJy1sl BUSBICHHS acoliiaiii, mno0ya10Bu
JAHITIOTA aTaKW, Ta TeHeparii mpaBuil. ABTOPH TaKOX IOCTIKYIOTh CUTHAIIA
TPUBOTHU BIJl MEpekKeBOi cucreMu BUsiBIIeHHS BTOprHeHb (Network IDS/IPS) nns
BUI00MYM acOI[IaTUBHUX MPaBHUJIL.

VY MamrHHOMY HaBYaHHI Ta 00pOOIl NPUPOJHOT MOBH, TEMATUYHA MOJIETb €
TUTMIOM CTaTUCTUYHOI MOJEIl JyIi BHUSBJICHHS aOCTPaKTHHUX «TE€M», SKi
BiOyBalOTbCSI B HaOOpi JIOKyMEHTiB. TemaTH4HE MOJEIIOBAHHSI € YacTo
BUKOPHUCTOBYBAaHUM I1HCTPYMEHTOM BHJIOOYBaHHS TEKCTY JJIsi BHUSBICHHS
MPUXOBAHUX CEMAaHTUYHUX CTPYKTYpP y TEKCTOBOMY Tili. [HTYyITUBHO, BpaXOBYIOUH
T€, M0 JIOKYMEHT CTOCYETHCSI TIEBHOI TEMH, MOXXHA OYIKyBaTH, III0 OKPEMi CJIOBa
3'IBIIATHCS B JOKYMEHT1 OUIbII-MeHII yacTo [60].

VY [61] aBTOpHM aHami3yIOTh MOBIJOMIICHHS B OJjorax Ui pi3HUX KaTeropii
3arpo3 KibepOe3neku, MOB'S3aHUX 3 BHSABJICHHSAM KiOeparak, KiOep3IOoYMHIB 1
TepopusMy. ICHYIOUYiI TOCHIJKEHHS 3 aHaji3y I1HTEJNEKTy 30Cepe/KyBaMCS Ha
aHaji3i HoBUH a60 GopyMmiB IS IHIMACHTIB KibepOe3neku, aje JINIe ASsKl 3 HUX
TUBUNUCS Ha BeO-KypHamn Y I[HTepHeT OJoru. ABTOpU BHUKOPUCTOBYIOTH
WMOBIpHICHUY JTATCHTHUN CEMaHTUYHHUHN aHajli3 sl BUSBJICHHS KJIIOUOBHUX CIIIB 3
BeO-KypHaIIB KiOepOe3eKu CTOCOBHO MEBHUX TeM. B po0oTi mpoIeMOHCTPOBAHO,
AK 1€l MeTOoJ MOXK€ NpPEICTaBUTH Ojorocdepy 3 TOUKH 30py TEMaTHKU 3
BUMIPHUMHU KJIOUYOBHUMH CJIOBAMH, TaKUM YHHOM BIACTEXKYIOUYH TOIYJISPHI
pPO3MOBHM Ta TeMH B Oyorocdepi. 3acTOCOBYIOUM IMOBIPHICHUM MiJAXiJ, MOXKJIMBO
MOJTIIIITUTH MOIyK 1H(OopMaIlii B Mepexi [HTepHeT 1 BUSBIICHHS KJIIOUOBUX CIIIB, a
TaKoXX 3a0€3MeYNTH aHAJITUYHY OCHOBY IS MalOyTHBHOrO aHaiily Ojorocdepu.

Henonikom po6otu € ii cipsiIMOBaHHICT JIMIIIE Ha aHai3 Ojorocdepy.
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Opnnak, TemMaTUYHE MOAYJIIOBAaHHS MOKHA BUKOPACTUTH HE TIABKH 3aJ1s
3aXUCTY, aje XK ¥ JJIs TapreToBaHoi aTaku. Sk 1e 3po0uTH, MOKa3alu JOCIITHUKA
3 SecureData Labs B pamkax cBoro nokiany Ha koHgepeHniii RSA Conference
2019 [62], ne BOHM, MpoaHaANI3yBaB TEMATUKy JOKYMEHTIB >KEPTBH, 3MOTJIHU
BUKOPACTUTH 1110 1H(GOpMaIiIO ISl [ITbOBOT (DIIIMHTOBOI aTaKH.

TakuM dYWHOM, MOJEJl MAIIMHHOTO HaBYaHHs, 110 MoOyaoBaHl 3
ypaxyBaHHSIM MOJIEJIe 3arpo3, NPeACTaBIsAIOTh €(EeKTUBHI I1HCTPYMEHTH MJIs
aBTOMaTH3allli  BHUABJIEHHS  KiOepaTak Ha  KIOepHmpocTip,  MIABHILYIOUH
000pOHOCIIIPOMOKHICTh opraHizauii. [Ipu BuOopi Mozaeni HE0OXITHO KepyBaTUCS
HE TUIBKM TOKa3HMKaMHu i1 €(EeKTUBHOCTI, ajie¢ 1 THUIOM HaBYaHHSA MOJCTi: 3
yuuteneM abo 0e3; 1HTEepPIPETOBAHICTIO Pe3yJbTaTiB 1 MPO30PICTI0O MOAEN —

Bumoru The EU General Data Protection Regulation (GDPR) [63].

1.2.3. ATaki Ha MeTOAH MAIIIMHHOT0 HABYAHHSA

YV KOHTEKCT1 METOA1B MAallIMHHOI'O HABYAHHS CJIIJ 3rajaTH, 110 AeSIKl METOIH
caMi 1o co0i Bpa3nuBi A0 atak. Tak, y po0oti [64] mOBOAUTHCS MPUKIAA TAKOl
aTakv. ABTOpU MPOJEMOHCTPYBaJIM, IO CIUIbHE MAIIMHHE HABYAHHS Ta MOB'A3aHI
3 HEW METOAM, Taki sSK QeaepaTUBHE HABUYaHHS MOXKYTh IPUBECTH MO
HEHaBMHUCHOTO BHUTOKY 1H(oOpMallii NOpo HaBUYalbHI [JlaHI YYacCHUKIB 4Yepes
OHOBJICHHSI Mojenil. TakuMm 4MHOM, 1€ JT03BOJISIE PO3BUBATH MACUBHI Ta aKTHUBHI
aTaky BUBOJY JJISI BAKOPUCTAHHS I[bOI'O BUTOKY.

ABTOpHu [65] cTBEepmAXKYIOTh, 110 Mojeni raubokoro HaBuanHs (DL — Deep
Learning) € Tako» Bpa3JIMBUMHU JI0 3MarajbHUX MpuUKIaaiB. ToOTO 10 3710BMUCHO
CTBOPEHUX BXIJIHUX JAHUX, [0 NPU3BOJATH 10 HEMPABUIHLHOT MOBEIIHKU LILTBOBUX
mozeneil DL, mo 3HauHO yckianHio€e 3acTocyBaHHd DL y noMeHax, 1o 4yTiuBi
no Oe3neku. Y CBOIM poOOTI aBTOpU MHPEACTABISAIOTH PO3pOOKY, peanizaiiio Ta
oninky DEEPSEC, equnoi miargopmu, sika Ma€ Ha METi IOA0JATH 1ied npoldin. Y

cBoii HuHimHIA peami3auii DEEPSEC o6'ennye 16 HaiicyuacHimmx atak 3 10
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MoKa3HuKaMu Ta 13 HaiicydacHImMX 3ac001B 3aXUCTy 3 5 MOKa3HUKaAMU 0OOPOHHOI
KOPHCHOCTI.

B po6oTi [66] Oyyio nmoka3zaHo, 110 MalllMHHE HaBYaHHS Ta INIMOOKI HEUPOHHI
Mepexi MOXYyTb OyTH 00AypeHl arakamMu yXWJIEHHA (TaKoXX Ha3WBAOThHCA
MpUKIaJaMH  3MarajbHOCTl), TOOTO MaJMMH 3MIHAaMH BXIJIHUX JaHUX, SKI
BUKJIMKAIOTh MOMIJIKOBY KJlacudikailito mig yac tectyBanHs. Lls poGoTa BicBiTIIO€
ypa3nuBICTh METOJIB BHUSABJICHHS IIKIAJIMBUX NpOrpaM, $Ki BHKOPUCTOBYIOTh
rOOKI Mepexi JiIi BUBYEHHS 3 CUpPUX OallTiB Ha MPUKJIAJl aTaku Ha OCHOBI
rpajii€eHTa, sika 3/laTHA YHUKHYTH HEIOJaBHO 3allPONOHOBAHOI IITMOOKOT MEpexi,
MIPUCTOCOBAHOI JJIs 1[1€1 METH, JIUIIIE 3MIHIOIOUM KITbKa KOHKPETHUX OalTIB B KIHIII
KOXXHOTO 3pa3Ka HIKIJJIMBOTO IPOrpaMHOro 3a0e3neyeHHs, 30epiratoui npy oMy
Horo mwkKiumMBy (pyHKII0. TakuM YMHOM 3MarajibHi 3JIOBMHCHI MporpaMHi (aitnu
YXWIAIOTBCSA BIJ JETEKTYBaHHS Yy LUIbOBIM MEpPEXI 3 BEIUKOI WMOBIPHICTIO,
HaBITh AKII0 MeHIIE 1% iXHiX OalTIB 3MIHEHO.

ABTtopu [67] mpencTtaBwiIM Tepily HaAidHY Ta Yy3arajJbHIOYY CHCTEMY
BUSBJICHHS Ta NMOM'sKIIeHHs aTak Ha DNN Ha 0CHOB1 MeTO/IB, SIK1 11€HTU(IKYIOTh
Oexaopu, onucadi B [68 - 72], 1 peKOHCTPYIOIOTh MOXJIMBI TpUrepu atak. BoHu
1IeHTU(IKYIOTh KiJIbKa METOJIB MOM'AKIIEHHS 32 JIONOMOTOK BXIAHMX (LIBTPIB,
oOpi3aHHs HEHPOHIB 1 BIIPUBAHHS BIJ HaBYaHHA. Y pOOOTI JTEMOHCTPYEThCA iX
€(EeKTUBHICTh 32 JIONOMOTOK BEJIMKUX €KCHepUMEHTIB Ha pizHux DNN, mportu
IBOX THUMIB 1H'€KUINA, BU3HAYEHUX NOMEPEIHBOI0 POOOTOIO: aTaKky 3 MOBHUM
JOCTYIIOM 110 HaBYaJIbHOI MOJENI, 1 TPOSHChbKAa aTraka, KepoBaHa HelpoHamu, 0e3
JOCTyIy J10 MOJEeJl HaBYaHHA. 3alpolOHOBaHI METOAM TaKOX BHSBISIOTH
HAJIMHICTh y BIAHOILIEHHI PSAY BaplaHTIB OEKA0pP aTaku.

Heoonikamu memooa eusaenennsa amaxk Ha DNN € npoOnema y3araibHEHHS
32 MeXaMu MMOTOYHOI0 I0MeHy. MeToiu BUSBIICHHS / OM'AKIIEHHS MOXYTh OyTH
y3arajibHIOIOUUMM: 1HTYILIS AJ1 BUSIBJICHHS MOJIArae B TOMY, 10 1H(pIKOBaHa MITKa

€ OUTbII Bpa3IMBOIO, HIK HEIH(IKOBAHI MITKH, 1 116 TOBUHHO HE 3aJIEKUTH BiJl
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nomeny. IIpoGnema aganTanii Moneni A0 JoMeHy notpeldye chopmyloBaT
MpOIIeC aTaku Oekaopa 1 po3poOUTH METPUKY, 110 BUMIPIOE, HACKUIBKU Bpa3iuBa
KOHKpeTHa MiTKa. [HIa npo6iema 3aponoHOBaHOTO METO/A 11€ BEJIUKUN MPOCTIp
MOTEHUIMHUX 3YCTPIYHUX 3aXOJIB 3JIOBMUCHHKA, SIKI HEMOXJIMBO OXOIUTH B
paMKax OJHOTO JTOCIIKCHHS.

Takum dYumHOM, MOJEdl Ha OCHOBI HeWpoHHHX Mepex (ANN, DNN),
BOJIOJIIFOYM HH3bKOIO I1HTEPIPETOBAHUX PE3YJbTATIB 1 CTIAKICTIO JO aTak Ha
MO/IeJIl MAIIMHHOIO HAaBYaHHS, HE MOXXYTh OYyTH BUKOPHCTaHI SIK HaAlMHUI 3aci0

BUSIBJICHHS KiOepaTak pealibHOTrO CBITY.

1.2.4. Ouinka meroaiB BUsIBJICHHS Ki0epaTak

TounicTh (Precision) ta moBHoTa (Recall, Sensetivity, True Positive Rate),
SKI BHUKOPHUCTOBYIOTbCSI B OiHapHill kiacu@ikaiii, € HaWOUIbIl aJAeKBaTHUMHU
KpITEPIsIMU OI[IHIOBAHHS JJIsI POOJIeM BUSIBJICHHS KiOepaTak.

JUis Takux npooiieM, mouHicmbs — 1€ Mipa TOTO, HACKUIBKA TOYHUM €
KJacudikaTop, 10 BUSBUB aTaKy. bijbllle 3HaUeHHSI TOUHOCTI BiAMOBIa€ MEHIIH
kubkocTi moMuiikoBux TpuBor (FP — False Positives). ¥ Toil vac sk, nosnoma
(Recall) nmoka3zye, ckiibku atak Kiaacu(pikatop (pakTUYHO BUSBUB. BIiabIl BHCOKe
3HAYEHHs MOBHOTHU BIANOBi/Aa€ MEHIIINA KUIbKOCTI nmponymenux arak (FN — False
Negative). B imeani mu xouemMoO MaTu KiaacU(piKaTop 3 BUCOKOK TOYHICTIO 1
MMOBHOTOO, OCKIJIBKH 11€ BIATIOBIAa€ HU3bKKUM 3HaueHHsIM FP 1 FN [73].

TouHICTh Ta TOBHOTA OOYUCIIIOIOTHCS 3T1THO (OPMYII:

Precision = TP/(TP+FP), Recall = TP/ (TP+FN), (1.2)

ne TP — 1CTUHHO-TIO3UTUBHE PINICHHS, TOOTO KUIBKICTh aTaK, KOPEKTHO
BUsIBIIEHUX Kiacu@ikaTopoM; TN — iCTUHHO-HEraTUBHE PIILIEHHS, TOOTO KUIbKICTh

NOOPOSIKICHUX TMOAIN, KOPEKTHO BHUABIECHHMX Kiacudikaropom; FP — xuOHO-
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MO3UTUBHE PIMIEHHS, TOOTO KUIBKICTh JOOPOSIKICHUX MO, MOMHUIKOBO
BUSIBIICHUX KJacudikaTtopoM, sik kibepataka; FN — xuOHO-HeraTUBHE pIlICHHS,

TOOTO KIJIbKICTh HEBUSIBJIICHUX KIacU(}IKaTOPOM aTak.

Relevant elements

False True
negatives negatives
O o o o

O O
= True False o
positives | positives
O
O o ©
O
o ©

Selected/elements

Pucynoxk 1.1 — Jliarpama Eitniepa, 1110 nokasye BiIHOIIEHHSI MHOXXHUH PIllIEHb

KJacudikaTopa

VY GararokiacoBomy ciieHapii TOUHICTh 1 TOBHOTA PO3PAXOBYIOTHCA OKPEMO
Juisi KoxkHoro kiacy. Io6 po3paxyBaTu Il METPUKH JUisl MEBHOTO KJacy, IHIII
KJIACH PO3TJISAAIOThCA K OAuH Kiac. e Takox Ha3uBaeThCs “OMHUM MPOTH BCIX .
Hapemri, TOuYHICT, 1 TMOBHOTA I BCIX KJaciB O00'€AHYIOTBCS  pas3oM,
BUKOPHUCTOBYIOUYM CEPEAHBO3BAXKEHY BEIUUYUHY [74].

IcHytoTh TakoXx 1HINI TOKa3HWKW, Hanpukiag, F-mipa uym Mipa Ban
Puzbeprena, ame BOHU PIJKO 3aCTOCOBYIOTHCA Ha MPAKTHIl JJIS OLIHKKA METOIB

BUSIBJICHHA KiOepaTak, TOMy MU He OyJeMO X BUKOPUCTOBYBAaTH y pOOOTI.
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1.3. AHAJi3 BeJIMKHUX JaHUX

['enepariiss Benukux o0’emiB ganux (Big 10 TB nmo 1 PB Ha neHs) y
KOMM'IOTEpPHUX MEpekax Ta Ha By3jaxX BEJIMKOI OpraHizailii CTBOPIOIOTH MPOOIeMy
JUIs BUSIBJICHHS Ki0ep3arpo3 KJIaCUYHUMU CHCTeMaMM MPOTHIIl Kibep3arpo3aM Ta
MEePETBOPIOE 111 TPAAUIIIMHI PIICHHS HA 3acTapii.

Xoua aHaji3 JKypHaJiB, MEpPEKEBUX IOTOKIB 1 CHUCTEMHUX MOMIN s
KPUMIHAJICTUKU Ta BUSBICHHS BTOPrHEHb OYB MpoOJIEMOI0 B CIHUIBHOTI
1HpopMaIiitHOT OE3MEKH MPOTITOM JECATUIIITh, TPAIUIIMHI TEXHOJIOTI HE 3aBXKIU
MOXYTh 30€piraTv aHAJIITHUYHI AaHl MPOTATOM TPUBAJIOTO Yacy Ta pOOUTH MOIIYK Y
HUX.

[To-nepmie, 30epekeHHsT BENUKOI KUIBKOCTI JAaHUX paHime He O0yio
€KOHOMIYHO JOLUIbHUM. SIK HaclioK, y TpaaulliHUX 1HPPACTPYKTypax
OUIBIIICTh >KYpHAJIB MOJIM Ta IHIIMX 3alUCAHUX KOMI'IOTEPHUX oOmepalii
BUJIAJISUIOCH MMicIs (hiKCOBAHOTO Mepiofy 30epiranus (Hampukian, 2-3 micsii). [lo-
JIpyre, BHKOHAaHHS AaHANTHYHUX 1 CKJIQJHUX 3allUTIB HA  BEIHUKHX,
HECTPYKTYPOBAaHUX HA0Opax JaHMWX 3 HEMOBHUMH ab0 3allyMIICHUMH aTpUOyTaMu
Oys0 Hee(peKTUBHUM.

Jlist BupimeHHs 1iei mpobiemMu 3acTocoByroTh Metoau Big Data Analytics
(BDA). BDA w™oxe A0mOMOTTH B pealbHOMY 4Yaci BUSBIATA IIKIJIJIUBI Ta
nigo3piay mii. TakuM YMHOM, I TEXHOJIOTIS JIO3BOJISIE TOCHJIUTH TPAJHINIHI
MeToau Kibepoesnekn [75].

Hanpuknan, BDA no3Bomnsie BuUSBIATH OaHKIBCBKI IIaxpalicTBa Ta
3aCTOCOBYBATH CHCTEMH 3aIro0iraHHS BTOPTHEHb Ha OCHOBI BHUSIBIICHHS aHOMAJTiH
(Intrusion Prevention System — IDS). HoBi incTpyMeHTH KepyBaHHS 1H(POpPMAIII€I0
ta noxisimu Oe3nexku (SIEM) Oynu po3poOneHi i aHamizy Ta YIpaBIiHHSA
HECTPYKTYPOBAaHUMHU JIaHUMH, OCKUIBKM BOHHM MOXYTh €(EKTUBHO YHCTHUTH,
roTyBaTH Ta 3alUTyBaTH JlaHI B PI3HOPIJHMUX, HEMOBHUX Ta 3allyMJICHHX

dbopmaTax JaHUX.
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BusBnenns maxpalicTBa € OJHMM 3 HaWOUIBII TOMITHHUX CHOCO0OIB
BUKOPUCTAHHS aHAJITUKWA BEJIUKUX JaHUX: KPEIUTHI KapTKu Ta TesnedOoHHI
KOMITaHii TMPOBOJMUIN IIMHPOKOMACIITAOHE BHUSBICHHS IaXpaiicTBa MPOTITOM
necatunith. ONHAK, CHELIaIbHO TMOOyJ0oBaHa 1HGPACTPYKTypa, HEOOXigHA Jis
PO3KPUTTS BEIUKHUX JaHUX [IJI1 BUSBIICHHS IIaxpaiicTBa, HE OyJa TOCTaTHHO
€KOHOMIYHOIO JIJISI IIUPOKOMACIITAOHOTO TPUHHSATTSI.

OgHUM 3 OCHOBHMX HACHIJKIB TEXHOJIOTIA BEIHWKHUX JaHUX € T, [0 BOHH
CIPHSIOTH MIUPOKOMY KOJy Taily3ed MPOMHCIOBOCTI JJISI CTBOPEHHS TOCTYITHHUX
1H(]ppacTpyKTyp N1 MOHITOpUHTY Oe3neku. Bennki 3acobu nepenayl 1aHUX TaKOK
O0COONMMBO MIAXOASATH JUIsi TOro, 100 crTatd (yHIaMeHTadIbHUMH IS
BJIOCKOHAQJICHOTO BUSIBJIICHHS MpoCyHyToi ctanoi 3arpo3u (Advanced Persistent
Threat — APT) ta nuudpoBoi kpuMiHamicTUKH [76].

APTSs npairoroTh B MOBUTBHOMY PEKHUMi, TOOTO 3 MaJIOIO KUTBKICTIO MO Ta
JIOBTOCTPOKOBHM BUKOHAaHHSM. Taki aTakd MOXKYTh BiOyBaTUCS MPOTITOM
TPUBAJIOTO MEPIOy Yacy, TOJ1 SK BTOPTHEHHSI 3aJIMIIAETHCS 11032 YBArok >KEPTBH.
[I[o6 BusBHTH Ii aTraku, HEOOXiAHO 310paTh Ta 3ICTABUTHU BEIUKY KIUIBKICTh
PI3HOMaHITHMX JIaHUX, BKJIIOYAIOYM BHYTPIIIHI JDKEpela JaHuX Ta 30BHIIIHI
CHUTBHI JaHl PO3BIAKH, 1 BUKOHATH JOBTOCTPOKOBY ICTOPUYHY KOPEISALIIO s
BKJIFOUECHHS arocTepiopHOi iH(opmaIlii mpo araky B MepexeBiit icropii [77].

[IpoTe HEMOMIKOM BCIX IMX METOMIIB € BiJICYyTHICTH CIIOCOOIB OTpUMaHHS
anpiopHoi iHpopmarlii npo kidepaTakum abo0 KpHUTEPiiB BUSBICHHS aHOMAJIH, SKI

MOXYTh BIJIPI3HATHCS B 3aJISKHOCTI Bij JpKepesa JaHuX.
1.4. IngpacTpykTypa 3axucTty Kidepnpocropy

[adpacTpykTypa 3axucty KIOEpHpOCTOPY MOXKE BKIIOYATH HACTYIHI
KOMITOHEHTH:

1. Cucremu po3mMexyBaHHS JOCTYIy 110 iHGOpMAIIiT;

2. Kpunrorpadiuni cucremu;

3. Cucremu ineHtudikailii Ta aBTeHTU(IKAIIIT;

4. Cucremu ayauTy Ta MOHITOPUHTY;
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5. Cucrema BUSIBICHHS Ta IONEPEKEHHS BTOPTHEHB.

VY 1iii pobOTI MU PO3TIIIHEMO CUCTEMHU aKTUBHOTO 3aXMCTa Bij KidepaTak, /10
SKUX MOJYKHA BIIHECTH CHUCTEMH BHSBICHHS Ta TOMNEPEHKECHHS BTOPTHCHbD.
Cucrema BUSBICHHS Ta TOMEPEHKEHHSI BTOPTHEHb MOXe OyTH BCTaHOBJICHA!

1. Ha xinmesit Touri, Hampukiang Host Intrusion Prevention System
(HIPS) abo anTuBipyc;

2. Y mepexi, Hanpukiag Network Intrusion Prevention System (NIPS);

3. Ha xonTposnepi 6e3nexu (y xmapi), skuit 30upae iHhopmaliro 3 XOCTiB
Ta Mepex, Hanpukiaa Next-Gen SIEM a6o SOAR.

Ha cporogusimiHiii [eHb CHCTEMH aKTHBHOTO 3axHUcTa BiJ KiOepaTak
MOEAHYIOTh 3 CHUCTEeMaMU ayAuTy Ta MOHITOPUHTY CTaHy KiOepOe3ku
KiOeprnpocTopy Opranizii 3 METOIO BIMSIBJICHHS aHOMAJIll B arperoBaHuX JaHUX Ta
i 9ac iX oOpoOKH, K MOXKYTh CBITYUTH MPO HASIBHICTh aKTUBHOI KiOEp3arpo3u.
Haiigacrime BUKOPUCTOBYIOTh CUCTEMH O€3IEKH Ta yIpaBIiHHS moaisiMu (Security
Information and Event Management -- SIEM), taki six: Splunk [55], LogRhythm
[56], AlienVault OSSIM [57] Ta IBM QRadar [58], mo momomararoTh poOHTH
KOpEJISIio curHamiB TpuBory. Li cuctemu 30uparoTh KypHAI MOAIH 1 COBIIIEHb 3
PI3HHX JDKEpeNn 1 KOpemorTh iX. Take CIIBBIJHOIICHHS YacTO BUKOPHUCTOBYE
JOCTYITHI IHAUKATOPH, HAPUKIIA]T, 9ACOB1 MITKH.

HoBa renepamiss SIEM  pimeHs BKIIOYAaE TaKOX  OPKECTPAIliO
iH(ppacTpyKTypHu O€3MEeKH Ta aBTOMATH30BaHE pearyBaHHs Ha IHIMACHTH (Security
Orchestration, Automation and Response — SOAR).

Ili MeTonmm KOpeJIii € KOPUCHUMH, aje 4acTO HE BHCTAYa€ PO3YMIHHS
CKJIQJIHUX BIJHOCHH, SIKI ICHYIOTh MK TIONEpPEHKEHHAMH 1 (aKTUIHUMU
BHUIAJKaMH BTOPTHEHHsI, 1 TOYHOCTI, HEOOXIAHOT JJIsi y3rOJKCHHS KPOKIB aTakH,
SK1 BiIOYBalOThCA Ha PI3HUX XOCTaX MPOTIATOM TPHUBAIUX IEPiOJiB yacy (THXKHI,
a00 B JICIKMX BUIAIKaX, MICSIIT1).

Tomy y SIEM T1a SOAR cucTeMax BHOpPOBaKYETHCS METOAM OOpOOKHU
BEJIMKUX JaHUX Ha OCHOBI BHUKOPHUCTAHHS INTy4yHOro iHTenekry (Al) Ta

MamaHOro HaB4yaHHsa (ML). Takox, uepe3 morpedy 30epiraté Beluki 00’eMu
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JAHUX BIPOJAOBXK 6-12 MicsIiB, a TakoX IIyKaTd B HUX 1H(OpMAaILI0 Mpo

MOTEHLIHY KibepaTaky, 1l CEpBICH PO3TOPTaAIOTh Y XMAPHOMY CEPEIOBUIIII.
1.4. BucHoBku 10 po3ainy 1

Meta nociimKeHHsI — ICTOTHE 3MEHIIEHHS 4Yacy BHSBICHHS 1 OJIOKyBaHHs
Kibeparak, COpSAMOBaHUX Ha KiOepmpocTip cyO'ekTa, HUIIXOM BUKOPHCTaHHS
PO3pO0JICHNX MAaTPUUYHUX MOJIENICH 1 JIOTIYHUX METO/IIB TECTYBaHHs, IEPEBIPKHU Ta
JIarHOCTYBAaHHSI 3a PAaxyHOK BBEACHHS OOYHMCIIOBAIBHOI HAAMIPHOCTI B
1H(]ppacTpyKTypy KiOeprnpocTopy.

3amaul JOCHIHKEHHS:

1) VYnaockoHanuTH CTPYKTYpHO-JIOTIYHI MOJEIl 1 METOAW NEepEBIPKU
KiOeprnpocTopy AJisl TECTyBaHHS 1 J1arHOCTYBaHHS IIKIJJMBUX KOMIIOHEHTIB Ha
OCHOBI BUKOPUCTAHHS JIEYKTUBHOI'O aHAJ13y OOYUCTIOBAIBHUX CUCTEM.

2) Po3poOuTH CHUTHATYpHO-KYyOITHI METOJM CHUHTE3Y C€TAIOHHUX JIOTIYHUX
cxeM malware-(QyHKIIIOHAIbHOCTEH 1 mMapalieIbHOro MOJeaoBaHHa malware-
driven BenmMKuX MaHWUX [JI1 BU3HAUCHHS MPUHAIEKHOCTI MOTOYHOTO KOAY JI0
ICHYIOUMX JIECTPYKTUBHUX KOMIIOHEHTIB B malware 610mioTerri.

3) Po3pobutu curHaTypHO-KyOITHY MOJIeidh akTHBHOTO online cyber se-
curity KOMM'IOTHHTY [JIi MOHITOPMHTY BXIJHMX TIOTOKIB malware-manux i
YIPABIIHHS MPOIECOM BUIAICHHS IECTPYKTUBHUX KOMITOHEHTIB.

4) VYnpockoHanuTH 3aco0uM 3axucTy KiOepmpocTOpy MUISIXOM JIOTI4YHOTO
TECTyBaHHS 1 JIarHOCTYBaHHS aTaK 1 IIKIJJIMBUX KOMIIOHCHTIB Ha OCHOBI
BUKOPHUCTAHHS aJTOPUTMIB MAITMHHOTO HABYAHHSI.

5) Po3poOutu meton atpulyTHO-OpieHTOBaHOTO posmizHaBanHs URL-anpec
3 BUKOPHUCTAHHSIM 4YaCTOTHHUX TATTEPHIB 1 METOA TEpPeBIPKH MoJiIMOp(HHUX
IIKIIJIMBUX MpOrpaM Ha OCHOBI BpaxyBaHHS KOHTpoJsHHUX cyM Portable Executa-
ble cekmiii B BUKOHyBaHi (ailii 1 3acCTOCYBaHHS amapaTy iHTEJIEKTYaJbHOTO

aHajizy JlaHHX.
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6) BukonaTtu tectyBaHHA 1 Bepudikailiro po3poOJeHUX NpOorpaMHUX 3ac001B
TECTYBaHHS, IEPEBIPKHU Ta J1arHOCTYBAHHS MIKIJJIUBUX MPOTPaM MLIIXOM eMYJISIii

aTak Ha OCHOBI icHyI0uuX malware 0i10I10TeK.
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PO3/LT 2
BJIOKYEIH IHOPACTPYKTYPA JUISI 3SAXUCTY KIBEPCUCTEM

[IponoHyeThcsi OIOKYEHH TEXHOJOTIS 1 MATEMATHUYHUI amapat CTBOPEHHS
1H(pacTpyKTypu MpOrpaMHO-aapaTHUX TEJIEKOMYHIKAIIHHUX 1HQOpMAIliHHUX
kioepuetTnunux cucrem (KC), opieHTOBaHAa Ha 3aXHUCT BiJl HECAHKI[IOHOBAHOIO
JTOCTYIly JI0 CEpBICiB, BH3HA4YeHUX Yy crenudikami CHUCTEeMH, UIIXOM
MPOHUKHEHHSI 4yepe3 JierajabHl IHTep@eicHu B3a€MO/Ili KOMIIOHEHTIB, 110 MarOTh
ypaznuBocTi. [H(ppacTpykTypa 3axUCHHUX CEpPBICIB CTBOPIOETHCA pPa3oM 3
KIOEpCUCTEMOIO 1 CYMPOBOIXKYE OCTAHHIO MPOTSITOM BChOTO JKUTTEBOTO IHKIY,
oOcnyroBytoun Bci HacTynHi monudikamii KC, 1 cama mocTiHHO MiABUILY€E CBIA
IHTEJIeKT TUIAXOM TIOTMIOBHEHHsS icTOpii Ta O10J10TeK KOHCTPYKTUBHHX 1

JNECTPYKTUBHUX KOMITOHEHTIB.
2.1. IlpakTKa BUKOPUCTAHHS TON-TEXHOJIOTIM

Bucoki BuTpatn Ha mocmimkeHHS 1 po3poOku Bim Amazon, Apple, Baidu,
Google, IBM, Microsoft i Facebook cTuMymOIOTH CTBOPEHHS OPUTIHAIBHHUX
naTeHTOBaHUX pimieHs B obmacti Deep Learning i Machine Learning, cepen sikux
cimig BimsHauuTu: Amazon Alexa, Apple Siri, Google Now, Microsoft Cortana.
Kommanis Gartner Inc. BrmeBHeHa, IO IHCTPYMEHTH IS TIUOOKOTO HABYaHHS
ctaHOBUTHMYTh 80% cTranmapTHHX 3aco0iB i BueHUX. ChOTOJHI BJKE Ha calTax
KOMIIaHIi CTalOTh JIOCTYTHHUMH TEXHOJOTii 1 JaHi MpO HAyKOB1 JOCTIHKCHHS:
Amazon Machine Learning, Apple Machine Learning Journal, Baidu Research,
Google Research, IBM Al i Cognitive Computing, Facebook Research.

BnpoBamxennss 5G-texHomorii TenekoMmyHikamii (puc. 2.1) B Hailbnmxkde
JNECATWIITTS HAIacTb PHUHKY OYiKyBaHI IHHOBAIIWHI pIlICHHS 3 Oe3MeKH,
MacIITabOBaHOCTI 1 MPOJYKTHBHOCTI TJIO0ATBPHUX MEPEXK 1 3'€THaHb B TPAHCIIOPTI,

IoT, immycTpii, 0OXOpOHi 310POB'S.
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Gartner Inc. mpornosye, mo g0 2020 poky 3% MepexeBUX MpoBaiiepiB
MOCIYT MOOUIBHOTO 3B'SI3KY 3alMyCTSITh KOMepliiHi mepexi B 5G-dopmari, 110
3a0€3MeUnTh SKICHO HOBI YMOBHU MOBCIOJIHOTO BIPOBAXKCHHS TEICKOMYHIKAIlIM
uisi MacmtaboBaHoi rio6anizamii cepiciB: [oT, cloud-transport control, UHD-
tenebauenus. Jlinepamu 5G-BrpoBaxenns B 2017-2018 poui Buctynawots: AT &
T, NTT Docomo, Sprint USA, Telstra, T-Mobile 1 Verizon. Texuomoris 5G €
YABTPAIIUPOKOTIONOCHUN MOOUTBHUM 3B'A30K B MUIIMETPOBOMY Jlama3oHi JJIs
Massive M2M TpaH3akuiil B peaJbHOMY 4acl 3 JAOMYCTUMUMHU MJi YNPABIIHHSA
3aTpuMKamMu (1Mc), mpu OAHOYACHOMY MHIAKIIOUYEHHI Onu3bko 10 MIIH MpUCTPOIB
Ha 1 kM kB. 5G BHUKOPHUCTOBYE TEXHOJOTII0 MHOXXHHHOIO JOCTYHY 3 MOJLIOM
npomeHs (Beam Division Multiple Access — BDMA) ans B3aeMopii 6a3oBoi
CTaHLli 3 MOOUIBHUMH NPUCTPOSIMHU. be3npoToBa cTUIbHHMKOBA apxiTekrypa 5G
3abe3rneuye mpomyckHy 3aatHicte 10-50 I'6GiT / ¢ B MiUIIMETpOBOMY Jliama3oHi
gactoT 30-300 [T st monatkie UHD Bizneo 1 CTBOpEHHS BIpTyalbHOI PETbHOCTI
[4]. InHOBamiitHa TexHONOTisA 5G XapakTepU3YEThCS BUKOPHUCTAHHIM: MAaCHBY
npuiimManbHO-TiepeAaBanbHuX anTeH Massive MIMO, mepexi Cognitive Radio,
opranizamiero 6e3nocepenuboro 3B'sizky D2D gmst 10T, crBopeHHsSIM Mepexi
pamiogoctymy, sk xmapHoi mociyru (radio access network as a service) 1 Xxmapu

BIpTyaJIbHUX MepexkeBuX QyHKIiN (network function virtualization cloud — NFV).
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Pucynox 2.1 — Tpu cknagoBux texHosorii 5G
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Hype cycle, 3 He3po3yMinuxX NpUYUH, HE PO3IJISIAAE JIBI ICTOTHUX IS
JIOJCTBa aOCOJIOTHO 3€Jl€HI 1 MYyJbTHUMUNIApAHI TEXHOJOrIi, MOB'sI3aHl 3
kioepcomianbHuM KoMmm'totuHrom: Digital Humanity 1 Smart Cyber Digital State.
Bonu nonani aBropamu myoOdikainii B Gartner's Table for Emerging Technologies,
K 3alyCKAarThCsl 1HHOBallli mepiioi ¢gaszu (innovation trigger), peanizamis SKHX
ouiKyeThcs uepe3 5-10 poxis.

Digital Humanity — omudpoBaHe m0JACTBO mnepeadadae TOUYHY HHUGPPOBY
i1eHTUdiKaIito 0cCOOUCTOCTI 3 MPUPOJAHUYHUMHU OIOMETPUUYHHMHU MapameTpamu
(B1IOMTKM MasbliB, ckanyBaHHs o0nuyys, oul 1 JJHK), mo BukitodaroTe naneposi
Hocii 1H(opmarllii, MIaCTUKOBI KapTH, IMOCBIIYEHHS, AUIJIOMH Ta MAaCIOpPTH B
mianeTapaoMy Macitabi. [ludposuit ineHTHdiKaTOp 1a€ MOXKIHUBICTD JIEJIETYBAaTH
MO3UIIOHYBAaHHSA KOXKHOI JIIOJWHW B Yaci 1 MPOCTOpPI XMapHOTO CEPBICY, SIKUAN
3HIMaEe BCi TpoOiemu, ToB's3aHl 3 KiOep(di3WYHUM aHai30M HEJNETITUMHUX [N
KOXXHOTO 1HAMBiAyyMa. Hacmigkom cTamoro po3BUTKY HH(PPOBOTO JIOJACTBA B
paMKax 3eJIeHOTO IHTEpHETy peued g CTBOPEHHS PO3YMHOTO CBITy [5] €
OaraToMiIbsipJIHA €KOHOMIiSl BUTPAT HA BUPOOHUIITBO 1 BUKOPUCTAHHS MANEpPOBHX
JOKYMEHTIB, 30epeXeHHs JICiB 1 miaHeTapHoi ekosorii. [ImaToro 3a oTpumaHHs
3rajlaHuX JUBIJICH/IIB € BUTPATH HA CTBOPEHHS €JIEKTPOHHOI 1HOPACTPYKTYpH IS
nrdpoBoi ayreHTH(IKaIIT KOKHOI OCOOMCTOCTI, Mporecy ado sBHUINA B daci i
npoctopi. Green [oT — kibepdiznuna KyabTypa JIOICHKOI MisNIBHOCTI, CIIPSIMOBaHA
Ha 3a0e3MNedYeHHs SKOCT1 KUTTS JIFOJeH 1 30epeKeHHS €KOJIOTii TUTaHEeTH, eHeprii,
pecypciB 1 vacy. Kommonentamu IoT e: Identification, Sensing, Controlling,
Communication, Cumputation, Sevices Intelligent, Digital Infrastructure.
Posymuuii cBit (smart world) Hamae KOXHINA JIFOJWHI CEPBICH BiA: PO3YMHHX
npuctpoiB (watches, mobile phones, computers), po3yMHOro TpPaHCIOPTY
(aircrafts, cars, buses, trains), po3ymHoi iHppacTpykrypu (homes, hospitals,
offices, factories, cities, states), posymHoi 1iudpoBoi ocBith (school, university).

3acTocyBaHHs KiOep(}i3UUHUX CEpBICIB J03BOJISIE peajizyBaTH IapajirMmy

CBiTa 0€3 IMOCEepPeIHUKIB SK I1HHOBAIIHOTO TEXHOJOTTYHOTO YKIaay MPsSIMHUX
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TENIEKOMYHIKAIIHHUX KOHTAKTIB KOXXHOI OCOOUCTOCTI 3 OyAb-sSIKMM CYO'€KTOM Ha
miaHeTi. brokuelH-TexHosorist [6] CTBOpIOE TMepeayMOBUA MJisl BUHUIICHHS
KOPYMIIOBAHUX BIIHOCHH Y CYCHIIbCTBI, 3aBISKHU JEIEHTpati3ailii, BIIKPUTOCTI
30epiranHs Ta OOMiHYy JaHUMHM MPU BUKOHAHI TpaH3akKilii, 1o 3ade3neuye npsamoi
3B’s130K cyO'ekTiB 0€3 mocepeqHUKIB B paMkax cepsiciB Intepuery Peueit. IIpo e
Takox unerbes y xxypHaii IEEE Spectrum [7].

Texnomnoriss Blockchain (30kpema, bitcoin) siBiisie coborw KiOeppi3nuHUM
METPUYHUN XMapHUN KPUIMITO3AXUILEHUI KOMI'FOTUHT MPO30POTr0 MOHITOPUHTY Ta

JIOBIPYOTro yHpaBIIHHA TpaH3akiisiMu B po3noaiienux blockchain data (puc. 2.2).

Instruction State
»  |—»{Cryptography Keys}—| |——>

[
»! Blockchain Service —>
[

[ > Validation R
]Block
—>

Transaction N Blockchain Data

Security
Control

Pucynox 2.2 — Texuomnoris Blockchain Computing

Ils TtexHomorig, mo Oyma 3ampomoHoBaHa Satoshi Nakamoto (2009),
CHOTOIHI CTIHKO PO3BHBAETHCS AK PO3MOJAUICHWHA B TPOCTOpPi 1 Yaci AOBIpUnid
KOMITIOTUHT 3 HeHaJiiHux kommnoHeHTiB: Ethereum Virtual Machine (2013,
Vitalik Buterin); Microsoft blockchain momatku nHa xmapi Azure; IBM 1 Intel
Binmkputi pecypcu Hyperledger. 3a manumm Blockchain.info B mpoekt Bitcoin
choroJiHI Bke 3amydero moHasn 375 000 gomosik (China, Eastern Europe, Iceland,
Venezuela).

KpunroBantora ctae BaroMO3HauyIIMM YHIBEPCAIbHUM MOCEPEIHUKOM MIX
MPOJABIEM 1 TOKYIIEM JUIs OIIHIOBaHHS COIaJbHOI 3HAYYIIOCTI TOBAapiB 1

nocinyr. PunkoBa kamitamizarmiss Bitcoin 3pocnma mo Outbm Hik 137 Minbspais
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J0J1apiB, a BapTicTh OITKOWHIB y KBiTHI 2018 poky nopiBHioBana 8000 momapis.
[Ipupict BapTOCTI KpUNTOBATIOT 3a piKk ckiaB 1000 gonapis.

OT1xe, MOXHa 3aMIHUTH TPOIIOBI 3HAKU HA BIPTYyalibHi, IO PO3TISIAIOTHCS
Kk nudposuit koa. Ilpu nboMy ciiJi 3aMIHUTU MMOCEPEIHUKIB, SKUMU BUCTYHAIOTh

YUHOBHMKH, HA KOMII FOTUHTOB1 XMapHI CUCTEMU yIpaBiiHHs (puc. 2.3).

Seller [«>»( Mediator }<>»| Buyer

Goods <>»| Services

Resources ».—) People

Subject A [«>(Blockchain)<«>»| Subject B

Pucynok 2.3 — 3actrocyBanns Blockchain Computing

O6nacthe 3actocyBaHHs TexHoJsorii Blockchain — kiGepdiznuni npouecu 1
SIBUIIIA, 1110 YPaXKeH1 KOPYIIIIEI0, 3aBASKN HASBHOCT1 OCEPETHUKIB, 5IK1 HE MOXYTh
OyTH JICHO JOBIPYUMH, 3BAXKAIOUM HA JIIOJICHKY CITA0KICTh — NPUBIACHUTH UYXKeE,
SKIIO BiJICYyTHE MOKapaHHa. PakTudHO MOXKHA 1 moTpiOHO OymyBatu Blockchain
JOBIpYl CHCTEMHU MJIsI BIAKPUTOTO YMPABIIHHA HAYKOK, OCBITOIO, TYPU3MOM,
TpaHcmopToM, (iHaHCAMH, COIllyMOM, METUIMHOIO 1 Kaapamu. Ethereum €
blockchain (bitcoin) world-komn'toTuaT, sikuii Mmoxke 3amiauTu Facebook, Twitter,
Uber, Spotify, Oyayun HeBpa3nMBUM IS IIEH30PIB 1 MPO30PHUM IIOAO IPOIIECIB,
10 BiOYBAIOTHCS, a TAKOXK JIOBrO MPAIIOBATH MPH BIACYTHOCTI JOJEH, sIK1 HOTO

CTBOPHJIH.
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Henomikamu Blockchain-koMm'toTiHra MOXHa BBaKaTh HacTynHi: 1)
BHCOKa BapTicThb cTBOpeHHs Blockchain-ingpactpykrypu; 2) BIAKPUTICTH
OUIBIIOCTI AAHUX, IO PaHILIE CTAHOBUJIM 1HTEIEKTYalIbHY BJIACHICTD (K NATEHTH 1
KOJIM), IO MO€ MPUBECTH 0 3aKPUTTA YACTUHHM KOMIIaHiil; 3) OGaraTokpaTHe
nyOJIIOBaHHS JTaHUX y MeEpexi; 4) HEroToBHICTh MEBHUX BEPCTB CYCHIILCTBA,
HU3KHU JIep)KaBHUX Ta KOMEPLIMHUX CTPYKTYp 10 BIPOBAHKEHHIO BIJKPUTOI Ta

HEe3aJIe’)KHOI CUCTEMH PO3IOJITY PECypPCiB.

2.2. Blockchain Computing

[ligBuUILIEHHS COLaIbHOI 3HAYYIIOCTI Oe3MmamepoBoi IMapaielbHOI BallOTH
MOCTa€ SIK BaromMa KOHKYPEHLIsl OyAb-SKUM IOCEPEIHULIBKUM YU (PIHAHCOBUM
IHCTUTYLISIM, 110 TaK YM 1HAKIIE MOBUHHI OyTH BUJajeH1 3 puHKy [7]. biTkoiH
MOYK€ PO3TJISANAATHCS K He3aJeKHa TEXHOJIOTiS MOpaJbHOI OIIHKH COIllaJbHOT
3HAYYIIOCTl PE3YyJbTATIB ISUVIBHOCTI JIOJEH, CIPSIMOBAHOI MPOTHU HAJIMIPHOCTI,
HECIPaBEUTMBOCTI 1 KOPYMIIOBAHOCTI TPAIUIIIHHOT (JiHAHCOBOT CUCTEMH.

BiTkoitH 3aMiHIOE CEpBICH, 110 HAAAIOTHCA CHOTOJIHI MOCEpPEIHUKAMH, Ha
Kpunrorpadiro i BUKOHYBaHUN KOJA. BITKOWH 1 iHIIII KPUNTOTPAH3AKI(li 3aMiHIOIOTh
JOTOBIpHI yrojau 3 OaHKOM 1 3 THIIMMU JIFOJIBMH Ha PO3TMOJUICHY 1 3aXHIleHy 0azy
JAHWX, sSKa HAa3WBAEThCS OJOK-TaHIIOKKOM. [Ipomec Bepudikarii, 3a 7J0OMOroxo
AKO1 BOJIOAIHHS TOKEHOM OITKOWHIB Oyje MEepexXOJUTH BiJ OJHIET JTIOJUHU 0
1HIIIO1, TOBIPSIETHCS MEPEKI KOMITFOTEPIB.

Maiixe depe3 10 pokiB micisi CTBOpEHHs MepHIoro OJokYeiHa B ¢opmi
KPUIITOBATIOTH JIIOJIA JIOCUTH YCHIITHO 3aCTOCOBYIOTh HOTO 0 COIaJIbHUX
MPOIIECIB 1 SABUII, € MOXHA 3aMIHUTH TocepenHukiB Ha blockchain. BxmtounBmm
MiHIMaJIbHY (DaHTa31t0, MOKHA 3alPOTIOHYBATH TUCSYl MPOEKTIB JUISI 3aMiHM Ha
blockchain 3aBxkau HOpOTHX MOCEPETHUKIB MiX MPOJABIIEM 1 MOKYIIEM TOBapiB 1
MOCIIyT: TPOMOHYBaTH O€3MOCEpPEeHbO PO3Baru, MOJOPOXKI, aTPaKIiOHH,
tenebadeHHs, (GUIbMHU, KOHILIEPTH, CIIOPTHUBHI 3MaraHHs, KBUTKH Ha TPaHCIIOPT.
[Ipu 11bOMYy HE 3UIMIIUTHCS MICLS HE TIIBKM OaHKaM, ajie 1 TAaKUM cepBicaM, SK
Uber, Netflix.
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3rajaHi JOJaTKW € NpHUKIagaMH Mociyr, nodynoBaHux Ha Ethereum
blockchain mmardgopwmi, sika nucCTaHIIKHO BHUKOHYe software Ha po3MOJiTIEHIM
KOMIT'FOTEpHIM cucTemi, Ha3BaHii Ethereum Virtual Machine. Ethereum blockchain
KiOeprnpocTip, 0 Mae CBOK KpunrtoBaitoTa (ethers), € HallOUIbII BIAKPUTUM JJIS
MPOBEJICHHSI €KCIIEPUMEHTIB 3 OOKY YHCJIEHHUX TPy AOCIHIIHHUKIB, SIKI XOUyTh
sminuta cBit. Jligepu IT-iHgyctpii Takoxxk TparoTh Ha cropoHi blockchain.
Microsoft mnponoHye cBOIM KII€HTaM 1HCTPYMEHTU [JIsi EKCIEPUMEHTIB 3
blockchain B xmapi Azure. IBM, Intel Ta v komnasnii nigTpumytots blockchain
3 BIAKPUTUM BUXIIHUM KOJ0M B mpoekTi Hyperledger, MeToro akoro € cTBOpeHHs
apxiTexktyp s Oi3Hec-opieHTOoBaHMX blockchain. Tum wacom Oarato XTo 3
HalOUbIIMX OAHKIB CTBOPWIIM BiacHy Bepcito blockchain, Hamararouuck o4onuTu
YCHIITHUN PO3BUTOK 1 mpocyBaHHs TexHodjorii. [Ipore mpoektu blockchain mie ne
PEBOJTIOIIIOHI3YBAM KOJHY Taly3b, SIK TOro 0 XoTijgocs i TBopusM. 3TiAHO 3
nanumu Blockchain.info, kpuntoBanoTa BUKOPUCTOBYETHCS B CIIIBTOBAPHUCTBI, 110
cknagaerbes 3 375000 4onmoBik 3 1HTErpaJbHUM PIBHEM Cryptospace-Kamitaiizarii,
piBHOMY 400 MITTBSPAIB JoJapiB
[https://www.youtube.com/watch?v=UaCAHbOQQag&t=]. Are JOJTapH
1HBECTOPIB HE3MIHHO JOPOKYalOTh, @& MAacH HOBHX MPOIO3HIII BUHUKAIOTH 3
HeBUUepIHOro pKepena blockchain, OuTbmIiCTh 3 SKMX MOKH HE CIPUUMAETHCS
013HEeCOM 1 HAYyKOBUM CITIBTOBAPUCTBOM SIK O€3aJIbTepHATHBHE MAiOyTHE.

[Tepma 1mudpoBa BamoTa mpaloBajga 3a MPUHIMUIIOM: TpoII — I
IHCTpyMEHT OOJIIKy 1 abcTparyBaHHsI BapTOCTI TOBApiB 1 MOCIYT MPHU 3IMCHEHHI
omepariiii. I'porri € iCTOpUYHUM METPUYHUM TOCEPETHUKOM ISl €KBIBAJICHTHOTO
oOMiHy ToBapamu 1 mociyramu. Bomominusa (izmuHMMH 3HakKaMu ab0 MOHETaMHU
pPIBHO3HAYHO BOJIOJIIHHIO MaTepialbHUMHU TOBapaMu abo mociayramu. Ko
3aMICTh  TPONIOBHMX 3HAKiB CTBOPUTH  TAOJNWIFO YYaCHHKIB  3aKPUTOTO
CITIBTOBApPUCTBA, Jie OYyJIyTh MPOIHCAHI PaXyHKH KOXKHOI JIOJUHHM, TO (Hi3W4HI
OaHKHOTH 1 MOHETH CTaHyTh HemoTpiOHMMU. baHku BXe YaCTKOBO
TpancopMmyBasin (Hi3uuHy BadOTy B IIM(pOBI 3anmucu 0OpOOKHM TpaH3akKIii B iX

3aKpUTHX  cuUcTeMax. bBITKOWH  3aBepIIMB  NEPETBOPEHHS,  CTBOPHUBIIU

78



yHiBepcasibHuM nudposuii ledger (Oyxranrepcbky KHUTY), Tak 3BaHuit blockchain,
Jie 3MIHU MOXYTb OyTH 3p0OJieHI TUIBKHM HIUISIXOM JOJaBaHHS HOBOTO 3aluCy B
KiHenb OnmokoBoro JaHIrokka. Blockchain  OiTkoitHiB, Ha BiAMIHY BIiJ
OyXraiaTepChbKUX KHUT, MIATPUMYBAHUX TPAAULIIHHUMH (PIHAHCOBUMH YCTAaHOBAMU,
PEIUTHIIIPYETHCS HA MEPEKEBUX KOMIT'IOTEpax 1 JOCTYITHUAN JTsI KOYKHOTO YYaCHUKA
3aKpuTOi ab0 BIAKpUTOI Mepexi. Kiac ydacHHMKIB Mepexi, Kl Ha3HBaIOThCS
MaifHep, BIJAINOBiAa€ 3a BUABJICHHS 3aIllUTIB Ha TPaH3aKIli BiJ] KOPUCTYyBadiB, iX
MIepeBIPKY 1 10/1aBaHHS HOBHX OJI0KiB B blockchain.

Banipamiss BUKOHy€e NEpEBIPKY CHPOMOXKHOCTI TMOKYIIS, SIKHM BOJIOJIIE
OITKOMHAMU B CBOIlM TpaH3aKliii, skl BIH HE BUTPATUB B 1HILIOMY Micili. BiacHiCTh B
blockchain nanioxky O1TKOWHIB BUBHAYAETHCS MAPOIO0 KPUNTOrpadiuHUX KITHOYIB.
[lepmuii, BIAKPUTHUM KIIOY, 3HAXOAUTHCS B OJIOKYEHHI MJIsI BCIX YYaCHHUKIB.
Hpyruii € 3akpuTHM KItoueM, SKWW BIIaCHUK 30epirac B Oesmemi. J[Ba kiroui
3HAXOMAThCS B CHEIIaAIbHOMY MaTeMaTUYHOMY BIJHOIIEHHI, fSKE pPOOUTH iX
KOPUCHUMHU U711 mHQPPOBOrO MiANMUCY Tpan3akmii. Ock sIK 1€ BiIOyBa€ThCS:
KOpHUCTYBad (hopMye TOBiJOMIICHHS, 00'€JHYE HOTO 31 CBOIM OCOOUCTUM KITIOUEM,
BUKOHY€ TEBHI MaTeMaTU4HI OOYMUCIIEHHS JJI1 OTPUMAaHHS JOBroro 4yucia. byas y
KOTO € BUXIJHE IMOBIJOMJICHHS 1 BIAMOBITHUN BIAKPUTHI KIIIOY MOXE 3pOoOUTH
JesKl BJIACHI OOYMCIICHHS, 00 JOBECTH — JOBIe 4YHCIO OyJI0 CTBOPEHO 3a
JIOTIOMOT'O0 3aKPHUTOTO KJto4a. Y OITKOWHIB TpaH3aKIIii MiAMUCYIOThCS 3aKPUTUMU
KIIFOYaMHU, K1 BiJIIOBIIAIOTh BIIKPUTOMY KITFOUY, TIOB'SI3aHOMY 3 MaTepiajlaMH, 1110
BUTPAYAIOThCA MOHETaMH. | KOoiu TpaH3akiis oOpoOIsS€ThCA, MM MOHETaM
MIPUCBOIOETHCS HOBUH BiAKpuTHUM Kiatod. [omoBHa poab blockchain-minepis
noisrae B 3a0e3meueHHl HE3BOPOTHOCTI HOBHUX TPaH3aKIliid, MO poOUTH iX
OCTAaTOYHHMMH 1 3aXUIIECHUMHU BiJ] HECAHKIIIOHOBAHOTO JIOCTYIy 3 OOKY XakKepis.
biTkoliH He Mae IeHTpai3oBaHOI BIaaAW I AOTPUMAaHHS TpaBWi. MailiHepu
MpaIoTh AaHOHIMHO B YChOMY CBIiTi, B TPOCTOPiI PI3HOMAHITHOCTI KYJBTYD,
MPaBOBHX CHCTEM 1 HOpPMATUBHHUX 3000B's13aHb. TOMy HEMae MPOCTOro (Hi3UYHOTO
croco0y TPUBEPHYTH KOPHUCTyBauda-MOPYIIHUKA 0 BianoBiganpHOCTI. [I[06

3a0€3MeUnTH JIETITUMHY TIOBEIIHKY JIFOAWHHU, Bitcoin BUKOPHUCTOBYE CXeMmy,
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Ha3BaHy JIOKa30M BHMKOHAHOi pOOOTH, $SKa BIANOBIA€ BIIKPUTOMY KIIOUY,
MOB'SI3aHOMY 3 MaTepiajamMu, 110 BUTPAYAIOThCS MOHETaMHU.

VY  BiIKpUTIH dYacoBOi Mepexi MalHepu 3amycKalTh OITKOWH-KOI,
OTPUMYIOTh HOBI TpaH3aKIlii 1 30UparOTh iX JUIsi CTBOPEHHSI HOBOTO 0J10Ky. Malinep
KOHKYPYIOTh OAMH 3 OofHuUM. llepminii, XTO CTBOpPUTH MIMCHUN OJIOK, OTpUMYE
oruiaty B OITKOIHI 3a 10 Mocayry. BaxiuBo, o0 BCi MiHEpU B Mepexi OITKONH
Majid OAHY 1 Ty > KOO OJOK-JaHIfora, a BCl 3MIHU 1 TpaH3aKlii HE3BOPOTHI.
o6 cuHXpOHI3yBaTH BCIX MIHEPIB, HEOOXIAHO JOpPOre MporpamMHe 3a0e3neYeHHs,
BEJIMKI OOYMCIIOBAJIbHI 1 €HEPreTUYHI MOTYXKHOCTI JJisl JIOJAaBaHHS JIOPOTHUX 3a
BUTPATAMU 3MIH B HOBHUX OJOKax.

bynp-akuii MaiiHep, SKUW HaMaraeTbcs J0JaTH HOBUU OJIOK, MOBUHEH
HaJaTH KpUOTOrpadiyHUil T0Ka3 MUITXOM TMEPETBOPEHHS HOBOTO OJIOKY 3a
JIOTIOMOTOI0 JIEKUTPKOX OOYMCIIOBAIBHO CKJIAIHUX PAYH/IB BU3HAYCHHS XEIll-
¢bynkmii. Blockchain Bumarae, mo0 oTpumMaHu{ Xeml TMMOYMHABCA 3 TIEBHOT
KiTbKocTi HymiB. [lepmuii maiiHep, KU 3HaXOIUTh 3aI0BUTHHUN XEIIl, OTOJIONIYE
HOBUH OJIOK IHIIMM KoJieraM, siKi MepeBIpAIOTh KO 1 JOAAr0Th WOTO A0 MOBHOI
Bepcii blockchain, siky BOHM 3amucyloTh Ha CBOIX KOMI'FOTE€pax. 3a BUKOHAHHS
naHoi poOOTH MallHEp OTPUMY€E BUHATOPOTY, a TAKOK TOHOPApH 32 BOJIOHTEPCHKUN
BUJIOOYTOK «KOpHCHHX Komanuny. [Ipukinan: € 3aMok, sikuil moTpedye Kiroda s
3aKPUTTSI, 1 € 03719 KIIOYIB B PO3MOPSIIKEHHI KOPUCTYBada. 3aBJIaHHs MOJISITAE B
MOIIYKY TPaBUJIBHOTO KJIIOYa 3a MareplajabHl CTUMYJH, SKUH TIOTIM CIiJ
3aJIMIIUTH B 3aMKY,

biTkolH-MaifHEpH 1THBECTYIOTh PECYPCH B MEPEXKY, IKY BOHH OOCITyTOBYIOTb,
B YaCTHHI €JIEKTPOCHEPrii Ta KOMI'IOTepHOTro obJjiagHaHHsa. ToMy BOHU HE CXUJIbHI
MOIIKOAUTH BANIOTY OYyJb-SIKUMH JISMH a00 30BHINIHIMH aTakKaMH, SKI MOXYTb
MOCTABHUTH ITiJI CYMHIB IIJIICHICTh OITKOMHIB 1 1X BajigHICTh. YCIIIIHICTh aTaK Y
MIpy 3pOCTaHHS MEPEKi 3MEHIIYEThCSA, OCKUIBKA BapTICTh 3MIHU BMICTY CTapuUX
OJIOKIB 30UIBIIYETHCS 3 KOKHHUM HOBUM OJIOKOM, SIKUH JOJAETHCS B JIAHITFOXKOK.
Hanpuxknan, apyruit 610K MICTHTh XeIlI TUTBKH MEPIIOro. byab-sSKi 3MiHU B CTapuX

0JIoKaxX MPUBEAYTHh A0 HEAIMCHUM XeI JIsl BCIX HACTYMHUX KOMIIOHEHTIB. OTXke,
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HEMOXKJIMBO BCTaBUTHU (IKTUBHI MoJu]ikallii B monepeaniii 010k 6€3 MOBTOPEHHS
Bci€l poOOTH, sika OyJia BUKOHAHA MICIsl CTBOPEHHS 1boro Osoky. KoHcTpykiis
OJIOKYBaHHS B KiHII1 JIAHITIOTA 3aJI€KUTh B1J] YCIX 3aMKiB, K1 Oy 3po0jeH] nepen
Hero. ToMy 3MiHa OJHOTO 3aMKa B CepeHbOMY OJIOIl JIAHIIOKKA O3HAdae
HEOOX1HICTh MOIIYKY HOBUX KJIIOYIB JUIsl KOXKHOTO OJIOKY Micisi HbOTo. SKIo €
KOPHUCTYBa4, IO BOJIOAIE HAIMOTYKHUMU OOYUCITIOBAILHUMH PECypcaMu, TO
XaKepchbKa aTaka 31 3MIHM 3alKUCiB MOXKIIUBA.

Caromnri CTBOPUB TEPITY KUTTE3ATHY OJHOPAHTOBY IU(MPOBY BaIOTy. Alle
roJIOBHE, BIH BUPIIIUB OUIblIE 3arajbHy MpoOJieMy KOHCEHCYCY, sIKa MPOTSIroM
JNECATWIITh JApaTyBajia COIL1adbHO-KOMIT'IOTEPHUX BUEHHMX. BITKOWH mpoTsIrom
OCTaHHIX JECATH POKIB HAJIMHO CTUMYIIOE JO aKTUBHOCTI MEpPEXY MOTEHIUINHO
HEYECHHX aHOHIMHHMX YYaCHHUKIB JUIsl YeCHOI 0OpOOKM TpaH3aKIlii 1 3a0e3neYeHHs
€nnHOI Bepcii BCiX mofiid. Pe3ymbraToM € TOCTIMHO 3pOCTalouuil JaHITIOKOK
JaHUX, SIKAW Oyb-sIKWI KOPUCTYBay IHTEPHETY MOXKE TIEPEBIPSITH 1 JOTIOBHIOBATH,
a TaKOXX TOH, 1110 ChOTOHI € HEMMOBIPHO 3aXHUIIICHUM BiJl aTaKH.

Blockchain cuctema moxe OyTu KopucHOrO HabaraTo Oiibile, HiXK TIPOCTO
rpOIIOBi BimHOIIEHHST 0e3 mocepenuukiB. [licnsa ycmimHoro 6iTKoWH-1E0I0TY 10-
CIITHUKU PO3MOYaId TEHEpYyBaTH 1HII PUHKOBOOPIEHTOBaHI JOJATKH Ha OJIOK-
yeitH-matdopmi. Ko maitHepu mepeBipsArOTh TpaH3aKilii, BOHH 3alyCKalOTh He-
BEJIMKI MpOTpaMu, ki 0OpoOISIOTh TaHi 1 HAAAIOTh «TaK-H1» €KCIIEPTHUN BHUCHO-
BOK 3a 3alUTOM TpaH3akiiii. BoHM MOXyTh 3amyckaTtu OUTBII CKIIAHI MPOTPaMH,
TaKi K COLIAIbHI MepeXi, OHIaH-GOPYMH, YIIPABIIHHS COI[iaIbHUMH TpyHaMu 1
Jiep>KaBaMH.

Jlnst mompeHHs OITKOWHY Ha 1HII cdepu JII0ACHKOI AiSIbHOCTI OYB 3ampo-
noHoBaHii Ethereum, mo BuxkopuctoBye Onok-maniror. Ha Bigminy Big Bitcoin,
Ethereum BHKOpHCTOBY€E TpaH3akKIlii, SKi € MIHITPOTPaMHUMHU a00 1HTEJIEKTYyallb-
HUMH KOHTPAaKTaMH 3 HEOOMEKEHHM CTYIIeHeM CKiIagHocTi. KopucTyBadi MOXYTh
B3aEMOJIISITH 3 MPOrpaMaMu, 3aBaHTAXYIOYM B HUX TPaH3AKIIII 3 IHCTPYKIISMU, SKi
00poOssItoTh MiHepu. Ha mpakTuill 11e o3Hadae, mo Oyab-aKuidi KOPUCTYBa4 MOXKE

BOyJyBaTH MPOTpaMy B TPAH3AKIN 3 YIEBHEHICTIO, 110 BOHA 3aJIUIIUTHCS TaM
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HE3MIHHOIO 1 JIOCTYNHOK s BCiX YywacHuUKiB. TeopernuyHo Ethereum wmoxe
3aminuTH Facebook, Twitter, Uber, Spotify abo Oyap-sKy 1HIIy HHQPOBY CiIykO0y
HOBUMHU BEPCISIMU, K1 OyAyTh HEAOCTYIIHI JJIs LIEH30PIB 1 IPO30p1 IS BCIX ydac-
HUKIB, IPAIIOI0YM HECKIHYEHHO B 4aci MpHU BIJICYTHOCTI po3poOHUKIB. [[uBHO, 1110
MOXHa TTOMICTUTH KOMM'toTepHy nporpamy B Ethereum mepexy, e BCl yuacHUKHU
B CHCTEMI MOXYTh JOMOBUTHCS TPO Te, IO 1 KOiu Oyae BiOyBaTHUCS B MEPEXKi.
3acHoBHuK Ethereum, Joseph Lubin, Tenep 3amyckae Consensys — Brooklyn-based
1HKyOaTOp /I ACHEHTPaTi30BaHUX J0/aTKiB. DakTUYHO MOKHA CTBOPIOBATH 1H-
bpacTpyKTypH AJi1 HAKONMUYEHHS Ta OOMIHY OyAb-SKMMHU TOBapaMHU 1 MOCIyramu,
OpraHi3OBYIOUM ClelliajdbHI 1 YHIBepcaldbHI Mepexi Ha ocHoBl blockchain-
KyJIbTYpH.

Obnixosuii 3anuc abo Permissioned Ledger. TlapanensHo 3 Ethereum-
MPAKTUKOIO BUKOpHCTaHHS TexHosorii blockchain ams crtBopeHHs TI06ambHOTO
KOMIT'IOTEpa, iCHy€e 3BOpPOTHA TEHACHINIS, ITOB'S3aHA 3 pealli3alli€lo 3aKpHuToi 1
KOHTpodboBaHOi Mepexi Caromri. ['pyna ¢inancoBux incturyTiB (Barclays,
Goldman Sachs i JP Morgan) B 2014 porii cpopmyBana KOHCOPIiyM ITiJi HA3BOIO
R3 g  miaBuimeHHs e(QEKTHMBHOCTI IUTATSXKIB MDK OaHKaAMHU  IIIIXOM
BripoBapkeHHs blockchain. Crano 3po3ymino, mo BigkpuTa cTpyktypa blockchain
(OiTKOMHIB 1 edipiyM) cynepeuuTh iXHIM MOTpedaM: aHOHIMHICTh KOPHCTYBadiB,
SAKi Ha BIAKPUTHX OJIOKOBHX JAHIIOTaX MPEACTAaBICHI OyKBEHO-IIU(DPOBUMU
3arajJpHOIOCTYTHUMU ajpecamu, 6e3 iX aBTeHTHYHOCTI CylepeunTh OaHKIBCBKOMY
3akoHonmaBcTBy B Cnomyuenux I[lltatax 1 B iHmuX kpaiHax. bankam BaxJImMBO
3HaTH, XTO € iX KJII€EHTaMU 1 KOHTpareHTamu. (DiHAHCOBI YCTAHOBH HOPHUIUYHO
3000B's13aH1 3aXHIIATH JIaHI MPO BKJIATHUKIB 1 KOHTPOJIIOBATH iX TpaH3aKIlii 3a
MDKJIEpKaBHUMHU 1 perioHanbHUMH JiHIAMH. [lyGmiuni blockchain perikyroTh
3amuC TPaH3aKIlii Ha KO)KHOMY KOMIT'FOTEPl B MEpexKi, IO POOUTh HEMOXKJIMBUM
OOMEXHUTH 30epiraHHs JaHUX MPO TPaH3aKIi NMPU BUKOPHCTAHHI TEXHOJIOTIl
OJIOKOBOTI'O JIAHIFOKKA B OaHKaX.

B pe3ynbTaTi 3'1BUBCS MiAX1a «I03BOJICHOI KHUTH» B TeXHOJOT11 blockchain,

Jie B1IoMi i1eHTH(iKaTOpH JIF0IeH, 1110 T0AaI0Th OJIOKH, a JaHl B CUCTEMI JOCTYIIHI
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TUIBKH JIJIS OKpEeMUX Mpu3HaueHuX oci0. OCKUIbKY MPaBO CTBOPIOBATH HOBI OJIOKH
BU3HAYAETHCS JIIOJbMH, SIKI 3alyCKaloTh KOJ, a HE BHIMAJAKOBO, TO HEMae
HEOOX1AHOCTI B MEPeBipill BaIAHOCTI KPUNTOBAIIOTA NpH oruiaTi. Taka cuctema
(manmpukinan, Corda) BUKOPUCTOBYETHCSA B CHUTYyallisiX, KOJM BCl YYaCHHUKHU
OJIOKOBOTO JIAHIIOTA MalOTh MEBHUM CTYMIHb JOBIpH, ajle XOUYTh 3MOJICTIOBATH
MOCJIYTU HEUTPANbHOI TPEThOi CTOPOHM (OaHKIB) MPU PETYJIOBaHHI MIXKHAPOJIHUX
0aHKIBCHKUX TIEPEKa3iB.

[Tiaxia «103BOJICHOT KHUTHY TOIIUPIOETHCS 3a MEX1 OaHKIB B 1HIII Taly3i,
SAKI € OXOPOHILSIMH KOHGIICHIIMHUX MaHUX KJI€HTIB. barato 3 mux MNpOEKTiB
o0y 0BaHi 3a IOMOMOTOI0 1HCTPYMEHTIB, 1110 HajaoThest Hyperledger mpoekTom 3
BIAKpUTUM BHXIJHUM KOJOM, OpraHizoBaHuM (onaom Linux 1 miaTpuMyBaHUM
BENTMKUMH TexHonoriunumu (ipmamu. Hyperledger cTtBOproe mpomykTd mis
KOMITaHi#, SIKi XO4yTh MPAIFOBATH 31 CMApPT-KOHTPAKTaMU, aJie HE HABaAXYIOTHCA
BukopuctoByBatd  BigkputTi  blockchain  (Ethereum, Bitcoin)  wmepexi.
«KopuctyBaui moBUHHI MpUIMATH HOPMATHBHI BUMOTH, IO MPEI SBISIOTHCS /10
TaKuX OpraHizaiii, sk OaHKH, CTpaxOBI KOMIIaHIi 1 Tamdy3i OXOpOHHU 3I0pOB'S.
OcraHHI HE MOXXYTh JIO3BOJIUTH COO1 pU3UK 1 HEBU3HAYCHICTD, SIKI CYITPOBOIKYIOTh
Bimkputi cuctemu» (J>xkonatan JleBi, aBTop Hacera-cucremu ympaBiiHHA
JOCTYIIOM /10 OJIOKOBHX JIAHITIOTIB).

3'enHaHHs cMapT-KOHTPakTiB 1 blockchain Bumarae miATpUMKH TEXHOJIOT1H
Uit BUpieHHs 1ol Hu3ku npobiem. Blockchain mMepexi He MOXyTh 30epiratu
CTPYKTYpPH BEJIMKHX JIaHHWX, SKi BUMararTh perunikaiii. Hanmpuknan, HEMOXINBO
MOIIMPIOBATH TIOTOKOBE BifIcO 3a OJOYHHMM JIAHITIOKKOM, IO MICTUTh MIJTBHOHU
By31iB. llle ogHa mpobiema cMapT-KOHTPAKTIB MOJisArae B ToMy, 1o blockchain xe
MOX€ MOHITOPUTH pealbHUN CBIT, TUIBKM BipTyadbHui. Hampukman, sKkmio
PO3yMHHUH KOHTPAaKT - CHCTeMa CTPaxXyBaHHS MOJbOTHUX KBHUTKIB, BIH TMOBHHEH
3HATH, KOJIU JIITAaK 3JICTUTH 1 mpu3eMinuTbes. Tyt blockchain moku He mae yHKITIH
3alUTy BIJAMOBIIHUX BeO-CaTIB MpO BHUAAUY IMOJBOTHOI iHGOpMaIli, SKy BIH
MOBUHEH CEMaHTHYHO po3imudpysBaru. s 11boro moTpiOHi po3yMHi JTOIIOBHEHHS

no blockchain y Bummsiali XmapHuUX CepBICiB a00 MPOrpamMHUX JOJIATKIB.
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Po3poOuuku moBuHHI cTBOproBaTu blockchain mms 30epiranHst 1 JocTymy A0
JTaHUX, 3aXUIICHUX BiJ ypa3IUBOCTi, IEH3YPH 1 IECTPYKTHBHUX IPOHUKHEHb.
[Ipobniema 30epiranHst JaHUX MOXKe OYTH BHUpillIeHa 3a JOMOMOIOK0 PO3MNOAICHUX
JeueHTpanizoBanux xmapHux cucteM Labs Interplanetary Database abo Storj Labs.
BoHu 103BOJIAIOTE KOPUCTyBauaM 3/1aBaTH B OPEHIY 3alBHIl MPOCTIp HA CBOIX
KOPCTKUX JHMCKax. Taki po3moAuIeHl Mepexi MNpuiaTtHi Uil  CUCTEMU
IHTEJICKTYaJIbHUX KOHTPAakTIB Ha ocHOB1 blockchain, ne mani OyayTh HagMipHO
30epiratucs Ha 0e3:114l KOMIT'IOTEpIB IO BCbOMY CBITY 1 3aBXKJIHU OyAYTh IOCTYIIHI
IEH3YPI.

Immopt manux B blockchain 3a1HCHIOETBCS B PEXHUMI pPEATBHOIO 4Yacy
«OpaKyJiaMu», sIKl OTPUMYIOTh OIJIATy 3a HaJIMHUM 3alUT JXKEepell TaHuX 1 mojady
iX Ha CMapT-KOHTpakTH B OJIOK-TMaHIIOKKY. Hampuknan, opakym Town Crier
MpU3HAYCHUN N7 BBEJICHHS JaHUX B OJIOK-TAHITIOKOK 3 HAJIWHOTO JDKEpena Ha
OCHOBI JOBIPYOTO KPUMNTOTPAGiYHOrO MPOrpaMHOTO 3a0€3MEeUCHHs Ha MPOIECopax
Intel. Omxe, TtexHonoris blockchain moBMHHA HOMOBHIOBATUCS PO3YMHUMU
mporpaMHUMHU ab0 XMapHHMH cCepBicamu, siKi OyayTh BpaxoBYyBaTH crenudiky
KOHKPETHOT Taly31 JIOJCHKOI JiSITbHOCTI.

Jle B3sTh rpomm juis peanizaiiii blockchain TexHomorii, mo6 3amiaTuTa 3a
TEXHIKY, CEpBICH Ta TNIMOOKI HayKoBi gociimkeHas? CTBOpeHHS HOBUX (YHKIIIH,
AITOPUTMIB 1 apXITEKTyp nependadae Bizyaizailito ad0 3HHIIECHHS IHHUX JaHUX,
Ha OCHOBI SIKMX BWJKHMBaIOTh Oarato mianpuemcTB? Ethereum noBipsie mani TuM
monsaM, ki ctBopuin blockchain. Komnanis He Moke BHUHTH 3 pamMok Oi3Hec-
MOJIeIi, sika 30upae 1 Mpoaae TOBapH 1 MOCIYTH, Ma€ 1CTOPIO MOKYIIOK 1 JIaH1 Mpo
Micie3HaxomkeHHss mapTtHepiB. Kowmmanis blockchain  He Moxke Takox
MOKJIaaTUCS Ha OOMEXEHE BOJIOJIHHS CBOEI 1HTEJIEKTYaJIbHOIO BJIACHICTIO,
OCKUJIbKH TIPOTrpaMy Ha BIAKPUTOMY OJIOKUEHHI JOCTYITHI JUIS 3arajJbHOIO OTJISY.
Boxe 3'SIBUBCS MOTEHIINHUN MeXxaHI3M (piHAHCYBaHHS IMAMPUEMCTB 3 MPHUB'I3KOIO
no blockchain, HasBanuii nmpomnosuiieto MoHet Initial coin offering (ICO), sikwmii
BUSIBUBCSl MPUOYTKOBUM, X04Ya 1 IOPUJIUYHO CYMHIBHUM. ['pyrnu, mo ¢iHaHCYIOTh

npoektd 3a gomomororo [CO-3ajlydeHHS 1HBECTHIIH y BHUIJISII MPOJAKY

84



KopucTyBauaM (pikcOBaHOI KIJTbKOCTI HOBUX KPUIITOBAIIOT, PO3POOIISIIOTH PO3yMHI
KOHTPAKTA Ha OCHOBI BHKOPWCTAHHS MOHET Il TMOKYNKW aonatkiB. Lli rpymwm
CTBOPIOIOTH MOHETH JI0 3aIyCKY MPOEKTY, SIKi MPOAAIOTHCA Ha BIAKPUTOMY PUHKY.
Hampukiaza, >KeTOHW mJis TPOi3Ay B METPO BHITYCKAIOTHCS 1 MPOMAIOTHCS JI0
noizaku. Ile mae MOXIMBICTH, 3aMICTh TOIIYKY 1HBECTOpa, HAJAPyKyBaTH Macy
MOHET (BJacHy BaJIOTy) Il TPOJaXy HACeJIeHHI0, $KI MOTIM MOXYTb
peanizoByBaTUCA 3a ILlIHAMHU, OOYMOBJICHUMHU BapTICTIO TMOI3AKU Ha METPO.
Cporoani moHaja MiBMUIbspAa JoJjiapiB obOepratroThesi B blockchain-kommanisx
IUISIXOM IPOJIaKy TOKEHIB, SIKI B OCTaHHI K1JIbKa MICSIIIB CTaJly MOMITHO 3pOCTaTH
B I[iHI 32 pPaxyHOK MOSIBU HOBUX 1HBeCTHULIHHMX mpomno3uiliid. Blockchain mpoekt
i1 Ha3Bolo Tezos HeJaBHO BCTAHOBUB peKop/, 310paBmu Oiabie 200 MUIBHOHIB
nonapie 3 ICO, ITO (mpomax TtokeHiB). I[liampuemmi blockchain nacmpami
JEMOHCTPYIOTh ~ CKYMHICTh 1  JKamiOHICTh  (PIHAHCOBUX  IHCTUTYTIB, IO
BUKOPUCTOBYIOTh CTpPaHAApTHI BANIOTH, HiATpUMYyBaHi ypsaom. Komm rpomri
MOYMHAIOTh TEKTH B 1HIMWK OlK, YAHOBHUKH CTAIOTh OJIHAKOBO HE3TOBIPJIWBUMU
1010 TPOMAJICBKOCTI, 3 SIKOT BOHU BUUIIUIH.

Jesiki excriepTd cTBepKyr0Th, 1o [CO, K HOBUI KJac 1HBECTHIIIITHOTO
IHCTPYMEHTY, HACTUIbKM  pYyHHIBHA, sK 1 (iHAHCOBaHI 3a JaHOI CXEMOIO
nonatku. «['pomri He € KOopeHeM ychoro 37a. PiBHICTH € KOpEeHEM yChOTO 371ay,
ropoputh Joel Monegro, 3acHoBHuK (ouay Placeholder, opientoBaHoro Ha
texnonorii blockchain. HMoro aprymenT monsrae B TOMy, IO HaJaHHSI
3aCHOBHHMKAM 1 CIIBpOOITHUKAM aKIlii KOMMaHIi CIOHYKae iX HaKONMUYyBaTH
0ararcTBO, a HE BUKOPHMCTOBYBATH HOTO JJIsI MOJIIIICHHS CBOiX MOoTped. MoHera,
MpU3HAYeHa ISl J0JIaTKIB, € HEe TUThKH (PIHAHCOBUM 1HCTPYMEHTOM, a i 3acoboM
JOCTYNy JO TEXHOJOTii. 3 1bOr0 BHIUIMBAE, IO YHM OUIBIIE JIIOJIEH
KOPUCTYIOTBCSI TOCIYTOl0, THUM OUIBIIUM Oyje COIliaJbHUM TOMUT Ha TOKEH,
HEOOXTHUHM Il AOCTYIy 10 Iri€i mociayrn. «CTUMys KOMITaHIl TojsArae He B
OTpUMaHH1 OLIBIIOTO MPUOYTKY, a B OTPUMaHHI OUIBIIIOT0 BUKOPUCTAHHS TOKEHA
Ha OCHOBI MacOBOCTI peaiizarii mociyru cepen HaceineHHs». Crnomydeni [lraru,

nMoBipHO, OyayTh 3abopoHsaTH [CO-TeXHOJOriI0, OCKUIBKH OaraTo XTO 3
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PO3MISTHYTUX TOKEHIB MOTPAIUISIIOTh B KAaTEropild IIHHUX MamnepiB 1 MOBUHHI
MIIKOPATHCS ICHyHOuMM TmpaBwiaMm. HeoOxinmno, mo6 Bitcoin 1 Ethereum
(GyHKIlIOHYBanu B OUIbIIMX  MaclTabax, a  MIJNPUEMCTBAM  CIIiJ
JELEHTPAaII30ByBaTH OLIbIIEe KPUNTOBATIOTH 1 3a0e3meuyBaTh KOHQIICHIINHICTD
JaHUX. 3 OTJISiy Ha BelWuye3Hl cyMmH BKIanaeHux B blockchain rpomieit, HeoOxiaHO
3aJly4yaTd HOBUX KOPHCTYBAUiB,

JleueHntpamnizaiis BaJIOT B  TINIOOaJIbHOMY  MacmTabi Ha  OCHOBI
BIPOBA/PKEHHSI B MPAKTUKY bitcoin € MOpadbHOIO aJlbTEPHATHUBOIO PO3BUTKY
JIOJICTBA, SIKa TOKH 10 HE MOXE NPOMOJEToBaTH MailOyTHboro. OnHaK 3
MOCTYJIaTiB 1 BU3HAYEHb MOCTYMNOBO CKiaAaeThcsi KaptuHa blockchain kynbTypu,

MpEJICTaBICHA Ha pUC. 2.4.

Metric of Blockchain Social Computing
Blockchain vs Blockchain vs Blockchain: Smart Contract:
State Currency [T State Officials Human-free = Intermediary-free
Governance Monitor-Control
Blockchain: Blockchain: Blockchain: Blockchain:
Officials-free 4+ e-Document Peer-to-Peer 4 Crypto-protected
Cyber State Circulation User Network Replicated Data
Blockchain: Quant-Blockchain; | Blockchain Hash Blockchain vs
Block Validation Cyber Security Penetration
Blockchain vs Blockchain Blockchain: Blockchain:
Wars and — eliminates any Moral Relations * Global Mass
Revolutions Intermediary between People Services

Pucynox 2.4 — Metpuuni napamerpu corianpHoro blockchain-xkomm'torunra

1) KpunroBamtorn 37aTHI KOHKYPYBaTH 3 HAIIOHAJIBHUMH BAJIOTAMHU 1
MHUPHO 3aXOIUTIOBAaTH (PiHAHCOBY, MOJITUYHY, €KOHOMIYHY, 3aKOHOJIaBUy BJaay
TOTaJIbHO a00 B OKPEMHX CETMEHTax JIIOJIChKOI misutbHOCTI. 2) KoxkHa corriaapHa
rpyna, sika Ma€ CHiIbHI IHTEPECH, MOXKE CTBOPIOBATH BIIACHY KPUIITOBATIOTY IS
oOMiHYy TIEBHUMH TOBapaMmH 1 MOCIyraMu 0€3 BUKOPUCTAHHS 30BHIIIHIX BaJIOT. 3)
baprepHi BiTHOCHHU BCEpeIMHI 3aKPUTOT COIIATBHOI TPYMH: «TH — MEHI, S — TOO1»
€ GBUYHUN TPUXOBAHWNM BIJ CYCHUIBCTBA MPOOOpa3 KPHUMNTOBAIIOTH Oe€3
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BUKOPUCTAHHS CTAHJAPTHUX IPOIIOBUX 3HAKIB. 4) Byb-sKi KOpyMIIOBaHi1, 3aBXK]1
3aKpUTI CIIBTOBAPUCTBA JIOJEH, IO JOBIPSIOTH OJWH OJHOMY, BUKOPUCTOBYIOTH
BJIACHY BAJIOTY [ OOMIHY I[IHHOCTAMU: MPUI0aHHS MTOCAU, 3eMEIbHOI NUISTHKH,
BCTYII JI0 BUIILY, CKJIQJIaHHS ICIUTIB. 5) BUmyck KoMnaHi€lo IHHUX ManepiB, akiin
pPIBHO3HAYHUI e€Micii TOKEHIB, KpUNITOBAIIOTH 1 bitcoin. 6) [IpuBaTtu3ariss yacTuHU
JIep>KaBHOI BJIACHOCTI 4Y€pe3 BHUIYCK aKI[l aHAJOriuHa CTBOPEHHIO TUMYACOBOIi
MEpexKi, /e YYACHUKHU-AKI[IOHEPU MOXYTh KYIyBaTH 1 MPOJABATH OJWH OJHOMY
cBOi yacTku BiacHOCTI. 7) Ilo3utuBi3M cTBOpeHHs yacoBux blockchain mepex
MOJISITa€ Yy BUKJIIOYEHHI OyJb-SKUX TOCEPEIHUKIB TMPU YKIAJCHHI PO3YMHHX
KOHTPAKTIB MDK Yy4YacCHUKaMHU 3aKpuToro cmiBToBapuctBa. llocepennukamu
BHUCTYNAIOTh JEP>KaBHI CTPYKTYpPH, IPUBATHI OpraHizailii, 0aHKA 1 YUHOBHUKH, K1
BUPOOJISIOTh TOBAPU Ta MOCIYTH, IO CYTTEBO 301IBIIYIOTh HAKJIAAHI BUTPATH Ha
BeneHHss Oi3Hecy. 8) HasBHicTs MeTpuku (KpUNTOBATIOTH) BUMIPIOBAHHS
COIIJIPHOI 3HAYYIIOCTI TOBAPIB Ta MOCIYT B 3aMKHYTIH MEPEXi KOPUCTYBadiB €
ymoBoro ii icHyBaHHA. 9) Blockchain mepexa, sk cucrtema, mMae Ha MeTi
IiIBHUIICHHS SIKOCTI KUTTS Ta 30€peKESHHS €KOJIOT1] IJIaHETH MIJITXOM MOPaJIbHOTO
human-free ympaBiiHHS COIlIaTbHUMHU TIpoliecaMy 0€3 y4acTi MOCEepEeTHUKIB s
METPUYHOTO PO3MOILTY MaTepiaJbHOTO 1/ a00 BUHATOPOIM HAa OCHOBI BUYEPITHOTO
MOHITOPUHTY COIIaIbHOT 3HAYYMIOCTI 1 BepH(PIKOBAHMX TpaH3aKIiH, PO3YMHHX
koHTpakTiB. 10) Blockchain mepexkxa wMacmtabyerbest B KibepaepkaBy, e
cy0'ekTaMM BHUCTYMAIOTh KOMIMAaHIi 1 oOpradizaiii, METPUYHO PO3MOJUISIOTH Ha
OCHOBI KOHCEHCYCy TpOIi IUIATHUKIB IOJATKIB 0€3 ydJacTi IOCepEeIHUKIB.
KiGepnepxkaBa oTpuMye dYacTHHY MPUOYTKY BIiJ CyO0'€KTIB Ha PO3BHTOK 1
3a0€3MeUeHHsS] KUTTEAISUIBHOCTI comianbHOi cuctemMu. 11) CMapT-KOHTpakT —
METPUYHO PO3MOJAUICHI Ha OCHOBI KOHCEHCYCY TpoOIlll TUIATHUKIB TMOJATKIB 0e€3
ydacTi mocepeaHukiB. KibepuepxaBa oTpuMye 4acTHHY IMIPUOYTKY BiJ Cy0'€KTIB Ha
PO3BUTOK 1 3a0€3MEUCHHS JKUTTEMISUIBHOCTI comiaibHOi cuctemu. 12) Cwmapt
KOHTpakT — Ki0OepcoriaapHa cuctemMa eleKTpoHHux intermediary-human-free
BIJIHOCHMH MDK TOKYIIIIEM 1 MPOJIaBIleM TOBapiB 1 MOCIYT, peajli30oBaHa y BHIJISII

KPHUIITO3aXUIIEHOT0 MPOrPaMHOr0 KOAY, 1[0 Ma€ Ha MET1 JOCTOBIpHE BUKOHAHHS
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CTOpPOHAMH JIOTOBIPHUX YMOB Ha OCHOBI BHYEPIIHOTO MOHITOPUHTY MPOLECY
BUKOHAHHSI 3000B'Si3aHb 1 BHUPOOJICHHS aJICKBAaTHUX aKTIOATOPHUX BIUIMBIB Ha
komrnoHeHTH blockchain-indpactpykrypu. 13) EnekTpoHHHMII TOKYMEHTOOOIT —
kibepcoliaiibHa cucTeMa eleKTpoHHuX intermediary-human-free BimHOCHH Mix
MpaliBHUKaMU KOMIIaHIi Ha e-lHQpacTpyKTypi, peanizoBaHa Yy BHIJIAII
KPHUIITO3aXUIICHOTO TTPOTPAMHOTO KOAY, IO Ma€ Ha METi JOCTOBIpHE BUKOHAHHS
CTOPOHAMHM HaKa3iB 1 pO3NOPAKEHb NUISIXOM BHUPOOJICHHS  aJeKBATHUX
aKTIOATOPHUX BIUIMBIB HA OCHOBI BHYEPITHOTO MOHITOPUHTY TIPOIECY BUKOHAHHS
nokyMenta. 14) Blockchain koM'FoOTHHT — 00UUCTIOBANIBHUN MPOLIEC B 3AMKHYTIH
pO3MOAUIEHIA KiOepcoliaabHIi 4YacoBld KOMIT'IOTEPHIA Mepexi, MpU3HAYEeHIN NS
BUKOHAHHSI CMapT-KOHTPAKTIB 1 30€pEXKEHHsI PEIUIIKOBAHHS KPHUIITO3AXUILEHUX
JAHLIOKKIB 3alUCIB MpPO TpaH3akiii Ha ocHoBI human-free MoHiTOpHUHTY 1
KOHCEHCYCHOI Bajigarii KOKHOTO HOBOTO OJIOKY 3 METOIO CTBOPEHHS TOJIEPAHTHHUX
METPUYHUX JIOBIPYMX BITHOCHH, ©0€3 TOCEPEIHHMKIB, MK HEHaIIHHUMHU
y4acHUKaMu Mepexi. 15) KBaHTOBHIT KOMIT'IOTHHT, 110 HE TUTBKH CTBOPIOE 3acO0U
JUIsT  yCHINTHOTO TIPOBEJCHHS XaKepCchkuMX aTtak Ha cydacHi blockchain-
iHbpacTpyKkTypHu, aje B OUIbmIKA Mipi HaAacTh HOBI TEXHOJIOTIT HaIIHHOTO
Ki0ep3axucTy OJIOKOBHX JIAHIIOKKIB IIIIXOM BIPOBAKEHHS JIOTIKM KBAaHTOBOTO
3MINTyBaHHS, 110 JO3BOJISIE CTUCKATH MIPOCTIpP 1 9ac B CTPYKTypax nanux. 16) Xemi-
byHKIIsS sABIsIE c000r0 1UMPOBY CUTHATYPY (IKCOBAHOI AOBXKHMHH i Oa)kaHOT
JIOBroi  KIHIIEBOT BXIJAHOI IOCTITOBHOCTI OiTiB, OTpHMaHy B pe3yJbTari
MOCTIJOBHOTO  3aCTOCYBaHHS  OJHOCHIPSIMOBAHOTO  (PYHKIIIOHAJILHOTO  XOf-
mudpyBaHHs 1udpoBux OMokiB  (ikcoBaHOI JOBXHHH, TIPH  BiJIOMOMY
noyatkoBoMmy Kitoui. 17) CrtBoproeTbcsi MopalibHa KibepiepskaBa, Ae (DyHKIIT
nmocepeHuKa Y BIITHOCHHAX MiX ITpoMajisHaMu BUKOHYE blockchain mepexa.
[aTerpanbHe ysBiaeHHsa KiOepdizuunoi cuctemu blockchain-komm'roTuHra

300paxkeHo Ha puc. 2.5.

88



Cyber-Physical Space
5
. N
Knowledge Leg|slat|on§ Smart Contract (Software Code) State; Network
Library S Power
.
e > l »
Query Verification Hash
(o]
Multilevel g g é Ecology
Security = Blockchain Computing 5 Saving
[e] [$]
- = - ~ < R,
e-Infrastructure
- 0N
s =
Finance, o> @ Gﬁ < Life
Materials S Quality
»| Computer Network || Blockchain >
Resources \ Network Users Ledger ) Goal

Pucynok 2.5 — Kibepdizuuna cuctema blockchain-komn'torunra

Cuctema xapaktepu3yeTbcs human-free  ympaBimiHHSM  mpoliecamu
BUKOHAHHSI PO3YMHOT'O KOHTPAaKTy Ha OCHOBI HIU(POBOTO MOHITOPUHTY CEHCOPIB,
MOB'SI3aHUX 3 TPAH3AKLISIMU TOBapiB, MOCIYT 1 (PiHAHCIB, a TAKOXK 3 (POPMyBaHHSIM
3axuieHux blockchain-cTpykTyp naHMX Ha BCIX KOMIT'HOTEpax pO3MOJUICHOI
Mepexl.

«Blockchain 1 uudposi aktuBu, Taki sik Bitcoin 1 Ether, peBomtoriiino
oI (PpOBYIOTH 00JIACTI JIIOACHKOT TISUTBHOCTI, BKJIIFOYAOYH OCBITY, IPOMHUCIIOBICTb,
(1HAaHCOBI TOCIYTH, OXOpPOHY 3JI0pPOB'Sl, YpsAl, MEHEIXKMEHT, EHEPreTUKY,
HEPYXOMICTh 1 cycmibcTBO" [12]. JluHamika BapTocTi bitcoin movanacs 3 mudpu
936 momnapis 1 gocsaria g0 cepeauni rpyaas 2017 — 19 500 monapis. OxHak 3a aBa
THXKHI 10 KIHIA TPYyAHs, KpuntoBaatora 3MeHmuiacsa Ha 30 % — 14 100 momapis.
Tomy mpu MOKymIi KPUNITOBATIOTH CIIiJT KOPUCTYBATHUCS MPABUIOM — BKJIAJANTE
PIBHO CTUTBKH TPOIICH, CKUTHKM BaM HE IITKOJa BTPATHTH.

KBanToBi OiokdeiiHM MOXYTh (YHKI[IOHYBaTH SK MAIIMHU dYacy 1
MPOTUCTOSITH aTakaM XaKepiB 3a JIOMOMOTOI0 KBAHTOBHX KOMII FOTEpiB. Quantum
Blockchains Could Act Like Time Machines [13].

3'eHaHHS JABOX TEXHOJIOT1H: KBAHTOBOTO KOMIT'IOTHMHTA 1 OJOKYETHA MOXe
npuBectu 10 ctBopeHHs Q-Blockchain Systems (QBS), HenpoHUKHUX AJi 3710MY 3
OOKy KBaHTOBMX KoMmm'torepiB. BaxmmBo BimzHauutu, 1mo Q-Blockchain

GyHKIIIOHYE SIK MalllMHA Yacy, sSiKa 3/1aTHA BIUIMBATH HA BIIACHE MUHYJIE.
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Blockchain siBisie coGoto 6a3y maHux, B sIKili 30epiraroThCsi 3alUCU PO
MUHYJIE CUCTEMH, HAIMpUKIaA, 1cTOpis (iHAHCOBUX a0 IHIIMX TpaH3aKIiH, S[Ki
OyJii y3TrOJKEHI 3 KOXKHHUM BY3JIOM MEpeki 0e3 LIEHTPasi30BAHOTO YIPABIIIHHS.
Haiibinbm BigomuM 3actocyBanHaM Blockchain € kpunroBantora 0iTKOMH, npoTe
icHye Oe3yi4 KOMMaHid 1 JOCHIJHUKIB, SIKI MPOMOHYIOTH 1HIII MOXJIMBOCTI JJis
BUKOPHUCTaHHA AaHOi TexHosorii. 3a cioBamu Del Rajan, dizuka-teopetuka 3
HoBo3enanacekoro YHiBepcuTeTy B BemmiHrToHi, odikyeTbes, mo a0 2027 poky
Ha ocHOBI1 TexHoJorii Blockchain moxHna Oyzae 30epiratu 10 BiJICOTKIB CBITOBOTO
BBII. Kibepkynbrypy Blockchain ouikye mmigHa 3ycTpidu 3 1HIIOK Cy4acHOIO
TEXHOJIOT1€}0 — KBAHTOBUM KOMII'FOTUHIOM, 1110 BUKOPUCTOBYE KBAaHTOB1 O1TH abo
KyOITH, SIKI 4Yepe3 CIOpPEaNiCTUYHy MPUPOAY KBAHTOBOI (DI3UKU MOXKYTh
nepedyBaTu B crani cynepnosulii, konmu X = {0,1}. Cynepno3uiiisi 6iTiB B KyOiTI
JIa€ MOKJIMBICTh OJTHOYACHO BUKOHYBATH JIBa OOYMCIICHHS, a B 3arajJbHOMY BUTIA-
Ky — 2**n omepamiii Ha n kyOitax. TeopernuHo kBaHTOBHMI KoMmm'ioTep 3 300
KyOiTaM¥ 3/IaTHUY BUKOHATH OUTbIIIE OOYUCIICHD B OJTHY MUTh, HI)K YHACIIO aTOMIB Y
BuMMii dactuHi BeecBity. [loTyxHu KBaHTOBUN KOMITIOTEP 3AaTHUI YCITIIIIHO
NEePeMOTTH KJIACHYHYy Kpunrorpadito, B TOMYy 4YHCI 1 Cy4YyaCHHUH 3axXHUCT
Blockchain. Onnak BimOuBanHs TexHomorii Q-computing + Blockchain = Q-
Blockchain Moxe KOHCTPYKTHBHO MPOTUCTOSITH CIIPOOaM 3710My 3 OOKY KBAaHTOBHX
KOMIT'FOTEPIB.

Q-computing BUKOPUCTOBYE KBAHTOBE MEPEILTYTyBaHHA y TipocTopi (Quan-
tum Entanglement in Space), sike BA3HaYa€ThCSI B3A€EMHUM BILIMBOM JIBOX 1 OlnIbIIIe
YacTOK OJMH Ha OJHOTO, iIHBapiaHTHUM J0 BiACTaHI — Spooky action at a distance,
3a cioBamMu AnwsOepra Eftnmreiina. [lepernyranas B Q-computing o3Havae 3ropt-
Ky IIPOCTOPY B OJIHY TOUKY.

Hizpanropna inHoBariss Q-Blockchain Bu3HauaeTbcs 3MminryBaHHSIM a0
3B'I3yBaHHsIM KBAaHTOBHUX 4acTHHOK B Yaci (Quantum Entanglement in Time), sike
dbopMy€eThCS B3a€EMHHM BIUIMBOM JBOX 1 OLIbIIE YacTOK OJWH Ha OJIHOTO,
iHBapiaHTHUM 10 Oyab-sfKOi YacoBOi BiACTaHI MDK HHUMH. TyT KBaHTOBE

IIEPEILTYTaHHS 03HA4Ya€ 3TOPTKY 4acy B OJHY TOUKY.
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Blockchain gopmye 3anucu B OJI0K-TaHIIOKKA JTaHUX, SIKI MAlOTh KPUIITO-
rpadiyHi TOCWIaHHS, 3aJlaHl B XpPOHOJOTIYHOMY MOPSAJKY. SIKIO Xakep crnpooye
3MIHUTH 3aMKUC KOHKPETHOTO OJIOKY, TO KpUNTOTpadiyHUN alrOpUTM aHYJIIOE BCI
HACTYIHI OJIOKHU MiCJIsl 3JJaMaHOro.

Q-Blockchain ¢opmye 3anucu B 610K-JIaHIIOKKY (POTOHIB a00 KBaHTIB, K1
neperuiyTadi abo MmoB's;3aHi MK cOO0I0 B XPOHOJIOTIYHOMY MOPSANKY, B yaci. Tyt
3anucu (POpMyIOTh KBAHTOBHM OJIOK-JIAHIIIOKOK, /1€ (POTOHHU, K1 KOAYIOTh KOKEH
OJIOK, TepealoThCcsi BCIMa KOMIOHEHTAMH MEpEeKi KBAaHTOBUX KOMIT'HOTEpiB. Q-
Blockchain nepemnyranns nos'sizye Bci ¢oToHu B 4yacl. [Hakmie, 3anmucu B Q-
Blockchain yacoBoro naHI0kKy TENepilIHbOi 1 MUHYJIUX TPaH3aKI1d 3aK0J0BaHI
B €IMHOMY KBaHTOBOMY CTaHi, III0 03HAYA€E 3rOPTKY Yacy B OJHY TOUKY.

Xakep HEe MOXE BTPYYATHCS B 3aMMKC OJIOK-TAHITIOKKIB MUHYJIOTO, OCKUTBKH
BINMOBIHI (POTOHW OuNBIIE HE ICHYIOTh B TEMEPITHROMY Yaci — BOHU BXKE
neperuryTani. Y Kpamomy BHITQJKy XaKep MOXE€ YCHIITHO 3MIiHUTH (OTOH
OCTaHHBOTO OJIOKY (1€ 3pOOUTh WOTO HEMIMCHUM, TIOBIIOMIISIIOUN BCIM 1HIIIAM, 1110
BiH 37amaHuii). Taka ataka € MEHII CyTTE€BOIO, HIK CTaHAAPTHUN BUMAIOK, KOJIU
XaKep Ma€ MOXKJIUBICTh 3MIHUTHU Oy/Ib-SKHI OJOK B 4aCOBOMY JIAHITIOKKY.

KBanTOBa 3armyTaHicTh B Yaci O3Ha4ae€, MO0 BUMIP OCTAaHHHOTO ()OTOHA B
OJI0111 BIUTMBAE HA MEPIIMK (POTOH IHOTO OJOKY B MUHYJIOMY TEpENl THUM, SIK HOTO
BuMipsi. Measuring the last photon in a block influences the first photon of that
block in the past before it got measured. 1o cyTi, moTO4HI 3anUCH B KBAHTOBOMY
OJIOKOBOMY JIAHITIOKKY HE IPOCTO TOB'S3aHI 13 3aIMICOM MHHYJIOTO, a IIBHJIIEC 3
3alIMCOM B MUHYJIOMY, SIKOTo OinbIle He icHye. «IIpoeKkT B EBHOMY CEHCI MOXKe
pO3TIIsAaTUCA K KBaHTOBAa MalllMHA 4acy», — TOBOpUTh aBTop MeTT Buccep (Matt

Visser), hi3uk-TeopeTuk 3 BemmiHrToHa.

2.3. CucremHi mnpo0JieMH, NOB'sI3aHi 3 «IPOHMKHEHHSIM» i «Bpas-

JUBICTIO»

[ToHATTS, 110 BU3HAYAIOTHCS CIIOBAMU «IIPOHUKHEHHS» 1 «BPA3JIUBICTBY, €
B3a€MOJIOTIOBHIOIOYMMHU OJIMH OJIHOTO. SIKIIO € Bpa3iuBICTh, TO B HEI, SIK y HIPKY,
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MO>KJIUBE MPOHUKHEHHS JAECTPYKTUBHOCTI, SIKA BIMCYETHCA B (PYHKLIOHAIBHICTH
kibepcuctemMu. BipHO 1 3BOpOTHE, SKIIO 3a(iKCOBAHO MPOHUKHEHHSI, TO BOHO
CTaJ0Cs BHACIIJOK HAsBHOCTI B CUCTEMI ypa3iauBocTi (Aipku). [Ipodnema 3axucrty
KiOEpCHCTEMH BIJI HECAHKIIIOHOBAHOTO JOCTYIIY IIOJIATAaE B «HEMOXJIHUBOCTI»
BIIPI3HUTU  JIECTPYKTUBHICTh Bl ~ «KOHCTPYKTUBHOCTI» abo0  BalliJTHOTO
KopuctyBaua. [IpoTe ICHYIOTh METOJMKH, TEXHOJIOTIi, MporpaMHi 3acolu 1
CUCTEMH, 3/1aTHI €(DEKTUBHO BUPIIIYBATH MUTAHHS 3aXHCTY KOPHOPATHUBHOIO abo
MIePCOHAIBHOTO KiOEpIPOCTOPYy 3 Hamepe] 3aJaHO0 BIPOT1AHICTIO MPOHUKHEHHS.
Ichytroul my6Oumikailii mo JaHOMY HanpsIMKY ONEPYIOTh TAKUMU TE€PMIHAMMU.

TecT NPOHUKHEHb — CYKYIHICTh 30BHIIIHIX 1 BHYTPIMIHIX J€CTPYKTUBHUX
BIUIMBIB, CIPSIMOBAHUX Ha BHUABJICHHS Bpa3iauBOCTed noctymy 10 cepsiciB KC
IUISIXOM MOJIETIIOBaHHS 200 aHali3y MPOHUKHEHb HAa MOJIEN KIOEpCUCTEMHU.

SIKicTh TecTy BHU3HAYAETHCA HOTO TOBHOTOK, BHPAXEHOI Yy BIICOTKAX,
I0JI0 TIEPEBIPKU BCIX MOXKIJIMBHX THITIB BPa3JIMBOCTEH, 10 TEHEPYIOTHCS BPYUHY
a00 aBTOMATUYHO ISl KO)KHOI KOHKPETHOI KIOepCHUCTEMHU.

Pesynbrar TecryBanns peanbHoi cuctemu (System Under Penetration Test -
SUPT) ¢opMye KimbKiCHY OIIIHKY Bpa3iIUBOCTI, a TAaKOX CIHUCOK CTPYKTYPHUX
BpPa3NUBOCTEN Hamepea 3aJaHuX THUIIB, BHSIBICHUX B TPOIECI TECTOBOTO
€KCIIEPUMEHTY.

Sxmro mpoiiec TecTyBaHHS 3a(iKCyBaB HEMOPOKHIN CHUCOK ECTPYKTUBHUX
BpPA3JIMBOCTEH, TO HEOOXIIHO BHUKOHYBAaTH JIarHOCTYBaHHS Ha OCHOBI
BUKOPHCTAHHS TECTIB 3 METOI BU3HAYCHHS MICIISI, TPUYUHU 1 BUY BPa3IMBOCTI 3
Harepe/] 3a/1aHO0 TJIMOWHOIO MOIIYKY JeCTPYKTUBHOCTI.

[Ticnst TOYHOTO BU3HAUEHHS BCIX BPA3JMBOCTEH BUKOHYIOTHCS MPOIEAYPH 1X
YCYHEHHS IUISIXOM YacTKOBOi a00 IMOBHOI PEKOHCTPYKIIT KiOepCHCTEeMH Ha OCHOBI
BUKOPHUCTAHHS MEepeBipeHUX 610J110TEUHUX CTPYKTYPHHUX PIIICHbD.

Bci mponenypm, 3rajmaHi BUIle, BUKOPHUCTOBYIOTH Tpu OiOmioreku: 1)
HEraTHBHY, IO OMHUCYE€ BCl MOXJIMBI THUIW BPA3JIUBOCTEH; 2) MO3UTUBHY, €
KOXKHIM Bpa3MBOCTI CTaBUTHCS Yy BIJAMOBIAHICT, BipHE IIpOrpaMHO-aliapaTHE

pillIeHHsI, IO YCYBa€ JECTPYKTHBHICTh; 3) HEMEpEeBipeHl PIIICHHS, CKJIAI0Bi
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noteHuian «iHrenekty» KC, skull BHU3HA4YaeThCd B TMpOLECl eKCIUTyaTalli
kibepcuctemu. Bci Tpu 0101m10TeKM HEOOXIIHO TOMOBHIOBATH SIK B IPOIECi
npoektyBaHHs KC, Tak 1 Ha cTanii eKcruryaTalli B pealbHOMY Yaci.

3aBnaHHs 1HQPACTPYKTYPH 3aXHUCHOTO CEPBICY KiOepCcUCTEMU:

1) Cunte3 (neayktuBHOi) moaeni KC mis TecTyBaHHS, J1arHOCTYBaHHS Ta
BIJTHOBJICHHSI HEBPA3JIMBOCTI KI0EPCUCTEMH.

2) T'eHepyBaHHSI TECTIB MEPEBIPKH Ta JA1arHOCTYBaHHS BpPa3JIUBOCTEH,
omm3bkux 10 100% moBHOTH.

3) CTBOpeHHs aJIrOpUTMIB TMOIIYKY Bpa3JIMBOCTEH 3 Hamepel 3adaHoro
TJTMOMHOIO J1arHOCTYBaHHS.

4) CTBOpEHHsS TEHEpaTOpiB TECTIB MEPEBIPKM Ta J1arHOCTYBaHHS
BpasnuBocTei, 6mm3pkux 10 100% moBHOTI.

5) TecrompumatHOcTi  mpoekTyBaHHA  (Moaudikallii)  HEBpPa3IUBHUX
KibepcucTeM, «BUIBHHX» BiJ] BPa3JIMBOCTEH Ha MOTOYHUH MOMEHT PO3BUTKY
TEXHOJIOT1YHO1 Ta MAaTEMaTUYHOI KYJIbTYPH.

6) Po3poOka BOymoBaHOi 1HGPACTPYKTYpH 3aXHCHOTO CEpBiCY JIA
KibepcucTeM, OpIEHTOBAaHMX Ha MOHITOPHUHT, TECTyBaHHS, M1arHOCTYBaHHS Ta
BiTHOBJICHHSI HEBPA3JIUBOCTI B pealIbHOMY MacIiTadi yacy B MPOIIECi eKCIUTyaTarlii.

7) Po3pobOka  cmemianmizoBaHMX  MapuipyTiB  (adrOpUTMIB,  IUIAHIB)
MOHITOPUHTY, TECTYBaHHS, IarHOCTYBaHHs Ta BiAHOBJICHHs HeBpa3iauBocTi KC B
peaspHOMY MaciTall 4yacy B IIPOIIECi eKCIuTyaTarrii.

8) Bepudikarris iH(ppacTpyKTYypHHUX TECTONPHUIATHUX pileHb,
po3pobnenux st peanbHux KC.

OO0'exT TecTyBaHHS — KiOEpHETHYHA CHCTEMa B3A€EMOJIIOYMX MPOTPamMHO-
amapaTHUX, TEeJIEKOMYHIKAIIMHUX, 1HQOpMaIIHHUX KOMIIOHEHTIB, OpIEHTOBaHAa Ha
HaJlaHHS SKICHMX CEpBICIB uepe3 CTaHIapTHI 1HTEep(dEHcH CaHKIIOHOBAHOMY
KOpHUCTYBaueBl B peajlbHOMYy MacmTabi dacy. Bci Tumm BpasnuBocTel
(IpOHMKHEHBh) HE BHUBOAATH O0'€KT TECTyBaHHS 3a KOPAOH  3aJlaHOi

(GyHKIIIOHATBHOCTI KiOepCUCTEMH, TIPEACTaBICHOI 0YJIEBOIO (DYHKITIEIO:
Y =1(X1,X9,....X,...X4 ), X;, YE{0,1}.
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Tomy MoJenbp Bpa3IMBOCTEN HaKIanaeTbesi Ha rpadoBy CTPYKTYpPY
(YHKIIIOHATBHUX MOJYJIB, IO MarOTh BXIAHI 1 BUXiJAHI TpaH3aKI[ilHI 3MIHHI.
Tpanzakuiiinuii  rpad mnpencTtaBieHUN  JayraMd  —  (PYHKIIOHAJIBHOCTSIMU
(cepBicamu) 3 MOHITOpamu (accepiisi), a TAKOXK BEpIIMHAMU, 0 POPMYIOTh CTaH
KiOepcucTeMHU 3a JOMOMOTOI0 3MIHHHUX, MaMm'siTi, IHTEpPEHCHUX MOPTIB BBEICHHSI-
BHUBEJICHHS 1HQOpMallii, mpuitmMadi, Tepminaiib, komn'torepis: F = (A*B)xS, ne S
= {S1, S2, ..., Si, ..., Sm} — Bepmunu ado cranu KC npu MojeatoBaHHI TECTOBUX
cermenTiB. Koxxen ctan Si = {Sil, Si2, ..., Sij, ..., Sip} BU3HAUYAE€THCA 3HAUYCHHIMHU
icrotHux 3MmiHHuX KC (3MiHHI, maM'sTh, TepMiHaiu, Komm'totepu). Opi€eHTOBaHI1

nyru rpada € QyHKI10HATbHI OJIOKHU:

n n
B =(B{,Bs,....Bi,..,.By), UB; =B; NB; =&
i=1 i=1

Jie KO)KHOMY 3 HMX MOK€ OyTH IOCTaBJIEHA Yy BIAMOBIAHICTD accepiist Ai€EA = {Al,
A2, ..., Ai, ..., An} nnsg MOHITOpUHTY (PYHKITIOHAIBHOCTEH B Yaci i B IPOCTOPI.

IcnytoTh 6a30Bi TexHoOJIOrIT TecTyBaHHs Oe3neku kidbepcucrem: OSSTMM —
The Open Source Security Methodology Manual; NIST Guideline on Network
Security Testing; ISACA Switzerland — Testing IT Systems Security With Tiger
Teams; Draft Guideline on Network Security Testing; NIST Special Publication
800-26 Security Self-Assessment Guide for Information Technology Systems;
Cybersecurity Vulnerability Assessment Methodologies (Cybersecurity VAMs);
Information Systems Security Assessment Framework, OISSG.

OyHKIIE METH TpPEICTaBlIeHa MIABUIICHHSIM €()EKTUBHOCTI CEPBICHOTO
o0CIyroByBaHHsS Ha OCHOBI CTaHAApPTIB TECTyBaHHSA, TPAHUYHOTO CKaHyBaHHS 1
CIeiaJIbHUX TEXHOJIOT1H JIIarHOCTYBAaHHS Ta BiHOBIICHHS HeBpasnuBocTi KC, sika
BU3HAYAETHCS MIHIMAJIbHUM 3HAYCHHSM PIBHS BPA3JIMBOCTI, 4Yacy BiJHOBJICHHS

nparne3aaraocti T 1 HedyHKITIOHATBHOT IporpaMHO-anapaTHoi HaaMipHocTi H:
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E=F(L,T,H)= min[%(L + T+ H)],

Y=(1-P)%;
L = 1 _Y(l_k) =1_(1_P)n(1—k),
_(1-1()st' H

T ,H= s
HS +H? HS +H?

ne L — JOmoOBHEHHS JO PIBHS HEBPa3IUBOCTI Y, sAKE 3aJeKUTh Bif
tecronpuaataocti KC k, i#moBipHocTi P icHyBaHHS Bpa3iauBOCTEHd 1 4HCia
HEBUSIBIICHUX JIECTPYKTUBHUX Nn. Yac TecTyBaHHS 1 A1arHOCTYBaHHS 3aJI€KUTh Bijl
TECTONPUIATHOCTI apXITEKTypu K, TMOMHOXKEHOI Ha YHUCIO CTPYKTYpPHHX
KOMIIOHEHTIB 1H(PACTPYyKTYpH, BIAHECEHI JI0 3arajibHOi KUIbKOCTI eneMeHTiB KC.
HanmipHicTs  3anexuTh Bl CTPYKTYpPHOI  CKJIQJAHOCTI  TECTONPHUIATHOCTI
HaJa0y/l0BH, MOJIJIEHOI Ha mIporpaMHo-anapatHy ckiagHictb KC. HaamiphicTb
iH(ppacTpykTypu 3a0e3nedye 3ajaHy TNIMOMHY A1arHOCTYBAaHHS BPa3jMBOCTEH 3a

4qac, 110 BU3HAYA€THCA 3aMOBHHKOM.

2.4. MateMaTu4Huil anapar iIHQpPacTPyKTYpH 3aXHUCHOI'0 cepBicy

Posrnsinemo MeTpuKy, anredpy, CTPYKTYpHU AaHUX 1 MOJENl OLIHIOBaHHS
SAKOCTI B3a€MOJIIi MPOLIECIB, ABUI, O0'€KTIB 1 KOMIOHEHTIB B KiOepmpocTopi i
KibepcucTeMu, HEOOXIJHI MpH CTBOPEHHI €(QEeKTUBHUX JBUTYHIB  JJis
O00YHMCITIOBATLHUX TPOLIEYP aHAJI3Y JIAaHUX B MPOIlecax TeCTYBaHHS MPOHUKHEHD 1
B1THOBJICHHSI HEBPA3JIMBOCTI.

Kpurepii B3aemonii 00'€kTiB TECTyBaHHS TPYHTYIOTHCS Ha BUKOPHCTAHHI
OeTa-MeTpUKH BHUMIPIOBaHHS BifcTaHed B Kkibepmpocrtopi. Kibepmpoctip —
JTUCKPETHUH BEKTOPHO-JIOTIYHUA TPOCTIP — CYKYIHICTh B3a€EMOJIIOUMX 32
BIJIMTOBITHOI0 METPUKOIO 1H(OPMAIIMHUX TMPOIECIB 1 SBHIN, IO OMUCYIOTHCS
BEKTOpPaMU JIOTTYHUX 3MIHHHUX 1 BUKOPUCTOBYIOTh SIK HOCIA KOMIT'FOTEpHI CUCTEMHU
Ta Mepexi. MeTpuka — cmoci0 BHUMIPIOBaHHS BiJICTaHI B TPOCTOPI MIXK
KOMITOHEHTaMHU TIPOIIeCciB ab0 SBWIN, OMHUCAHUX BEKTOPAMH JIOTIYHUX 3MIHHHX.
Bincranp (OyneBa moXijHA, CTYIIHb 3MiHH, BIAMIHHOCTI a00 OJM3BKOCTI) B

KiOepmpocTOpi  BU3HAYAETHCS  XOr-CTABJICHHSM  BEKTOpIB  (MaTpHIlb), AKi
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MO3HAYaI0Th KOMIIOHEHTHU Mpollecy abo sBUIA, IO BiApi3HsSE HOro BiJl KOJOBOI
BificTani nmo Xemminry. [lponenypu MNOpiBHSIHHS, BUMIPIOBAHHS, OIIIHIOBaHHS,
pO3MI3HaBaHHs, TECTYBaHHS, J1arHOCTYBaHHS ONEPYIOTh XOr-CTAaBJIEHHSAM 00'€KTIB
a00 X KOMHOHEHTIB. KOMIIOHEHT MpOCTOpYy MpeACTaBlICHU K-MIpHUM BEKTOPOM
a={al, a2, ..., aj, ..., ak}, ai €{0,1}, ne koxHa oro KoopAMHATa BU3HAUYCHA B
nBiiikoBoMy andaniti, 0 — «Henpasaa», 1 — «ictuna». Hynb-Bektop € k-mipHuii
KOPTEX, BC1 KOOPJIMHATH SIKOTO IOPIBHIOOTH Hym0: ) =0, =1, ..., k.

Mertpuka [} KIOEpHETUYHOTO MPOCTOPY BU3HAYAETHCA PIBHICTIO, K€ POPMYE
HYJIb-BEKTOp IJII XOr-CyMH BijcTaHed di Mk HEHYJIbOBHM 1 KIHIIEBUM YHCIIOM
00'€KTiB, 3aMKHYTUX B IUKJI. TyT n — KUIBKICTh BIJICTaHEH MIK KOMIIOHCHTaMH
(BekTOpaMM) MpocTopy, ckianoBumu 1ukiay D = {dl, d2, ..., di, ..., dn}, di — €
BEKTOP BIJICTaHl, BIAMNOBIAHUN peOpy UUKIY, MO 3'€AHYE JABAa KOMIIOHEHTa
(Bextopa) a, b mpocropy, skuil gam mo3HaydaeThecs Oe3 iHAekcy sk d (a, b).
Bincranb Mix nBoMa ob'ekTaMu a i b e moximamii BexTop d(a,b) = (aj®bj)k.
BektopHoMy 3HAau€HHIO BiACTaH1 BIANOBIJA€ HOpMa (CKaJsIp), 0 BU3HAYAETHCA
KOJIOBOIO BIJICTAHHIO MO XEMMIHTY MIDX JIBOMa BEKTOpAMHU Yy BUIJISIII 4YMCIIA
onunuis BekTopa d (a, b). Merpuka [ BEKTOPHOrO JIOTIYHOTO JABIMKOBOIO
MPOCTOPY € pIBHA HYJb-BEKTOPY XOr-CymMa BIJICTAHEH MIXK KIHIIEBUM YHCIIOM
BepiinH rpada, 110 YTBOPIOIOTH IUKI. Ternep MoxHa gaTu Ouibln (opmaibHe
BU3HAYCHHS KIOEpIpOCTOpPYy, SAK BEKTOPHO-JOTIYHOTO, HOPMOBAHOro OeTa-
METPHUKOIO, JIe XOr-cyMa BiJICTaHEH M1 KIHIEBUM YHCIIOM TOYOK LIMKJIY JOPIBHIOE
HYJIb-BEKTOpPY. BH3HAUEHHS METPUKHU 4Yepe3 BIAHOCHUHU JO3BOJISIE CKOPOTUTHU
CUCTEMY akcioM (pe(IeKCUBHOCTI, CIMMETPYHOCTI 1 TPAH3UTUBHOCTI, TPUKYTHOTO
3aMUKaHHS) 3 TPhOX JO OJIHOTO 1 MOMIMPHUTH i1 Ai0 HA SK 3aBTOJHO CKJIAJHI
CTPYKTYpH N-MIPHOTO JIOTIYHOTO mpocTopy. KilacnuHne 3aBmaHHS METPUKHU IS
BU3HAUYCHHS B3a€MOJII1 OJHIEI, JBOX 1 TPhOX TOYOK y BEKTOPHOMY JIOTITYHOMY
IpOCTOpPI € OKpEeMHUM BHUIMAIKOM Oera-MeTpuku npu 1=1,2,3 BiAMOBIAHO.
BusHnaueHHsT METpUKH 4Yepe3 BIJHOCHHH JIO3BOJIIE CKOPOTHUTH CHUCTEMY aKCiOM
(pedeKkCUBHOCTI, CIMMETPYHOCTI 1 TPAH3UTHBHOCTI, TPUKYTHOTO 3aMUKaHHS) 3

TPHOX JO0 OJHOTO 1 TMOIMUPHUTH ii AiI0 Ha SK 3aBrOJHO CKIATHI CTPYKTYpU n-
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MIPHOTO JIOT14HOTro mpocTopy. KrnacuuyHe 3aBHaHHS METPUKH ISl BU3HAUYCHHS
B3a€MOJIIi OJIHiI€1, ABOX 1 TPHOX TOUOK y BEKTOPHOMY JIOTIYHOMY MPOCTOPl €

OKpEeMHUM BHIAAKOM OeTa-Merpuku npu 1= 1,2,3 Bignosiano f=@j.,d; = 0:

dj=0<>a=b;
MCB=1d;®dy =0 <> d(a,b)=d(b,a);
di®dy ®d3 =0 <> d(a,b)®d(b,c) =d(a,c).

BekTopHO-JIOr1YHUN TPAH3UTUBHUNA TPUKYTHHUK Ma€ TOBHY AaHaJOTrii0 3
YUCEJIbHUM BUMIPOM BIJICTaHI B METPUYHOMY M-mpocTopi, SKUN 3ada€ThCs
CUCTEMOIO aKCiOM, III0 BU3HA4Ya€ B3a€EMOJIIIO OJIHIEI, IBOX 1 TPhOX TOYOK B Oy[b-

SAKOMY ITPOCTOPI:

d(a,b)=0<>a=b;
M = ld(a,b) =d(b,a);
d(a,b)+d(b,c) =d(a,c).

Cnenudika akcioMu TPUKYTHHUKA (METPUYHOr0) M-mpocTopy Mojisirae B
YUCEIbHOMY (CKAJIAPHOMY) TOPIBHSHHI BiacTaHed TphoX 00'ekTiB. Ilpu npomy
1HTEepBaJIbHA HEBU3HAYEHICTh BIJIMOBIAI — JIBl CTOPOHU TPUKYTHUKA MOXKYThb OyTH
OlnpIl 200 piBHI TpETi — MaylonpuaaTHA Il BHU3HAYCHHS TOYHOI JIOBKHUHHU
OCTaHHbOI CTOpOHHU. bera-MeTpuka ycyBae JaHMl HEOONIK 1 BHKJIIOYAE
HEBU3HAUYEHICTh OIHAPHOrO BIJHOIIEHHS JETEPMIHOBAHUX MPOIECIB a00 SIBHIII.
Tpersi cTopoHa TPUKYTHHKAa y BEKTOPHOMY JIOTTYHOMY MPOCTOPI BU3HAYAETHCS
JBIMKOBUM BEKTOPOM-BIJICTAHHIO MK JBOMa BEpPIIMHAMHU ILISIXOM OOYHUCIICHHS

XOr-CyMH BiJICTaHEH JBOX 1HIITUX CTOPIH TPUKYTHHKA!

d(a,b)®d(b,c) =d(a,c) —=d(a,b)dd(b,c)®dd(a,c) =0 .
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Metpuka [ KiOepHETHYHOTO 0araTo3HavyHOTO  BEKTOPHO-JIOTTYHOTO
MPOCTOPY € BEKTOP, L0 JOPIBHIOE 3HAUCHHIO ) 110 BCIX KOOPAMHATAX, OTPUMaHUN
[UISIXOM 3aCTOCYBaHHSI CUMETPUYHOI PI3HUILIl BIICTAHEH MK KIHIIEBUM YHCIOM

TOYOK, IITO YTBOPIOKOTH IIUKII:

> s

B=Adi=C

1=1

TyT KoOXXHa KOOpJMHATA BEKTOpa, BIAMOBIIHOIO O00'€KTy, BU3HA4Y€HA B

angapiTi, 1110 CTAHOBUTH OyJieaH HAa YHIBEPCYMi IPUMITHUBIB MOTYX HICTIO P:

aj= {01,009, 0 e, Oy }, M = 1Y .

Ha ocHOBi BBeJieHOT METPUKH aHaNi3y KiOeprnpoCTOpPY BBOJATHCS KpUTEpIi
OI[IHIOBAHHSI B3Aa€MOJIII KIHIIEBOTO 4YHcia OO0'€KTIB MK co00t0. CkansipHUi
KpUTEpii B3aeMoIi1 ABOX 00'€KTIB (IIPOLECIB) B JUCKPETHOMY OyJI€BOMY MIPOCTOPI,

npeACcTaBlIeHUX K-MipHUMH 0araTO3HAYHUMU BEKTOPAMU

m= (ml,mz,...,mj,...,mk), m; e{0,1,x}
A= (AI’AZ""’Aj""’Ak)’ Aj €{0,1,x} ’
HEOOXITHUHM NJIs MOPIBHSIHHS 1 MOJAIBLIIOr0 BHOOPY, KPAIloro B JESKOMY CEHCI,
pimenns. CTymiHb HaJEKHOCTI m-BeKTopa 10 A-Bekropa W(m € A)Io3HavaeThes

K HEHaAJICXKHICTH [L(m € A). IcHye 5 TUTIB TEOPETUKO-MHOKUHHOI B3a€MO/IIi TBOX

BEKTOPIB:

Dm=A; 2)mCA; JACm; 9hmNA={mA,J}; 5\ mNA=J

Merta CKalSIpHOTO KPUTEPIK0 — OLIIHUTU OyJb-AKEe 3 3a3HAUEHUX B3a€MOJIIN
iHTepBaIbHOIO  OIiHKoO [0,1] 1UISIXOM CHUIBHOTO BUKOPUCTAHHS  TPbhOX

napaMeTpiB: KoJoBoi BijicTani d (m, A) 1 ABOX PyHKIIIM HEHATEKHOCTI

w(meA)=1-u(meA) wAEmM)=1-wW(AEmM) :
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Q=§ ﬁd(m,AH[l—u(mEA)]+[1—M(AEm)] ,

k
d(m,A) =card(m; N Aj =J);

1=1
w(meA) =22,
(A Em) =2°70;
a=card (Aj =x),1=1k;

b =card (m; = x),1=1,k;

k
¢ =card (m; N Aj =X).

1=1

Tyt
k
d(m,A) =card(m; N Aj =)

=1

— TOTYXHICTh a00 KIUIbKICTh TMOPOXKHIX KOOPJMHATHUX TMEPETUHIB JBOX

B3a€MO/JIIFOUYMX BEKTOPIB, 10 CKJIAAI0Th BIACTaHb 0 XE€MMIHTY;

WmeEA) =272 (W(AEm) =2°70)

— BIJTHOIIEHHS 3araJibHOTO IS m 1 A mpoCTOpy 10 IPOCTOpy BekTopa A (m), 1o
dbopmye 3a3HaueHy (yHKIIIO HanexHocTi. Omneparnii KOOpIAUHATHOTO MEPETUHY
(and), cuMeTpuUUHOI pi3HULIL (XOT) BU3HAUEHI JUIsi cuMBoJIiB aidasity Kantopa A =

{0,1, x ={0,1}, O}, xomoBanux BekTopamu (01,10,11,00) BiamoBigHO:

N0 1 x I A[01 10 11 00
0(0 @ 0 (01|01 00 01 00
1/ 1 1 &|(10[{00 10 10 00
x|[0 1 x g|(11]01 10 11 00
DD @ S &]100/00 00 00 00
A0 1 x @0 1 x I
0| x 1 0]/0(00 11 10 01
l1jx @ 0 1]|1|11 00 O1 10
x|1 0 x||x|[10 01 00 11
10 1 x (|01 10 11 00
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HopmyBanns mnapameTpiB kpuTepito (KOJI0BOi BiAcTaHi 1 (yHKIIN
HEHAJIE’)KHOCT1) JI03BOJISIE OI[IHUTH PIBEHb B3a€EMOJII BEKTOPIB B UYUCEIBHOMY
inTepBaii [0,1]. 3 ypaxyBaHHsIM 130MOp(13MYy TEOPETUKO-MHOKUHHUX 1 JOTTYHUX

omepaliii Kputepiit IKOCTi MOKHA TpaHCPOPMYBATHU J0 BUAY:

Q=§ %d(m,A)+[l—u(m€A)]+[l—M(AEm)] :

k
d(m,A) =card (m; @ A; =U);
i=1
k
u(meA)=card(A; =U)-card(m; A A; =U);
i=1
k
WA E€m) = card (m; = U) —card (m; A Aj =U);

=1
. l < {m;,A;} €1{0,1};
Cx < {mj, A} E{0,1,%}.

k1o BeKTopu m 1 A — BUKOHABYI MO BCIX KOOpAWHATaX, TO 3MiHHAa U = 1 1
OOYHCIIEHHS] TPOBOMSITHCS 3a MpaBUJIaMU JIBIMKOBOI omepailii. SKIo BeKTopyu m 1
A BuU3HaYeH1 B TpoiuHOMy an(aiti, To 3MiHHa U = X 1HILIIO€ OOYUCICHHSI HA
OCHOBl BUKOPUCTAHHS TEOPETUKO-MHOXMHHO1 OIepailii CUMETPUYHOI PI3HUILL.
[lepunit kommnonednT d (m, A) / n kpurepiro GopMmye CTyHiHb PO301KHOCTI K-
MIPDHUX BEKTOPIB Yy BHUIJISAI KOJOBOI BIJACTaHI MO XEMMIHTY, BIJHECEHOi M0
JIOBXKMHU BEKTOpA, LIJISAXOM BHUKOHAHHS OmEpalli Xor HaJl yciMa KOOpAWHATaMU;

JIPYTHH 1 TPETI KOMIOHEHTH
[1-uw(mEA)]+[1 - WAEm)]

BU3HAYAIOTh CTYINEHb HEHAJIEKHOCTI PE3yJbTaTy KOH'IOHKII 10 IPOCTOPY

KOKHOTO 3 IBOX B3a€MO/IIFOYMX BEKTOPIB. SKIIO Takl MipU JOPIBHIOIOTH HYJIIO

L dm,A) =0, [1-u(mEA) =0, [1-u(AEm)]=0
n

b

100



TO O00'€KTH 1J€HTUYHI OJWH OAHOMY. [IOHSATTS BIACHOCTI 1 HEHAJIEXKHICTh €
B3a€EMOJIONIOBHIOIOUMMH, ajleé B JIAHOMY BHUIAJAKYy OUIbII  TEXHOJOTIYHO
OOUHCIIIOBATU HEHAJIEKHICTh, OCKUIBKM 3araJIbHOMPUMHATAM B JITEpaTypi €
MOHSTTA HYJbOBOI PO301>)KHOCTI 00'€KTIB, IO CBITYUTH MPO iX MOBHY 1ICHTUYHICTb.

Ieit xputepiit npairoe B inTepsaini [0,1]. [ToBHuit 30ir 7BOX 00'€KTIB
d(m,A) =0, W(mEA) =1, W(AEmM) =1
XapaKTEPU3YEThCS HYJBOBOIO OLIIHKOI KPUTEPiIO

171
Q=§ EO+[1_1]+[1_1] =0.

[IpoTune:xHUM BapiaHTOM OIIHIOBAaHHSA € MaKCHUMallbHa PO301KHICTH JIBOX

00'eKTIB:

d(m,A) =k, y(mEA)=0, (AEmM)=0

KA BU3HAYAETHCS OLIIHKOIO B3a€MO/III:
Q= ! 1k+[1 0]+[1-0]|=1
3|k '

k1o napaMeTpu B3aeMO/I1i pi1BHI

d(m, A) = 0, W(mEA) = % W(AEm) =%

b

TO KpUTEPiil Oy1e MaTh TaKy OIIHKY:

171 1 1 1
=—|[—=0+[l-=]+[1-=]|=—=.
Q 3 1% [ 2] [ 2] 3
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B3aemonis (mepetuH) aBox BekTopiB: A=(XXXI1X) 1 m=(XX0X0) nae
3aranbHUil mpoctip, piBHUM (XX010)={00010, 01010, 10010, 11010}. Kpurepiii

SIKOCT1 B3a€MO/I11 IIpU MapaMeTpax
1 1
d(maA) = 09 M(mEA) = Ea M(Aem) = Z

MaTHUME TaKy OI[IHKY:

11 1 1
Q= | 0+l-]+l1--] (=

1
4

[lepeBara BBEIEHOrO KpUTEPi0 (HEHANEXKHICTh, BIJIMIHHOCTI) MOJATae B
JIHIAHOCTI 3MiHM HOro 4YMceabHOro 3HadeHHs Big 0 70 1 B Mipy 30UIbIIIEHHS
«BIJICTaH1» B1J MOBHOTO 30iry ABOX 00'€KTIB 10 MaKCHUMalIbHO MOXJIMBOTO, KOJHU
KoJtoBa BifacTanb ogHo d (m, A) = k.

Kpurepiit Mmoxke OyTu BUKOpPUCTAaHUHM B 3a/1a4yax BIICTEKEHHS L1, PyXy MO
3aJIaHOMy MapIIpyTy, TECTyBaHHS 1 M1arHOCTYBaHHS (DYHKI[IOHATILHUX MTOPYIIEHb 1
BpPA3JIMBOCTEM, MOIIYKY, PO3II3HABAHHS Ta MPUUHATTS pimieHb. Kpurepiil sikocti
Q, 3acTocoByBaHW Jisi BUKOHAHHSA PETYJSATOPHOI (YHKII TPH OI[iHIOBaHHI
B3a€eMO/IIT 00'€KTIB B peaTbHOMY MaciiTabl yacy, He0OX1THO MiHIMI3yBaTH.

[IpoTe ckamsipHa OIliHKA Ma€ JIUIIIE 1HTErPaJIbHI BIACTUBOCTI B3a€MOJIIi TIBOX
00'€KTiB, IO TO3BOJISE 3AIMCHIOBATH MOPIBHSHHS JIEKUIBKOX BIJICTaHEH, YacTilie
Mipu OJM3BKOCTI OJHOTO O0'€KTa MO BIAHOMIEHHIO /10 KIHIIEBOT MHOKHHH 1HIIIHX.
HemomikoM iHTErpajdbHOi OIIIHKM € HEOJHO3HAYHICTh 1 TIPUBEICHHSI 1O
MOYAaTKOBOTO BEKTOPHOTO €KBIBAJICHTY, SIK 1 Oy/b-SKOTO 1HIIOTO (DYHKIIIOHATEHOTO
BIIHOIIICHHSI: TIpsAMa IMIUTIKAIlS OJHO3HA4YHA, 3BOpOTHA — Oararo3HadyHa. Tomy
MOBHA KapTWHA aHami3y B3aEMOJil O00'€KTIB TOBMHHA MICTUTH HE TUIBKU
IHTeTrpabHUN CKaNIpHUN Kputepiit Q, aie 1 pe3ynbTaT iX BEKTOPHOT'O BiTHOIICHHS

Q (m, A) = m@A, skuit Outbm iHOOPMATHUBHUN IS TOMATBINOI KOPEKIi

102



HaIpsMKYy BUPIIICHHS 3aBIaHb CUHTE3y a00 aHalli3y MpOIIECiB B3aEMOJIIT B paMKax
ICHYIOUOi CHUCTeMH. SIK OTpUMATH BEKTOPHUM KPUTEPiN SKOCTI B3a€EMOIIi JIBOX
00'exTiB? dopMyrna CKaIIpHOrO KPUTEPIIO SAKOCTI MICs MPOBEACHHS BEKTOPHUX
omepalliii BUKOPHCTOBYE TPOIEAypH OOYHCICHHS TPhOX KOMIIOHEHTIB: KOJ0Ba
BI/ICTaHb, SIKE BHU3HAYAETHCS YKMCIOM OJMHUIIL B KOOPIMHATAX PE3YJbTYIOUOIO
BEKTOpa, OTPUMAHOr0 Ha OCHOBI Xor-omepaiii, d (m, A) = m@A 1 nBi QyHKIT

MPUHATIEAKHOCTI:

u=uw(meA)vuw(AeEm)=(AamaA)v(ma m/\A),

AKI B CYKYITHOCT1 TaKOK BU3HAYAIOTHCS XOr-onepali€ero, B 3aralbHOMY BUMNAJKy Ha

3aMKHYTOMY T€OPETUKO-MHOKUHHOMY aj(aBiTi:

wu=(AAmaA)v(mar maA)=[Ar(mvA)]v[ma (mvA)]=
=[(AAm)V(AAA)v(mAam)v(maA)]=
=(AAm)v(mArA)=m®A.

Jloriune o00'egHaHHA JBOX BEKTOpPHHX (YHKIINH, Kl (OPMYIOTh KOJOBY
BiJICTAaHb 1 B3a€EMHY HAJIEXHICTh OJWH OJHOMY, Ja€, MPUPOJHO, IIyKaHWUU

pe3ynbTar:
Q=d(m,A) VvV [u(m € A) vV u(A € m)] = (mBA)V(mDA) = mDA.
[le o3Hauae, MO0 MO CyTI B3aeMojisl Oyab-sSKHX OO'€KTIB B KiOepHpocTopi

BU3HAYAETHCSI BUKOHAHHSM CHMETPUYHOI PI3HUIII B OaraTo3HauHOMY ajdaBiTi

(xor-omepaiiii B 1B1iIKOBOMY):
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A0 1 x & , @0 1 x &I
0[F x 1 0] 05N 0001110 01
Ilx @01 ’ 1|11 00 01 10
x|1 0@ x x |10 01 00 11
20 1 x @ @01 10 11 00

Ane mnpu KOAYBAaHHI CHMBOJIB an(aBiTy JBIMKOBUMHU BEKTOpaMHU-
NPUMITHBAMH OIepallisi CUMETPUYHOI PI3HUIl MIXK CHUMBOJAMU B KOOpJHUHATaX
BEKTOPIB IIEPETBOPIOETHCA B XOr-omepallifo JOBIYHUX BEKTOpIB. [HIII JIOTI4YHI
omnepaiiii npu (GopMyBaHHI BEKTOPHOI OIIHKK B3a€MO/Iii 00'€KTIB B KIOEPIPOCTOPI,
3riJIHO0 3 HaBEJICHUMHU BuUlle (OpPMYJIaMH, HE BHUKOPUCTOBYIOThCS. SIK MpuKian,
HIKYE 3allpONIOHOBAHI MPOLIEAYpPH BUKOHAHHS Olepalii CUMETPUYHOI PI3HHUII 1
xor HaJ ABoMa (popMamu 00'€KTIB, MPEICTABICHUMHU Y BUTJISI/II CHMBOJIIB aln(aBiTy

KanTopa 1 1BIIKOBUX KOJIB:

m=/x x x x 1 0 1 O
A={1 0 0 x x x 1 O
A=101 1 01 DI
m=(11 11 11 11 10 01 10 01
A=(10 01 01 11 11 11 10 01
@ =(0110 10 00 01 10 00 00

Hpyruii npukiaj UII0CTpy€e OOUUCICHHS B3a€MO/IIi BEKTOPIB B JBOTAKTHOMY
andapiTi omucy aBromMatHux 3MmiHHUX B2(Y) B Qopmartax CHUMBOJIBHOTO 1

JIOBIYHOT'O OIMHUCY KOOPANHAT:

Y A B S P L E Q

H S J L E L F C

L B H E H g Y Y
1111 1100 0011 1001 0110 1101 0100 1000
0010 1001 0001 1101 0100 1101 1011 O111
1101 0101 0010 0100 0010 0000 1111 1111

@»>B>» B
N L

TyT mikaBuii Qakr, mo B KyOiTHOMY (hopMaTi ONMUCY CUMBOJBHUX 3MIHHHUX
TEOPETUKO-MHOXKHUHHI, B 3arajJbHOMY BHUMNAJKYy MOCIIJOBHO BUKOHYBaHi, oneparii
HaJl €JIEeMEHTaMH MHOKHH 3aMIHIOIOThCS MapajieIbHUMH OIEpallisiMi, 1[0 1ICTOTHO

MIIBUIIY€E MIBUIKOMII0 OOYMCIIOBAIBHUX IMPOIIECIB aHANI3Y MOJEIEH 3a paxyHOK
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BIJIOBIJTHOTO 30UIbIIEHHS 00csary mam'siti. s CTBOpEeHHsS KyOITHUX CTPYKTYp
JAHUX OOYMCIIOBAIIBHUX TIPOIIECIB HEOOXIIHO BHU3HAUMTH: 1) yHIBepcyM
MPUMITHBIB (MpoleCciB a00 SIBUIL) 3 MOJMAJBIIMM iX YHITAPHUM KOJYyBaHHSM B
Mekax Ky0iTa; 2) KOMIAKTHY CUCTEMY (CTPYKTYpPY) BiTHOCUH ((PYHKIIIOHAIBHUX ),
K1 3aJal0Th TMOBEAIHKY 00'ekTa; 3) TOCTIIOBHICTH OOPOOKH KOMITOHEHTIB
CTPYKTYPHU Ha OCHOBI MapayieIbHOTO BUKOHAHHS BEKTOPHUX JIOTIYHHUX OTEpallii,
SKI ~ BUTIIHO  BIJPI3HSIOTH  TEOPETUKO-MHOXKHMHHI, TOCTIAOBHI B  Yaci,
00UYHCITIOBaIbHI MPOLETYPH.

JBi dopmu (ckansipHa 1 BEKTOPHA) ICHYBaHHs KpuTepito sikocTi q = {Q, Q
(m, A)} cripsiMoBaH1 Ha BUOIp Kpaloro pilieHHs (11 KOpUCTyBaya) 1 AeTai3alio
BiAMIHHOCTE MK oO'ekTamMu (i1 KOMM'toTepa) BIANOBIAHO. YucenbHUM
€KBIBAJICHT 3pYYHUU JUIsl JIFOJWHM, SKa HE 3/1aTHA OMNEPYyBAaTH JIHTBICTUYHUMU
(baraTo3HayHUMHU) 3MIHHUMHU TIPU OIHII B3ae€MOJii O0O0'€KTIB, MPEICTABICHHUX
BekTOpamu. JIo TOTro X JIBl OJTHAKOBI YHCEIIbHI OI[IHKM HE 03HAYAIOTh 1IECHTHYHOCTI
JIBOX BIJICTAHEH MPH B3a€MO/Iii TPhOX 00'EKTIB Y MPOCTOPI.

Hampuknan: d (a, b)=0011=2,d (a, c) = 1100 =2, mpu a = 0000, b = 1100,
c = 0011. Tomy nmo ckaisgpHOi OIIIHKM HEOOXITHO MaTH BEKTOPHUUN EKBIBAaJCHT
KPUTEPII0 SIKOCTI B3a€EMOJII1, KM MOKa3ye CTPYKTYypPy MOAIOHOCTI Ta BiIMIHHOCTI
3a BciMa mapameTpaMu (3MiHHUM) BEKTOPIB.

OO0unCTUTH KpUTEPId — BU3HAYUTU CTYIIHb HAJEKHOCTI UM HEHAIEKHOCTI
JAHOTO TIpoIecy abo sBHUIA, B TOMY YHCII JIO JEAKoro kiacy o0'ektiB. Taka
Kiacudikaiis NUIXOM TOPIBHSHHS aHATI30BaHOTO 00'€KTa 3 CIMEMCTBOM, alie
MpeACTaBICHUM y (OpMI OJIHOTO Yy3arajibHEHOTO BEKTOpa, J1a€ MOXKIIHUBICThH
ICTOTHO MMABUIIUTH IIBUIKOJIIO 3aBJaHb aHANI3y CTPYKTyp AaHuX. [ 1poro
HEOOX1THO CTBOPIOBATH i€papxidHi (opMaTh CTPYKTYp JaHUX, OPIEHTOBAHHMX Ha
KOMITAKTHE YSBJICHHS CIICI[ialbHUM YMHOM 3aKoJI0BaHMX 00'ekTiB. Ilpu momanHi
o0'ekTa KIOEPIPOCTOPY CYKYIHICTIO TEOPETUKO-MHOXHMHHHX a00 KyOITHHX
3MIHHHUX CTPYKTypa BEKTOpa JITUTHCS Ha CErMEHTH, BiAMOBiAHI KyOiTaM. KyOiTHa
3MiHHa (KyO0IT) — CYKYIIHICTh N JABIMKOBUX PO3PSAiB, HEOOXIIHMX ISl YHITAPHOI

KOJlyBaHHS N TPUMITHBIB 1 OyjieaHa MOPO/IKEHUX CUMBOJIIB. DOpMH TOAAHHS
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BEKTOpa KyOITHUX 3MIHHUX: CUMBOJIbHA 1 / a00 KyOITHO-ABIMKOBA OpIEHTOBAHI Ha
napajgejgbHe BHUKOHAHHS TCOPETHKO-MHOKMHHUX — omeparin  (N,U,7) 3a
aoromoror anredpu BekTopHOi Joriku (A,V,m). [lpuknaan Takux omepamii B

3rajanux (popMarax MarOTh BUTJISIL;

Y A B S P L E Q
H S J L E L F C
H Q J S E L @ O
1111 1100 0011 1001 0110 1101 0100 1000
0010 1001 0001 1101 0100 1101 1011 0111
0010 1000 0001 1001 0100 1101 0000 0000
Y A B S P L E Q
@ B A P S H F _C
1111 1100 0011 1001 0110 1101 0100 1000
0000 0011 1100 0110 1001 0010 1011 0111

BIBBtB|< »B|D»B

[Ipu ananizi KyOITHO-ABIMKOBUX (POpM mpeacTtaBieHHS OO'€KTIB B ILISIX
BU3HAYCHHSI BIJCTaHEW MK HUMHM HeoOx1qHO BpaxoByBaTu: 1) Komoa BiacTanb
(hopMye€eThCSl TIPU HASIBHOCTI Xo4a O OJHOrO KyOiTa, piIBHOTO HYJIO IO BCIX HOTO
KoopAuHaTax. 2) B iHImIOMy BUNajKy OOYMCIIOIOTHCA (PYHKIIT HAJEKHOCTI Ha
MIJICTaBl MIAPAaXyHKY 3arajibHOr0 4YMclia OAWMHUIb, OTPUMAHOIO IMpPU BUKOHAHHI
BEKTOPHOI omepallii KOH'IOHKII1, BIAHECEHUX JI0 KUIbKOCTI OAMHUIIb KOXHOIO 3
BEKTOPIB, 110 BIAMNOBIAAIOTH ABOM pi3HUM 00'ekTaM KiGepmpoctopy. 3) Xor-cyma
BiJicTaHEH O00'€KTIB, IO CTAHOBJIATH IHKJI, JOPIBHIOE BEKTOPY, CKIIAJICHOMY 3
HYJIbOBHX KyOiTiB. 4) Xor-cyma BCiX MPUMITHBIB Ky0iTa JOPIBHIOE BEKTOPY, SIKUN
Ma€ BCl ONMHWYHI KoopawHaTH. 5) DopmyBaHHS Oararo3Ha4YHUX CUTHATYp Ha
OCHOBI1 KyOITHUX CTPYKTYp JaHUX MOXE ICTOTHO PO3MIUPUTH Chepy 3aCTOCYBAHHS
amapary  XOr-TioJiHOMiB 3  HENIHIWHUMH  3BOPOTHUMH  3B'si3kamMu.  0)
HecTpykTypoBaHa MHOXXMHA TPHUMITHBIB, III0 CAaMOOPTaHI3ye€ThbCs B TIPOIECi
MOJICTIIOBaHHSI a00 BUPINICHHS KOHKPETHOTO 3aBJAaHHS, ICTOTHO 3MEHIIYE OOCAT
Mozenel 1 yac ix crBopeHHs. 7) Peamizamis nepeBa kimacudikariiii 1 mporeayp #oro
aHai3y 3HAYHO CKOpouye OOCAT CTPYKTYyp HaHHUX, a TaKOXX 4Yac BHPIIICHHSA

BIMOBIAHUX 3aBAaHb. [IpuKiag Takoro aepeBa mMpeacTaBiIeHUN Ha puc. 2.6, sKe,
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3aBIsIKM OIHApHOI, BUKOHY€ Kiacu(ikaiiio (CIycK Mo JEpeBy) 3a MiHIMaJbHE

YHUCJIO KPOKIB OOYUCIIOBAIBLHOT IPOLIEAYPH.

11x 10x

b
(111) (110) (101) (100) ("011) (010) (001) (000)

Pucynok 2.6 — Ilpuknan knacudikaiifiHoro O1HapHOTO JIepeBa

[Iponenypa knacudikaiii: 1) AHami3 i-ro po3psiy BX1JHOTO BEKTOpa m s

BHOOPY JIIBOT UM MPABOI I'JIKU BEPUIMHU JIEPEBA:

P0<—mi@Ai=O;
P=

Ple—m;®A; =1.

Tyt MHOXUMHa A BU3HAYae€ y3arajibHEHI KOJU-CUTHATYPH, & TAKOX KIHLIEBI
BEpIIMHU JepeBa. 2) AHai3 3aKIHUY€TbCS IMO3UTUBHO, SIKIIO OOpOOJeH! BCl
pO3psAIM BXIHOTO BEKTOPa, SKUM 1JEHTU(PIKOBAHUUA ICHYIOUYMM aHaJIOrOM B
010moreni. B iHmomy Bunaaxky o0'eKT He MOxke OyTH 11eHTU(PIKOBAaHUN B pamMKax
CUCTEMHM, sIKa MOBUHHA OyTH po3mupeHa. 3) Ko pe3yiabTaT aHaiizy Mae
HEOJHO3HAYHICTh MO BigHOMmEHHIO 10 0 1 1, To 00'eKT iMeHTH(DIKYEThCS BXXKE HE
MPUMITHBOM, a KjiacoMm (miakiacom). Yac BUKOHaHHS TpoleAypu Kiacudikari
BU3HAYAEThCS BUpaszoM: T=log,N, mo € 3aciyror HaUIAITKOBUX BEPIINHUH, SIKi
J03BOJISIIOTh cucTeMy 3 N BIIHOCUH (HIMDKHIM pPIBEHb KOJIB) NPEACTaBUTH Y
BUTJISI1 epeBa.

Takum ynHOM, 3aMPONOHOBAaHA MOAM(IKOBAHA MOJIENIb KPUTEPIIO CKATISIPHOT
1 BEKTOpPHOI SKOCTI OI[IHIOBaHHS OIHApPHUX BIIHOCHH, $IKa BIJAPI3HIETHCA
BUKOPUCTAHHAM (PYHKIIIT HEHAJIEKHOCTI Ta KOJOBOI BiJACTaHI XEMMIHra, 10

3abe3reuye JIHIHHICTh 3MIHU YHCEIBHOTO 3HauYeHHs Kputepito Big 0 1o 1 B mipy

107



30UIBIIEHHSI «BIACTAaH1» Bl MOBHOTO 30iry ABOX OO'€KTIB 10 MaKCHMaJIbHO
MOXJIMBOTO , KOJMU KojoBa BiAcTanb oaHo d (m, A) = k. Kpurepiit moxe OyTtu
BUKOPHUCTAHUN MPH OIL[IHIOBAHHI B3a€EMO/I11 00'€KTIB B peaibHOMY MacIITadl yacy B

3a/1a4yax TeCTyBaHHS, A1arHOCTYBaHHS (PYHKIIOHATBHUX MOPYIIEHb, BPA3JIUBOCTE.
2.5. Anapar OyJieBHX NOXiAHUX JJIS CHHTE3Y TeCTiB

Amnapar npuU3HAYCHUH JUIsl MEPEeBIPKU CYTTEBOCTI 3MIHHHMX 1 KOMIIOHEHTIB
KC, Bxirouarouum aHami3 CYTTEBOCTI  JECTPYKTUBHOCTI  (Ypa3iMBOCTI 1
MPOHUKHEHHS) JJI CTaHy KibepcuctemMu. Po3risgatoTbcsi METOAM B3STTS OyJIeBUX
NOXIAHUX MO Ta0JUIl I1CTUHHOCTI, JW3'TOHKTUBHIA ¢dopmi abo KyOIUHOMY
MOKPUTTIO JJI1 CTBOPEHHS YMOB aKTHUBI3allli Ha BXIJHUX 3MIHHUX MPHU CHUHTE31
TECTIB JJi1 TEPEBIPKU Bpa3nuMBOCTEM (MPOHUKHEHB). JlOCHIIKEHHS METOdy

MIPOTIOHY€THCS] BUKOHATH 32 JIOMOMOTOI0 TPhOX MPUKIIA/IIB JIOTIYHUX (QYHKITIH:
1) f(x) = X1 VX:X5; 2) f(X) = x1X5 V X1X3 5 3) f(X) = X,X5 V X;X5X3.

[lutanns, MO NUIATalOTh BUpIIEHHIO: 1) BHU3HaueHHS BCiX MOXITHUX
NEpIIOro MOPAAKY IO AaHANITUYHINA, KyOiuHIM 1 TaOmuuHid (opmi 3aBIaHHSA
noriuHoi Qyskuii. 2) Bepudikamis OTpuMaHMX YMOB aKTHBI3AIlll HUISIXOM IX
MOJICTIOBaHHsI Ha OAHIN 3 (opMm omnucy ¢yHkiioHanbHOCTI. 3) CHHTE3 TecTiB
aKTHUBI3aI[li 3MIHHHMX JIOT14HOI (PYHKIIIT HA OCHOB1 OOUYMCIICHHS MOX1/THUX.

Hpuxnanx 2.1. BuzHauutu BCi MOX1JHI NEPUIOr0 MOPAJKY MO aHATITUYHIN

dopmi soriunoi pyskmii f(X) = x; V X;X,. 3acrocyBaHHs GOpPMYIIH OOUHCICHHS

£ (x;) = df(xy, X2, ..., X, ..., Xp)/dX; =

=1(xy, X2, ..., Xi=0, ..., Xp)Df(X1, Xo, ..., Xi=1, ..., Xp)

BHU3Hauyae OyJIeBY MOXIJHY MEPIIOro MOPSAKY SIK CyMy MO MOJYJIIO JJisi HYJIBOBOI 1
OJIMHUYHOI 3aJTUIITKOBUX (DYHKITIM.

Jnst nanoi GyHKINT BUXOIUTH:
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df(x1,x2)

=1(0,x2) ®f(1,x2) =
dx1

:(OV0i2)@(1V1§2)=0@1=1,

df(Xl > X2)

= f(x1,0) ® f(x7.,1) =
ax 5 (x1,0) @ f(x1,1)

=(x;vx; D®(x1vX;-0)=x,®x,=0.

HynboBe 3HaueHHS MOX1/IHOI O3HAYA€ B1ICYTHICTh YMOB aKTHBIi3allil 3MIHHO1
X2, 0 Ja€ MiJCTaBU BBaXKaTH ii HECYTTEBOIO, a OTXKE, MPUOPATH 3 UKCIIa 3MIHHUX,
K1 POpMYyIOTh YHKI[IOHATBHICTD.

Ipuxnan 2.2. BuzHauutu BCl MOXIJHI NEPUIOTO MOPSAJKY MO aHATITUYHIN
dopmi moriunoi ¢yskmii f(x) = x,X, V X;X3. Jiasg mnaHoi QyHKIIT BHKOHYIOTHCS
Takl OOYMCIICHHS:

df(x1,x2,Xx3)
dx|

=(0v1-x3)d(x2v0-x3)=x3@x2=X,X3 V X,X3;

=1(0,x5,x3) ®f(1,x9,x3) =

df(Xl,Xz,X3)
dx

X1x3(Xx1 v X3) v X1x3(X] v X3) = (X1 V X3)(X] V X3) V X|X3X|X3 = X].

= 1(x1,0,x3) @ f(x1,1,x3) =X1x3 ®(X] vV X3) =

df(x1,x7,X3)

™ =fi(x1,%2,0) ® f(x],x2,1) =x1x3 ® (X} v x2) =
3

X1X2( X] Vv X2) % X1X2(§1 v X2) = (il Y% iz)( X] Vv X2) V X1X2XX7 =X].

Jns TpbOoX 3MIHHHUX OTpuMaHl 4 YMOBHM akKTHBI3allli, SKI BIJAMOBIIAIOTH
YOTHUPHOM JIOTIUHHMM IJISIXaV B CXEMHIN CTPYKTYpl AM3'FOHKTHBHOI ()OPMHU JTaHOi
(dyHKIIII.

Ipuxknan 2.3. BuszHauutu BCi MOXIJHI MEPHIOTO MOPAJKY IO KyOldHIN

dbopmi J0r1uHOI PYHKITII:
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X] X2 X3 Y

00 0 1

X1 X2 X3 Y| 1X2%3 106 011110] |0 0 1 0

X 0 0 1] | x I
f(X)=i2§3VX1X2X3=>1((1) % (1)= (1) %8(1)8=0 1 10
X 1 00 18(1’(1)

01 X0 11 00

1111

[Iponec-Moaenb 0O0UMCIEHHS MOXIIHOI MO 3MIHHIN At QyHKIIT X;, 3aJ1aHO1
TabauyHOIO (hOpMOIO, Ma€ Taki MyHKTU: 1) MojentoBaHHs MO TaOIMUIl 1CTUHHOCTI
(ky6idHOMy MOKpPHTTIO) BXiZHMX HaOOpiB Iy BH3HAYEHHA CTOBIYHKA Y, 1€
3MiHHA X; Ma€ TUIbKM HYJIbOBE 3HAYEHHS IJIS BCIX PSJAKIB TaOIUII 1CTHHHOCTI.
Yncno Takux HaGopi 3apxmu q=2"", N — umciao 3minnamx. 2) OGUHCICHHS
KOOPJMHAT CTOBIYMKA Yil 3 OOWMHUYHHUM 3HAYEHHSIM 3MIHHOI YfB = YiO@Yil TSt
BCiX psakiB TaOnumi. 3) OOYMCIEHHS CTOBMYMKA 3 YypaxyBaHHSAM IIpaBUIIa
0DXv1dX=X. 4) ®opmyBaHHS JU3'TOHKTUBHOI (popMHU MOX1AHOT PYHKIIIT 32 OJIU-
HHYHUMH 3HAYeHHAMH cToBmamKa Y Ge3 3MiHHOT Xi, 1o sKil GepeThcs moXimHa.
Inakuie, GikcyroThCs psaKKU TaOIuUI, BIAMOBIAHI OJJMHUYHUM 3HAYEHHSIM CTOBIILSA
Y-EB, SKAW BU3HAYa€ MOXIAHY (yHKIII. AHamITUYHA MOJENIb MPOIECY B3ATTS

1

NoXiAHOI Mo PyHKIIiI, MpeICTaBIeHOT TAOJIUIICI0, MA€ TAKUW BUTIISL;

df/dxi=f(x1, X2,...,X=0,....x,)Df(X1, X2, ..., Xi=1, ..., Xy);
Y @®=[Y=f(x, xo,...,x=0,....x,)|®[Yi=f(x1, Xo, ..., X=1, ..., Xn)].

Jns nBoxX pi3HUX TaOau4YHUX (OpPM pe3yiabTaT OOYMCICHHS MOXIAHOI 3a

MEPIIOI0 3MIHHOIO MPEJICTABICHUN HUXKYE!
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x| X3 X3 Y Yl0 Y v®
g (X0 0TIl 1 0
—=|1 1 1 110 1 1 |=x9VXyX3=X9X3;
i [X 0 1 00 0 0

X1 00/0 0 0

01 X0/0 X 1

xp x3 x3 Y|Y) v} Y®

0 0 01|]1 1 0

00 1 0/0 0 0
df o1 0000 0]
dg |0 L 1 ofo 1o 2X3-

1 0 011 1 0

1 0 10/0 0 0

1 1.00/0 0 0

1 1 110 1 1

[Ipyn HEeonHO3HAYHOMY 3HAYEHH1 MOXIIHOI AN (QYHKII, 3aJaHOi KyOlYHUM
MOKPUTTSIM, BUOUPAETHCS TEPM, 1[I0 Ma€ MAKCUMAJIbHE YHCJIO 3MIHHHUX.
Minimizalis noxiHoi PyHKIIII Ha OCHOB1 TOTOXKHOCTI avab = a He 30epirae ymMoBU
aKTHUBI3aIli 3MIHHOI, 1O AKIA OepeThcs moxigHa. CrpaB/ii, 3HauYeHHS (DYHKIIT Bijl
TPHOX 3MIiHHHX 32 YMOBH ab V ab Moxe JOpiBHIOBATH HyJIO (OJWHUIN ), IO O3HA-
4a€ MOKJIMBICTh BIJICYTHOCTI 3MiHU (DYHKIIIT IPU aKTUBI3aIlii 3MIHHOT «C» (OCTaH-

Hi¥ cToBmens kaptu KapHo):

ab
C
0
1

Jlema nenepemunarnns Ky6ie. MOXIMBICTh KOPEKTHOTO B3SATTS MOX1THOT IS
OTpUMaHHs TECTY aKTHUBi3allii MO 3MIHHIN X; OOMEXY€EThCSI TAaKOK MIHIMAIbHOIO
CTPYKTYpOIO  KyOIYHOrO MOKpUTTS a00  aHAITUYHOI  JIU3'FOHKTUBHOIO
(KOH'IOHKTIBHOI0) HOPMAaJIbHOIO (POPMOIO, 1€ MEePEeTUH OYyIb-SIKUX KyOiB (PsIKIB

tabnui ictTuHHOCT1) 260 TepMmiB JTH® (KH®) nae nopoxHi0 MHOXKHUHY:

df/dx; = f(x1, Xz, ..., =0, ..., X))®f(xy, X2, ..., =1, ..., Xp)ET
<V1,j(CiNCj=0); 1,j=1,...,n; i=j.
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JlificHO, SIKIIO MOKPUTTS, MPEACTABJICHE BHUIIE, 3alKMCATH 3a MNpPaBUIAMH
NepeTuHaHHs KyOiB, TO BCl MOXIJHI OyIyTh BaJiIHUMH JJIsl CUHTE3y TECTIB 0e3

J0AATKOBOI MTEPEBIPKHU:

Xl X2 X3Y Xl X2 X3Y
X 0 01 X 0 01
e IR R S
X1 00 X 1 00
01 X0 0 1 10

[[lo6 oTpumatu Take KyOl4yHE TOKPUTTS, HEOOXIJHO BHUKOHYBATU
MIHIMI3allIl0 yciMa icHyrouuMu Merogamu (kaptu Kapuo, KgaitHa, icTOTHHX
3MIHHUX, HEBU3HAUCHHX KOe(QIlI€HTIB, OiHapHOro rpada) 3 ypaxyBaHHSM I[bOTO
MpaBUia: MOKPUTTA HYJIbOBHX 1 OJMHUYHUX KOOPJAMHAT TAOJNMIIl ICTUHHOCTI B
mpoliect MiHiMI3alli He MOBHHHI MepeTuHaTucs. B ngaHoMy BHUOaAKy, KOJIU
(GYHKIIIOHAIBHICTh MEpenKcaHa 3 ypaxXyBaHHSIM JaHOTO MpaBuUiia, HABITh 3arajibHe
YUCJIO0 KyO1B HE 3MIHUJIOCS, B TOM Yac SIK MOKPUTTA HAOYJIO SKOCT1 HEMEpETUHAHHS

(sIk y TaOIuUIIl ICTUHHOCTI) JIJIsi CHHTE3Y TECTIB aKTHBi3aIlil 3MiHHHX:

x; x5 x3 YY) v! v®

X 0 0 1|1 1 0
i:llllo 1 1 |[=x)x3:
&X; [X 0 1 0/0 0 O

X 1 0 0/0 0 0

01 1 0[0 0 0

X1X2X3YY§) ZIYZ@

0 0 0 1|1 1 0

00 1 0/0 0 0
d 1o 1 0 0[O0 O 0 |_4 «
&, |01 10j0o 1 1 273

1 0 0 1({1 1 o0

1 01 0[O0 0 O

1 1 0 0[0 0 O

1 1 1 1(0 1 1

OOunciaeHHd MOOXIOHMX II0 BCIX BXIOHUX 3MIHHUX Ja€ MOJKJIHUBICTH

noOyyBaTH TECT aKTHUBI3amii A (PYHKIIOHATHHOCTI, 3aaHO1 BXKE HE TaOJIHIICIO
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ICTUHHOCT1, a KyOIYHUM MOKPUTTSIM, IO MOKE ICTOTHO 3MEHILIUTH 4Yac CHUHTE3Y
tectiB. Jlast mpyroi 3minHOl QyHKIIT f(X) = X,X3 V X{X,X3 MPOIEC OOYMCIECHHS
MOXIAHUX Il TPbOX pi3HUX (GopM (KyOiuHOi, TaOJUYHOI 1 AHATITUYHOI) Mae

HACTYITHUM BUTJISIA;

x| X3 x3 Y|YS Yy Y
df X 0 01|11 0 1
_dX2 = )1< (1) i é 8 >1< )1( = X3 V X|X3 V X3 = X3 V X|X3;
X1 001 0 1
01 1 0[]0 O O
x| X3 X3 Y|Y) Yy Y
0O 0 011 0 1
0O 0 1 0jO0 O O
01 0 O0l1 0 1 —— _ _ )
0 1 1 0lo 0 0 = VX1X3 V X1X3 V X1X3 = X3 V X1X3;
1 0 0111 O 1
1 0 1 0[O0 1 1
1 1 0 01 O 1
1 1 1 110 1 1

AHQJIOTIYHUN pe3ysibTaT OTPUMAHMI MIISXOM BHU3HAUYEHHS MOXIJHOI 3a

JIM3'TOHKTUBHOIO HOPMaIbHOIO (POPMOIO JIOTTYHOT QYHKIII:
df(Xl,Xz,X3)/dX2 = f(Xl,O,X3)®f(X1,1,X3):X1X3V)_(3.
JInst tpetboi 3minHOT (yHKmii f(X) = X,X3 V X;X,X3 MOXiAHI Bix TPHOX

pizHuX Qopm (KyOiuHOi, TAOJIMYHOI 1 AHANITUYHOI) MOPEACTABICHI y TaKOMY

BUTJISAIL:
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xi Xy x3 Y|Yy Y3 YY
g (X0 0TI[1 0 1
—=[1 1 1 1[0 1 1 |=Xyvx(xy;
dx3 |[X 0 1 0/0 0 0

X1 00/0 X X

01 10/0 0 0
X1X2X3YY§)Y31Y3®
00 01|1 0 1
00 101 0 1
01 00/0 0 0 _ B -
01 1 0|0 0 0 |7VXIX2VX[X)VX[X)=X)VX[X).
1 0 0 1[1 0 1
10 1 0[1 0 1
11 00/0 1 1
11 1 1/0 1 1

df(Xl,Xz,X3)/dX3 = f(Xl,Xz,O)(‘Df(Xl,Xz,1):X1X2V)_(2 .

TakuM 4yMHOM, BCl pe3yJbTaTU MO OOYMCIEHHIO MOXIAHUX BiJl TPphOX (HopMm
3aBaaHHs QYHKINT i1eHTHYHI. HallO11b111 TEXHOIOTTYHUM € METOJ B3SITTS MOX1IHOI
no TaOJWLl ICTUHHOCTI. AJie BUKOPUCTaHHS KyOIYHOTO MOKPUTTS MA€ MEHIIY
OoOUYHCIIOBaJbHY  CKJIQAHICTh B CWJIYy  KOMIAKTHOTO  MPEJICTABJICHHS
(YHKIIIOHATBHOCTI 32 paXyHOK BBEJICHHS HaAMIPHOCTI (CUMBOY X) B JABIMKOBUU
andapit. Bukopuctanua a"amiTuyHOi Gopmu mependadyae iCTOTHE IMiJIBUIICHHS
CKJIaJIHOCTI aJITOPUTMIB, MOB'SI3aHOI 13 3aCTOCYBaHHSM 3aKOHIB OyJieBOi anreOpu 1
MiHIMI3alli QyHKIIIH, 110 0OMeXye i1 3aCTOCYBaHHS JJi BUPIIIEHHS MPaKTUYHUX
3aBJIaHb.

[Ipouec-monens OTpUMAaHHS TECTY

T=[T;l.i=Lk;j=Ln

KOMOIHAIIHHOT (DYHKI1I0HATIBHOCTI:

D) £'(xi) = (X1, X2 ,Xj = 0,00, Xy )@ (X1, X2 Xj =1,..,Xp);

n
2) T=UF'x)*(xi =0) v (xj =D}
i=1
DT =Tioj < Tj =X Ty =1< T = X;

HT=T\T; < T;=Tj_,,r=Li-1,i=2n.
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1) OOuuncneHHs] MOXITHUX MO BCIX N 3MIHHUX (PYHKIIIOHAJIBHOCTI NLIAXOM
BUKOPUCTAHHA OJIHI€T 3 (hOpM: aHAMITUYHOI, TabIU4YHO1, KyOiuHOi. 2) O0'enHaHHs
BCiIX YMOB (BEKTOpIB) aKTHBI3allli B TaOJUIIO0, A€ KOXXHOMY BEKTOPY ILISXOM
KOHKaTeHallii (*) cTaBuThesl y BIAMOBIIHICTh 3MIHA aJpecH, 3a SIKOI0 Oylia B3siTa
MOXiJHa, 10 O3HAYa€ TMOJBOEHHS YHCJIAa TECTOBUX HAOOpPIB MO BIJHOIICHHIO 0
3aranbHOi KUTbKOCTI (K) ymoB akTtuBizaiii. 3) JloBuznauennst cumBoiy X = {0,1} B
KOOPAMHATI IUIIXOM IMPUCBOEHHS JOBIYHOTO 3HAYECHHS OJJTHOMMEHHOI KOOPJAUHATH
B IMONEPEIHbOMY BEKTOPl /Jisi OTPUMAHHS TECTy MIHIMAIbHOI JOBXHUHU. 4)
MiHiMi3allis TECTOBUX BEKTOPIB NIISAXOM BHJIAJICHHS TMOBTOPIOBAHMX BXIJIHUX
MOCI1OBHOCTEM.

Puc. 2.7 imtoctpye Tabnuill X0y OTpUMaHHS TE€CTY BIAMOBIJHO JO MYHKTIB
2-4 amroput™my Uit GyHKioHanbHOCTI f(X) = X,X3 V XXX, INPEICTaBIEHOT

CXEMHOIO CTPYKTYPOIO.

X1 X7 X3 Y| [X] X2 X3 Y
0 1 10/ [0 1 10
1 1 1 1|1 1 11
X 0 0 1|1 0 01 ’lelzxfg
X 1 00/ |1 1 00| ] | |
T=1010=1010=1001
1 1 1 1| |1 1 11
1 1 00
X001/ |1 001 [ o o
X 0 1 0/ ]1 0 10
1 1. 00/ |1 1 00
1 1 1 1| |1 1 11

Pucynok 2.7 — Tabauii TecTiB 1 cXeMHa CTpyKTypa 0yJsieBoi pyHKIIIT

OTpuMaHUM TECT 3a KUIBKICTIO 1 SKICTIO 1JEHTHYHUW BXIAHUM HaOopawm,
CUHTE30BaHUM paHille 3a gornoMororw FOL-Meroay. OTxe, BIH Ma€ OJIHaKOBI1 BJla-
CTUBOCTI 10 MMOKPUTTIO HECTIPABHOCTEH 1 TMMOMHI MOUTYyKY Ae(EKTIB.

3anponoHOBaHa MPOLEC-MOJAENb CHUHTE3Y TECTIB JJIs TECTyBaHHA 1
JIarHOCTYBaHHSI Bpa3JIUBOCTEl MoOXe OyTH BHUKOpPUCTaHAa sIK BOyJOBaHMIA

KOMIIOHEHT 1H(pacTpyKTypu cepBicHoro oocimyropyBanus KC.
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2.6. lenyKTHBHMI MeTO NOIIYKY BpasauBocted B KC

OcHOBHa 1Jed JEIyKTUBHOIO METOJy IIOJIIra€ B aHali3l 31CTaBIEHHS
BXIJIHUX 1 BUXIIHUX JaHUX KIOEPCUCTEMH 3 METOI0 BHUSBUTU JECTPYKTHUBHI
MPOHUKHEHHSI a00 ypa3iIMBOCTI LIISXOM BUKOHAHHS MPOLEAYp MOPIBHAHHS MIXK
CBLIOMO IITaTHUMHU ((QYHKIIOHATbHUMH) PEKUMaMH 1 CHUTYyalllsIMU, IO
BUKJIMKAIOTh Migo3py. s imMrieMeHTaiii MeToay B 1H(QPACTPYKTYypy 3aXHUCHHUX
CepBICiB  HEOOXiqHO MaTu rpadoBy MOJeNb JIOTIKM  (PYHKIIOHYBaHHS
KibepcucTeMH, sIKa JOCUTh MPOCTO MOKe OyTH TpaHC(opMoOBaHA 10 CHCTEMU
JIOTIYHHUX PIBHSIHb, NPUAATHOI I JEAyKTUBHOTO aHamizy. Jlami mpomnoHyeThes
MOJENb  JIEAyKTUBHO-TIAPAJIEIbHOTO  CHHXPOHHOTO  aHali3y  Bpa3iUBOCTEH
(npoHukHEHb) Kibepcuctemu (00'ekTa), sika JO3BOJISIE 3a OAHY ITepaliio oOpoOKU
CTPYKTYpH OOYMCIUTH BCi JMECTPYKTHUBHI KOMITIOHEHTH, IO TEPEBIPSAIOTHCS Ha
TeCT-BeKTOpl. MeTa NeNyKTUBHOIO aHaji3y — BU3HAYUTHU SKICTb CHHTE30BAHOIO
TECTy 100 TOBHOTH MOKPUTTS iM BPa3JIMBOCTEH, a TAKOXK MOOYyBaTH TaOIHUITIO
MEepeBipKkd TECTOBUMHU Habopamu ycix BusiBieHuX BpasnuBocteir KC ms

BUKOHAHHS TMPOIENyp JIarHOCTyBaHHA. Taka MoOJenbh 3acHOBaHa Ha pillleHHI

PIBHSIHHS:

L = T®F, (2.1)
ne F = (Fm+1, Fm+2, ..., Fi, ..., Fn), 1 = m+1, ..., n — cykynHicTh (PYHKIIIH
cnpaBHoi (kopekTHo1) moBeainku KC; m — yucno ioro Bxomuis; Yi=Fi(Xil, ..., Xij,

..., Xini) — Ni-BXOJOBHH 1-d €JIIEMEHT CXEeMH, 0 peanizye Fi ansg BU3HAYCHHS
ctany JniHii (Buxoxy) Y1 Ha TecT-BekTopi Tt; TyT Xij — j-if BXiJ i-TO €I€MEHTa; TeCT
T=(T1, T2, ..., Tt, ..., Tk) — ynopsakoBaHa CYKYyNHICTh IBIMKOBHUX BEKTOPIB,
BHU3HAYCHA B MPOIIECI CIPABHOTO MOJIEIIOBAHHS Ha MHOXKMHI BX1THUX, BHYTPIIIHIX

1 BUXIJTHUX JIiHIN, 00'€JTHAHA B MATPHUIIIO
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Tt T2 5o T > Thn (2.2)

HEBX1/IHA KOOpJAMHATa K01 BU3HAYaeThcsi MojentoBaHHsIM (ynkiii Tt = Yi = Fi

(Xil, ..., Xij, ..., Xini) Ha TecT-BekTOpi Tt;
L=(L{,Lo,....L¢,...Ly)
— MHOXXMHA JICTYKTUBHUX CXeM ab0 Mojiesiel, ikl BU3HA4Yar0ThCs BUpa3oMm (2.3), e
Li =(L¢,L¢2,--Ltis--sLtn) :

— nenyktuBHa ¢yHKIisS (D) mapamenprHOro MomemrOBaHHS HECHPABHOCTEH Ha
tecT-BekTOpl Ty, BiANOBiIHA copaBHOMY ejemMeHTy Fj, ska nae MOXJIMBICTBH
OOUYHCITIOBATU CHHUCOK BXIJHUX TPOHUKHEHb, IO TPAHCIOPTYIOTHCS HA BUXIJ
enemenra F; [17].

[ToHATTSI CUHXPOHHOCTI BBeJIeHOI MoJiei (2.1) BU3HAYAETHCA YMOBOIO:

At=(tj 1 —t))>>1>>1

5

KOJIM IHTEPBAJl 4acy MK 3MIHOIO BX1IHUX Ha0OpiB (tj:—tj), mo noxarotecs Ha KC,
Habarato OUIBIIMI BIJi MaKCHMMAaJbHOI 3aTPUMKH CHCTEMH T 1 eleMmeHTa T;. Lle
JIO3BOJISIE BUKJIFOUNTH Yac SIK HECYTTEBUM mapameTp [17], 10 BUKOPUCTOBYETHCS B

TEXHOJIOT1SIX MOJICTTIOBAHHS Ta CHHTE3Y TECTIB.
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VY 3zaranbHomy Bumnanky, konu ¢Gyskimis KC mpeacraBiena Tabiuiero
ICTUHHOCT1, 3acTOCYBaHHS popmyiu (2.1) 703BOJsIE OTpUMATH AJISI 3aIaHOTO TECT-
BekTOpa T; TaONMUIIO TPaHCHOPTYBAHHS BPA3IUBOCTEH (IPOHMKHEHB), MO AKIN
MOkHa 3anucatu P mopentoBaHHS necTpyKTuBHOCTeW. [lpukiiann oTpuMaHHA
Takux (QYHKIINA NpeICTaBieH] B TAKOMY BUTJISIAL (IEPIINI JJOTAHOK — TECT-BEKTOD,

JIPYTUH 1 pe3yJbTaT — TaOJUIll ICTUHHOCTI 1 TPAHCTIOPTYBAHHS BPa3JIMBOCTEN):

X1 X2 | Y X1 X2 | L
0 010 0 110
)f)l Xlz %1 ® 0 110 0 010
1 0|1 1 1 |1
1 1 |1 1 0|1
L = X;X5 v X[ X2;
X XYy X1 X [ Lo
0 00 T 1 |1
Dil X12 le ® o0 110 1 0|1
1 o010 0 1 |1
1 1|1 0 0|0

LZ = X1X2 \% X1i2 \% >_(1X2.

Tyt nenyktuBHi Qynkuii L1, L2 3anucani y Burmisiai Au3'FOHKTHUBHOL
HOpMalbHOT (POPMH 1O KOHCTHUTYEHTaX OJMUHUII TaOIUIb TPAHCHOPTYBaHHS
JIECTPYKTUBHOCTEM.

3 ypaxyBaHHSIM pPO3OUTTS TECTYy Ha CKJIaJ0BlI BEKTOpU piBHSAHHS (2.1)
orpumManHss J® gna TtET npuiimae Ttakun Burisaa: L=ETEOF.  Axmo
¢dbyukmionansHuid onuc KC mpeactaBieHO KOMIOHEHTaMH (TIPUMITHUBAMU), IO
dbopmytorh ctanm Bcix ndiHiA (3'eqnans) KC, 1o sk Qopmyna mepeTBopeHHS

cupaBHoi mojeni npumituBa Fi Ha Tect-BexTopi Tt B nenyktuBHy QyHKIito Lti Bu-

CTyIIa€ TAKUM BUpA3:

Lti = Tt ©) F1 = fti[(Xil &) Ttl)a (X12 ® th)""’

(Xij T (Kin; @ T )] ® Ty, o4

KU € OCHOBOIO JCMYKTUBHOTO aHaIi3y JecTpykTuBHUX nopymens KC [3, 6].
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Hpuxnan 2.4. OTpumatu JeyKTUBHI PYHKIIII TapanebHOTO MOJCITIOBAHHS
Bpa3JIMBOCTEN Ha BUUEPIHOMY TECTI JUIsl Oa3ucy QPyHKIIOHAIBHUX eleMeHTIB And,
Or, Not. 3 ypaxyBaHHsAM BUpa3y (2.4) BUKOHYIOTbCSI TaKl OUE€BUIHI IEPETBOPEHHS

s yskiii And:

LynglT = (00,01,10,11),F = (X] A X5)] =

= L{(x1x2 v X1X2 v X2 V X1X) A [(X] @ Ty A X @ Typ) ®Tp3)]} =

= (x1x2){[(X] ®0) A (X2 ®0)]® 0} v (x1x2) {[(X] @0) A (X2 ®D]®O0} v

v (x1x2){[(X] D) A (X2 @0)]® 0} v (x1x2) {[(X] @1) A (Xp @] D1} =

= (x1x2)(X] A X2) v (x1x2)(X] A X2) v (x1x2)(X1 A X) v (x1x2)(X] v X7).

AHaJIOTIYHO BUKOHYIOTHCS o0uncieHHs ais ¢yHkiii Or:

Lo [T =(00,01,10,11),F = (X; v X5)] =

= L{(x1x2 v XIx2 v X[ X2 V XX2) A[(X] @ Ty v X, @ Typ) ® Ty3)]} =

= (x1x2){[(X] ®0) v (X2 ®0)| @0} v (x1x) {[(X] @ O0) v (X2 ® D] @1} v

v (xx2){[X] @) v (X @)@ 1} v (xx){[(X] @D v (X, @] @1} =

= (x1x2)(X] v X2) v (x1x2)(X1 A X) v (x1x2)(X| A X2) v (x1%2)(X] A X3).

Tyt T=(Ty, Tp, Ty), t=1,2,3,4 — TecT-BeKTOp, SKUM Mae 3 KOOpJAUHATH, e
OCTaHHS 3 HUX BHU3HAYa€ CTaH BHUXOAYy JBOxBxoaoBoro einemeHta And (Or). ¥V
HactynuoMmy neperBopenHi T=(Ty, Typ), t=1,2 — Tect-BexkTop, sikuii mae 2

KOOPJAMHATH, A€ APYyra — CTaH BUXOAY IHBEPTOpPA:

LyotlT = (0,),F = X1]= L{(x1 v x)[(X] ® T, ) ® Ty ]} =
~x1[(X]®0)®1]v x([(X; ®)D0] = x1X1 v x; X1 = x1X] v X(X].

OcraHHi#l BUpa3 UIIOCTPYE 1HBAPIAHTHICTh 1HBEPCIi JO BX1HOTO HAOOPY ISt

TpaHCIIOPTYBaHHs BpasnuBocTeil. BoHa TpancopmyeTbest B moBToproBad. Tomy
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naHa ¢yHKIis He (irypye Ha BHXOJaxX JEAyKTHMBHUX eyneMmeHTiB. CrijabHa
anapatypHa peamizauis J® s pemrru nBoxBxojoBux enemeHTiB And, Or Ha
BUUEPITHOMY TECTI MPECTaBJICHA YHIBEpCAIbHUM (DYHKI[IOHATBHUM MPUMITUBOM

(puc. 2.8) nenyKTUBHO-NIApaleIbHOTO aHaJi3y HECIPABHOCTEH.

X1
X2 &
x1
©) ._iT
L | Y
v 1T —
DC| |15 ]
@
—1]
X2 2

Pucynok 2.8 — CuMynsiTop HeClipaBHUX MPUMITHUBIB

VY cumynstopl npexactaBieHi Oynesi (x1, x2) 1 peectpoBi (X1, X2) nns
KOJyBaHHS BPa3JIMBOCTEH BXOJH, 3MiHHA BHOOpPY Tuiy cripaBHOi (pyHkIil (AND,
OR), BuximHa peectpoBa 3MmiHHa Y. CTaHuW JBiMikoBHX BxOmiB X1, X2 1 3MiHHA
BHOOpPY €JIEMEHTa BH3HAYAIOTh OJHY 3 YOTUPHOX ACAYKTHBHUX (DYHKIIH s
OTpUMaHHS BEKTOpa Y MepPEeBipKH HECTIPABHOCTEH.

Jlis  imocTpariii  mapanenbHOrO  MOJCNIIOBAHHSA —BXITHUX — 8-pO3PSIHUX
BEKTOPIB BPAa3IUBOCTEH B IUISIX OTPUMaHHSA HA BUXOM1I Y MHOXHHH TEPEBIPKU
JIECTPYKTUBHUOCTEH 1715 JIoTiuHNX eneMeHTiB 2And, 20r BUKOPUCTOBYEThCS TakKa

TAOJINIIA:

(V,x1,x2) = 000 100 011 111 010 110
X1(RG) 01110001 | 01110001 | 10110110 | 00111011 | 00101010 | 10111001
X2(RG) | 01111000 | 01111000 | 10110101 | 00110100 | 10111001 | 00101010
Y(RG) 01110000 | 01111001 | 10110111 | 00110000 | 10010001 | 10010001
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3acTOCyBaHHS TaKOr0 CHUMYJSATOpa Ja€ MOXKJIIMBICTh TpaHCHOPMYBaATH
¢dbyukiionansbny mojnenb F kopektHoi moBeninku KC B pemyktuBHy L, sxa
1HBapiaHTHA B CEHCI YHIBEPCAJIbHOCTI TECTOBUM HabopaMm 1 He mepeadadae B
MpoIlecl MOJENIOBaHHS BUKOpHUCTOBYBatu Mojaenb F. Tomy cumynarop, sk
anapatHa Mojaenb J®, € epeKTUBHHM JABUTYHOM JI€IyKTUBHO-MAPaIEIbHOTO
MojentoBadHsa KC, mo miaBuinye mBHAKOAIIO aHami3y kioepcuctem B 10 — 1000
pa3iB y MOPIBHSHHI 3 MPOTPAMHOI0 peaiizalli€o. Aje Mpu [bOMY CIIBBIIHOUIECHHS
00CSITiB MOJIeJIel KOPEKTHOI'O0 MOJICTIOBAHHS Ta aHalli3y BPa3jIMBOCTEN CTAHOBUTH
1:10. Iligxiq anapaTHOTO aHai3y AECTPYKTUBHUM, CIPSIMOBAHUM HA PO3IIMPEHHS
(YHKIIOHATBHUX MOJKJIMBOCTEW BOYJIOBaHUX 3aC001B MOJCIIOBAHHS, SKI MOXKHA
30epiraTdi Ha XMapl 1 TMOCTIHHO HHUMH KOPHUCTYBaTUCA sl Bepudikaiii
iHppacTpykTypu 3axmcty KC. OOuncmtoBagbHa CKIQIHICTE OOPOOKH IPOEKTY
Q=(2n’r)/W, fe r — yac BHKOHAHHs pericTpoBoi omepauii (And, Or, Not); W —
PO3PSAHICTH PETICTpA.

Jns amapatHoi peanizaiii JeIyKTUBHO-NAPAJIEIbHOTO MOJICIIOBAHHS Ha
OCHOBI 3alPOTIOHOBAHOTO CUMYJISITOpAa MOXKE OyTH BHKOPUCTaHAa OOYHUCIIOBaIbHA
CTPYKTYpa, mpeAcTaBieHa Ha puc. 2.9. OcoOJMBICTh CXEMHOI peati3allii moJsrae B
CHIJLHOMY BHUKOHAHHI1 JBOX ONepaliid: OJHOOITOBUX — JUIsi eMyJsilii (yHKIIH
noriunux enemeHTtiB And, Or 1 mapanenbHOI — AJis 0OpOOKH OaraTopo3psIAHUX
BEKTOPIB HECHPABHOCTEH IIISXOM BHKOHAHHS OTMEpalliil JOT1YHOTO MHOKEHHS,

3amepeyueHHs 1 CKJIaJaHHS.

Malware A
Detected Malware J
Matix L —o 1 Simulation Y
Processor
Testbench |x1
Malware [x2
Free
& |1 —4} & [ |
t_ L | 1|7
L L1V
System 1 — & &
Logic |
Description 1 NOT(1)

Pucynoxk 2.9 — HFS-cTtpykTypa anapaTHOro MoaentOBaHHs
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OyHKIIOHAIbHE MPU3HAYEHHS OCHOBHMX OJIOKIB (mam'ath 1 mpoiiecop): 1.
M=[M;;] — kBagpaTHMYHa MaTpUL MOJEIIOBAaHHS IECTPYKTUBHHX IPOHHKHEHb
(III), ne 1, j = 1, q; q — 3aranbHe uucio JdiHIA B oOpobmoBansq KC. 2. Bektopu
30€epeKEeHHS CTaHIB KOPEKTHOTO MOJEIIOBAHHS, BUBHAUYEHI B MOMEHTH Yacy t-1 1 t,
HeoOXiaH1 i (opMyBaHHS JEeIyKTHUBHUX (GYHKIINH npumituBiB. 3. Moaynb
nam'siti st 30epirans onucy KC y BUTISA1 CTPYKTYPH JIOTIUHUX €JIEMEHTIB. 4.
Bydepni perictpu, po3MipHICTIO (, AJsi 30epiraHHs OMEpaHIB 1 BUKOHAHHS
PETICTPOBUX MapalieIbHUX omepalliid Haja Bektopamu JII, 1o 3uuTani 3 maTpui
M. 5. b0k KOpEeKTHOTO MOJICJIFOBAHHS JJIs1 BUBHAYEHHSI JBINKOBOTO CTaHY BUXOIY
4eproBoro oOPOOJIOBAHOTO JIOTIYHOTO ejleMeHTa. 6. JlemyKTHBHO-mapaieabHHI
CUMYJISITOP, 1110 OOpOOJIS€ 32 OUH TaKT AB1 peecTpoBUX 3MiHHUX X1, X2 3 MeTo10
BU3HaueHHs BekTopa 1, mo TpaHcnopTyoThCs Ha BUXIJI JIOTIYHOTO eJleMeHTa Y.

llepesaca 3anpononosanoi cmpykmypu mooenrosanns JII. 1. CytreBe
3MEHIIICHHA KUIBKOCTI MopenboBaHux JIII, ski BHU3HAYaIOTHCS TUIBKH YKHCIOM
301KHUX PO3TAIYy»KEHb, 110 CTaHOBUTH a0 20% BiJx 3arajpbHOTO YWCcla JIiHIA. 2.
3HMKEHHS 00CATY MaM'siTi, HEOOXiTHOTO JIJIs 30epiraHHs MAaTPHIIl MOJEIHLOBAHHUX
AII. 3. TIIpocrora peam3amii Hardware Vulnerability Simulator (HVS) B
amapaTHOMY BHKOHaHHI, IO JO3BOJIIE HA TOPSANOK 30UTHIIMTH IIBUAKOIIIO
moxemtoBanHs JII1. 4. Bukopuctanus HVS B saxocti nmepmioi $a3u memryKTUBHO-
TOTIOJIOTIYHOTO METONY, SIKUM TPYHTYETHCS Ha pe3yibTaTi 0OpOoOKH po3raiaysKeHb,
10 CXOAATHCS, JIJIS MIBUJIKOIIFOYOTO aHAJII3y JIEPEBOIOIIOHUX CTPYKTYP.

MapuipyTt monentoBanas KC 3 momepeaHiM po3OUTTAM MOJENi MPUCTPOIO
Ha JBI CTPYKTYpHI YacTUHU (PO3TAIY>KEHHs, IO CXOIATHCS, 1 JIEPEBOBUIHI

niarpadu) npeacTasiaeHui Ha puc. 2.10.
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1 RFO searching

k—

Next test vector
2 | fault-free analysis

3 Create deductive
circuit model
4 Fault simulation
for RFOs

Fault simulation of
S tree-like structures

<>

Fault Coverage

Pucynok 2.10 — Mogens nmporecy 1e1yKTUBHO-IIapaIeIbHOTO MOJEITIOBAHHS

[lizcymMKu 3ampoOINOHOBAaHOI TEXHOJOTIT MOJACIIOBAHHS 3 TONEpeIHIMU
po3outtamM KC Ha posramyxeHHs, IO CXOASThCSA, 1 AEPEBOBHAHI miArpadu.
HenyktuBHo-napanensuuit anani3 JII Ha oCHOBI iX 3BOPOTHOTO MPOCTEKYBaHHS
BUMArae MpakTUYHO JIHIHHUX BUTPAT MaM'SITI 1 4acy, 10 3aJeXaTh BiJl YUCa JTiHIN
KC. Burpatu wuacy s 0oOpoOKM po3rainyXeHb, IO CXOISATbCS, MAalOTh

KBaJpaTUYHY 3aJI€KHICTh BiJ 1X UHCIA:
2 0
Q=0"/W)+n, +1p +(n-r-r1")

Tyt (r* / W) — uac mozemtoBannst J{I1 r po3raqyKeHb, MO CXOAATHCS, THCIO
AKX BU3HAYAeThCA K r=0.2Xn, n=n — yac pekoH(IrypyBaHHS MPUMITUBIB CXEMHU
Ha BXIIHOMY HA0Opl; n,=n — Yac NOWYKy mmiArpadis miHIM, BIAMOBIIHUX
HETEePEeBIPIOBAaHUM PO3TaTYy>KEHHSIM, 110 301ratoThCs;

(n—r—rO)=n—0.2><n—0.4xn=0.4xn

— 4Yac BUKOHAHHS CYINeprno3uli pimeHs Ha MHOxuHI JiHi KC 0e3 cxoasThes

pO3raiyKeHb 1 TONEPEAHUKIB sl HETPOBEPSEMUX CXOASITHCA PO3TalyKeHb.
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3 orisimy Ha 3HAYEHHA MNapaMeTpiB (PyHKIII Big Yucia JiHIA, MOXHA

OTpUMATH OILIHKY MIBUAKO/IT A€ AyKTUBHO-IapajaeabHoro Metoany [14 — 16]:

Q=[(O.2><n)2/W]+n+n+(n—0.2><n—0.4><n)=[(O.2><n)2/W]+2.4><n).

TakuM 4YMHOM, BUTIpall y MMBUAKOAII 3alMpONOHOBAHOTO METOAY THUM
OUIBIINI, YUM MEHIIUN BIACOTOK pO3Tally’eHb, 0 cXxoasaTbes, B KC.

JInst mOpiBHSIHHS: MapaliebHUM aJITOPUTM Ma€ OOYMCIIOBAJIBHY CKJIAIHICTD
Cp, sika BU3HAYa€ThCs (PYHKIIIOHAIBHOIO 3aJIEKHICTIO BIJl YKMCJIA HEEKBIBAJIEHTHUX

JIT (b), noBxuHU KOoMI'toTepHOTO ciaoBa (W), KUIBKOCTI €KBIBAJICHTHUX BEHTHUIIIB

(G):
Cp =(b2/W)xG3.
JleAyKTUBHUHN aNTOPUTM Ma€ BIAMIHHOCTI Y (hOPMYJIi OIIHKY IITBUIKOJII1:
Cq = b2 ><Q><G2 Q=G = b2G3,

ne Q — cepenne yucno aktupizoBaHux J(I1 BenTmmiB. JlemykTuBHO-TIapaaenbHUN

MeToJ 6€3 PO30MBKY CXEMHU MAa€ MIBUAKOII0, IO BU3HAYAETHCS BUPA3OM:
Cgp = G* + (b / W)x G2

[lepmmii 10JJaHOK 3aJ1a€ 4ac KOPEKTHOTO MOJEIIOBAHHS, APYTHMH — 4ac
anamizy [II, miuii skoro He pamkoBaHl. Jlnsg kKoMOiHAIiiHOI paHXOBaHOI

CTPYKTYPH MIBUAKOIiS METOIy Ma€ OI[IHKY

Chp =G+ (b%/W)xG.
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[IBuakoais OeIyKTUBHO-TIAPAIEIBHOTO METOAY BHINA MapajeIbHOro 1

ACAYKTHUBHOI'O

(Cilp << {Cp,Cd})

b

3aBsikM oAty (a3 kopektHoro 1 JII1 moaentoBans.

3anpornoHOBaHa  TEXHOJIOTISE  MPOTPaMHO-amapatHOro  JACAYKTHUBHO-
napajienbHoro wmonentoBanHs JIII opieHTOBaHa Ha CTBOPEHHS Mojenen
JNEAYKTUBHUX TMPUMITUBIB KOMIIOHEHTIB 1 3B'si3kiB KC 3 MeTow TecTyBaHHS
Bpa3IMBOCTEN (MpOHUKHEHb). [IpeacTaBieHa CTPyKTypHa MOJIENb arapaTHOIo
CUMYJISITOpA 1 MPUCTPOI MOJEIIOBaHHA B LLIOMY, $IKi OpPIEHTOBaHI Ha 1CTOTHE
MIJBUINEHHS MBUIKOIT 3ac001B MoentoBaHHs: KC BenuKoi po3MipHOCTI HLIAXOM
noAuty (YHKIIA KOPEKTHOTO aHajiizy 1 OOYMCIEHHS CIHHUCKIB MepeBipKU
Bpa3JIMBOCTEN HA TECTOBUX HaOOpax.

Meton  JIeayKTUBHO-MAPAJICIbBHOTO  MOJEIIOBAaHHS  J1a€  MOMJIUBICTH
OI[IHIOBAaTU fAKICTHh (IIOBHOTY) 3alpONOHOBAHMX TECTIB, a TAKOX BU3HAYaTH BCI
MOTEHIIIMHO MOJKJIMBI MICISI ICHYBaHHSI BPa3IMBOCTEH B IMUIAX iX IOJAJIBIIOTO

YCYHEHHS.
2.7. BUCHOBKH /10 po3aijiy 2

1. BuzHaueHO KOMITOHEHTH OJOKYEWH TEXHOJIOTrli, SIKi BUKOPUCTOBYIOTHCS
JUISL CTBOPEHHS HaIidHOT 1H(GPACTPYKTYypH 3axUCTy JaHUX, CKJIAJICHOI 3
HEHaJIMHUX €JIEMEHTIB.

2. TlpencraBneHa CTPYKTypHAa MOJENb BIAHOCHMH Ha MHOXHHI 3 YOTHPHOX
OCHOBHHX KOMITOHEHTIB TECTYBaHHS 1 AiarHoCcTUKH ((yHKIioHansHicTh, KC, Tecr,
YPAa3JIMBOCTI), KA XapaKTePU3Yy€EThCS MOBHOO XOT-B3a€MOJIIEI0 BCIX BEepIIMH rpada
1 TPaH3UTHBHOIO OOOPOTHICTIO KOKHOI Tpiaay BiIHOCHH, IO JO3BOJISIE€ BU3HAYUTH
1 knacudiKyBaTH NUISIXA BUPIMICHHS MPAKTHYHUX 3aBIaHb, BKIIOYAIOUN CHHTE3
TECTIB, MOJICIIFOBAHHS Ta MOIIYK BPa3JIMBOCTEH.

3. 3anpormoHOBaHO  BJOCKOHAJICHI METOAM CHHTE3y TECTiB  JUIs
GyHKIIOHATBHOCTEH, 3aJaHUX MATPUYHHUMH (opMaMu OMUCY TOBEIIHKH

koMroHeHTIB KC, sKki Bifpi3HSAIOTHCS MapaieiisMOM BEKTOPHUX OIepallii Haj
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TaOMUIAIMH, IO Ja€ MOXJIHMBICTh 1CTOTHO (X2) TMIABUIIATH IIBHAKOIIIO
O0OYHUCITIOBAJILHUX MPOLEAYP.

4. Ilpouec-Mozeni 1 METOAM CHHTE3y TECTIB JUIsl (DYHKIIOHAJIBHOCTEH 1
niarHoctyBaHHd @PH MoxyTp OyTM BHKOpPUCTaHI sIK BOYJOBaHI KOMIIOHEHTHU
iH(ppacTpykTypu cepBicHoro oociayroByBanHsi KC 13 3acTocyBaHHSM CTaHIapTiB
TECTONPHUIATHOCTI.

PesynbTaTu po3ainy BigoOpaxeHi y myonmikamisax [2, 3, 5, 6].
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PO3JILI 3
CUTHATYPHO-KYBITHI METO/IY PO3ITI3HABAHHS
JNECTPYKTUBHUX KOJIIB

[IponoHyIOThCSI YHITAPHO KOAOBaHI KyOITHO-MAaTpHUHI MOJEINi, CTPYKTYpHU
JAHUX, OOYUCITIOBAIbHI apXITEKTypH 1 METOJIU MapajeilbHOTO JIOTIYHOTO aHami3y
JECTPYKTUBHUX KOJIB B KiOep(dizuuHOMy npocTopi. BBoASIThCS KyOITHI BEKTOPHI
CTPYKTYpH JaHMX JUIsl ONHUCY TMapaMeTpiB 3MIHHUX, L0 OepyTh yudacTh Yy
(dbopMyBaHHI €TAJIOHHUX 3pa3KiB (MATEpHIB) JECTPYKTHUBHUX BUXITHUX KOIIB.
[IponoHyeThCcsi mapaleNbHUM  CUTHATYPHO-KYOITHUH  METOA  MOJEIIOBaHHS
malware naHux sl BUBHAYEHHS 1X MPUHAIEKHOCTI JI0 ICHYIOUUX JAECTPYKTUBHUX
KOMIIOHEHTIB malware library. IlponoHyeTbcst CUrHaTYpHO-KYOITHHI METO.
CHUHTE3y E€TAJIOHHHUX JIOTIYHUX cXeM malware-QyHKIlIOHabHOCTEeH, SAKUN
BIJIPI3HSETHCS BlJ AHAJOrIB YHITAPHUM KOJYBAaHHSM CHUTHATyp Mg KOJIIB
JECTPYKTUBHUX KOMIIOHEHTIB 1 (OpMYBaHHSM KyOITHUX MaTpullb. BBoauThCS
CUTHATYpHO-KYOITHUH mponecop akTuBHOro online kibepdizuunoro cyber security
komrn'totuHry (CSC) Ha OCHOBI MOHITOPUHTY BXiTHUX malware-manux 1 ix
MOJICTIOBaHHSI Ha E€TaJOHHUX JIOTIYHUX cxemax malware-QyHKIloHaIbHOCTEN 3
METOI0  MOJAIBIIOT0  aKTIOATOPHOTO  YOPABJIIHHA  MPOIECOM  BHUIAJICHHS

JECTPYKTUBHUX KOMITOHEHTIB.
3.1. Beryn. Buznayenns ta npasuia CSC-koMn'lOTHHTY

Po3BuTok kiOeprpocTopy meperBoproe (i3UYHUN CBIT 3 JAOMIHYIOUOTO Yy
niguernuil. PeanbHuil cBIT Bce OUIBII 3al1€XKHUTH BiJl BIPTyalbHOTO, 00 KePyEThCS
HuM. Bei pizuuHi nponect 1 siBUIlla MarOTh BiacH1 U(poBi 00pasu, siki HOCTYIMOBO
TpancopmyroThcs B mpoodpazu. KibepdizuyHuil CBIT MO3UTUBHO 3'€JHYE BCE
HACEJICHHsS TUJIAHETU OJIMH 3 OJHUM 0€3 MOCEepPETHUKIB, 3aBISIKA COILlaJIbHUM
Mepexam, xmapHuMm ceppicaM 1 Edge Computing.

Tema Cyber Security Computing iHTerpajibHO Ma€ TOCTaTHIM 1HIEKC B

oi6miotexax IEEE Xplore — 10980 1 Springer — 23345. [IpoTe iCHYy1OTh HOOAMHOKI
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myOutiKkailii B YaCTUHI aKTMBHOTO KOMII'FOTHHTY, CIIPSIMOBAaHOTO HAa aBTOMAaTHUYHE
BUSBIICHHS 1 ycyHeHHs malware 0e3 yuwacti moaunu [1, 2]. Ilpupoano, 1o
3'elHAHHSI JBOX PHUHKOBO-OPIEHTOBAaHWMX HAYyKOBHX HampsaMKiB (security and
computing) MOX€ JaTh ICTOTHUM MPAKTUYHUN Pe3ynbTaT AJIsl MiABUIIEHHS SIKOCTI
CepBICIB, XHUTTSI 1 30€pEKECHHS €KOJOTil IUIaHeTH. 3rajani Kepeia MoOIYHO
3a4inarTh MUTAHHS AKTUBHOTO KiOep(i3MUHOro KOMIT'IOTHUHTY, MOB'SI3aHOTO 3
aKTIOATOPHUM yIpaBliHHSIM KiOepOe3neku. I[loz0aBieHHst moauHM  QYHKIIIT
yIpaBJiiHHS Oe3nekoro Ta mnepenada ii kidepdizmunomy CSC-kKoMO'IOTHHTY €
HaWrOJIOBHIIIOW  OpraHizaiifiHol0 MOpoOJEeMOI0 KpeaTUBHOTO CBITYy. Tomy
IrPOMAJISIHUH, coIliajdbHA Tpyla, KOMIMaHisg, JepkaBa 1 JIOJICTBO MOTPEOYIOTh
CTBOPEHHsI MacuTaboBaHoro amatapa y ¢opmari Gartner-computing: «security
assistent — digital twin — smart security robot», sikuil m0o30aBUTH JItO/I€ HEBIPHUX
pillieHb, 110 MPU3BOJATH 10 HEOa)aHUX HACTIAKIB HA PUHKY KiOep(Pi3UUHUX i
COIlIaJIbHUX TE€XHOJIOTIH.

KoMmn'toTUHT — rany3b 3HaHb, sika 3aMa€ThCsl PO3BUTKOM TEOPIii 1 MPAKTUKU
HaJIIMHOTO METPUYHOTO YIMPABIIHHS BIpTyadbHUMH, (PI3UUHUMU (TPUPOTHUMH) 1
COIIaJIbHUMM TIpollecaMy 1 SIBUIIAMH HA OCHOBI BUKOPUCTAHHS KOMI'IOTEPHUX
JaTa IUEHTPIB 1 MEpPEeX, BEIUKUX JaHUX 1 [OUPPOBOTO MOHITOPUHTY
Ki0ep(di3iueckoro mpoCTOpy 3a JOMOMOIOK IHTEIEKTyalbHHUX IOITYKOBO-
aHAJITUYHUX CEPBICIB, IEPCOHATBHUX TA/IPKETIB 1 PO3yMHUX JaTUHUKIB.

Komn'torunr (puc. 3.1) — mnpouec MoHiTopuHry (5) 1 akTtroamii (6)
METPUYHUX BIAHOIIECHB (2) B iHGpacTpyKTypl ynpaBiiHHs (3) 1 BUKOHAHHS (4) nms

JOCSTHEHHS 1 Bizyamnizauii (8) metu — npoaykiii (1) npu 3aganux pecypcax (7).

2) Relations N\ 8) State
3) Malware Control

. J

Cyber Security Computing

(F =)

4) Malware Execution

7) Resources \_ /1) Service

6) Actuation

A

[ 5) Monitoring l
A

Pucynok 3.1 — Komn'toTuHr
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Cyber Security Computing (CSC) — rany3p 3HaHb, IO 3alMaeThCs
PO3BUTKOM TEOpii 1 NPaKTHUKA HAIIKHOTO METpUYHOro online ympaBiIiHHS
KI0ep3axuCTy BEJIMKUX JTAHUX, BIPTyaIbHUX, (PI3UYHUX (IPUPOJHUX) 1 COLIATIBHUX
MPOIIECIB 1 SBUI B KOMITIOTEPHUX JaTa IEHTPax 1 Mepekax Ha OCHOBI TOYHOIO
U(PPOBOro MOHITOPUHTY JIECTPYKTUBHUX KOMIOHEHTIB Ki0ep(}i3UuHOTr0 NpOCTOPY
3a JIOMIOMOIOK0 IHTEJIEKTyaJIbHUX MOIIYKOBO-aHATITUYHUX CEPBICIB 1 PO3YMHHX
CEHCOPIB.

MetpruuHe BU3HAQYEHHS KOMI'FOTMHTY 3a JONOMOIOK &8 B3a€EMOIIOB'SI3aHUX
KOMIIOHEHTIB HaJla€ TEOPETHYHY (YyHIAMEHTAIbHY OCHOBY MJisi (hOPMaIbHOTO 1
(aKTUYHOTO CTBOpPEHHSA OyAb-SKOrO Mpollecy B 3adaHiil cdepl JHOAChKOT ado
MPUPOIHOI MisUTBHOCTI. Buan KOMI'TOTHHTY 3a BBEIEHOIO METPUKOIO OXOTLTIOIOTH
BCi cdepr JTHOACHKOI MISUTBHOCTI: KOCMOJIOTTYHHUH, O10JIOTIYHUN, (PIOPUCTUYHUH,
Gbi3nyHul, BipTyalbHUH, KiOepOe3neyHuid, KBAaHTOBUH, COIIAIbHHUM, ACp)KaBHUM,
METUYHUH, TPAHCTIOPTHUM, IHPPACTPYKTYpHHUIA, HAYKOBUN, OCBITHINA, BUPOOHUYNIA,
CIIOPTUBHHM, BIAMIOYNHKY, TIOJIOPOKEH, pO3Bar.

[Tpomec — maTepiaabHO-CHEPTETUYHA B3aEMOJIISI CHCTEMHUX KOMITIOHCHTIB B
gaci 1 mpocTopi JUisl NOCSATHEHHS MeTH. [7o0anpHO: mporec — MarepiaabHO-
€HepreTyHa 3MiHa B MPOCTOPOBO-9aCOBOMY KOHTHMHYYMi. JIOKaJIbHO: mpoliec €
PO3BUTOK ITPOCTOPOBOTO BiHOIICHHS KOMIIOHCHTIB (SIBUII) B Yaci.

SBume — kKoMmmoHeHT (cuctemu) abo (parmMeHT mpoiecy B (hiKCOBaHUH
MOMEHT 4acy, 110 CIPUIUMAETHCS PEIENITOPaMu, IOYYTTSIMH, Biporo a0 po3yMoMm.

Cyber Security Computing: mpomec — CHOCTepeKyBaHa B3a€EMOJIisS
MEXaHI3MIB yMpaBIiHHSA Ta BUKOHAHHS B Yaci 1 MPOCTOpPl HA OCHOBI MOHITOPHHTY
Ta akKTioalii METPUYHHMX BIIHOCMH MDK MPOTPaMHUMHU  JOJAaTKaMH 1
JNECTPYKTUBHUM KOJOM il JOCSATHEHHS METH Y BUIJISIAI TECTYBaHHS,
J1arHOCTYBaHHsI Ta YCYHEHHS Pi3HOTO BUIy malware.

BigHomeHHsT — CTpyKTypa B3a€MOIIOB'SA3aHUX KOMIIOHEHTIB, 110 BH3HAYAE
BJIACTUBOCTI Tiporiecy abo sBuiia. CTpykTypa BU3Haya€e BIaCTUBOCTI KOMITOHECHTIB,
ajle HISK He HaBmakh. [IepBUHHO BITHOIIEHHSA-CUTHATYpa, BIApPYre HOCIi-

KOMIIOHEHTH. AJ(aBiT € HOCIEM BiJHOIICHHS, [0 BU3HAYAETHCS 3a JOTIOMOTOIO
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omepartlii (curHatypu) Haja cumBosiamMu. [Ipocto cumBoiu andaBiTy HE MarOTh
ceHCy. BigHomeHHs € BU3HAYAJIBHUMU TPU  CTBOPEHHI  €(PEKTUBHHUX:
MaTeMaTUYHUX TEOpiil, CTPYKTYyp MAHUX, QITOPUTMIB, apXITEKTyp, MOJEIEH,
METOJIB, TEXHOJIOT1H, TMporpaMHO-anapaTHUX JOAATKIB, KiOeppI3UYHUX 1
COIIIAIbHUX CHUCTEM, BKJIIOYAIOYM EKOHOMIKY, OXOpPOHY 3JI0POB'S, TPaHCIOPT,
IOPUCTIPYACHIIIIO, OXOPOHY  IIPaBOMOPSAKY, KiOepOe3meKy, €KOJorii 1
JepkaBHICTb. [IOTYXKHICTh BIJHOILIEHHS, SIK IHTErpalibHa CYKYIHICTh 1 SIKICTh
B3a€MHHX 3B'SI3KIB MIXK KOMIIOHEHTaMH, (POpMy€e METPUKY, sIKa A€ MOKIIUBICTh
11eHTU(PiKyBaTH €()EKTUBHICTh CTPYKTYPH.

BuzHauyeHHsI KOMI'IOTHMHIY, KOPHUCHI JJisI PO3YMIHHS 1 MPaKTUYHOTO
BUKopucTaHHa: 1) KoMM'IOTHHr € Tmpolec UUIECIPIMOBAHOTO  PO3BUTKY
KOMIIOHEHTIB, 110 OepyTh y4acTh B HbOMY. 2) Bce € KOMM'IOTHHT 1 HIYOTO KpiM
HHOTO. 3) HaitnpocTimni BuIyu KOMI'TOTHHTY, TOCTYITHI JIs pO3yMiHHS 1 pearizarii:
reading-writing, speaking-listening, monitoring-control. 4) Bci nporecu B npupoi
JeTepMiHOBaHi 1 miecnipsiMoBani. 5) [IepBUHHUM € BITHOIICHHSI, SIKE MMOPOJIKYE
CJIEMEHTH, 110 OepyTh ydacTh B HhOMY. EjeMeHTIB 0e3 BiJHOIIEHHS HE iCHYE.
XKoxen 3 MOXiTHWX KOMIIOHEHTIB MPOIIECY HE MOXKE ICHYBAaTH CAMOCTIHHO. 6)
[lepBuHHUM € TIpOLIEC, SIKUW TTOPOJIKYE SBUIA a00 KOMIIOHEHTH, 10 B3a€EMOJIIIOThH
y HboMy. 7) SBuma Kypku 1 SHOA € TOXIAHUMH BiJl KOMIT'IOTHHTY a0o
eBOIOIIHHOTO Tporecy. 8) EBomoris 3a J[apBiHOM € KOMIT'IOTHHT TPHUPOJTHHUX
aunl B vaci 1 mpoctopi. 9) ComianbHuil KOMI'IOTHMHT € TPOIEC PO3BUTKY
CYCHIJIBHUX BIJIHOCHH MK TIOJIITHYHOIO CJIITOI0 1 TPOMaJITHAMHU B Yacl 1 IPOCTOopi
JUTSL TOCSITHEHHS TIOCTABJICHUX IT1JICH.

Metpuka BigHomieHb. EqeMeHTapHa OCHOBa CBITOOYJOBH € BiJHOIICHHS
MDK JIBOMa KOMIIOHCHTaMHU: IMpoIliecaMu ado sIBUIIAMH. SIK TIpaBUIIO, B MPOIECI —
II¢ BIAHOIICHHS HEPIBHOCTI Napu KOMIIOHEHTIB, SIK€ BHUMIPIOETHCS CTaBJICHHSIM
PIBHOCTI (XOr, not-X0r), 1[0 CTAHOBUTH CYTHICTh METPHUKH.

He icHye kxoMmmoHeHTa 0€3 BiJHOIICHHS, OCKUJIBKH JaHa Mpoleaypa €

BIIHOIIIEHHSIM MDK JBOMa KoMrmoHeHTamu. lle BipHO 1 Jyis BUIAIKY, KOJHM CaM
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KOMIOHEHT 3HAaXOAUTHCS B BIAHOIICHHI pe(ieKCUBHOCTI 3 c00010. ToMy enemMeHT
BU3HAYAETHCS 1 PO3TIISIIAECTHCS SIK YACTHHA BiAHOIIICHHS.

Metpuka NEpBUHHOCTI BIJTHOCMHHM HEPIBHUX KOMIIOHEHTIB MOIIUPIOETHCS
r100ajabHO HA BCl SIBUIIA 1 MPOIECH, MOSICHIOE iX 1 mopokye ix: 1) Onunuis —
Hynw. 2) Yopue — bine. 3) bararuii — biguuii. 4) Hobpo 1 3no. 5) Pozymuuit —
Hypenb. 6) Crynentr — Yuutenb. 7) KepiBuuk — Bukonasensb. 8) EnxemenT —
Muoxuna. 9) Yonosik — JKinka. 10) Monitopunr — Ynopasiinug. 11) Kypka —
Siue. 12) Ipoctip — Yac. 13) Marepis — Enepris. 14) Reading — Writing. 15)
Listening — Speaking. 16) Ilpouec — SABume. 17) Xaoc 1 Ilopsanok. 18) Emira i
Hapoa. 19) XKuse — Hexuse 20) Software — Malware.

B3aeMojis MpOTUIEKHUX ACMMETPUYHUX SIBUII Y Yacl CTBOPIOE CTIHKY
CTPYKTypy abo mpoliec eBoJtoIii. B3aeMoaisi CHHOHIMIYHUX SIBUII B YaCl CTBOPIOE
HECTIHKY CTpyKTypy abo mporec aerpanmamii. [loximra mo aHTOHIMIYHUM abo
POTHIIC)KHHUM SBHII 200 MpoIIeciB JOpiBHIOE 1X 00'eqHanHI0. [ToxigHa 3a Bcima 20
3raJaHuM TapaM BiJIHOIICHb JOpiBHIOE iX oO'eqnanHto. Cumerpis abo
CKBIBAJICHTHICTh KOMIIOHCHTIB BIJHOIICHHS HE 3/IaTHa 10 eBomtomii. Tomy
BIIHOIIICHHS PIBHOCTI KOMIIOHEHTIB B CHCTEMI O3Haya€ KiHEIb PO3BUTKY.
Kpurepiem manoro (axkTy € HyJIbOBE 3HAYEHHS MOXIJHOI MiX B3a€EMOIIIOYUMU
KOMIIOHCHTaMU CHUCTeMH. KOMIIOHEHTH BITHOIICHBb B MPOIECI €BOJIOMNII CHCTEMU
MEPETBOPIOIOTHCA OJIMH B OJHOTO. BimHOIIEHHS TOPOIKYE E€JIEMEHTH, aje He
HaBmaku. MeTa npoliecy — €BOTIOMINHUT TTepexij] 3 OJHOTO SBHIIA B 1HIIE.

CSC — mpormec TecTyBaHHS, MOHITOPUHTY, IIarHOCTYBAaHHS Ta aKTHUBAIIii
CUTHAIIB JCCTPYKIli IIKiJJUBUX KOMIIOHCHTIB Ha OCHOBI METPUYHHUX BIJHOCHH
MK malware 1 software B kibepdi3ugHOMY IPOCTOPI.

CSC-mporiec — criocTepeKyBaHa B3aeMoJIisi MexaHi3MiB malware 1 software
B 4aci 1 MpoCcTOpi Ha OCHOBI MOHITOPUHTY Ta aKTIOAIlll METPUYHUX BIITHOCHUH JIJIs
JIOCSITHEHHSI METH y BUTUISIA1 YCYHEHHSI malware nmpu BUAUICHUX pecypcax.

Malware-GyHKITIOHATBHICTD (MF) SBIISIE coboro CTPYKTYPY
B3a€MOIIOB'SI3aHUX JIOTIYHUX €JIEMEHTIB, ska 3a0e3neuye Iu(poBy peanizaiito

JeCTPYKTUBHOT TOBEIIHKK 00'€EKTa B 3aJ]JaHOMY IIPOCTOP1 software 3MiHHHX.
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Malware-3aminna (MV) Bu3HauaeTbCsd  YHNOPSAKOBAaHUM  YHIBEPCYMOM
MPUMITUBHUX 3HA4Y€Hb, SIKUM (OpMye MPOEKII0 MOBEIIHKU 00'€KTa Ha BEKTOPI
3MIHHHUX, 10 CTBOpIO€ malware-(pyHKI10HATbHICTb.

Jloriunnii malware-enement (ML) sBnsie coboro eTasioHHE BiOOpakKeHHs
3Ha4YeHb OaraTo3HayHOi 3MIHHOI B JBIMKOBHUM KyOITHUI BEKTOp, 3aJaHUN Ha
YIOPSIAKOBAHOMY YHIBEPCYM1 IPUMITUBHUX 3HAYECHb.

3nauenHs (LV) 3MiHHOI — yHIKaJIbHA TPUMITUBHA BJIACTUBICTH 00'€KTa, 1110
Ma€ MyCTUU MEePETHH 3 IHIIUMH NPUMITUBAMHU, SIKE B CYNEPIO3HUIIiT 3 HUMU CKJIaJla€
YHIBEPCYM.

Takum 4MHOM, MPOTJIANAETHCS CTPYKTYpOBaHA 1€papxis BBEACHUX MOHSTH,
puc. 3.2:

(CSC-MF -MV -ML - LV),

ska GOpMye MOKITUBI apXiTEKTypHI pillieHHsT malware-KOMI'tTOTUHTY.

Cyber Security Space
CSComputing 1 2 | | i1 ] m
} I I ]
CSProcesses 1 2 i2 n2
[
| I [ ]
CSFunctions 1 2 i3 n3
[
[ I | ]
CSpArameters 1 2 i4 n4
[
[ I I ]
CSLogics 1 2 || is | ~| ns
[
[ I T ]
CSValues 1 2 |~ | is || ne

Pucynox 3.2 — lepapxis malware-kKoMIT'FOTHHTY

ML-piBeHb apXiTEKTypu XapaKTEPU3YETHCS CHHTE30M JIOTIYHOI CXEMHU, JIe
KOXXEH eJIEMEHT Ma€ OJHYy OaraTo3Ha4yHy pEriCTpOBY 3MiHHY, sKa (DaKTUIHO
MpeICTaBiIeHa KyOITHUM BEKTOPOM, € YHUCIO OJUHUYHUX KOOPAMHAT MOXE OyTH

Oinmpmie onuuuill. Jlana BmacTuBICT, KyOiTa Jga€ MOKIUBICTH CTBOPIOBATH
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KOMMAaKTHI CTPYKTypu JaHux malware-QyHKiioHaIbHOCTE 3 MeETOow iX
napajienbHoi 00poOku. JIyisi BUKOHAHHS KBAaHTOBOTO METOIY MOJEIIOBaHHS Ha
KyOITHHX CTPYKTYpax JaHUX HEOOXIHO YHITApHO 3aKOAYBAaTH BXIAHI CUMBOJbHI
JaHl 3a JOTIOMOTOI0 TaOJIMIIb-YHIBEPCYMIB 3HA4U€Hb, IO BiAMOBIIAIOTH KOXKHOT
3MIHHOI.

3MiHHAa OTOTOXXHIOETHCS 3 KIIOUOBUM CIOBOM-MIOHATTSIM (keywords), sxe
HaWOUIBIIl YaCcTO 3yCTpPiUaeThCcsl B MOTOLI BXigHUX AaHux. HaOip takux keywords
CTBOPIOE HETMEpPECIYHy MHOXXKHHY 3MIHHMX B malware-tiporieci, J€ iX 3Ha4YeHHS
MPEACTaBICHI CUHOHIMAMHM KIIOUOBHX CIiB, $IKI ()OpMYyIOTh Oarato3Ha4HICTh
3MIHHOI, K KJIaC €KBIBAJICHTHOCTI.

CyKynHICTh 3MIHHUX CTBOPIOE TpocTip malware-mporecy, B SKOMY
BU3HAYAIOTHCSA CTAJIOHHI, MPAKTHYHO Opi€HTOBaH1 (yHKIiOHAIBHOCTI malware-
KOMITIOTUHTY y BUTJISI JIOTIYHUX KyOITHUX CXEM JUIsl MOJEITIOBAHHS BXIJTHHUX
MTOTOKIB JIAHUX, B3ITHX 13 XMapH, MEPEKi, KOMITIOTEpiB a00 Ta/KETiB.

Mema — CTBOpEHHS JIOTIYHOTO KyOITHOTO Mpoliecopa Ijsi MmapayielTbHOTO
MOJICNIIOBAHHS Ta pO3Mi3HaBaHHS malware-QyHKIIIOHATBHOCTEH y  BXITHHX
MOTOKaX BEIMKUX JaHUX, OTPUMAHUX IUIAXOM METPUYHOTO MOHITOPUHTY
1HGPACTPYKTYPHUX KOMITOHEHTIB, [JI MOAAJIBIIOTO LHU(POBOTO YIpaBIiHHS
aKTIOATOPHUMU CUTHAJIAMH T10 ASCTPYKIIii MIKIJIMBUX KOMIIOHEHTIB.

3as0arnns TOB'sI3aH1 31 CTBOPEHHSAM MOJIENI, METOy 1 mporecopa malware-
KOMITIOTHHTY, CIPSMOBAHOTO HAa AaBTOMATHYHUNA CHHTE3 1 aHami3 KyOITHHX
JIOTIYHMX CXEM, OPIEHTOBAHWX HA MOHITOPHHT, MOJEIIOBAaHHS, PO3Mi3HABaHHS 1
JECTPYKIIIFO IITKIIJTUBUX KOJIIB.

1) ITponiecop malware-KOMI'FOTHHTY Ha OCHOB1 CHHTE3y KyOITHHX JIOTTYHUX
CXEeM ISl MOHITOPHWHTY, MOJCITIOBaHHS, PO3IMi3HABAHHS 1 JECTPYKIIi MIKIIITUBUX
KOJIIB.

2) KyOiTHO-BeKTOpHa MOJIeNIb OMKCY YHIBEpPCYMY 3HaueHb OaraTo3HayHOI
3MIHHOI JIJI1 CHHTE3Y JIOTIYHOTO CEKBEHCOpPa, OPIEHTOBAHOTO Ha aHali3 malware-

KOMIIOHEHTIB.
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3) KyOiTHuil MeToj CHHTE3y JOTrI4HOI CXeMHU Il MOJIEIIOBAHHS Ta
po3ni3HaBaHHs malware-(QpyHKIIOHAIbHOCTE HAa OCHOBI YHITAPHOI'O KOJyBaHHS
3Ha4YeHb OaraTo3HAYHO1 3MIHHOI.

4) KyOitHuii Merox aHamizy malware-KOMIOHEHTIB Ha  OCHOBI
BUKOPHUCTAHHS ETAJOHHUX JIOTIYHUX eJeMEeHTIB malware-QyHKIiOHalIbHOCTEH 3
YHITApHUM KOAYBaHHSAM OaraTro3Ha4YHUX 3MIHHUX.

5) TectyBanus 1 Bepudikauis KyOITHUX Mojeneil 1 meroAiB malware-
KOMI'IOTUHTY Ha TMpUKIAJax aHamidy 1 po3Ni3HaBaHHS malware-npoieciB y
BXIJTHUX MOTOKAaX BEJIMKUX JAHUX, MOB'I3aHUX 3 KIOEpPI3UUHUM B1JOOpaKEHHIM

00YMCITIOBAILHUX MPOIIECIB.
3.2. State of the art. KBanToBi npouecu i siBuina

Gartner TenaeHuii cBiToBoi KibepkynbTypu [3-14] (puc. 3.3) popmyroTh
TEXHOJIOTIYHY KYJbTYpY JUIsl CTBOpPEHHs TIyobanbHOro kidepgizmynoro CSC-

KOMI'IOTUHTY B paMkax ykianay Internet of Things.

Hype Cycle for Emerging Technologies, 2018

A

Pucynok 3.3 — Gartner Ton-texsosorii 2018

[Ipu 11bOMY KBAHTOBUM KOMBHIIOTUHI PO3TIISIIAETHCS SIK €Hepro3depiraroue
MaifOyTHe HU(GPOBOrO CBITY, CTBOPIOBAHOTO [JIsi MIABUIIEHHS SIKOCTI KUTTS 1
30€pe’KEeHHs €KOJIOT11 TJIaHeTH. 30KpeMa, KBAaHTOBUM MapaleIbHUM KOMITIOTUHT 1

KyOITHI CTPYKTYpH IaHUX JO3BOJISIOTH CIHPOCTUTH AITOPUTMHU B 00jacTi cyber
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security computing 1 MIABUIIUTH I[IBUAKOAII0 MPOrPAMHUX MPOJIYKTIB Ha
KJIACUYHUX KOMI'FOTEpaX.

CrpareriuHi TeHJIeHIIi1 B 00acTi HUPPOBUX TEXHOJNOTIH [3 — 7] npuBeayTh
y 2020 porri 0 CYTTEBUX AI3pallilii, 0 HaJAacTh HOBI MOKJIMBOCTI pO3pOOHUKAM
KOPIIOPaTUBHOI apXiTEKTypU 1 KOHCTPYKTUBHHMX 1HHOBAIId 3 METOI0 CTBOPEHHS
KOHKYPEHTHUX IepeBar Mpu BUKOPUCTAHHI HOBUX TPEHIIB KiOepkyinbTypu: 1)
ABTOHOMHI (I13UYHI Ta BIPTyaJibHI IHTEJIIEKTyalbHI Ta KOOPJIMWHOBaHI peui. 2)
Posmmpena, nomoBHeHa kibepmpoctopoM, couianbHa CSC-aHanmiTuka s
BUPOOJICHHS! aKTIOATOPHUX BIUIMBIB. 3) Al-kepoBaHe MpOEKTyBaHHS, PO3UIUPEHUN
1 aToMaTuyHui po3pooHukK. 4) Ludposi OausHIOKU; nKppoBUid 0Opa3 opraHizaiii
abo xommaHii. 5) B3aemogonoBHioroul oauH ogHoro Edge + Cloud Computing. 6)
JlocBin 3anypeHHs B IU(PPOBY MIHACHICTH 1 CBO€YACHE CIIPUNHATTS TECTPYKTUBHHUX
3MmiH B 1upoBomy cBiTi. 7) Bukopucranus Blockchain B comianbhiit cxemi. 8)
Smart Spaces. 9) I{udpoBa ernka i KOHDIACHIIHHICTE 0COOMCTOTO KHUTTA. 10)
KBanToBi oOuncneHHs, KBaHTOBa KiOepOe3meka, pO3BHTOK 1 CTaHOBJIEHHS
KBAHTOBOTO KOMITFOTUHTY.

BusnaueHHsT «KBaHTOBWIl» XapaKTepHO HE TUIBKH IS CyOaTOMHUX
CTPYKTYp, B3a€EMOJIIOUMX 332 MOJCIUII0 (KOMIUIEKCHUX) TLIhOEPTOBOTO MPOCTOPY
KBaHTOBOI MeXaHikd. J/[aHe BU3HAuYeHHs Yy TEMEpiliHIA Yac HOCUTh TI00ambHUN
XapakTep 1 IMIIIEMEHTYEThCS B yCi cepr HaAyKH, OCBITH 1 JIIOJICHKOT ISITHHOCTI.

Bdeni 1 npakTWKy IIJJaHETH CTBOPIOIOTH ChOTOJHI HOBHM KBaHTOBHUU
TEXHOJIOTIYHUN YKJIad, SKUH (QOpMyeTbCcsl Ha OCHOBI KJIAaCHYHUX HayK, IO
NpEACTaBICHI KBAHTOBOIO  CIICKTPOJAMHAMIKOI, MEXaHIKOwW, (I3UKOK Ta
MaTeMaTUKOI, 1 Ha SKOMY VCIIIIHO TPHPOCTAIOTh 1 PO3BHBAIOTHCA HOBI
JUCHUIUTIHY 1 Tally31 3HaHb: KBAHTOBUH KOMITIOTUHT, KBAHTOBI CTPYKTYPH JaHUX,
KBAaHTOBI CXEMH, KBAaHTOBI aJrOPUTMH, KBAHTOBA JIOT1Ka, KBAHTOBE MOJICITIOBAHHS
CXeM, KBaHTOBI T'PYIH, KBAHTOBE MOJIeNIIOBaHHs (quantum computer modeling —
IEEE Xplore 3436), kBaHTOBI pO3MOIiJICHI CHCTEMH, KBaHTOBa iH(OpMAIs,
KBAaHTOBI TEJIEKOMYHIKaIlli, KBAaHTOBI CHUCTEMH, KBAaHTOBI TOUYKH, KBaHTOBA

METpOJIOTisl, KBAaHTOBA PAJIOTEXHIKA, KBAHTOBI KOMITHOTEPHI HAayKH, KBAaHTOBA
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kpuntorpadis 1 kiOepOesneka, KBAHTOBA TeNENOpTallisi, KBAaHTOBA KOMIIPECIA
JTaHWX, KBAHTOBA MaM'siTh, KBaHTOBA (POTOHIKA,

Quantum computer modeling & quantum-driven algorithm everywhere, sk
1HXKEHEPHI PIIICHHS, BAKOPUCTOBYE TEXHOJIOTIYHY 17I€}0 KBAHTOBOTO 3MIIIIYBAHHS 1
CYMEpIIO3UIlii UIsi CUHTE3y MPOAYKTHBHUX MapaJleTbHUX aJTOPUTMIB Memory-
driven KoMO'tOTUHTY B yCIX cepax J0ACbKOT AISIBHOCTI.

EdexTuBHICT KBaHTOBUX OOYMCIEHb Ha KIACHYHOMY KOMIT'HOTEp1
BU3HAYAETHCSI METPUKOIO MapalieIbHOrO pIIIEHHS KOMOIHATOPHUX 3a/lad Ha
KyOITHHX CTPYKTypax JAaHUX 33 paxXyHOK YCKIIaJIHEHHSI aJrOPUTMIB 1 30UIbIIECHHS
nam'siTi Juist 30epiraHHs YHITAPHUX KOJIIB.

KBaHTOBHMII KOMHO'IOTHHI omepye JABomMa Oa30BUMU TEXHOJOTTYHUMU
omnepalisiMi: Cyneprno3ullis 1 NepPeruIyTyBaHHs, IKUM CTaBJISITCSA Y BIAMOBIAHICTD
JIOT1YHI omeparii (yHKIIIOHAIBPHO TOBHOTO 0a3ucy: NHU3'TOHKINS 1 1HBEpCis B
KJIACHYHOMY OOYHCITIOBAYI.

OcHOBa KBaHTOBOI TEXHOJIOTii BU3HAYAETHCSI KBAHTOBOK HEBH3HAYECHICTIO
CJICKTPOHIB, CYIEPIIO3MIliSA SKUX Ja€ MOXIIMBICTh OTPUMATH B OJHIA TOYII
npocTopy OyAb-sIKMHA YHIBEpPCYM KIHIIEBOTO 4YHWCIa MPUMITUBHUX CHUTHANIB,
BKJIFOYAIOYM HYJIb 1 OAWHUINO. [30MOpdHMM aHamoroM BHUCTyNa€E IUCKPETHA
HeBu3HaveHICTh Kantopa X={0,1}, sgKa BUKOPUCTOBYETbCS [JII OTPUMAHHS
KOMITAKTHUX (OpPM CTPYKTYyp HaHUX, a TaKOX JJIs TapajelbHOr0 BUKOHAHHS
TEOPETUKO-MHOKMUHHHUX ~Olepallii MpH YHITAPHOMY KOJyBaHHI €JIEMCHTIB
YHIBEPCYMY.

[Ipukian quantum-driven ajaropuTMy: 3HAWTH B MHOXHHI €JeMEHTIB Q
guciao X abo BU3HAYMTH HANCXKHICTh XEQ. PimenHs 3BoauThCA 10 mepedopy
MOpiBHSAHBL ynciia X 3 yciMa 9yuciaaMyd MacuBy Q, KUIBKICTh SIKMX JIOPIBHIOE .
OO6uuncnoBaibHa CKIAAHICTh TaKoi nporeaypu AopiBHioe C=n. KBanToBe pimeHHs
JaHO1 3a7a4l 3BOJAUTHLCS IO YHITAPHOTO KOJTYyBaHHS BCIX YHCEN 3 METOI0 CHHTE3Y
CTPYKTYypH JaHUX B (Gopmi OJHOrO BEeKTOpa B (opMari yHIBEpCYyMY-MHOXKUHU
qucesa, J¢ KOXXHOMY 3 HHUX BIJANOBiAae cepeaHe apudMeTHUYHE 3HAUYCHHS

KOOpJAWHATH, ajapeca sKOi JOPIBHIOE YHCITYy, MPUCYTHbOMY B MHOXkHUHI. [licms
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uporo BukoHyethes oneparist: if Q(X)=1 then Y=1, a6o nmpoctime Y=Q(X), ne i €
YUCJIO0, SIKe MiAJISIra€ BU3HAUYEHHIO NpuHaNexHocTi XEQ. 3HauenHs Y=1 €
IHAMKAaTOPOM HAJIEKHOCTI YHMCJA 10 33AaHOi MHOXMHHU: XEQ. OOuuciroBagbHa
CKJIAJHICTh MPOLEAYpPH MOUIYKYy YHCIa B MHOXHHI MOB's3aHa 3 MOOYJI0BOIO
KyOITHOTO BEKTOpPa, Ha 1110 BUTPAYAEThCA N omneparii, 1 3 BUKOHAHHSAM JIOTTYHOI
MEepPeBIpKM BMICTY KOMIPKM 3a aJpecOr0-4UCJIOM, [0 HAIIWIIOB Ha BXIJ
KBaHTOBOTO cekBeHcopa: C=n+1. [JliiicHO, pa30Be BHUKOPUCTAaHHS TaKOIO
oOuncoBaya He Jae 30UIbleHHs mBUAKOA1L. OgHak 6arato pasziB (m) MOBTOpPEHA
npoleAypa MOUIyKy 4Kcia B HEBPETYJIHLOBAHOMY MAaCHUBI IIPU BEIUKUX 3HAYEHHSIX
m, MPU3BOJUTH O OJUHUII OOUUCITIOBAIIBHY CKIAJAHICTh aJrOPUTMY, BKIIOYAIOUU
MEPBUHHE IHIIIIOBAaHHS BEKTOpa YHITapHUX KOAIB uwucen. Jauuit daxt nae
MIJICTAaBH BBAKaTH OOYHCIIOBAIIBHY CKJIAIHICTh MPOIEAYypH MO OaraTopazoBOMY
MONIYKY YKCJIa B MacuBl, piBHY oaunuili: C=(n+m)/m.

[Ipuknan BU3HAYEHHSI NMPUHAJICKHOCTI JESIKOi MIAMHOXUHU €JIEMEHTIB X
MHOXUHU Q. PimieHHs: micasi YHITQPHOTO KOJyBaHHS €JIEMEHTIB 000X MHOXHWH
BUXOJSITh JBa BEKTOPAa OJHAKOBOi JOBXKWHH, JO HUX 3aCTOCOBYIOTHCS JIMIIE TPHU
BEKTOPHO-PETICTPOBUX MapayielibHUX onepatiii (not, and, or):

Y =v[(XAQ)®X] = v[(Xr=Q)],

AKI pa3oM 3  MPEHNpOLECIHrOM  YHITapHOTO  KOJYBaHHS  MarOTh
obuncmoBanbHy ckiaaHicTh C=2n+3. KnacuyHuii BapiaHT BUPINIEHHA JaHOI
3a7a4l Ma€ OOUYUCITIOBAILHY CKJIAIHICTh, SIKa JOPIBHIOE

C=(/2)* (n-1) ** 2.
Bxxe mpu n=7 xBaHTOBHMI a00 KyOITHMI METOJ] TOYMHAE BUTPABATH B

MPOAYKTUBHOCTI PIIIICHHS TaHOTO 3aBJaHHA MEpe] KIIACUIHUM.
3.3. Ky0iTHi moaeJti kidepdiznunoro couiajapbHoro CSC-komn'toTHHTY

[IponoHYyIOTbCSI  apXITEKTypH 1 KJIacU4Hl CTPYKTypH, TOB'si3aHl 3
KiOepP13UYHUM KOMIT'IOTUHIOM (METPUYHUN MOHITOPUHT 1 IU(pOBE yIpaBIiHHS),
CHOpSIMOBAaHMM Ha MNPUMHATTA pillleHb, MNOMYK 1 igeHTUdikamito malware,

BU3HAYCHHS (PYHKIIIN HANEXKHOCTI BXIJHUX JAHUX JI0 3aJlaHOT0 JIE€CTPYKTHUBHOIO
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3pa3Ky Ha OCHOBI BBEJEHOI METPUKHM BU3HAUYEHHs BiJAcTaHe. Bci mogneni
OpIEHTOBaHI Ha CXEMOTEXHIYHY peai3alii0 METOAIB 1 airoputMmiB online
MOJICIIOBaHHSI 3 METOK BHpOOJeHHs human-free ajexkBaTHUX aBTOMATHYHHUX
aKTI0ATOPHUX BIUIMBIB, COIPSIMOBAHUX HA 3HUILECHHS IECTPYKTUBHHUX KOJIIB.

Jloriuni KyOITHI CTPYKTypu 37aTHI pO3Mi3HaBAaTU JACCTPYKTUBHI KOJH,
HAJXOMSTh Ha BX1J CIEL1ai30BaHOT0 KOMI'IOTEpa, 1 YCyBaTH iX 3 MPOTrpaMHHX
JIOJaTKIB.

Koxxen malware-napamerp MoO»K€ MaTH CBOIO aJbTE€PHATHUBY 3HAYEHb B
MO3UTHBI Ta HEraTuBl (MYJIbTUBEPCHICTh TAKOX JOMYCKA€THCS), TOMl iX YHUCIO
MOABOIOETHCS. AJle MOKHA BUKOPUCTOBYBATH TUIbKU MO3UTUBHI 3pa3KH, 3aCHOBaHI1
Ha KOHCTPYKTMBHMX Tnapamerpax abo arpubyrax. Taki oOpa3u — JOriyHi
nporecopu — GOPMYIOTh €TAJOHHI SKOCTI malware-npoIecis i SBUII.

KBanToBi TEXHOJIOT11 MapaJIeIbHUX 00YHCIIEHb e(heKTUBHO
BUKOPUCTOBYIOTHCS IS BHUPIMICHHS KOMOIHATOPHUX MpOOJeM, eMYIIOYn
OOYHMCIICHHS Ha KIacMYHUX KoMmm'rotepax [14-16]. 3 inmoro Ooky, TaOmuIl
ICTUHHOCTI 200 KyOi14HI MOKPUTTS JJIsl OMUCY JIOTIYHUX €JIEMEHTIB € €()eKTUBHUMU
CTPYKTypaMu NaHuX s BupimeHHs Tpoosem CSC-KOMI'IOTHHTY Ta TOIIYKY
HeoOximHux paHux [17, 18]. ABTOMaTHYHMIA CUHTE3 KyOITHHUX TIOKPHUTTIB
(GYHKIIOHATHPHOCTEH € OJHUM 3 OCHOBHUX BaXXKO (popmanizoBaHUX 3aBlaHb, 0e3
SKOT HEMOXJTMBO BUKOHYBATH aHAJITHKY BEIWUKHUX JaHuX [19-22]. Jlnsg nux mijmen
Jaal BBOAMTBLCA aHANITHYHA Mojenb W KyOiTHO-noriudoro mporecopa CSC-
KOMITIOTHHTY, $Ka OIlepye JABOMa MaTpHIsIMU: yHiBepcyMiB U TPHUMITHUBIB 1
KyOITHHX (QyHKIIIOHATBbHOCTEH (Q, a TaKoXX JOTIYHUMH MpuUMITHBaMH L, 1110

UHTETPYIOTh (PYHKITIOHATBHOCTI B KOMOiHatiiHy cxemy CSC-mporiecopa:
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W=(U.Q.L),

U=(U;.Us....Uj,...Up);

n
UU;=0; Uj
i-1

i=k

ﬂiUk =,

1,k=1,n

Q=(Q,Q2,5Qj5-,.Qn)s

i=k

n
'UlQi =QQ N_Qx=9;
i

1L,k=I,n

Ui = (Uil,Uiz,...,Uij,...,

Uim): U=[Ujl;

L =f[Q]=(Q1 °Qz¢,....,°Q4°,...,°Qp )

o={A,v,®};

UHEUEU QHEQ EQ QEU;QE;

Mertpuka-yHiBepcym U TyT BHKOHYE pOJIb €TaJOHHOIO 3pa3Ka i

MOPIBHSJIBHOIO aHaji3y €TajlloHa 3 BXIJHUM IMOTOKOM JE€CTPYKTUBHHUX KOJIB 1

nanux R = X, mo peanizyeTbcsi 3a JOMOMOTOK aHali3aTopa-KoMmmapaTopa, 1o

BHJIa€ MaKCUMaJbHE 3HAYEHHS (YHKIIT MPUHATIEKHOCTI, K€ TPAaHCPOPMYETHCS B

OJIMHUITIO HA BIJMOBIIHIN KOOPJIMHATI OJTHOTO 3 KyOITIB

Qjj = I < max w(R,Uj;)

ApXITeKTypa MeTpu4HOi B3aeMojli U-maTpulll yHIBEpCYMIB 3 IMOTOKOM

nanux R st oOuucnenns gynkuit Hanexxnocti W(R, U), 3 meToro orpumanns Q-

MaTpulll 3Ha4YeHb 1 nojanbmoro L-o0'eqHaHHs KyOITIB B KOMOIHAIIiHY cXeMmy

KiOepcoliabHOTO poliecopa, MPeJCcTaBlieHa Ha puc. 3.5.

max m Q L

m(X,U1) .

m(X,U2) —

m(X,Ui) _

Malware Malware
Data Patterns
> X1 Ut —
©
L
2 o> X2 U2 |
O
a g
S D> Xi — Ui —
Q0
>
© > X 1 Un [

m(X,Un) —

<

I

+ Qi = max m(X,Ui)

Pucynok 3.5 — Apxirektypa ansa cuatesy CSC-npouecopa

TyT BXiIHUI MOTIK MOJEIbOBAHUX BEIMKHUX ACCTPYKTUBHUX JaHUX R Mmae

takuii ke (opmar, sk U-, Q-marpuri i KomOiHaIiiHa cXxeMa TMpoIecopa.

Anroput™m cuHTe3y Q-MaTpuill TOJATaE y BU3HAYCHHI MAaKCHMAJIBHOTO 3HAYCHHS

GbyHKII{ TpUHATIEKHOCTI BXIAHOTO (PpeiiMy pO3TIISHYTOI 3MIHHOI 10 OJHOTO 3
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3Ha4Y€Hb BIJAMOBIJHOIO psAKa MaTpUlll YHIBepcyMiB. B pesynbpTaTi Takoro
MOPIBHSIHHSA 1O BCix KoopauHatax U-marpuili  (OpMYyIOTBCS  MOOJAMHOKI
KOOpAMHATU KyOITHOI MAaTpHIll, J€ KOXEH PSAJOK SBISE€ COOOI MPUMITUBHY
(YHKIIIOHATBHICTh MO PO3MJISHYTIA 3MiHHOI. Pa3zom Bci psaku  Q-maTpui
CTBOPIOIOTh KOMOiHaIiiHy cxemy Jyoriunoro CSC-mporiecopa ajisi MOJIEITIOBaHHS
OyIb-SKOTO BXIJJHOTO BIUTMBY 3 METOI BH3HAYCHHS HOT0 MNPHUHAJICKHOCTI 0
JTAHOTO €TAJIOHY IECTPYKTUBHOIO Mpolecy ado sIBUILA.

[Ipouienypa cuHTe3y KyOITIB HeoOXigHa IJia aHaiaizy malware-moTokis
JaHUX MIIXOM BUKopHcTaHHS JjoridHux CSC-etanoHiB. ®dparmeHTH HaHUX
HaJIXOJATh Ha BXOJHM OJHOTO a00 JEKIJIbKOX JIOTITYHHMX €JIEMEHTIB, 10 (POPMYIOThH
metpuky CSC-mponecy:

UijEUiGU;QijEQiEQ;QiEUi;QEU;

B pesymprari MopaemtoBaHHS BXIAHOTO TOTOKY JECTPYKTHBHUX JIaHUX
dbopMyroThcsi OiHApHI 3HAYCHHS TEpeBar eTajioHa B KyOITHOMY BEKTOPi KOXKHOTO
JOTIYHOTO  €JIEMEHTa, BIJAMOBIIHOTO OJAHOMY  TapameTrpy. Jius  1poro
BUKOPUCTOBYETHCS METPUYHHUMA BUMIP (DYHKIIIT MTPUHAIEKHOCTI BepOAThHUX TaHUX
70 KOXKHOTO 3HAa4Y€HHS Halepesa 3aJaHoro YHIBEpCyMy MPUMITHUBIB JIOTTYHOI
3MiHHOI. Tak aBTOMAaTHYHO CTBOPIOIOTHCS KyOiTHI 3pa3ku CSC-(yHKITIOHATBHOCTI.

dopMyBaHHA MOBHOI MHOXMHHU mapameTrpiB-3MiHHuX CSC-mporiecy abo
SBUIIA TaKOX TOB'SI3aHO 3 AHANITUKOI BEIUKHUX JAHWUX, CIPSIMOBAHOIO Ha
OTPUMAaHHS KIIOUYOBUX TMOHATH-CJIIB, MAaKCUMAaJIbHO BIJJIaJIEHUX OJHWH BiJl OJTHOTO
1o MeTpuili (KOJIOBOT BiJICTaH1) KJIACiB €KBIBAJICHTHOCTI, K1 OKpuBatoTh Bci CSC-
3MmiHHI. Crif 3ayBaKUTH, IO YHIBEPCYM MPUMITHBIB OTOTOXKHIOETHCS 3 KJIACOM
HEIEePeCIYHNX EKBIBAJIEHTHOCTEH, IO CTBOPIOIOTH BCI MOJKJIMBI 3HA4YCHHS JaHOI
3MIHHOI-KJIaCy B TOH dYac, SK MHOXXHHA CKBIBAJICHTHHX KJIaciB BIJIOBiA€E
yHIBEpCYMY  3MIHHMX  BHIIOro  piBHA  iepapxii.  JlaHi  BmacTUBOCTI
BUKOPHCTOBYIOTBCS TIPH AHAJITUYHOMY CHHTE31 YHIBEPCYMYy 3MIHHHUX, IO
nokpuBaTh 1udpoBuit odpaz CSC-nporiecy rpaHsimMu, ki GOpPMYIOTh €TaJIOH-

(GyHKIIIOHATBHOCTI TIporiecy abo sSBHIIA.
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Hanpuknan, HeoO0xigHo cuHTe3dyBatH BipTyasnbHoro CSC-acucrenta (virtual
assistent) abo uudposoro npiiinuka (digital twin), abo pozymHoro po6ota (smart
robot) sikuii Oyzne pearyBaTv Ha 30BHIIIHI BX1JHI JlaHi. AJITOPUTM JJisl CTBOPEHHS
aBatapa MICTUTh HacTymnHi Kpoku: 1) CuUHTE3 yHIBEPCYyMYy 3MiHHUX-TPUMITHBIB,
o nokpuBaroTh Bce ¢yHKIioHanbHOCTI CSC-mporecy. 2) Cunre3 U-maTpuii
YHIBEPCYMiB 3HAYEHb-NPUMITUBIB, 1[0 TOKPUBAIOTH BC1 MOKJIUBI BapiaHTU KOKHOL
3MiHHOI, B pamkax CSC-mporecy abo sBuima. 3) Cunrte3 Q-maTpuill KOHKPETHUX
3HA4YEHb-NIPUMITHUBIB B (hopMaTi KyOiT-BEeKTOpa KOXXHOI 3MiHHOI B pamkax CSC-
npoiecy abo sBuma. 4) IlepeBipka orpumanoi U-matpuui yniBepcymiB CSC-
npoiiecy abo sBUIlA HA TOBHOTY 1 MPUMITHBI3M 3MIHHUX 1 3HAY€Hb.

[Ticnst cuHTe3y KyOITHMX BEKTOpPIB 3a BCciMa mapaMerpamu B Q-MaTpuiil BCl
3HAYCHHS BUXOIB KyOITHHX €JIEMEHTIB HaaXOAsATh Ha BXOAW iHTerparopa L, 1o
npatroe no ¢yHkiii and (Mmoxke Oyt 1 iHIma QyHKISA, HanpukiIam, not-and), siKui
BUjae JBa 3HadeHHA {1,0}: mo3uTMBHMI ab00 HEraTUBHUN Pe3yJbTaT
MOJICTIIOBaHHS, SKUH MOXHA  IHTEpHpeTyBaTh sK  OiHapHy  (YHKIIIO
NPUHAIECKHOCTI 70 imeany malware-QyHKIIOHAIBHOCTI, (QOpMy€E, HAMPUKIA,
BiactuBocti CSC-mporiecy.

Takum ynHOM, logic-Tiporiecop, CHHTE30BaHUIN Ha OCHOBI BUKOpHUCTaHHS Q-
MaTpPHIlhL KBAHTOBHUX CTPYKTYP JaHUX, 31aTHUI online moaemtoBatu Oynb-axi CSC-
NPOLIECH 1 SBUINA, HEAOCTYMHI ChOTOHI JIJISi KJIACHYHOTO KOMIM'IOTUHTY B 0a3uci
TPaAUIIMHUX JIOTIYHMX €JIEMEHTIB, 3Ba)Kal0UM Ha CKIQJHICTh (opmaizarrii
noBeIIHKK malware 111 cuHTe3y IU(POBUX MOJEICH-CXEM.

dopmanizm cTBOpeHHs eTanoH-cxemu i CSC-mporecy abo  sBuIna
NoJIsSITa€ y BU3HAYCHHI YUCJIa ICTOTHUX MMapaMeTpiB, i€ BCEPEANHI KOXKHOTO 3 HUX
T€HEPYETHhCS CYKYITHICTh 3HA4YE€Hb, YHITAPHO KOJOBAHUX JUISI CHHTE3y KyOITHOTO
BEKTOpA JIOTIYHOTO ejeMeHTa. JIOriyHI MPUMITHUBH, IO BIANOBIIAIOTH ICTOTHUM
napaMmerpamM, o0'eTHYIOThCS 3a ¢yHKHisMu (and, or, not, Xor), sKi PEryJOTh
B3a€EMHI BITHOCHHHM MDK mapameTpamMu s (GOpMyBaHHs KIHIIEBOTO PE3yJbTaTy
PO BAJIAHICTH BXIJHOTO MpoIlecy abo SBHINA MO BIJHOIIEHHIO J0 OJHOTr0 abo

JEKUTBbKOX CTaHIapTiB.

142



CSC-koMmn'toTUHT MOXXe OyTH MpeAcTaBiIeHUN sIK KiOepdizuyHa cucrema
IHTENEeKTyaJIbHOr0 XMapHoro ymnpasiiHHA CSC-mpornecamMu Ha OCHOBI TOYHOTO
MOHITOPHUHTY:

€JIEKTPOHHOT 1H(ppacTpyKTYypH;

OCHAaIllICHUX KOMH'IOTepaMI/I Ta TICPCOHAJIBHUMHU

1u¢ppoBOTO PO3yMHOI
CIIIBPOOITHUKIB KOMIIaHIi,
rajpkeTaMu; TpaH3akIid 1 MpoleciB, 3aJaHuX B yaci 1 mpoctopi. CTpykTypa
CUCTEMU CSC-xkomn'roTUHTY NpeACTaBlieHa  TPbOMa  B3a€EMOJIIIOYUMU
MaKpOKOMITOHEHTaMH: XMAapHE I1HTENEeKTyallbHE YyIpaBiliHHs, enekTpoHHa CSC-

apxiTekTypa, kidepdizuunuii npoctip (puc. 3.6).
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Pucynko 3.6 — CSC-KOMN'tOTUHT MOHITOPUHTY Ta YIPaBIIHHS MpollecaMu

XMapHi KOMIIOHEHTH-CEPBICM MOHITOPMHTY Ta YCYHEHHs malware
MPaIOI0Th 32 CXEMOIO0: (DaKT — OliHKA — Jis1. TyT BUKOHY€EThCSl 3HIMAHHS BEJIUKHUX
JaHUX 3 PI3HUX PO3YMHHUX CEHCOPIB 1 KOMM'IOTEPIB, 1HTEICKTyaJIbHHA aHaji3
naanx Ha ocHOBI CNN, DNN, ML. OcTanHiM KOMIIOHEHTOM XMapHOT'O CEpBiCY €
dbopmyBaHHS THPPOBUX AKTIOATOPHUX BIUIMBIB, OPIEHTOBAHMX HA YIPABIIHHS
1H(GPACTPYKTYpHUMU KOMIIOHEHTaMH, aiisi nocsirHeHHss metu (Goal) y Burmsmi
BHJIAJICHHS malware 1 3a0e3rnedyeHHsT BUCOKOI SKOCTI Kibepmociyr. Bes cucrema
CSC-xoMI'IOTHHTY 0e3MmocepeHbO B3a€EMO/IIE 3 KibeprmpocTopoM abo iHTEPHETOM,
SIKUHA 0OOB'SI3KOBO € BXOJOM 1 BUXOJOM JIJII CTBOPIOBaHOI cTpyKTypHu. Kpim Toro,
Bxonamu € Legislations, siki GopMyIOTh BITHOCMHU B KOMMaHii, a Takok Resourses
y BUTISA1 (iHAHCIB 1 MaTepialiB, HEOOXITHUX IS 3aXUCTy IMPOIIECIB CTBOPEHHS
npoayKiii 1/abo cepiciB. BaxxinBum BUX0/10M cucTeMu € State, akuit i1eHTUdIKye

CTaH PO3BUTKY KOMIT'FOTEPHOT CUCTEMH.
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CSC-koMI'tTOTUHT € TEXHOJOTI€H0 €(PEKTUBHOIO XMApHOTO YIPaBIIHHS s
ICTOTHOTO 3HIDKCHHS HAaKJIAQTHUX HEMPOMYKTUBHUX BUTpAT 1 TMiABUIICHHS
NpUOYTKY, SIKa XapaKTEPU3YEThCSI OMEPATUBHUM online MOHITOPUHIOM IPOIIECIB
Ha OCHOBI BHUKOPUCTAHHSI Cy4acHOI KiOep-KynbTypu, mo BkiIwoudae: [oT, Cyber
Physical Systems, Cloud Computing, e-Infrastructure, Big Data Analytics , Artifi-
cial Intelligence, Blockchain smart contract, e-Dicument Circulation and Internet.

[lpunuunu peanizamii: 1) MOHITOPUHT MpPOrpaMHUX JIOJATKIB  3a
JIOTIOMOTOI0 BIIPOBA/P)KEHOT'O0 areHTa B YMOBaxX 1HBAapIlaHTHOCTI Teomo3imii. 2)
MOHITOPUHT BCIX HOPUCTPOIB ISl IHTEJIEKTYyaldbHOTO aHami3y 1 MOJAJbIIOrO
YOPaBIMIHHS CTPYKTYPHUMH KOMIIOHCHTAMH, J1a€ MOXJIMBICTH OTEPATHBHO
npuiiMatu pimeHHs no pekoHdirypamii CSC-mporieciB B pealbHOMY 4aci; 3)
MoHiTopuHT, 3aMKHYTHI Ha online ympaBiiHHs, 6€3 aKTUBHOI y4acTi JIIOAUHHA. Y
IIbOMY CHOTOJIHI TOJIOBHE 1 T1Ie He BUpimieHe 3aBaaHHs CSC-pHuHKY.

MomnitTopunr malware ©06€3 akTIOATOPHUX BIUIMBIB HAa  yCYHCHHS
JECTPYKTHBHUX KOMITOHEHTIB, IO BHPOOJAIOTHCS KibepdiznuHnoro human-free
CSC-cuctemoro, He TPEICTABIs€ PHHKOBOTO I1HTEpPECY 3 TMO3WINI CydacHOl
KiOepkyIbTypu. Pimenns npobiemu minkom oueBuHe — cTBOpeHHs CSC-cucremu
MOHITOpUHTY, aje rosoBHe — online ympaBninHa CSC-mporecamMu Ha OCHOBI
CTBOPEHHSI PO3YMHHUX QITOPUTMIB a00 CMapT-KOHTPAKTiB, IO MPOrPAMYIOThH
JETITUMHI BiJHOCHMHH B KiOepmpocTopi. [Iporpamamii kom peamidye Tpiagy
COIliaIbHUX TOJMiM, 0e3 ydyacTi YHHOBHHKA: (PaKT — OIIHKA — Jisl, SKa MOJICITBLHO
3BOJIUTHCS 70 KOAYBAHHS alTOPUTMY OOpOOKM BXIIHMX NaHMUX IJIsi OTPUMAaHHS
BUXITHUX AaKTIOATOPHUX BIUIMBIB, CHOpsMOBaHWX Ha kommnoHeHTn CSC-
1HQpacTpyKTypH, sKa BHUKOHYEThCS B paMKax TexHosoriyHoro ykiagy IoT.
Komnonentamu CSC-cuctemu €: 1) BigHocuHu, npuiiHATI B KOMMaHii (gepkaBi)
Ha OCHOBI ICHYIOUOT'O 3aKOHOJIaBCTBA, CTATYTy (KOHCTHUTYIII1), HaKa3iB, TPaaUIlii,
icropii, KynbTypu. 2) Meta Ta/ab0 HANpsSMOK PyXy, 3pO3yMiTl JJIA PUHKY, IO
MOOUTI3YIOTh CHIBPOOITHUKIB I SKICHOTO BUKOHaHHS 3aBAaHb. 3) lludposuii
MEHEDKMEHT a0o0 yIpaBIiHHA — CEKPeTHUH KIIY PHHKOBOIO YCHIXy, -

00O0B'SI3KOBO BUKOPHUCTOBYE XMapHi CEpPBICH, MAKCUMaJIbHO BHKJIOYAIOTh Y4acTh
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JIOJIMHU B MOHITOPUHTY BUPOOHUYMX MPOILIECIB 1 MOAAIBIIIOMY NPUUHSTTI PIllICHb.
4) TudpacTpykTypa MNiANPUEMCTBA, M0 3a0e3neduye KOMQPOPTHI YMOBH s
KOHCTPYKTHUBHOI pPOOOTH, SIKICHOTO XapuyBaHHS Ta AKTUBHOIO BIJIMOYMHKY B
dopmati 24/7: onsite & remote online. 5) Kaapu, mo cTBOpIOIOTH PUHKOBY
MPOAYKIII0 Ta MOCIYTH, - TOJOBHE HaaOaHHS ab0 1HTENEKT Oyb-IKOi KOMIIaHii,

KWW OLIHIOETHCS CUMETPUYHOT PI3HUIICI0 KOMIETEHIIIM cIiBpoOITHUKIB [17]:

n
Pi=.U Pi<—Piij=®;
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3.4. YHiTapHO-KOA0BaHI CTPYKTYpH AaHuX. CurHarypHuii anaJiz mal-

ware

IaTepec craHOBUTH mTpoOieMa aHai3y BEIMKHAX JIAaHUX 3 METOH
BCTAHOBJICHHS HOBHX malware-QyHKI[IOHAJIbHOCTE Ha MPUPOJHOMY TJl BXKE
BH3HAauCHUX. AHajoriyHa 3aaada Oysa BupimeHa B Jlabopartopii Kacnepcbkoro
(JIK) 1 BupimyeThcst moci 3acobamMu poOOTiB 1 eKcmepTiB B obmacti malware and
virus aHamiTUKUA. TyT BUKOPUCTOBYETHCS CUTHATYpHHI aHali3, aganTOBaHHUM H0
BIPYCHOI aHAJITHUIl, SKUW JO3BOJIIE MAaTH JOCUTh KOMIAKTHUN KOJI-CUTHATYpPY
JECTPYKTHUBHOCTI 3 METOI BUCOKOTPOIYKTUBHOI 1ICHTH(IKAIIT B TOTOI BETUKHX
JTaHUX cTapux BipyciB. Lle mae MOXIHMBICTH aKIIEHTYBAaTH yBary poOoTa-eKkcrepra
Ha JICTAIbHOMY aHalli31 HOBUX JIECTPYKTHUBIB 3 METOIO iX MOIAIBIIOT0 OJOKYBaHHS.
[lepexnagaroum 3rajlany CUTHATYpHY TEXHOJIOTIIO Ha pileHHs mpoliemM malware-
aHAJITUKH, CIIiJ] 3a3HAYUTH BaXKJIMBICTh OTPUMAHHS KOMIIAKTHOI TaOymIi malware-
(byHKITIOHATBHOCTI, 1HBapiaHTHOI /10 yacy. [lepmmm KpoKOM B IIbOMY HAIpPSIMKY €
MiHIMI3allig TaOdHIll YHITAPHOTO KOJyBaHHS malware-QpyHKIIOHATHHOCTI 10
JI03BOJICHMM JIOTIYHUM TIpaBWiIaM (CyMHeprio3uilisi), fAKi Jai0Th MOXJIHUBICTh
OTpUMaTH OJWH CTOBIENb, 10 iAeHTH(DiIKye malware-QpyHKIIIOHAIBHICTS.
CTpykTypHi TpoTHUpIYYsl TpU O00'€AHAHHI KOOPAMHAT CTOBIIIIB YHITAPHO-
KOJIOBaHOi MaTpuili BiacyTHI. I[IlpupogHo, 1O B pe3yJbTYIOYOMY CTOBIIIII-

curHaTypi Oyne BTpadeHa CTPYKTypHa iHdoOpMalis Mpo MOPSI0K BUKOHAHHS
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CepBicCy, IO € IUIATOI 32 KOMMAKTHICTh 1 MBUIKO/IIO MO 1IeHTU(IKAIl] CTOBMIIIB
malware-pynkuionansHocti. OAHaK CTPYKTypHa 1H(pOpMAIlis HE CTUPAETHCS 1
Moxe OyTu 3aTpeOyBaHa B pa3i HeoOXigHOCTI. TeopeTHYHUM MIATBEPIKEHHSIM 1
OOTpYHTYBaHHSIM 3alpONOHOBAHOI CYMNEPHO3IIOHHOI 1HHOBAIll 31 CTUCHEHHS
CTOBIILIB B OJIUH € TON (DAKT, 110 KOJyBaHHS OyAb-sKOi TaOJUIll ICTUHHOCTI JBOMA
1 HaBITb OJHUM KyOITHUM BEKTOPOM, OTPUMAHHUM 3a JIOMIOMOIOI0 CYIEPIO3UIi
VHITAPHUX KOJAIB BXIJHUX BIUIMBIB OyAb-SKOTO, $K 3aBrOAHO CKJIAJIHOTO
nudpoBoro mnpuctporo (puc. 3.7). OOMexeHHS: BCl aTpuOyTH B MaTpHIIl
YHITApPHOTO KOJYBAaHHS, 110 MiJISITAIOTh CYMEPIO3UIli MO0 KOHKPETHUX JaHUX,
MOBHUHHI OyTH HE3aJ€XKHUMU OJIMH B1J 0qHOTO. Cyneprno3ullisi CTOBIIIIB YHITAPHOI
MaTpulll J1a€ MOXKJIMBICTh OTPUMATHU TMOKPUTTS BCIX aTpUOyTIB-3MIHHHUX
OJIMHUYHUMH 3HAUYCHHSAMHU PI3HOMAHITHOCTI JaHWX. SIKIO OJWHUIAMHU MOKPHUTI B
MOBHOMY 00CS31 3Ha4eHHS aTpuOyTIB, TO ICHY€ HEKOPEKTHICTh B aHami3li Ta
KOJyBaHHSI JAaHWUX TI0 KOHKpPETHOMY aTpuOyTy. B Macmtabax METpUKU 3HAY€Hb
WHTETPaTbHUNA CTOBIMYMK malware-QyHKI[IOHATBHOCTI 3aBXIU Oyne YSABIATH
co00I0 MIMHOXHWHY 3 HYJOBUX Ta OJMHHUYHHUX KOOPAMHAT Ha ()OHI MOBHICTIO

OJIMHUYHUX 3HAYEHB 1HTETpaIbHOTO CTOBMIS YHiBepcyMmy PER if PNR=P.
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Pucynok 3.7 — YHiTapHEe KOJyBaHHS YHIBEPCYMY IMPUMITUBIB 10 KOXKHIM

ﬁ

3MIHHII

Cymnepno3iiiiina MOJIENb ySIBIICHHS malware-QyHKIII0HATHFHOCTI

1HBapuaHTHA 10 Yacy. Ines knacudikarii monsirae B MOPiBHSIHHI BEJTUKUX JTaHHUX 3
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IHTErpaJIbHUM BEKTOPOM, KWW BUXOAHUTH HUISXOM CyHepno3uilii abo 00'enHaHHs

BCIX CTOBIUIB malware-(yHKIIOHaJIbHOCTI

[Iponenypa ineHTUdIKALIi 3BOAUTHCA IO Olepallii NepeTUHY MiXX CTOBIIEM
BXIJIHUX JaHUX 1 IHTErpaJbHUM CTOBIIEM malware-QyHKI[IOHATBHOCTI:

SEP<SNP=8, gxa moBMHHA NOpPIBHIOBATH BEKTOPY BXiJHHX AaHMX. IIpHpoiHO,

BHUHUKHYTbH CUTYalliil, KOJ1 He OyJie BUKOHYBATHCSl HaBEJIeHA BHUIIIE YMOBA 3a BCIMa
MOPIBHSHHSIMHM 3a JIOTIOMOTOI0 CTOBIIIB malware-GyHKIloHaAIBHOCTI. Toal ciia

KepyBaTHUCS MIPABUIIOM JJOMIHYBaHHS MIHIMaJIbHOI KOJIOBOI BiJiIcTaH1 32 XE€MIHTOM:

m —
P. =) ,i=1n;
_1 J

J
m N

s aHamizy AeTepMiHOBAHOI ABIMKOBOI Mojiel malware-(QyHKI[10HaIbHOCTI
icHye e(deKTUBHMI amapaT OyJeBUX IMOXIJHUX, SKUI BU3HAYa€ ICTOTHICTH 1
HEICTOTHICTb 3MIHHHX oa0 dbopmyBaHHS BUX1IHOTO 3HAYCHHS
GyHKIIIOHATBHOCTI. SIKIO 3MiHA CTaHy 3MIHHOi-aTpuOyTa HE NPU3BOJIUTH 10
3MIHM (PYHKITIOHAJIBHOCTI, TO TaKa 3MIHHA € HECYTTEBOIO 1 1i MOXKHA BUKIIIOYUTH 3
mozeni CSC-yHKI10HATBHOCTI.

I[Ipu  BepOampbHOMY  3aBmaHHI  Mojeni  malware-QyHKIIOHATBHOCTI
PO3pPOOHUKHN BUKOPHCTOBYIOTH CBiil OCBIiJ 1 1HTYimi0 aisi (OpMyBaHHS E€KCTpa-
GyHKIIOHATBPHOCTEH, MTyONFOI0YMX JEsKi 1CTOTHI aTpuOyTh Ha Mojeni malware-
dbynkuionaasHOCTI. Jlana, B mexi 100%-Ba, HaIMipHICTh MOKe OyTH BUKOPUCTaHA
TakoXX JIa aceprionHoit Bepudikamii momeni CSC-mpomecy. CeHc Takoi
Bepudikallii monsrac B HE3aJCKHOMY CTBOPEHHI 1 MOAAIBIIOMY BUKOPHUCTaHHI-
MOPIBHSHHI JBOX MOJENEH, Je Tmepima — MakCMMajdbHO TOYHA 3a BCiMa
napameTpaMHu, Ipyra — CTBOPIOE KApPTUHY CTaHIB ICTOTHUX 3MIHHHX. AcepIlii, 110
HE HECYTh HOBOi iH(MOpMaIii Mpo MOJEIb, aje JalTh MOXJIHWBICTh YTOUYHUTH
HASIBHICTh CTaHy JaHUX JUIsS ICTOTHUX aTpuOyTiB 613 malware-GyHKII1I0HATBLHOCTI B

KOHKPETHOMY 4acoBoMYy (ppeiimi.
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MogenbHa HaAMIPHICTh, SK MPAaBWIO, € KOPHUCHOI [Jisi MPUCKOPEHHS
OOUHCITIOBAILHUX TMPOIECIB 3a paxyHOK JuBepcudikaiii CTPYKTyp JaHHX.
Hanpuknaza, npoctopoBo-uyacoBa Mojelib malware-(yHKI[IOHATBHOCTI 32 paXyHOK
KOHBOJIIOIII Yacy B TOYKYy MOX€ OyTH KOMIIAKTHO TMPEJCTaBICHA OJHUM
IHTErpaJIbHUM CTOBMIIEM JAHUX.

bararo3naunicte mapameTpiB malware-QyHKIIOHATBHOCTI YKJIQJIa€ThCSl B
HACTYIHY MaTpUYHY MOJEIIb:

P= [Pij]’i =Ln;j=1Lm;
P=(P.P),..P,... P );
Py = (Pip, Py Py Py
Tyt n — uncno psakiB Marpuii malware-QyHKIIIOHATBHOCTI, M — KUIBKICTh
3Ha4YeHb napamerpa Pi npu ii kogyBaHHI.
Jns  onrtumizamii  malware-(yHKIIOHATBHOCTI HEOOXIHO 1 JIOCTaTHBO

BUKOPHCTOBYBATHU B1JIOM1 aKCIOMH aJIr€OpH JIOTIKU:

l)ava=a<1vl=l,
2)avab=a(lvb)=a<lIxvll=1;
3)abvab=a(bvb)=a<>11vi0=1x=1;
4) abcvb=b.

JloriuHi akcioMu TpaHC(POPMYIOTBCS B 3aKOHH TeOpii MHOXKHUH, i€

GIirypyroTh e1eMeHTH B (opMaTi YHITAPHUX KOJIB 3HAYEHb BX1AHUX 3MIHHUX:

1) aUa=a;aNa=a;
2)aUab=a(lUb)=a<=1xUll=1x=1;
3)abUab=a(bUb)=a<>11U10=1x=1;
4) abcNb=b<>111N010 =010.

Bci BepbanbHi 3HaUYeHHST 00 YaCTHHM ICTOTHHX ([IOJATKOBUX) MapaMeTpiB
MOBHHHI OyTH YHITapHO 1 €IMHO-METPUYHO 3aKOJIOBAaHI 3 METOIO MPEICTABICHHS
KoopauHAT MaTpuill malware-QyHKIIOHATBPHOCTI JBIMKOBUMHU BEKTOPAMH, SKi
JAI0Th MOKJIMBICTD B MapajeIbHOMY PEXKHMI BU3HAYATH IPUHAICKHICTD BX1THOTO
BEKTOpa OJHOMY a00 KUIBKOX CTOBMINB malware-()yHKIIIOHATbHOCTI MUISIXOM
3aCTOCYBaHHS JIOTIYHOT MPOIEAYPH :

a€ab<aNab=a—10N11=10A11=10.
VY 3aranpHOMY BHUIIQJKy METPUYHA B3a€EMOJIIS JBOX KOMIIOHEHTIB OJHI€]

03MIPHOCTI MOK€ MaTH TUILKH I'STh BUIAIKIB, puc. 3.8 [19]:
9
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1 2 3 4

Pucynok 3.8 — B3aemonist ganux no and-onepartii

1) HanexHicTh 4 PIBHICTh OO0'€KTIB OJUH OJHOMY, SIKIIO BUKOHYETHCS
yMOBa:
a=b<aNb={a,b} =10N10=10A10=10.
2) HanexHicTh nepuioro A apyromy m, siKiio BUKOHY€ETbCSI yMOBA!
acEb<aNb=a—=10N11=10A11=10.
3) [IpuHanexxHicTh APYroro m nepuiomy A, K0 BUKOHY€ETbCS YMOBA!
bEa<saNb=b—=11N10=11A10=10.
4) YacTtkoBa NPUHAICKHICTh O0'€KTIB OJWH OJTHOMY, SIKIIIO BUKOHYETHCS
yMOBa:
a=b<>aNb={J,a,b} —>110N011=110A011=010.
5) HenanexxHicTh 00'€KTIB OJJUH OJTHOMY, SIKIIIO BUKOHY€ThCSI YMOBA:
a=b<anNb=J—=01N10=01A10=00.
CrpykTypHa KapTa MOAyJiB KOMI'IOTUHTY JUIs aHanmizy CSC-npoueciB (puc.
3.9): cuHTe3 MaTpuill ICTOTHUX 3MIHHMX; MOOYJOBa YHITApHOI MaTpUIll JaHUX;
JIEKOMIIO3UIlisl yHITapHOT Martpuill gaHux; cuHTte3 M-RPA (Malware Robotic
Process Automation) Ha oOcCHOBi1 3acTocyBaHHd ML-TexHosorii 10 MaTpullb

malware-(QyHKI10HaTbHOCTEH.
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Malware-matrix —>

Input data-matrix—>|

MD-matrix
v

<{ MD-group

MD-Recognition
MD1| MD2| MDi | MDn
Y

Malware Recognition Automation

Pucynok 3.9 — Ctpykrypa ans ananizy malware-npoiecis

BusHaueHHs yHITapHOI MaTpulll ICTOTHMX 3MIHHMX malware-mpolieciB 1
KOJITyBaHHS BC1X 3HAUYEHb.

Pimennsi. OpranizoByerbcsi [UKI 1O n  3MiHHMM 0e3 malware-
(YHKI[IOHATBHOCTI, /1€ BCEPEANHI CTBOPIOETHCS IIUKII 32 3HAYEHHSAMU 3MIHHUX, JI€
€ e OJWH BKIAJCHUN UMKJI, IO TNepepaxoBye BCl IicHyroul malware-
(YHKIIIOHATBHOCTI, SIKI OOpOOJIIOTHCS HAa MpEeAMET iX opuriHaiabHOCTI (puc. 3.10).
Takum urHOM, TTpOorpamMHU MOAYJTH P-matrix, 0 MICTHTh TpH BKJIAJCHUX ITUKIIH,
CTBOPIOE TAaOJIMIIO BIAMOBIIHOCTI TEKCTOBUX 3HAYCHb ICTOTHUX 3MIHHUX iX
JECATKOBUM HOMepaM a0o yHITapHUM KojaM i noganbimoro ananmizy CSC-
MPOIIECIB.

VY 3araapbHOMY BHIAJKy METpUYHA B3a€EMOJIisl IBOX CTOBIIIIB-malware ogHiel
PO3MIPHOCTI MOXKE€ MAaTH TUTHKHU I'ATh BUMA/IKIB:

1) Hamexwuicte yu piBHICTH malware OJMH OJHOMY, SKIIO BHKOHYETHCS

yMOBa:
a=b<=aMNb={a,b}—=10MN10=10A10=10.
2) HanexwnicTts nepmroro malware A 1pyroro m, Ko BUKOHY€TbCS YMOBA!

aEb<aNb=a—10N11=10A11=10.
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3) IlpunanexHicTe Apyroro malware m mepmomy A, SKIIO BUKOHYETHCS

yMOBa:

bEa<aNb=b—=11N10=11A10=10.

4) YacTkoBa NMpPUHANICKHICT, malware OJIMH OAHOMY, SIKIIO BUKOHYETHCS

YMOBa:

a=b<>aNb={d,a,b —110N011=110A011=010.

5) Henanexwnicte malware o oqHOMY, SIKIIIO BUKOHY€ETHCSI YMOBA!

azb<aNb=J—-=01N10=01A10=00.

1
( Malware matrix:V,d,p,D,N,M,P )

»!

I Cycle of malware variables
» |
-3
Cycle of malware data values
2 >
Cycle of all malware social functions
5 x 1
wex: if [M(V,D)=P(p,V,d)]
6 v O
Malware U-code index D=D+1
7 v
Matrix formation M(V,D)=P(p,V,d)
v
1.8 Input data index p<N>
v 0
18— Data values index d<D
'
10" Variable index V<N >
11 y0
( END )

Pucynok 3.10 — Anroputm ¢hopmMyBaHHS MaTpUIll 3HAUEHb NTapaMeTpPIB
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3.5. MeToa KyOiTHO-CMTHATYpPHOI0 aHaJ i3y malware

Posrnsimaerbest mapaneiabHud MeTOA KyOITHOrO MOJENIOBaHHS malware
BEJIUKUX JIAHUX, SIKUM XapaKTepU3y€e€ThCs BUKOPUCTAHHSIM CUTHATYpPHOTO aHAII3y 1
KyOITHUMHU CTPYKTypaMU JaHUX, 110 J1a€ MOXKJIUBICTH B MapajeIbHOMY PEXKUMI
BU3HAYaTU MPUHAJCKHICTh MOTOYHOTO KOAY JO ICHYIOUHMX JECTPYKTUBHHX
KOMIOHEHTIB B malware library.

Merta CHUTHaTYpHOrO aHadi3y MOJSrae B CYTTEBOMY 3MEHIIEHHI (B
KBaJpaTUYHOI 70 JIiHIMHOT) OOYMCIIOBAIBLHOI CKIAJHOCTI MPOUEAYPH YHITAPHOTO
KOJyBaHHsS TEKCTOBHX (MoBHM omucy malware: assembler, C++, Java) 3HaueHb
aTpuOyTiB mpu 0OpOOIll BENUKUX JAHUX BXIJHOTO MOTOKY, LIO MICTUTh THUCSYl
malware.

CyTHICTb CHTHATYPHOTO aHaji3y IMOJSra€ B IIBUAKOMY IEPETBOPEHHI
3HAQYEHHSI TEKCTOBOiI 3MIHHOI B KOJ-CUTHATYypy, YHCEJIbHE 3HAYEHHS SIKOi €
yVHIKaJIbHUM 3 HMoBipHICTIO 0,9998, mo gae miacraBu iaeHTH(IKYBATH
CUTHATYpOIO TEKCTOB1 ¢parmeHTH malware. [lani BUpilIytOThCS 3aBJaHHS:

1) Bu3HaueHHsI MPUHAIEKHOCTI 3HAYEHHS TEKCTOBOI (CTPOKOBOi) 3MIHHOT
MOTOYHOTO malware 10 OJHOTO 3 YK€ ICHYIOUMX 3aKOJAOBAaHUX 3HAYEHb IUISIXOM
MOPIBHSIHHS CUTHATYP, KOJIM CTBOPEHHSI HOBOT'O YHITAPHOT'O KOAY HE MOTPIOHO.

2) IligTBep/KEHHS OPHUTIHAIBLHOCTI 3HAYCHHS CTPOKOBOI 3MIHHOI, KOJH
BCTAHOBJICHUH (DaKT, M0 B pe3yibTaTi BUKOHAHOTO TEPETJsAy il cCMTHaTypa He
30irmacsi 3 yKe ICHYIOYMMH, OT)KE, HEOOXIJHO CTBOPEHHS HOBOTO YHITapPHOTO
KOAY.

3) CrBopennsi tabnuiii 3a ¢opMaroM <TEKCT-CUTHATypa>, SKy MOKHA
pO3rNIAaTh K <TEKCT-4YHUCIIO>, Ja€ MOXJIHMBICTh 3BECTH 3aJady YyHITAPHOTO
KOJYBaHHS 3HA4Y€Hb TEKCTOBUX 3MIHHUX 10 OOYHMCIIOBAJIbHOI CKIATHOCTI 2n
(3amicte 0,5n**2) 1 orpumatu tabnuio <malware-curaarypa-kom>. TyT cuHTE3
YHITapHUX KOJIIB MOB'SI3aHUH 3 TIEPETIISIOM CTOBITYMKA BCIX OTPUMAHUX CUTHATYD,
SK JIECITKOBUX YHCEN, MPEJCTaBIeHUX 16 ABIHKOBHUMH pO3psAIaMHU, 3 METOIO

3aMOBHEHHS OJAMHUYHMMH 3HAUYEHHSIMH KOOPJMHAT anpiopHO HYJIHOBOTO BEKTOpa
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MOKPUTTSI, pO3MIpHICTIO 2**16, 3a aapecamu, kUil (POPMY€EThbCS CUTHATypaMu
tekcTiB. [lotim paxynkoBa nponeaypa (if U(i)=1 then j=j+1 and A(j)=1) neperasay
BCIX KOOPJHMHAT BEKTOpa TMOKPHUTTS HA TMPEAMET TMOIIyKYy OJWHWYHUX 3HAYCHD
chopMmye BKE KOMITAKTHUH BEKTOP KOOPIWHAT, SIKWUW Oyjie MPEACTABIATH HE IO
1HIIIE, SIK YHOPSIKOBAHWA BEKTOP aapec A Mg YHITApHOTO KOMYBaHHS 3HAYCHBb
malware 3miHHUX. Hampukian, € MHOXMHA JecsaTkoBux mudp {5,2,1,9,7,4}, sxi
HEOOX1ZIHO BIOPSJAKYBaTH HAa OCHOBl 3aCTOCYBaHHS MPOUEAYypH JIHIAHOI
OOUYHMCITIOBAJIBbHOI  CKJIAAHOCTI. 3aBJaHHS BHPINIYETHCS MUISIXOM  PO3TIIAIY
MHOXXHUHHU AP, K aIpec, 3 METOI MOAAIBIIOTO 3aHECEHHS] OAMHUYHUX 3HAYeHb
B KOOpDJIMHATH BEKTOpa MOKPUTTS 3a ajapecamu-enemeHtam: U=(110110101).
OO6uucnioBaJibHA CKJIAJIHICTh JAHOI MPOLEAYPU CKIAJAE N E€JIEMEHTIB MHOXKHUHHU.
Jlami mociiloBHO BUKOHYEThCS YMTAHHS 3HAYCHH KOOPJWHAT, A€ B pasi Qikcarrii
OJIMHUIII B TOTOYHY KOMIPKY BEKTOpa 3HAYCHb 3aIMUCYETHCS ajpeca OJIMHHYHOI
koopauuatu: if U(i)=1 then j=j+1 and A(j)=i. Pe3ynbrar 06po6ku BexTopa U mo
OCTaHHIA TporieAypi Mae HactymHuid Burisa: A=(1,2,4,5,7,9). OGuuciaroBanbHa
CKIIQJHICTh TMPOLIETyPH 3aITUCY YIIOPSIAKOBAHUX €JIEMEHTIB MPAKTUYHO JIOPIBHIOE N
€JIEMEHTIB Oe3miui, SKII0 PO3KHJ 3HAUCHb YHCEN HEe3HAYHUU, B MEXKaxX OIHOTO
nopsnKy. [HTerpanpHO 1Bi MpoOIeaypH MalOTh BUTPATH, piBHI Q=2n.

Crin 3ayBakUTH, IO JABIHKOBHIA BEKTOP MOKPUTTA MOXKE OyTH €(dEeKTHBHO
BUKOPUCTAaHWW JIJI1  ICTOTHOTO  IMABHINEHHS MPOXYKTHBHOCTI TPOIEAYpH
KOJTyBaHHS 3Ha4YCHb malware 3MiHHHX.

Cran mnpobOneMu: 1 TPUCBOEHHS KOAy-uucia (parMeHTy TEKCTy
HEOOXITHO TIEPEKOHATHCS, 110 BIH € OpUriHAJIBLHUM y MacmTabax Bchoro CSC-
nporiecy. Lle mocsraeTbcs MUIIXOM MOPIBHSHHS (parMeHTa 3 yciero 010J10TeKOI0
BXKE€ 3aKOJOBAaHUX TEKCTIB, IO HaJeXaThb JeIKoMy aTpuOyTy malware.
OO6uncnoBaJIbHA CKJIQHICTh MPOILEAYPH TIIBKH OJHOTO TMOPIBHSHHS JOPIBHIOE
Q=m%*n, e m — noBXKHA (PparMeHTa, n — YUCJIO PSAKIB B O10T10TEIll 3aKOJOBAHUX
malware.

Meton KyOITHO-CHTHATYpHOTO aHajizy malware Ha OCHOBi1 YHITapHOTO

KoJyBaHHS mporionye: 1) [nentudikyBatu TexcToBi GpparmeHTH malware KogaMu-
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CUTHATypamu. 2) 3aHECTH OJUMHUYHI 3HAYEHHS B KOOPJAMHATU BEKTOpPA MOKPUTTS
V, aapecu gKuX NOPIBHIOIOTH CUTHaTypaMm opuriHanbHux malware U(S). 3) I[lpu
aHaji3l BXIJHOTO TMOTOKY BEJHMKOi PO3MIPHOCTI OpUTIHAIBHICTL malware mo
OIHOMY aTpuOyTy TMepeBipseThca HUIAXOM (GOPMYBaHHS CUTHaTypu S 3
noAaNbIIOK TnepeBipkoro B koopauHaTi U(S)=1 3HaueHHs oauHuil. Ko
OJWHHUII €, TO TEKCTOBUH (parMEHT HE € HOBUM 1 BHUKOHYETHCS TMEpexia 0
HactynHoro malware. B iHmomy Bumaaky, skmo U(S)=0, ¢dparmenty
MPUCBOIOETHCA YHITAPHUU KOJ-1IEHTU(IKATOpP, a CUTHATypa BHUCTYIMA€E aJPECOI0
nias 3aHeceHHs 3HadeHHs U(S)=1. OOuucmioBaibHa CKJIATHICTh  TaKoi
OecriepebopHOl mporeaypu JopiBHIOE Q=s+2, s — CKJIagHICTh OTPUMAaHHS
CUTHATYpH JJIs PSIJIKA CUMBOJIIB.

[Ipuknan BUKOPUCTAHHS CHUTHATYPHOTO KOJYBaHHS TEKCTOBHX 3HA4Y€Hb

aTpuOyTIB IPEICTABICHUIA B TaOIHII:

Malware | S(M) U[S(M)]=1 simulation
A 73A1 U(S1=0)=1000 0000
B FC67 | U(S2=0)=1000 1000
C 2C67 | U(S2=0)=1010 1000
D ACFO0 | U(S3=0)=1010 1100
E E143 | U(S4=0)=1001 1101
F FC67 | U(S2=1)=1001 1101
G ACF0 | U(S3=1)=1001 1101
H EF43 | U(S4=0)=1101 1101

PesynbTytounit  U-BeKTOp  yHITApHOIO KOJyBaHHS MpPaKkTUYHO 0Oe€3
OoOUYHCITIOBAaTbHUX BUTpPAT JO3BOJISIE BUPIIIYBAaTH HACTYIHI 3aBlAaHHs: 1)
BuszHauatv 4ucno OJMHUYHMX KOOPAMHAT, IO JA€ MOXIMBICTh TE€HEpPYBaTU
VHITapHI KOJM TEKCTOBMX 3HA4Y€Hb 3MIHHHUX 1 JOBXHHY KOXHOIo Komay. 2)
JlekoyBaTl CHUTHATypu 1 TEKCTOBI (pparMeHTH 3a KOOpAMHATAMH OJUHUYHHUX
3HaueHb U-BekTopa. 3) be3 nepebopHux 00YUCIEeHb BUZHAYATH CTATYC TEKCTOBOTO
(dparmeHTa: € BiH HOBUM a00 B¥K€ ICHYIOUMM B 010J110TEI1 3HAUEHb MTapaMeTpa.

CurHarypa BUKOHY€ pOJb aJpPECHU-TNIOCEPETHUKA MK JTOBCUM TEKCTOBUM
malware ¢QparMeHTOM 1 BEKTOPOM TOKPUTTS, SKUH MOJENIOE MPOILEC

imeHTrdiKalii OpUriHAJIBLHOCTI 3HA4YeHb TekcToBuX 3MiHHUX: U[S(M)]={0,1}.
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3anoBHEHHS BekTopa MNOKpUTTsA 3a mnpaBuwiaom: U[S(M)]=1 nae MOXIUBICTbH
3MOJICNIIOBATU KUIBKICTh 1 SIKICTh OpPHUTIHAJIBHUX TEKCTOBUX (parMeHTiB. Y
3arajJlbHOMY BUIIQJIKy TE€XHOJIOTiS MOJEIIIOBAHHSI HEBIOPSAKOBAHUX YHUCEN IS 1X
YIOOPSIAKYBAHHSL 3a 3POCTAHHAM YKJIaJaeThcsa B cxemy: Ywucma — Sk aapecu —
Bektop oaunuis — 3anuc agpec OAMHUYHUX KOOPAUHAT B MOPSAKY iX 3pOCTaHHS.
TexHonoriss MOJETIOBAaHHS TEKCTOBHX (parMeHTiB i iX YHNOPSAKYBaHHS 3a
3pOCTaHHSIM CUTHATYP, 110 BUKOHYIOTh POJIb JIPEC, YKIIAIAEThCs B cxeMy: TekcTu
— Sk anpecu-curHarypu — BekTop oauHHULL — 3anuc agpec-CUTHATyp OJUHUYHUX
KOOPAMHAT B MOPSAIKY iX 3pOCTaHHS.

Takum umHOM, iHTepnpetamis uucen D=A, sk azapec l-xkoopauHat s
no4yatkoBoro 0-BekTopa, € e(PEeKTHUBHOIO TEXHOJIOTIEI0 PIIIEHHS KOMOIHATOPHUX
3aBganb: U(D)=1. Cnig BpaxyBaTu, 1o malware BUXIJHI TEKCTH, B 3arajilbHOMY
BUIAJIKY, HEMOXJMBO YySBUTH Yy BUIJBIAL ajpec BeKTopa. Tomy HeoOXigHui
Oy(depHuii KOMIIOHEHT, KU, 3 OJTHOTO OOKY, MOX€ KOMIAKTHO iIeHTU(]IKyBaTH
malware 3MiHHY, a 3 iHImoro — OyTu ii agpecoro. TakuM KOMIIOHEHTOM MOKE
Buctynatu 16-po3psnna curHatypa (a6o hash-dynkuis), sk izeHTudikarop-aapeca

U1 TeKCTy 1 Bektopa: U[S(M)]=1.

M[S(M) [ U[S(M)] D [U(D) D*
A [73A1 | 1000 0000 3 0010 00000 | 1
B | FC67 | 1000 1000 6 | 001001000 |2
C|2C67 | 1010 1000 8 1001001010 | 3
D [ACFO | 1010 1100 2 [011001010 |4
E |E143 | 1001 1101 4 1011101010 | 6
F | FC67 | 1001 1101 9 (011101011 |7
G| ACF0 | 1001 1101 1 [111101011 | 8
H|EF43 | 1101 1101 7 [1111 01111 |9

Big Data malware kogu MmaroTh JaBa cyTTeBuUX Henomiku: 1) Jlns Hux
HeoOXiHa BeNluKa nam'steb. 2) I ix aHanizy HeoOX1IHO BUKOHYBAaTH MOPIBHIHHS
BXIJIHOTO (hparMeHTa JaHUX 3 BXKe ICHyrounMMu malware B 0i0mioTeri abo 6a3i
nanux. OO4YHCIIOBaIbHA CKJIAAHICTh TAKOTO MEPEOOPHOTO MOPIBHSIHHS JTOPIBHIOE
Q=L(Input)xN(Records)xL(Record). Uum Oinbiie 3amuciB 1 4uM OuIbIIE iX

JIOBXKHWHA, TUM KyOIYHUM OuUIbllle Yacy MOTPIOHO HA BU3HAYEHHS MPUHAJICIKHOCTI
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BXIJIHOTO (pparMeHTa 10 BXKE ICHYHYOro 3amucy B 0i0mioremi. SKio Takoro
3alUCy HEMAae€, TO BUKOHYETHCS MOMOBHEHHS O10JI0TEKM HOBUM 3alKUCOM TICIs
¢ikcanii HEraTUBHOrO pe3yJbTaTy MOPIBHSAHHS BXigHOTO (parmeHTa 3
010,110TEUHUMU aTPUOYTaAMHU.

SIK YHUKHYTH ICTOTHUX BHUTpaT 4acy, 10 MarOTh KyOiuHy (YHKI[IOHAIbHY
3QJICKHICTh OOUYMCIIOBAIBbHOI CKJIAMHOCTI? 3a paxyHOK HAAMIPHOCTI mam'aTti i
JOJTATKOBUX OOYHCITIOBATBLHUX TMPOIEAYpP, IO JAfOTh MOXJIMBICTH 3MEHIIUTH
o0csr mnpsAMUX OOYUCIIOBAIBHUX BUTpAT, IMOB'A3aHUX 3 IMepedopoM Mpu
MOpiBHSAHHI malware 3HauYeHHsA BX1JAHOI 3MIHHOI 3 Tabnuier O010J10TeUHUX
pieHsb. /{15 1boro iCHy€ TEXHOJIOTISl XEIUPOBAHUS a00 CUTHATYPHOI'O CTUCHEHHS
NB1KOBI1M 1HQOpMaIlii B 16-po3psaHUil KOJI CUTHATYpy-aJpecy, sika 3 IMOBIPHICTIO
0,9998 BimoOpaxkae sIK 3aBroJIHO JOBTY JABIMKOBY MOCHIIOBHICTh. [lnaToro 3a Taky
KOMITAKTHICTh € JOJATKOBI YacoBI BHUTpPATH JUIsl OTPUMAHHA CHUTHATypH
Q=L(Input), axi MOXyTh OyTH HENPUUHATHUMH MPU CUTHATYPHOMY CTHUCHEHHI
HEBENUKUX OOCSTIB MaHWX, MOPAIKY COTeHb OiT. [HTerpampHO OO0YHMCIIOBaIbHA
CKJIQJHICTh CUTHATYPHOTO METOJIy aHai3y BXiIHUX MOTOKIB JaHUX BHU3HAYAETHCS
Bupazom: Q = L(Input) + L(Sign) x N(Sign), ne nepmmwuii momaHok Gopmye yac
CUTHATYPHOTO CTUCHEHHS BX1THOT MOCIITOBHOCTI, IPYTUN — 3a]1a€ Yac TMOPIBHIHHS
BXIJTHOI CHUTHATypH 3 01010TeYHUMHU aHaioramu. B pesynbpTaTi oOumCIIOBabHA
CKJIQJHICTh CTa€ KBaAPATUYHOIO, ajie BXKE MO BIIHOIICHHIO 0 CUTHATYPHUX KOJIB,
SKI 3a PO3MIPHICTIO ICTOTHO MEHINE, HDK BXIJHI IOTOKH JaHuX. SIKII0
MOPIBHIOBATH CUTHATYypHI KOJHM TapajeibHO, IO MOXHA 3IIHCHUTH Ha
HU3BKOPIBHEBUX  MOBaX NporpaMmyBaHHsS a00 OmuCy  amapaTypu, TO
obOuncoBaabHa CKIaaHICTh aHanizy CSC-nporieciB cTae JHINHOT 1 3aJIeKHOI0 BiJl
Jacy OTpPUMaHHS CHUTHaTypH 1 uyuciaa O10JIOTEYHHX aHaJoTiB, 3 SKUMHU
BUKOHYeThCs nopiBHsAHHA: Q=L(Input) + N( Sign).

[TopiBHSIHHSA CUTHATYp 3AIMCHIOETBCS 3 METOI0 TNPHUBIACHEHHS KOXHOMY
YVHIKQTbHOMY 16-pO3psSITHOMY KOy JI€CSITKOBOI'O HOMEpa, SKHH Jajll MOXKe

CIIY>KUTH aJIpeCcOr0 JIJIsi TeHEPYBaHHS YHITAPHOT'O KOJY CHUTHATypu abo BXITHOTO
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MOTOKY AaHMX. SIKIIO 4KCciIo curHaTyp B 0asi JaHux fopiBHioe 10, To 1e o3Hayae,
110 PO3MIPHICTH YHITAPHOTO KOy ISl iAeHTu(diKailii curHatyp nopissioe 10.
ITepetBopenns: <input — Sign — Digit — Ucode> Mae ni3pantopHy
MPaKTUYHY CIPSMOBAHICTh, fKa IMOB'S3aHAa 3 BIJACYTHICTIO MepedOpy Ha piBHI
JAaHUX TPU B3aEMOJIT BXIJHOTO MOTOKY 3 010/110T€KOI0 a00 TaOJIUIICI0 PIIIEHb.
Onnak Takuii mepedip TYT ICHY€ Ha pIBHI CUTHATyp, SIKMM Ja€ MOMKIIUBICTH
dbopMyBaTH KOMIIAKTHY 0a3zy JaHUX IUIIXOM MPUCBOEHHS KOXHIA CHTHATYpI
JECATKOBOTO HOMepa ab0 YHITAPHOTO KOy [JIi BUKOHAHHS MapayieIbHUX

JIOT1YHMX OMEpaIliid:

M| SM) | D[S(M)] | U{D[S(M)]}
Al73A1 |1 1000 00
B|FC67 |2 1100 00
Cl2c67 |3 1110 00
D[ACF0 [4 1111 00
E|[E143 |5 1111 10
F[Fce7 |2 1111 10
G|ACF0 |4 1111 10
H[EF43 |6 1111 11

AJbTEpHATUBHE PIIICHHS MOX€ OYyTH OTPUMAHO NUISIXOM BUKOPHUCTAHHS
CUTHATYpU sK ajapecu s (GOpMYBaHHS YHITapHOrO KOJIy B MacluTadi
2**16=65536. Po3MipHICTh aIpeCHOTO POCTOPY A€ MOKIUBICTH aOCOIIOTHO 0€3
nepeOopy 1 MOPIBHSIHHS BUPINIYBAaTH 3aBAaHHS 10 BU3HAYEHHIO MPUHAICKHOCTI
BXIIHOTO TIOTOKYy JaHUX JO 3Ha4YeHb aTpuOyTiB O0i0mioTeku. 3aBaaHHSA
BHUPIIIYETHCS IUITXOM 3aIlUCy OJMHUYHOTO 3HAYEHHS 3a aJpecOr0-CUTHATYPOIO
BX1THOTO MOTOKY. Lle mae MOXIMBICTh 3BECTH MPOLEAYPY 1AeHTH(IKAIIT BX1THOTO
MOTOKY IIJISXOM 3alMCy OJWHUII B HYJbOBY KOOPJAMHATY IHTEIPAIHHOI'O BEKTOpPA
YHITapHUX KOJ1B. SIKIIO 3a TaHOIO aJIpecor0 BXKE ICHY€E OJUHUIIA, TO BX1THUM MOTIK
HE € OPUTIHAIBHUM 1 POOUTHCS BUCHOBOK MPO HOTO MPUHAJIEKHICTh 10 3HAUCHHS

KOHKPETHOTO aTpuoyTa:
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S(M) | U[S(M)] DIS(M)]
73A1 [ ...01000 000...

FC67 | ...01100 000...
2C67 | ...01110000...
ACFO | ...01111 000...
E143 |...01111100...
FC67 |...01111100...
ACFO | ...01111100...
EF43 |...01111110...

IT|OMMOoOOm>Z

BN WIN|—

Pimenns manoro 3aBmaHHst ao3Boisie: 1) [neHTudikyBatu BeNHKi MOTOKU
JTaHUX 1 BUTJISAAI KoMmnakTHOI curHatypu (16-koBuii andasit: 0-9, A, C, F, H, P,
U), ska MOXKe SBJISATH COOOI0 aapecy OJWHUYHOTO 3HAYCHHS KOOPJIWHATH B
YHITAPHOMY BEKTOPHOMY IPOCTOPI, PO3MIPHICTIO 2**16; 2) VHUKHYTH KyOI4HOL
CKJIaJTHOCTi MmepeOOpHOro 3aBJaHHs 3 MOILIYKYy B 0a3l JJaHMX BXIAHOTO MOTOKY 1
NpPUBECTH 11 pillIeHHS A0 JiHIMHOI Oo0YuCIoBaNbHOI cKIagHocTi Q=2n. 3)
BropsiikoByBaTH BXiJHI TOTOKH IO YHCEIIBHHM 3HAYEHHSM CUTHATYP 3 METOIO
3MEHIIEHHS OOYMCIIIOBAJIbHOI CKJIAJHOCTI MpU BUpIlIeHH] 3aBaanb aHanizy CSC-
npoiieciB. 4) BuzHauatu akTyanabHE YHCIO PO3PSAIB ISl YHITAPHOTO KOJYBaHHS
MHOXXMHHU BXIJTHMX IIOTOKIB JaHUX IIICIS OTPUMAHHA MHOKHHU OPHUTIHAJIBHHUX
CUTHATYD.

MoskHa HE BUKOPUCTOBYBATH Oy(epHUII KOMIIOHEHT Yy BHUTJISAI CUTHATYPH,
SKYy JTOCUTh BOXKKO OOYHMCITIOBATH Y€PE3 HEMOKJIMBICTD i1 TeHEPYBaTH MapajeibHO.
Y mpOoMy BHUIAJKY MPOMOHYETHCS KOXKHOMY HOBOMY TEKCTOBOMY (pparMeHTy mal-
ware MPUBJIACHIOBATH HOMEp-1IeHTU(DIKATOp, KU MOXKE BUCTYMATH 1 agpecoro
st (OpMyBaHHSI YHITApHOTO KOAYy (parMeHTa NUISXOM 3aHECEHHsI OJHMHHMII 32
aJpecol0 y BIAMOBIAHOMY TOJII BekTOopa MOKpUTTSA. ONHAK B JaHOMY BHUIAIKY
KOXEH HOBHM TEKCTOBHM (PparMeHT, 10 HAIXOIWUTh Ha BXia <malware-address>
KoJiepa, moTpeOye MOPIBHSHO 3 BXKE ICHYIOUMMH TEKCTaMHU.

dopMmanpHa MOCTAaHOBKA 33/1a4i: OTPUMATU MIHIMaIIbHY MHOXXHHY CHMBOJIIB
3 BXIJTHOTO HA0Opy OYKB (TEKCTY), 10 Ma€ TOBTOPEHHS.

Example 1 (minimal set number should be ordered).

Input = {4,5,2,8,4,3,7,1,5,4}.

Buffer = (000 000 000). Writing 1-unit on addresses, pointed in Input-set:
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4(000 100 000), 5(000 110 000), 2(010 110 000), 8010 110 010), 4(010 110 010),
3(011 110 010), 7(011 110 110), 1(111 110 110), 5(111 110 110), 4(111 110 110).

Output = 1-unit address decoding (111 110 110) = {1,2,3,4,5,7,8}.

Computing Complexity Q=2n instead of Q=1/2[n**2].

Example 2 (minimal set number).

Input = {we are the world, we are the children}.

Buffer = (w-1, e-2, a-3, r-4, t-5, h-6, 0-7, 1-8, d-9, c-10, h-11, [-12 , n-13).

Initial U-vector = (000 000 000 00) — Resulting U-vector = (111 111 111 11)

Output= {w,e,a, r,t,h,0,1,d, c,n}

Example 3 (minimal set number).

1) Input = {we are the world, we are the children}.

2) Buffer (coder) = (a-1 b-2 ¢-3 d-4 e-5 -6 g-7 h-8 1-9 j-10 k-11 1-12 m-13
n-14 0-15 p-16 q-17 r-18 s-19 t-20 u-21 v-22 w-23 x-24 y-25 z-26)

3) Initial U-vector = (000 000 000 000 000 000 000 000 00)

4) Resulting U-vector = (101 110 010 001 011 001 010 010 00)

5) Output (pattern) = {a, c,d, e, h,I,n, o, 1, t, w}

3.6. Mogesb KyOIiTHO-MaTpU4HOT0 npouecopa ajisi CSC-koMNbIOTIHra

Pimenns 3amau malware ananiza moB'si3aHoO 31 CTBOPEHHSIM MOJEIN1, METOY
Ta 1HTEPIpPETaTUBHOrO TrHy4ykoro mnpouecopa CSC-KOMM'IOTUHTY, COPSIMOBAHOIO
Ha aBTOMAaTUYHHUM CHUHTE3 1 aHalli3 KyOITHUX JIOTIYHUX CXEM, OpPIEHTOBAHUX Ha
MOHITOPUHT, MOJICJIIOBAaHHs, po3mi3HaBaHHs 1 ymnpasmiHHa CSC-mpoiuecamu 1
SABUIIAMU:

1) TIpouecop CSC-kOMI'IOTUHTY Ha OCHOBI CHHTE3y KYOITHHUX JOTIYHUX
CXeM Il MOHITOPUHTY, MOJEJIOBaHHS, po3mi3HaBaHHsA 1 ymnpasiaiHHa CSC-
IPOLIECAMH.

2) Ky0OiTHO-MaTpuyHa MOJIENIb YHIBEPCYMY 3MIHHUX 1 YHIBEPCYMY 3HA4Y€Hb
KOKHOI 0araTo3Ha4yHOi 3MIHHOI JJIsI CUHTE3y JIOTIYHUX cXeM malware-naTepHiB,

OpIEHTOBaHUX Ha aHadi3 1 ynpasiinHsa CSC-npouecamu.
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3) Kyb6iTHO-MaTpU4HUI METOJ] CUHTE3Yy JOTIYHOI CXEMH JJI MOJEIIFOBAaHHS
Ta po3mni3HaBaHHs malware-(yHKIIOHaJIbHOCTEN HAa OCHOB1 YHITAPHOTO KOJyBaHHS
3Ha4eHb OaraTo3HAYHUX 3MIHHUX 3 METOI ONTUMaibHOrO yrpasiiHHs CSC-
IIPOLIECOM.

4) KyOiTHO-MaTpUYHHI IHTEPNPETATUBHUM METOJ| MOJICIOBAHHS BXI1JIHHUX
notokiB malware-ganux CSC-mpolieciB Ha OCHOBI BUKOPUCTAHHSI €TAJIOHHHX
JIOT1YHUX eJIeMEeHTIB malware-(QyHKI[IOHATbHOCTEH 3 YHITapHUM KOJYBaHHSM
O0arato3HayHUX 3MIHHMX. MeToa BIAPIZHAETHCS BiJA PO3YMHUX OJOKYEHH-
KOHTPAKTIB, 110 MPEJICTaBISIIOTh COO0I0 BUKOHYBAaHUM KOJ, 1HTEPIPETATUBHUM
aHaJ130M THYYKHX CTPYKTYpP AaHUX, 110 JAa€ MOXIJIHUBICTh 3MiHIOBaTH Mozenb CSC-
npoiiecy B online pexxumi peaibHOTO Yacy.

5) TectyBamHs 1 Bepudikamis KyOiTHO-maTpuuHOi apxitektypu CSC-
KOMITIOTUHTY Ha TPHUKIQJax aHami3y 1 pO3Mi3HABAHHS TMPOIECIB y BXITHHUX
MOTOKaX BEJIMKUX JaHUX, TOB'S3aHMX 3 Kibep(]i3uuyHuUM BiZOOpaKEHHIM 1
YOPaBIIHHAM AISUTHHICTIO OpraHizarii.

Ky6iTHO-MaTpyuyHa 1iHTEpmpeTaTMBHA MOJeNb malware-matepHiB 1 i
YHITApHO-KOJOBAaHUHN €K3EMIUISp JJISI MOJICTIOBAHHS 1 aKTIOATOPHOTO YIPaBIIiHHS

CSC-nporecoM mnpescraiieHi Ha puc. 3.11.

Malware U-Values Unitary Malware U-Values

P1{Qn| Q2| ... | Q1| ... [Qim 1 1 0|0 0|0 1
" P2 | Q21| Q22 ... | Q3| ... |Q2m " 0 0 0 0 0|0 0
S | | ! | | St { J L { I i
@ @ 1 1 0 0 1 1 1
£ } + + + + 4 | £
s s
g Pi | Qi1 | Q2 e | QN oo | Qim g 1 0 1 1 0 1 1
0|0 0 0|0 ]|O 0
Pn | Qnt| Qn2| ... Qn] ... |Qnm 1 1 1 0 0 1 1

Q-matrix (UU-model of malware recognition) Q-matrix (UU-model of actual malware)

Pucynok 3.11 — Ky6itna UU-marpumst CSC-iporiecy

daktraHo, Q-maTpulld SBISE CO00K (GOpPMAIBHUN 3alKC MPOTOKOIY,
aHKeTH abo i7ea’dpbHOTrO OJIOKYCHH-KOHTPAKTY, SKHH JOAATKOBO BHUPOOJIsE

aKTIOATOPHI CHUTHAJIW, SKI CIOHYKalOTh CHUCTEMY BHKOHYBAaTH TIE€BHI [ii s
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JTOCATHEHHS MeTH — JikBimarii malware. TakuMm 4yWHOM, MpsiMi 1 Oe3mocepesHi
iHTepakiii mix CSC-poGoToM-aBTOMAaTOM 1 KOpucTyBaueMm cTBOpOOTh CSC-
KOMM'IOTUHT, SIKUM BUKOPUCTOBYE Q-MATPUIO 1 JOTIYHI CXEMH, CIPSMOBaHI Ha

orpuMmanHsi CSC-cepBiciB 32 MiHIMAJIbHUI Yac 0€3 y4acTi JIIOJUHHU.

3.6. CirHaTypHO-KYOIiTHHI METO/Jl CHHTE3Y €TAJOHHHUX JIOTIYHHX CXeM

KombOinamiitna Mopenb AJisi CUTHATYpHO-KYOITHOTO METOAY CHUHTE3Y
€TaJIOHHUX JIOTTYHUX cXeM malware-QyHKIIIOHAIbHOCTEl BUKOPUCTOBYE yHITApHE
KOJlyBaHHSI CUTHATyp IJisg KOMIB JECTPYKTUBHUX KOMIIOHEHTIB 1 (popMyBaHHs
KyOITHMX MaTpHllb, 10 Ja€ MOXJIMBICTh B MapajeIbHOMY PEXUMI BHU3HAYATH
HasiBHICTh malware B oOumcioBaIbHIM cuctemi ado Mepexi. [1lo0 mokazatu cxemy
s GopMyBaHHS CTPYKTyp JaHux malware-gpynkuionansHocti (U, Q, X)),
HEOOX1IHO 3'€THATU BXIJHUN MOTIK AaHUX S ISl KOKHOI malware-3miHHOi. CxeMa
st popmyBanHa cTpykTyp Aanux CSC-mpouecy (V, P, Y) 3'eqnye BXiiHI NOTOKH

nanux ais 3MiHHUX F om0 koxxHo1 malware-dyHkiioHaasHOCTI, puc. 3.12.
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VYuieepcym ynigepcymie (UU) saBisie co00I0 ABOPIBHEBY MOJEIb MPOLECY
a0bo0 sBUINA, TMPU3HAYEHY [JIi AKTUBHOrO HU(GPOBOTO MOJEIIOBAHHA 3 METOIO
TOYHOTO PO3IMi3HABAHHS BEIHMKUX TOTOKIB BXIJHUX JaHUX MUIIXOM METPUYHOTO
MOPIBHSAHHA 3 3aJaHuMHU eTajoHamMu. KokeH 3 mapaMeTpiB TpencTaBICHUN
3HAQYEHHSIMHM, $SIKI B CYKYNHOCTI CKJIaJlal0Th YHIBEPCYM Jpyroro piBHs. B
pe3ynbrari Buxoauth UU-meTpuka (QyHKIIOHAIBHOCTI €TAJIOHHOTO Mpolecy ado
SIBUIIA, II0JI0 SIKOTO MOYKHA BHUMIPIOBATH-MOJEIIOBATH MOTIK BXIIHUX JaHHMX, SK1
MPEeTeHAYITh Ha JaHy poib. [Jlna npoekryBaHHs  CSC-xkoMn'tOoTHUHTY
BUKOPHCTOBYIOTHCSA JIBA BUAW MOJIeJIel JIor1yHUX mpoliecopiB. KyOiTHO-pericTpoBa
mozens (KPM) omepye nBoma BXojgamu JioriyHoro and-elemMeHTa, Ha sIKi
MoJaloThes: 1) KyOITHMI BEKTOp-€TalloH OaraTo3HayHoi 3MIHHOI malware-
dbyHKIioHaNBHOCTI; 2) BXigHui BekTop gaHux CSC-mpomecy, Mo miaairae
po3mizHaBaHHIO0. OOWJBa BEKTOpa MapaliebHO TOPIBHIOIOTHCS MK CO0O0I0 3a
npoueayporo Y=v[(XAQ)®X], sika BKJIOYA€E TpPU NapajelibHUX oOIlepailii, M0
MPU3BOAUTH A0 JIBIMKOBOro pesyibpTary: Y = 0, sKkio X HaleXuTb BeKTopy Q, B
iHmomy Bunaaky Y=1. Kyb6itHo-noriuna mozaens (KJIM) omepye ogHuM BXOm0M
JoriuHoro and-enemeHTa, Ha SKUH TOMAEThCSA 3HAYCHHsA-anapeca 3 gaHux CSC-
mpoliecy, Mo BIAMOBIAAE NMaHii 3MIHHINA. 3a aapecoro, OTPUMAaHOK B pe3yJbTaTi
KOJyBaHHSI TEKCTOBOTO (pparMeHTa, BU3HAYAETHCS KOOPAMHATA KyOITHOTO BEKTOP-
eTasioHa OaraTo3HayHOi 3MiHHOT malware-QyHKIIIOHATBHOCTI, 3HAYEHHS KOl
dbopmye craH BuXoAay Y JUIS PO3IM3HABAHHS 3HAYCHHS BXIJHHUX JaHUX MO0
3aJIaHOTO KyOITHOTO BEKTOpa, 10 (OpMy€e JOTIYHUHN eTaNoH. [HmmMMH ciloBaMu,
OJIHAa IiTepalis MojielitfoBaHHS Ha KyOiTHOMY enemeHTi KJIM-monmeni malware-
(GYHKITIOHATBHOCTI BHU3HAYA€ TPHHAICKHICTH BXIJHOTO 3HAYCHHS 10 KyOITHOTO
BEKTOpPY JioriuHoro erajoHa. KPM mogmens 3MiHHOI malware-(yHKITIOHAIbHOCTI
Ja€ MOXKJIMBICTh MapajenbHO, 3a OJMH aBTOMATHUM IMKJ, BU3HAYATH
MPUHAJIEKHICTh BXITHOTO BEKTOpPa A0 KyOITHOTO BEKTOPY JIOTIYHOTO €TajioHa. Y
1boMy iX BigMiHHICTE. [IpupogHO, 1O BXiAHI BIUIMBY Ui 000X Mojelen

bOopMYIOTBCS 3 TEKCTOBUX (PparMeHTIB BXIIHMX JaHUX IUIIXOM iX YHITapHOTO
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KOJYBaHHS Ha YHIBEpPCAJbHIM MHOXHMHI 3HA4Y€Hb KOXXHOI 3MIHHOI malware-

(PyHKL10HATBHOCTI.

3.7. Ilpouecopna apxirekrypa CSC-komn'vorunry. IIpoOuema i

pilieHHs

[Ipobnema CSC KOMO'IOTMHTY TIOJSiTa€ B CKIAAHOCTI (hopmamizali
malware-Joriku, 5Ky HEOOXIJIHO TPUBECTH JO IU(PPOBOTO JAETEPMIHIZMY
(GyHKI[IOHAIBHUX BIAMOBIAHOCTEH, SIKE BUKJIIOYAE€ UMOBIPHICTh 1 HEBU3HAUECHICTD.
[Titu Bix eBpuCTUKH Y OIK aBTOMATHU3allil CUHTE3Yy Ta aHami3y Joriunux cxem CSC-
MPOIIECUHTY JUIsi MOJICIIOBAaHHS Ta TependadeHHs malware-komi3iidi — 3aBJaHHS,
akTyalbHa s puHKy. g i1 BUpIlIEHHS NOPOMOHYETHCS TpaHCHOPMYBaATH
(GyHKITIOHATHHO 3aKiHYSCHUH MOTIK BETUKHUX JAHUX JI0 CTPYKTYPOBAHOI MAaTPUYHOT
IBiKOBOi (opmu, sSKa YyHITAPHO KOAYE CYKyMHICTh malware-3MiHHHX 1 BCi
MOKJIMBI 1X 3HAa4Y€HHS, CKJIAJO0BI YHIBEpCYM MPUMITHBIB. MeTOm AN BHUPIMICHHS
mpoOJeMu TPEACTABICHUA CHHTE30M KJIACiB CKBIBAJICHTHHX BIIHOIIEHb Ha
CYKYITHOCTI 3MiHHHX P:

P={P,P,..,P,..,B, ..., ,RNP =0,

ne xkoxkHa 3 Hux P = {Pq, Py, ..., Py, ..., Py, ..., Py} IpHiiMae yHiBepcanbHy
MHOXHWHY malware-3HaueHb, 1[0 CTBOPIOIOTh MDK COOOI0  €KBIBaJEHTHI
BimHOMICHHS P ~P; 1 yTBOpIOIOTH TIpH IIbOMY TIOpOkHI iepeturn Py N P, = 0.

Mempuxka. eusnauenns, axciomu i piensanns CSC-komn romuney.

1) Metpuka € cmoci® BuMiproBaHHS Biactane d; € D mixk mpomecamu i
SABUIIAMU B MPOCTOP1 3aJaHUX MapaMeTPiB 3 BHUKOHAHHSIM aKCIOMH IUKIIYHOTO

KOHBOJ’HOL[iOHHOFO 3aMHUKaHHA:

2) BumiproBaHHsT — mOpoleaypa BU3HAYEHHS BIJCTaHI MIDX KIHIIEBOIO
MHOHHOIO MPOLIECiB a00 SIBUIL, BIIMIHHUX BiJl HYJIS.

3) [lapameTpamu BUCTYIarOTh Joriuni 3minui P = {P;, P,, ..., B, ..., P, }, sKi i3
3a/IaHUM CTYIIEHEM aJICKBATHOCTI OMUCYIOTh MPOIEC a00 SIBUIIIE.
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4) 3MiHHI BU3HAYAKOTHCSA 3a JIOTIOMOT 00 ix 3HA4Y€Hb
P = {Pil, P, .o, By, oy Pin}, KUIBKICTh SIKMX HE MOK€ OyTH MEHIIIE JIBOX.

5) Matpuis yHIBEpCyMIB € yHOpsAJIKOBaHa CYKYIHICTh 3MIHHHUX 1 iX 3HaY€Hb
U = [PF;] = [Uj;] ansa MeTpu4HOrO BUMIPIOBaHHS TpoLECy abo sABUIIA. YHITAPHO
KojioBaHa matpuils U Mae OAMHWUYHI 3HAYEHHS IO BCIX KoopAuHATax. Martpuis
yHiBepcyMmiB U Moxke OyTH MpeJCTaBlIeHa OJJHUM BEKTOPOM IUISIXOM KOHKaTeHaIlii
il psIAKiB

P= (PL*Py*..xP*..%P).

6) Marpuns malware Q = [Qj], € NIAMHOXHMHA 3HAYEHb 3MIHHHUX
yHiBepcasibHOI Matpuill Q € U, ske ¢opmye 3pa3ok KOHKPETHOTO Mpoliecy ado
aumia. HaitGinbem 3pyuHoro (opMoro 3aBlaHHs malware € MaTpuilsi YHITApHOTO
JIBITKOBOT'O KOJYBaHHS 3HAYEHb 3MIHHHUX.

7) Matpuns BXiTHUX AaHUX X = [Xij] € MAMHOXWHA (IBIMKOBHX) 3HAYCHB
3MIHHUX YHiBepcainbHOi MaTpuii X € U, ske ¢dopmye QparMeHT peasbHOro
npoiiecy abo sBuIIa.

8) Marpuus umiproBanns Y = [Yj;] = [Q;;] @D [Xj;] € miamuoxuna Y € U
(IB1MKOBUX) 3HAYE€Hb 3MIHHUX YHIBEpPCAJIbHOI MaTpPHUIli, iK€ POpMy€ BIIMIHHOCTI B
OJIHOMMEHHUX KoopauHaTax MaTpullb Q 1 X NUISIXOM BUKOHAHHS MapajeiabHOl XOr-
omeparlii Mixk malware 1 pparmeHTOM 00UHCITIOBATIBLHOIO MpOoliecy a0 SIBUIILIA.

9) Bincranp € ckanspHa OIIHKA KIIBKOCTI BIAMIHHOCTEH, 3a3HAYEHUX
OJIMHUIISIMHA, B OJHOMMEHHUX KOOPJMHATAX MATPHIlb BUMIPIOBAaHUX MPOIIECIB a00
aBull. BigcTaHb BU3HAYAETHCA NUIIXOM MIAPAXYHKY OJMHUYHUX KOOPAMHAT B
MaTpuill BUMIPIOBAHHSI:

d(QX) = %Y.

10) ®@yHKIIis BIAMIHHOCTI € BIIHOILICHHS BiJICTaHl (KIJILKOCT1 BIIMIHHOCTEH
B OJHOMMEHHHMX KOOpJMHATax) A0 3arajibHoi KUIBKOCTI KOOpAMHAT MAaTpUIll
(BUMIpIOBaHHS):

i=1,n
_d@X) _ Zj=imVYij
nxm nxm
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Hdami  posrasimaeTbcsi  MPOIECOpHA  apXIiTEeKTypa akTUBHOTO  online
kibepdizuuHoro cyber security KOMII'FOTHHTY, SIKa  XapaKTepU3YEThCS
MOHITOPUHIOM BXIJIHMX MOTOKIB malware-JaHux, iX MoJajJblIUM MOJEITIOBAHHSIM
Ha ETAJIOHHUX JIOTITYHMX cXeMaxX malware-QyHKIllOHANBHOCTEH, IO Ja€
MOXJIMBICT B online pexuMmi akTIOATOPHO YIMPABISTH MPOLUECOM BHUIAJICHHS
JIECTPYKTUBHUX KOMIIOHEHTIB.

JloriuHa cTpyKTypa, mpeicTaBlieHa Ha puc. 3.13, xapakrepusyerbcs
KOMIT'FOTUHTOBOIO ~ apXITEKTyporo malware-aHamiTuku, sika Mae BCl BICIM
KOMIIOHEHTIB MOJIEJIl YHIBEpCAIbHOTO OOYHCIIOBaYa, B3aEMOAIIOUUX MK COOOIO
3a ¢opmysoro: BXxia R iHimitoe koManau jis BukoHaHHs CSC-mporecy, SKuid
MOYMHAEThCA 3 OTpuMaHHs D-pecypciB: (iHAHCOBUX, KaJApOBHUX, 1HHOPMAIIHHUX,
[0 HAIXOAATh Ha BHUKOHABUMM MexaHI3M E, SKuii aKkTHByE€ CEHCOpH, IO
nepeaarTh 1HGOpPMAIIiio IO MTUHI MOHITOPUHTY M niist momansinoro popmMyBaHHS
MOTOKY S-JIaHUX, MPU3HAYEHOTO 751 cuHTe3y U-MaTpuIli yHIBepCyMy 3MIHHUX JIJIS
omucy CSC-mporiecy 3a J0MOMOTOI0 YHIBEPCYMIB BEepOAIbHUX 3HAYEHb KOXKHOI
3MiHHOi, siKa ciayrye 0a30BUM ¢GOpMaTOM Jisi CHHTE3y X-MaTpulll BEKTOPIB
BXIJIHUX JaHUX 10 KOXKHIM 3MIHHIH IS BUKOHAHHS iTeparlii MOJICITIOBaHHS
BiTHOCHO 70 Q-maTpuiri, MO 337a€ CYKYIHICTh KyOITHUX JABIHKOBHX BEKTOPIB IS
ONMHCY €TAJIOHHOT'0 malware-nmaTepHa 3a BciMa 3MIHHHUMH, IO JTa€ MOXKJIUBICTh Ha
OCHOB1 &-ormepallii o0urcIoBaTH (DYHKIIIO TPUHATIEKHOCTI W, IO Ma€ BHUXIiJ
Bizyamizamii crany V CSC-mporecy, i BiAnoBimHy Y, y BUTTSAI YHUCETHHOTO
3HAYEHHS KITBKOCTI PI3HUX JBIMKOBUX OJHOWMEHHUX KOOPJWHAT, OTPUMAHOTO
IIpU TOPIBHAHHI MaTpuIlh X 1 Q, SKWH BH3HAYAETHCS 3a JOTIOMOTOIO IMapaiebHO1
omepariii (X A notQ) = Y, ska Jga€ MOXIMBICTb CHHTE3yBaTH aKTIOATOPHI
BepOaibHi curHamyd W, BIAMOBIIHI OJWHWYHHM 3HAYCHHSIM KOOPAMHAT BUXITHOI
matpuri Y B dopmari U-marpuili, sSiKi M0 mUHI A 1HIIIIOIOTH OOYHCIIIOBAIBHI
MpOLIeTypH, CIOPSMOBaHI Ha YCYHEHHS PO3XODKeHb MK X-MaTpuien i
eTasioHHOI0 (Q-Martpuiier0 malware-maTepHy HUISIXOM KOPEKIli KoopAWHAT X-
MaTpuIll 3a gomoMorow iHpacTpykrypu E, mo 3a6esneuye BukoHaHHs CSC-
mpoliecy KOMIIaHii /i OTpUMaHHA cepBiciB abo mpoaykiii P.
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Pucynoxk 3.13 — Jloriuna maTpuuHa napanenbHa cxema CSC-KOMIT'IOTUHTY

Apxitektypa CSC-KOMO'ITOTHHTY XapaKTEPHU3YEThCA KIHIIEBOIO MHOMXHHOIO
Q-Matpulb 7151 apaneabHoi 00poOKH BXIAHUX X-MaTPHIll 3 METOI0 OTPUMAHHS U-
MaTpullb, TAKOXK OOUMCIIOIOTHCS MapayielibHO, 110 MPECTaBIIsIE COO0I0 YHIBEPCYM
GyHKIN Opuiiaiis 4eproBoro BXiJIHOTO BIUIMBY malware-naTTepHaM, cepel] SKux
BUOMpAETHCS MiHIMAJIbHA OLlIHKA BIAMIHHOCTEH 1 CKaJISIPHI OI[IHKH JJisl YCYHEHHS
malware.

Opuzinanvuicms mooeni KyOoimHoO-Mampu4Ho2o npoyecopa, 1o BiANOBIIAE
apXiTeKTypl, IpeAcTaBieHOi Ha puc. 3.13, xapakTepu3yeTbCs BUKOPUCTAHHSIM
KyOITHMX MaTpullb JaHuX [ BUKOHaHHS onepauii CSC-koMI'tOTHHTY,
CTPYKTypa SIKOTO MICTUTh MexaHi3Mu ympabiiHHA C 1 BukoHaHHsi E, 3'egnani
IMHAMHA MOHITOPUHTY M 1 akTioaiii A, ae OJOK ynpaBiiHHA Ma€ 30BHINIHINA BX1]I
koMmana R 1 Buxia Bizyam3zauii crany CSC-nipouiecy V, a 010K BUKOHaHHSI MICTUTh
30BHIIIHIA BX1J AaHux D 1 Buxix cepsiciB abo mpoaykiii P, mo B CyKymHOCTI
CTAaHOBUTH BICIM KOMIIOHEHTIB, MO XapakTepusytoTb CSC-KOMIT'IOTHHT, SIKWAN
MOYNHAETHCS 3 BU3HAYCHHSI BXIJHOTO TMOTOKY JaHUX S, MO HAAXOJWTHh BiJl
CEHCOpIB BHUKOHABYOTO MeXaHi3My, oOciyroByrodoro CSC-mpouec, sgKkuit
npu3HadeHui aa cunresy U-marpuili yHiBepcymy 3miHHUX 1 omucy CSC-miporiecy
3a JIOTIOMOTOI0 YHIBEPCYMIB BepOabHUX 3HAYEHBb KOKHOI 3MIHHOI, sIKa € 0a30BUM
mabIoHOM ISl CiHTe3y X-MaTpulll BXiTHUX JaHUX 1 HACTYIMHOTO MOJEIIOBAHHS
CYMICHO 3 BX€ BU3HAUCHUMH Q-MaTpHUIIMHU, IO 33/Jal0Th MHOXXHHY €TaJOHHHX
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malware-matepHiB, 10 Ja€ MOXJIMBICTD Ha OCHOBI &-omepalii mnapaieibHO
obOuuncmoBatu n MaTpuils Yi= (X A notQi), (i=1,n) mojaentoBaHHs, aHaJ13 IKUX Ha
MiIHIMaJbHE YHUCIO OAMHUYHUX KoopauHaT min(Yi=1), (i=1,n), 1ae MOXIUBICThH
BU3HAYUTU HOMEp 1 MaTpulll, II0 Ma€ MiHIMallbHE 3HA4YeHHA 3 n (QYHKIIN

MPUHAJICKHOCTEN

— : _ r=1,m
K= min; Ky < Ky = Zj=1,k Yijr

GbOpMyIOTh YHCENIbHI 3HAYEHHS BIAMIHHOCTEW JBIMKOBHUX OJHOMMEHHHUX
KOOpAMHAT, OTPUMAHUX MpHU MOPIBHSAHHI MaTpuil X 1 n Marpuupb Q, 1o pae
MOXJIMBICTh CHUHTE3yBaTH MATPHUIIO aKTIOATOPHUX BepOaJbHUX CHUTHATIB W,
BIAMOBIIHY OJWHWUYHUM 3HAYEHHSAM KOOPJAMHAT BUXIJIHUN MaTpuill Y, IO Mae
minu, B popmati BepOanbHUX 3HauYeHb U-MaTpuili, K1 1HII[IIOI0Th O0YUCTIOBATIbHI
MpoIeAypU Y BUKOHABUYOMY MeXaHi3Mi E, cripsMoBaHI Ha yCYHEHHSI PO3XOJKEHb
Mk X-maTpunero 1 Q-marpuiiero malware-nmaTepHy ¢ min W, HUIIAXOM KOPEKINi
KOOpAMHAT X-MaTpulli, 10 3a0e3nedyye ontuMmanbHe BUkoHaHHA MmeTu P CSC-
poLecy.

AJropurM pod0oTH KyOiTHO-MATPHUYHOI0 MPOLECOPA, IPEACTABICHOTO Ha
puc. 3.14, BU3HaYa€ MOCTIOBHICTh MPONEAYP KOMIT'IOTUHTY B Yaci 1 MPOCTOP1 AJIsI
po3mi3HaBaHHs malware-naTepHiB y BXIJHUX MOTOKax JaHUX 1 BUPOOJEHHS
aKTIOATOPHUX CUTHAJIB-BIUIMBIB 3 METOK YCYHEHHS pO301KHOCTEH MiXk HUMHU a00
necTpykuii malware, 1mo mo4yumHaeTbess 3 070Ky 1) IHIIIIOBAHHS aNrOpUTMYy 3
HAaCTYIIHUM IEPEeX0oA0M J0 2) OJOKY CMHUCIOBOTO aHai3y BXIJHUX JAHUX S, IO
HaJaXxoasTh Bl BXoay D 1 cercopiB M uudpoBuil iHPpacTpyKTypu, MpU LBOMY
BUKOHY€EThCS 3) mepeBipka HasiBHOCTI U-matrix 3 MeTOro nepexoay Ha OJIok 6, a B
pa3i 1 BIJICYTHOCTI alrOPUTM AaKTUBY€ TMpouUeaypa po3OUTTS TEKCTOBUX
(dparMeHTiB Ha HENEepeciyHl KJIacu eKBIBAJIEHTHOCTI Juisi 4) BUIy4YeHHS
yHiBepcymy malware a00 3MIHHUX-IPUMITHUBIB, J€ Ui KOXHOI 3 HHX
BU3HAYAETHCS YHIBEPCYM 3Hau€Hb, M0 B CYKYMmHOCTI ¢opmye U-maTpuiro

YHIBEPCYMY YHIBEPCYMIB, SIKa CIY>KWTh IIa0JIOHOM JJIi HACTYITHOTO 5) CIHTE3Y
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KyOiTHHX Q-MaTpullb malware-naTepHiB 1 6) Ky0iTHOI X-MaTpulll BXITHUX JaHUX,
Kl y TOJadblIOMy BUKOPUCTOBYIOThCSA JUIsi BUKOHAHHS 7) MapaneiabHol &-
omepailii Ta oTpuMaHHs n MaTpuip Y1=(XAnotQi), (i=1,n) MojaentoOBaHHS, B SIKUX
M1JIPaXOBY€ETHCS KUIBKICTh OJMHUYHUX kKoopauHat min (Y1 = 1), (1 = 1, n), nae
MOXJIMBICTh 8) BU3HAUUTU HOMEDP 1 MATPHIIl, 1[0 MA€ MIHIMAJIbHE 3HAYEHHS 3 n
GyHKUif pUHANEKHOCTEN W = min; W « Wy = Z]r:ll i Yijr, hopMyioTh umcenbHi
3HAQYEHHS BIIMIHHOCTEN JBIMKOBUX OJHOMMEHHUX KOOPAMHAT, OTPUMAHUX MpHU
MOpiBHSIHHI Matpuilli X 1 n Marpuillb Q, 1[0 Ja€ MOXIHUBICTE 9) CHUHTE3yBaTu
MAaTpPHII0 aKTIOATOPHUX BepOambHUX CcHUTHATIB W, BIANOBIAHY OJWHUYHUM
3HAQUYEHHSIM KOOpJMHAT BUXIAHUN Matpuui Y, mo Mae minu, B dopmari
BepOanbHUX 3HaueHb U-marpumi, ski, 10) npu w=0, i”imiroots 11)
oOuHKCIOBaJIbHI MOpPOLENYpPH y BHUKOHABUOMY MexaHi3Mi E, copsiMoBani Ha
YCYHEHHSI pO3XOKeHb MiX X-marpuier 1 Q-marpuiero malware-matepHy c
miny, HOUISXOM KOPEKIii KoopJauHAT X-MaTpulll, 10 3abe3leuye OnTHUMajibHE
BukoHaHHs MeTu P CSC-nporiecy, a npu icHyBaHHI U=0 BUKOHY€TbCS 3aBEPIICHHS
poOOTH aIropuTMy Ha 3aJaHii MaTpUIll BXIAHUX BIUIMBIB, SIKUM 3a0e3meuye
peanizamito CSC-KOMO'IOTHHTY, OpPIEHTOBAHOTO Ha JECTPYKIi0 malware 3a
paxyHOK 1u@poBizailii, aBToMaTH3allii Ta MPOCTOPOBO-4acoBoi ontumizaiii CSC-
MpOIIeCy MPHU CTBOPEHHI cepBicy a00 MPOAYKTY.

TakuM 4MHOM, MaTpU4HA CTPYKTypa JaHUX AJISl MapajeibHOTO BUKOHAHHS
onepaiiii CSC-KOMI'IOTUHTY Jla€ MOXJIMBICTh ICTOTHO MIABUIIUTU MIBUAKOMAIIO
IHTEPIPETATUBHOIO IMAapajeIbHOr0 MOJENIOBAHHS BXIJIHMX TNOTOKIB malware-
JaHUX JJIsI pO3Mi3HaBaHHS B HUX malware-nmatepHiB 3 METOK TE€HEpyBaHHS
aKTI0ATOPHUX CHUTHAIIB, 110 yCyBalOTh malware abo BIIMIHHOCTI B X-MaTpHIll 1O

BIIHOIIEHHIO 710 OJHOTO 3 eTajoHHuX CSC-marepHiB.
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Pucynok 3.14 — Anroputm CSC-KkoMI'FOTUHTY
3.7. BucHoBKH 10 po3aiiay 3

Haykosa mnosusma mondrae B CTBOPEHHI JIOTIYHOrO Mpolecopa s
MapagelbHOTO MOJCIIOBAaHHS Ta pO3Mi3HAaBaHHA malware-maTepHiB B IOTOKax
BEJIMKUX JIaHMX HAa OCHOBI CTBOPEHHS IHTEPIPETATUBHUX KYyOITHUX MaTPUUYHHX
Mozeneit, wetoaiB 1 apxitektyp CSC-KOMM'IOTHUHTY, CHOPSIMOBAHOTO Ha
ABTOMATHUYHMI CHUHTE3 1 aHali3 JIOTIYHUX CXEM, OPIEHTOBAHUX HAa MOHITOPHUHT 1
ynpaBiinas CSC-mpouecamMu 1 gBUIIAMU IS YCYHEHHS JIECTPYKTHUBHHX

KOMITOHEHTIB y K1OepIpoCTopi:
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1) 3anponoHOBaHO  NapajJieNbHUNM  CUTHATYPHO-KYOITHHH  MeETO.
MojentoBaHHs malware-driven BeNUMKUX JIaHUX, SAKAA  XapaKTepU3yeEThCS
BUKOPUCTAaHHSAM CUTHATYpPHOTO aHAMI3y 1 KyOITHUMM CTPYKTYypaMH JaHHX, IO J1a€
MOXJIMBICTH B MapajieIbHOMY PEXKUMI BU3ZHAYATH MPUHATICKHICTh TOTOYHOT'O KOAY
710 ICHYIOUHMX JECTPYKTUBHUX KOMIIOHEHTIB B malware library.

2) Po3po6isieHO cUrHaTYpHO-KYyOITHHII METOJ CUHTE3Y €TaJOHHMX JOTIYHUX
cxeM malware-QpyHKIIOHAIBHOCTEH, SIKUI BiAPI3HAETHCS BiJl aHAJIOTIB YHITapHUM
KOJIyBaHHSIM CUTHATyp JJII KOJAIB JECTPYKTUBHUX KOMIIOHEHTIB 1 (hOpMyBaHHSIM
KyOITHHUX MaTpullb JUIsi MOJIENIOBAHHS, 10 JAa€ MOXJIMBICTh B MapajieibHOMY
pexXuMi BU3HAYATH HAsIBHICTh malware B 00UnCIIOBaIbHIN CHCTEMI a00 MEpEKI.

3) Po3pobneHo mnponecopHy CHUTHATYpHO-KYOITHY MOJIEIb-apXITEKTYPy
akTuBHOro online cyber security KOMI'IOTHHIY, fKa XapaKT€pU3YEThCA
MOHITOPUHTOM BXIJIHMX MOTOKIB malware-JaHux, iX moJajdblIuM MOJEITIOBAHHSIM
Ha eTAJIOHHUX JIOTITYHMX cXxeMaxXx malware-QpyHKIlloHaANBHOCTEH, IO A€
MOXJMBICTh B online peXuMi aKTIOATOPHO YIPABIATH MPOIECOM BHUAAICHHS
JECTPYKTUBHUX KOMITOHEHTIB.

4) Hanpsmu MailOyTHIX JOCHiIKeHb. Tak camMo sIK OI0JOTriYHI BipycH
JNECTPYKTYPYIOTh JIIOJIMHY, KiOep BIpyCH BpaxaroTh opraHizM world-koMm'toTHHTY
B MaclTabax IUJIaHETH, 3aBJIal04M JIIOJICTBY OaraTOMuIbsIipAHY MaTeplajbHy Ta
MopaiibHy mKoAy. OZHUM 3 MOXKJIMBUX BapiaHTIB MOKe OyTHU KiOep-IMYHITET, SIK
Ki0epPi3uUHUI MOpaIbHUNM KOMIT'IOTUHT METPUYHOIO BHUYEPIIHOTO MOHITOPUHTY
BCiX mpoueciB 1 sBull s uu@poBoro human-free ympaBiaiHHS Ha OCHOBI
MOJIC/IIOBaHHs, IMepea0adeHHs HacHiKIB Bil malware, aiarHOCTyBaHHSI Ta
3HUIICHHSI HEKOPUCHUX MPOrpaMHUX JOJIATKIB.

PesynbraTtu po3aiuny onmyosmikoBaHi y pobotax [1,7, 11, 12, 14, 17, 18, 26].
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PO3/LT 4
METO/JIH JIATHOCTYBAHHS KIBEPATAK 3 BAKOPUCTAHHAM
AJTOPATMIB MAIIMHHOT O HABUYAHHSA

PosrnsinaeTbest Mozienb 3arpo3 Ki0eprnpocTopy, a TaKOX METOIU Ji1arHOCTY-
BaHHS KiOepaTak Ha KiOEpHpoOCTip 3 BUKOPUCTAHHIM AJITOPUTMIB MAIIMHHOTO HAB-
YaHHS Ha OCHOBI BEJMKUX JAaHUX, IO JA03BOJSIOTH BUSIBUTU 3arpo3H, 3alpPONOHO-
BaHl y MoOJenl 3arpo3 kidepmpoctopy: 1) meTon aTpuOyTHO-OPIEHTOBAHOIO
BIII3HAHHS [HTEpPHET MOCUIaHb 3 BUKOPUCTAHHSIM YaCTOTHUX IIa0JIOHIB; 2) METOJ
JETEKTYBaHHS MNOJIMOP()HUX MIKIJIUBUX MporpaM; 3) METOJA MOILIYKY KPHUITO-

IPUMITHUBIB B TPOSHCHKHX MPOTrpaMax-mu(pyBaibHUKAX.
4.1 MoaeJab 3arpo3 Kioepnpocropy

[TonepenHi mocmipKeHHs B 00acti 6e3neku Kibeprpoctopy 0azyBanucs ado
Ha aHalli3l CTaHy KOMI'IOTEPHOI MEpEeKi Ta BUSBIICHHS B Hiil BpasznuBocreil [1], abo
BUKOPHCTOBYIOUH SIK KpUTEpi Oe3MeKu OaraTopakypcHi mapaMeTpH sl OIIHKH 1
MIPOTHO3YBaHHs 0€3MEKU MEpEeXKEBOI cucTemu [2].

VY OinbIn Mi3HIX AOCTIHKEHHSIX JaHWHM MiJXiJ BU3HAETHCS HECTIPOMOXKHHM,
OCKIJIbKM HE BPaxOBY€ IMOBEIIHKY CaMOT0 KOPUCTyBada NMPU BUHUKHEHHI CHCTEM-
HUX aHomaniil. 3rimHo [3] TepmiH KibeprpocTopy BU3HAYAETHCA SK "a massive
socio technical system of systems, with a significant component being the humans
involved". Takum 4YHHOM, aBTOpPH TMOB'A3yIOTh KiOepaTaku 3 COIllaJIbHUMH,
MOJIITHYHUMH, EKOHOMIYHUMU 1 KyJIbTYPHUMU SBUIIIAMH.

Ha croromHimiHii JAeHb BIPTYaJbHHH MPOCTIP KOPUCTYyBada PO3IMIUPIOETHCS
32 paxXyHOK ITOBCIOJIHOI €KCIaHCii COIliaJbHUX MepeX Ta [HTepHeT cepBiciB, sKi
JIO3BOJIAIOTh 32 PaXyHOK CY4YaCHHMX [HTEpHET TEXHOJOTiM rmepeBecTd OOpoOKy i
30epiraHHs AaHUX B Xxmapy. TakuM 4YWHOM, KOPUCTYBad CTa€ MEHII MPUB'S3aHUM
JI0 CBOTO TIEPCOHATILHOTO KOMIT'IOTEpPa, KUH CIIYKUTh JIUIIE JJIs JOCTYIy 10 OH-
JIaliH CEepPBICIB 3 METO OTPUMAHHS HEOOX1THUX JaHUX 1 3T1MCHEHHsI omepalliii Hal

HHUMMH.
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Januii miaxin ao3Bossie abcTparyBaTHCs Bl amapaTHUX XapaKTePUCTHK
INPUCTPOIO JOCTYIy B [HTEpHET 1 BUKOPUCTOBYBATU OY/Ib-sIK1 MOOLIBHI arapaTHo-
nporpamMHi miaTGopMu Jis BUPIIIEHHS IIUPOKOTO CIEKTpa 3aBiaHb y "xmapi" [4].
Sk mpuxnagu MoXKHa MPUBECTU CEPBICU sl poOOTH 3 OQICHUMHU JOKYMEHTAMH
(Google Documents, Microsoft Office Live), cxoBuia ¢aiiinis i 300pakeHb, Kap-
TorpadiyHi cepBicHu, mepekagayi, KajleHaapi Ta, HapeIlTi, COIliaJbHI MEpPexl, Jie
KOXKEH YYaCHUK Mepexl1 Moxke 30epiratu iHpopmailito npo cede i OTpuMyBaTu J0-
CTyH 0 MYJIbTUMEIIMHOTO BMICTY IHIIUX KOpUCTYyBadiB. Bce 11e € CBiTUEHHSM Tie-
pEXoay JIIOACTBA JO 3araJilbHOTO BUKOPUCTAaHHS XMapHUX TEXHOJIOTIN Jis
BUPIIIICHHS IEPCOHATIFHUX 3aBJIaHb.

Sk ocHOBa AJisl ICHYBaHHS KiOEpHpOCTOPY BUCTYIA€ MHOXHHA OHJIAH
cepBiciB B paMkax KoHrenii xmapaux oduuciens (Cloud Computing), mo 103B0-
JSIOTh OTPUMATH JOCTYI 10 HEeoOXimHO1 iH(opMallii B XMapi, He MPUB'I3YIOUNCH
70 KOHKPETHOi amapaTHo-mporpaMHuiii maatdopmi. Tak sk iHbopmaris, sKy
nyOJikye B XMapi, a TaKOX BIpTyajbHI OCOOMCTOCTI B COIliaIbHUX MEPEKax MO-
KYTh BUKJIMKATH 1HTEPEC y TPETiX 0Ci0, TO BUHUKAE HEOOXIMHICTh 3aXUCTY KiOep-
IPOCTOPY BiJ KibepaTak, a Takok 3a0e3nedeHHs KOH(DIACHIIIHHOCTI JaHUX B XMapi
Ha CTOPOHI mpoBaiiaepa.

3aBaaHHs 3aXUCTY € aKTyallbHOIO, TaK SIK JIaHI TEXHOJOTIi MOBCIOIHO MOYH-
HAIOTh BHUKOPWCTOBYBATHCS OpraHi3aimisiMU JJisi CTBOPEHHsI CEpBICHOI Oi3Hec 1
nepkaBHOI 1H(pacTpykTypu. BianmoBigHo, HEOOXITHO TapaHTyBaTu O€3IMEKy KOp-
MOPAaTUBHUX JIaHWX B XMapl, M0 € BaXKO 3MIMCHEHHMM 3aBiaaHHsMm. s ii
BUpIIIIEHHS] KOMIIaHIi YKJIagaloTh 3 cepBic mpoBaitnepiB Service Level Agreement
(SLA), ne onucyroThcsl TUTaHHS O€3MEKH Ha PI3HUX PIBHAX ysBICHHS [5].

3 miero metoro Oyna ctBopena opranizanis Cloud Security Alliance (CSA)
[6], B Ky BX0asTh TIpoBiaHI KommaHii B rany3i Cloud Computing, Taki sik: Google,
Microsoft, IBM, Intel, Symantec, PGP, Sun, HP, Dell, VeriSign, TrendMicro,
McAfee, Cisco, VMWare Ta iamri. OcHOBHa MeTa opraHizailii — mpocyBaHHS Tepe-

JOBUX MPAKTHK 1110710 3axucty B pamkax Cloud Computing.
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Haii0Oinb11 po3BUHEHOI 1H(PPACTPYKTYPOIO 3aXUCTy KOpPUCTyBaua B XMapi
BoJIo/i€ KoMmnaHia Intel, sxa po3poOuia KOMIUIEKC pillleHb A 3a0e3MeueHHs 0e3-
MEYHOTO JOCTYIy 1 30epiranHs JaHux B xMapi. TexHosorii komnadii Intel migTpu-
MYIOTBCSl JIIJIEpaMHU aHTUBIPYCHOI 1HAyCTpii kommnaHisiMu Symantec 1 McAfee.
KoHnueniis kopuctyBabHUIIbKOT O€3Meku B xmMapl koMmadii Intel rpyHTyeThcsa Ha
psAAl IHHOBAIIMHUX TEXHOJIOT1H [7].

3anpornoHOBaH1 TEXHOJIOTIT 3aXUCTY KIOEPIPOCTOPY BKIIOYAIOTH:

1. ImenTtudikaiiro KopucTyBaua 3a JOIMOMOI0I0 BOYJAOBAHOI'O amapaTHOTO
tokeHa (Identity Protection Technology);

2. YupasiiHHA 1 MOHITOPUHT noctyny B xmapy (Expressway Cloud Access
360);

3. BukopucranHs TOKEHI3alll B XMapi s JOCTYMy 10 €JIEKTPOHHOTO
6ankinry (Expressway Tokenization Broker);

4. JleaxTuBamusi KOMITIOTEpa KopucTtyBada depe3 I[ateprer (Anti-Theft
Technology);

5. Wudpysanusa nanux (AES-NI);

6. 3axuct rumepBuzopa 1 BipryampHOro cepemoBmma xmapu (Trusted
Execution Technology).

3 orisAay Ha ICHYHOYl PO3poOKM B I Tramy3i, B pamMKax JaHOI poOOTH
MPOTIOHYETHCS MOJIENbh 3aXHCTy KIOepmpocTopy, Mo Tmepeadadae CTBOPEHHS
Oe3MevyHoro cepefoBuIa s 30epirands 1 oOpoOKM JaHWX 3 BUKOPHUCTAHHSIM

TEXHOJIOT1i XMapHUX o6uncnens (cloud computing).

4.1.1. IIpo6.1ieMu 3aXMCTy MEPCOHAJBbHUX JAHUX i JOCTYILY 10 HUX

XMapHi TEXHOJOTIi J03BOJIAIOTh a0CTparyBaTucs Bijl KIIE€HTCHKOI KOMIT'FO-
TEPHOI CUCTEMH 1 TIEpEHECTH BCIO 1H(OPMAIIiIO B TII00AIBHY MEPEXKY 3a JOTIOMO-
rol0 XMapHUX cepBiciB. Hampukiiam, B paMKax cComiadbHHUX MEpPEeX BXKE JTaBHO
MOXJIMBE BUKOPHCTaHHS JaHUX CEPBICIB I 30epiraHHs MepCOHAIBHOI 1HGOP-

Mallii Ta I0CTYIy A0 MYJbTUMEIIHOTO KOHTCHTY.
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Takum unHOM, HeMae HeOOX1THOCTI 30epiratH 1o iH(opMaIliro J0KaJIbHO Ha
KOMITFOTEpi KOPHUCTYBada, MPHU I[bOMY CaM KOPHUCTYBad Ma€ MOXKIUBICTh OTpPH-
MYBAaTH JOCTYI JO CBOEI MEPCOHANIBHOI 1HPOpMAIIli uepe3 pi3HI KaHATU JOCTYNY B
IaTepner 1 3 OyAb-sIKOi TOYKH TeorpadiuHOro MpoCcTOpy, HAPHUKIIAJ, BUKOPUCTO-
BYIOYH JIJIs1 IbOTO MOOUIBbHI IPUCTPOI.

[Ipobsiemu 3axuCTy NEPCOHANBHUX JAHUX B XMapi:

— 3aXUIICHUH TOCTYI JI0 XMapHOTO CEPBICY;

— 30epiraHHs nNapois;

— KOH(1AEHIIWHICTH 1 HUTICHICTh 1HQOpMAIIii B XMapl.

[lepma npob6iema Moxe OyTH BHpillieHa 3a gornoMoroto SSL mudpyBaHHs B
pamkax HTTPS nporokomny, abo 3acobamu VPN 3'eqHaHHS.

30epiraHHs MapoJIiB MOXEe OyTH peai3oBaHO 3a JIOIMOMOTIOK0 CIICIiaIbHOTO
[1O — w™enemxepa mapoiiB, abo Oe3nocepenHr0 B [HTEpHET Opays3epi, B SIKOCTI
anbTepHaTUBH cookies.

KondinenmiitaicTs 1 mimicHicTh iHGOpMaIi B XMapi MOXKe TapaHTyBaTH
TIJTBKA CaM KOPUCTYBA4 HACTYITHUMH JTISIMH.

HanamryBaHHS BiIMOBIAHUX MOJITHK OE3IMEKH 1 MpaB JOCTYITY B KOKHOMY
KOHKpeTHOMY cepBici. OHaK BapTO BpaxyBaTH, 10 JKOJEH OE3KOIITOBHUIA CEPBIC
HE TapaHTy€ IUICHICTh, MOCTYMHICTh 1 KOH(IIECHIIHHICTh MePCOHATBHOI 1H(OP-
Maillii KopucTyBada B CHITy CyO'€KTUBHHX (IOCTYI 3 OOKY aaMiHICTPATOPIiB 1 MOIe-
paTopiB) i 00'€KTUBHHX (OTPUMAHHS JOCTYMY JO JIAHUX 3a JIOMIOMOT'OK eKCILIya-
Tallii ypasJIMBOCTI B cepBici) (haKkTopiB.

dinpTparisa iHopMarlrii, o nmyoikyeTbes iHbopMarii. [TyOmikamis TiTbKu
Ti€l iHpOpMaIlii, sKa He 3MOKe HAIIKOAUTH 1i BIIACHHUKY.

[IudpyBaHHS PO3MIIIYIOTECS B XMapi JaHUX. MOXKJIMBE BUKOPHUCTAHHS SIK
CUMETPHUYHOTO MHU(pyBaHHS JUIS MIBUIKOTO JIOCTYIY JI0 BETUKUX 00CATIB 1HOP-
Mallii, TaKk 1 aCUMETPUYHOTO ISl OCOOIMBO BaXKIMBOI JOKyMeHTarlii. Takox Mox-
JUBE BUKOPHUCTAHHS METOJIB cTeraHorpadii sl TpUXOBYBaHHA 1HGOpMaIii,

HaIPUKIIJI, B Me/Iia KOHTeHHepax (300pakeHHs, Bi€o, 3BYK).
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Jlnst 3a0e3nedeHHs JOCTyNy /0 PI3HUX COLIAJBbHUX CEPBICIB HA JAHUM MO-
MEHT icHye e€auHa cuctema aoctymny OpenlD [8]. OpenlD sBnsie co6010 BIIKPUTY
JICLEHTPaI30BaHy CUCTEMY ayTeHTU]IKaIlli, sIka Ja€ MOXKJIUBICTh BUKOPHUCTOBYIO-
yu oguH OpenlD-akayHT aBTOpU3yBaTUCA Ha 0aratboX aOCOJIFOTHO HE IMOB'SI3aHUX
MK co0oro caitax. Haibinem Bimomux: LiveJournal, Google, MySpace, Yahoo,
3a BUHATKOM TUIBbKH colrianbHoi Mepexi Facebook.

Inest oqHOro 00J1IKOBOTO 3aMKUCY ICTOTHO CHPOIIYE KOPUCTYBA4YEBl JOCTYII B
Horo kibepmpoctip, 6€3 HeoOXITHOCTI 30epiratu AeCSITKU MapojiB ajs pi3HUX [H-
TEpPHET CEPBICIB.

[IpukiamoM € BUKOPHUCTaHHS 3O0BHINIHBOI ayTeHTU(ikamii B ¢dopmari
Identity Federation na 6a31 OpenStack xmapu B gocninauiibkiil 1adopatopii CERN
[9]. LUentp o6pobku manux CERN o0poOnsie monan 5 merabaiT iHdopmarii B
neHb. BukopucTaHHs 30BHINTHBOTO TpOBaiiiepa I aBTOPHU3aIlii, TO3BOJISE BUE-
HUM 3 21 KpaiHU OTpUMYBATH JOCTYI J0 JIAHUX, 1110 HAIXOAATh Bij Beaukoro aj-
ponnoro koiainepa (bAK) 6e3 cTBoOpeHHs 1 yrpaBiiHHS BHYTPIIIHHO1 O0JIKOBUM

3ancoMm [10].

4.1.2. OcHOBHI M0JI0KeHHS KidepnpocTopy

CTBOpeHHS APYKHBOTO 1 OE3MEYHOTO KiOEepPHpOCTOPY € TOJOBHUM 3aBJ/IaH-
HSM B poOOTI HaJ KOMIUIEKCHOIO CHCTEMOIO 3aXMCTy. BXim B KiOepmpoCTip MOBU-
HeH OyTH 1HBapiaHTHUM IO BiJHOIIEHHIO JO 3ac00y CHIJIKYBaHHS (KOMIT'OTED,
MOOUTbHUN TenedoH, cMapTdoH, miaHmer). Lle o3Havae, 1m0 IHAMBITyaTbHUN
MPOCTip B MaiOyTHROMY HE MOBHHHO OYyTH MOB'sI3aHE 3 MIEPCOHATBLHUM KOMII'FOTE-
poMm 1 3asexkHo Bif Hboro. KibepmpocTip MO3UINIOHYETHCS SK 30BHINTHIA KOMIIO-
HEHT IO BIiJHOIIEHHIO JI0 3ac00y YMpaBliHHS OOYMCIIOBAIILHUMH MPOIIECAMH 1
BiIoOpaskeHHs 1H(pOopMaIrii.

[Tpu 11boMy 00UHCITIOBAJIbHI MIPOLIECH PEaTi3yIOThCS Ha MOTYKHUX CepBepax,
a KOPUCTyBau Ma€ TEXHOJIOTII0 XMapHUX OOYHMCIEHb Ui BCiX cdep IH0oAChKOi
nisbHOCTI. Take cropoimieHHs (GYHKIIH TepcoOHAIBHOTO KOMI'toTepa 1 HeoO-
X1AHICTh CTBOPEHHS 30BHIIMIHHOTO 1HJIUBITYyaIBHOTO MPOCTOPY, IMJAKIIOUYECHOTO 10
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0o0UYHCITIOBAIbHUX pecypciB [HTEpHET, CTaBUTh HOBI MpoOJieMH po3poOKU 3ac001B
3aXHUCTY 1 CEpPBICHOTO OOCIYroBYBaHHsSI KiOEPIPOCTOPY MLLISAXOM MPOEKTYBaHHS
(GUIBTPIB, CTPYKTYp JAHUX, O10JII0TEK 1 TEXHOJIOT1A BUMIPIOBAHHS B3a€MOJII TIPO-
1IeCiB 1 SBUI B KiOepmpocTopi. 30KpeMa, 3acobu 3axucty iHdopMmariii Ciij CTBO-
pIOBaTH HE TUIBKM JUIsl MPOrPaMHUX 1 amapaTHUX MPOAYKTIB, KOMI'IOTEPIB 1 Me-
pex, a il 11 KibepnpocTopy.

Buxonasiun 3 HaBeneHUX (GakTiB MOKHA TOBOPHUTH MPO TOHATTS MEPCOHATH-
HOTO Ki0eprpocCTopy, B SIKiM JI0JIMHA MPEJACTABICHUHN Y BUTJISIAI CYKYITHOCT1 CBOIX
BIpTyaJbHUX ysABJIEHb. [laHa KoHUEMNIIIs onrucana B po6oTi [11], ne moHsTTS Ki6ep-
npocTopy (cyberspace) BU3BHAU€HO SIK «MeTadopruyHa abCTpakilis, ika BUKOPUCTO-
ByeThcs B (putocodii 1 B KOMIT'IOTEpax, MO CyTI, € BIPTYaIbHOIO PEAJbHICTIO.

B ocHOBI 3anmporoHoBaHOi MOJIENi JIeKaTh HACTYITHI MOJOKEHHS KiOepmpo-
CTOpY.

1) BipryansHuii cBiT nparfe no noBTopeHHs Di3udHOro - KJIOHIB HE Oyje,
ane OyAe JOCTYHHICTh KOXXHOTO MPOIYKTY, SIK KOMIIOHEHTa KiOepmpocTopy s
BCiX Cy0'ekTiB 000X CBITIB.

2) Koxen cy0'ekT @i3MUHOTO CBITY MaTUME B ifieani oauH oOpa3 (caiiT) B
BiptyansHOMY CBITI.

3) ABTEHTHYHICTh — Oa)XaHWU¥W i/1ean Ui BCIX KOHCTPYKTHUBHHUX (3aKO-
HOCJIYXHSTHUX) Cy0'€KTiB 000X CBITIB.

4) Caiit B BipryanbHoMy CBiTI HE YOCOOIIO€ CyTHICTH 00pasy, SIKHil MOBH-
HEH OyTH s iHauBigyyma (rmpoo6pasy) 3 ®i3uyHOro CBIiTY Olble HIX BimoOpa-
KeHHs B ja3epkami. Lle icropis, mificHICTb, METPUYHI 1 MEJWYHI JaHi, 3BUYKH,
0i3Hec, MoOyT, BIAMOYMHOK, MaiOyTHE, KOHTAKTH, IPUCTPACTI.

5) Takwuii BipTyanbH#ii 006pa3 a6o mudppoBa 0COOUCTICTH B paMKaXxX 1HAUBITY-
anpHEe KibeprnpocTip — Mae OyTH HaIIMHO 3aXHIINEHE BiJl HECAHKIIIOHOBAHOTO JIO-
CTyILY.

6) 3axumaTy BiJl JECTPYKTUBHUX KOMIIOHEHTIB 1 Jiii mOTpiOHO Oyae He

KoMIT'toTep abo By30J1 Mepexi, a cy0'ekT kibeprnpocTopy (IUGPOBY OCOOHMCTICTH)
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Ha OCHOBI 3aMpPONOHOBAHOI TEXHOJIOT1i BOPOBAKEHHSI HAUTUIIIKOBOI 1HPpacTpyK-
TypH.
7) Biactanp — OiHapHe BiAHOIIEHHS OO'€KTIB B KIOEPIPOCTOPl € CTYIIHb

3MIHHM, BIJIMIHHOCTI B TIpOIlecax YM sIBUIIAX.
4.1.3. ®opmasibHa MOJeJIb 3arpo3 B Kidepnpocropi

Posrnsaaemo popManbHy Mozenb BiioOpaxeHHs 00'€KTIB peaJbHOIO CBITY B
KiOeprnpocTopi, a TAKOK BU3HAYMMO BIJIACTUBOCTI, SIKUM Ma€ BIJNOBIJATH JaHE
B1100pakeHHS.

Hexaii nano R - MHOXMHa 00'ekTiB peanbHOro cBity, a C — CYKYyNHICTb
00'exTiB Ki0eprpocTopy. Ilpu 1e ol'exktu Oe3niui 3 € BigmoOpakeHHsIM R, T0OTO
KO)kHOMY 00'ekTy r € R Bigmosigae 06'ekt abo migMHoxuHa 00'ekTiB ¢ € C. Skiio
00'eKTy T BIJAMOBIJA€ C, TO C HA3UBAETHCA YMHOM 00'€KTa r B KiOepmpocTopl, a T -
npooOpa3zom o0'ekra c:

R—C. (4.1)

BinoOpaxenns (4.1) Mmae Taki BIaCTUBOCTI:

Koxxaomy enementy r € R Moske BifmoBigaTu Kiabka enemenTis ¢ € C.

JIBOM pI3HHUM eJeMEHTaM MHOXXMHU R 3aBXIM BIAMOBIIAIOTH JBa PI3HUX
enemeHnTa MHOKUHM C.

Besikuii enement MuoxkuHU C BiAMOBiIae Xo4a O OHOMY €IeMEeHTy Oe3mivi

3aBgaHHS 3aXHCTYy KiOEPHpPOCTOPY 3BOAUTHCS 1O BUKOHAHHS HACTYIMHHUX
BJIACTUBOCTEM:

Koxnomy 006'ekty kiGeprpoctopy ¢ € C MoXe BiAmoBimaTdH TIIBKH OJUH
00'exT 3 peanpHOro cBity r € R. Hanpukmnan, onuH BIaCHUK OOJIIKOBOTO 3allKCy B
coIiaybHIN Mepexi. Y pasl KMo y BipTyallbHOTO 00pa3y KiOepmpocTopy B SIKOCTI
mpooOpaszy BHCTYIAE TPymHa 00'€KTIB PEabHOTO CBITY (HAPHKIAA, aaMiHICTpaIlis
BeO a00 hopyMy, IO CKIANAETHCS 3 IEKUIBKOX YYaCHUKIB), TO TaKa Ipyma po3riis-

AETHCS IK €IUHUNA 00'€KT peaJbHOro CBITY.
y
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SIkmo omHOMYy mpooOpasy B kibepmpoctopi ¢; € C BiamoBimaroTh aBa i
OinbIie 00pasiB peaabHOro CBITY Iy, I, € R, To B TakoMy BHMaaKy 00'€KT ¢ € CKOM-
IPOMETOBAHMM i HE BXOIUTH OLIBII B iHAUBIAyaIbHe KibeprpocTip 06'ekra 1; € R.

OCHOBHMM 3aBJIaHHSIM 3aXUCTy KiOEpPIPOCTOPY € 3a0€3MeUEeHHS] HACTYITHOTO

BIIMOBIAHOCTI MK 00'eKTamMu peanibHOro cBiTy R 1 00'ekTamu kibepnpocropy C:

r;— {011, e’ wclh (4.2)

Bupa3s (4.2) nokasye BiioOpakeHHs, IPU IKOMY OJHOMY OO'€KTYy peajbHOTO
CBITY BIJIIIOBI/Ia€ KiJibka oOpa3iB B kiOepmpocTopi. [Ipu npboMmy y KOKHOTrO 3 00-
pa3iB KibepnpocTopy Moxke OyTH TUIbKK OJUH OpUTiHAIBHUN pooOpa3. B iHmomy
BUMAJKY, AKII0 y 00pa3y KiOepmpocTopy € JiBa npoobpasy, TO 1€ TOBOPUTH PO
HECAHKI[IOHOBAHUHN JOCTYIN Ta MOPYIICHHS IITICHOCTI JaHUX 3 OOKY OJHOTO 3
00'€KTIB peasibHOTO CBITY (HampuKiIaj, HOPYUIEHHS aBTOPCHKOro MpaBa abo 37I0M
OOJIIKOBOTO 3aUCy KOPUCTYBaya).

Buznaunmo noHsTTs komno3uilii 6iHapHux BiaHocuH [Haggarty R., Discrete
mathematics for computing, Pearson Education Limited, 2002 pp. 91-113].

Hexaii R - GiHapHe BigHOIIEHHS MiXX MHOXMHaMH X 1 Y, a S - OiHapHe
BigHOIIEHHS MIX Y 1 TperiM Oe3miuuro Z. Kommosuiliero R 1 S HasuBaeThes
OlHapHEe BIJHOIIEHHS MIX X 1 Z, sike mo3HaydaeTbcs S mpo R 1 BuU3HaAYaeThCs
dbopMmyIo10:

SoR={(x,2): x EX,zEZux—>y, y—>z a4 aeskoro ye Y}. (4.3)

HoBe craBiieHHSI BCTAHOBJIIOE 3B'I30K MK €JI€MEHTAMU MHOXUH X 1 Z, BU-
KOPUCTOBYIOUH €JIEMEHTH 3 Y B SIKOCT1 MOCEPETHUKIB.

Posrnsnemo mpukiian 1 BU3HAUUMO KOMIIO3UIIIO O0'€KTIB KiOEpPHpPOCTOPY.
[Tpunyctumo 00'ekT peanpHOro cBiry John€ R mae obOpasu (00IikoBi 3amucu) B
TaKMX cepricax Kibepmpoctopy, sik Facebook, Google € C, a 00'ext Dave € R -
obpa3 Twitter € C. [Ipu 11bOMy BUKOPUCTOBYIOUH JaHi 0Opa3u, 00'exT John i Dave
MOXYTh MaTH J0CTyH 110 cepBiciB MySpace 1 LiveJournal 3a nornomororo 00J11ko-
BUX 3aIlMCIB MOB'SI3aHOT0 TUITY 3 MHOXXHHH C*.

[Ipunyctumo BigHomeHHs P 1 Q 3a1aH1 HacTynHUMU Tpadamu.
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_ ® Facebook Facebook @ ~
John @ \. MySpace
\ @ Google Google ®

® LiveJownal
Dave @
\ ® T“-i[[er T\‘-itter o

Pucynok 4.1 — Bino6paxenuns kopuctyBauiB John 1 Dave B kibepnpoctip C 1 C*.
VYsaBuMO BigHOIIEHHS y BUTIsAl Matpuilb M 1 N. BiAnoBigHO KOXEH elie-

MeHT MaTpuili M mist BigHocunu P Oyne BupaxyBaHO BiAMOBIAHO 10 HopMyu:

M(, j) =1, skwmo (x;, y;) EP, (4.4)
M(i, j) = 0, sxmo (x;, y;) & P.

AmnanorigyHo matpuils N is BiiHOCUHH Q:
N(la .]) = 19 SAKIIO (yia Zl') EQ} (45)
N(l, _]) = O, AKIIO (y,', Z,') fQ

Toai maTpuill OynyTh MaTH TaKU BUTIISI:

[1 1 0}
M = , N =
0 0 1
(4.6)

OO0uuncnumo kommo3uilito P o Q, mepeMHOKHBIITN BIAMOBIIHI MAaTPHUIII:

p _MN_IIO 1_11
0Q=M-N= . 1—01.

1
1|
1

S O =

0 0 1

S O =

4.7)

AO0o0 y Burisiai rpada BITHOCUHU:

® > @ MySpace

Pucynok 4.2 — I'pad komno3uiii BigHocuH P 1 Q.
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TakuMm 4MHOM, 3a JIOTIOMOIOK0 KOMIIO3UIlli BIIHOCUH MOKJIMBO BU3HAYUTHU
0e371Y 10JaTKOBUX O0'€KTIB, SIKI MOXYTh BXOJUTHU JO CKJIaay KiOepmpocTopy 3a
JIOTIOMOTOI0 aKayHTIB MOB'I3aHOTO THUITY.

Kommno3sutist BigHocuH 00'ekTiB B KibeprpocTopi P o Q no3Bosisie oTpumatu
CIIUCOK JOBIpEHUX 00'eKTIB B pamkax kidep. Ha iioro ocHOB1 MOKJIMBO OOy 1yBa-
T MEXaHI3M 3aXUCTy BiJ (PIIIUHT 1 (papMIHT aTak, METOIO SIKUX € IMITaIlisl JOCTYITY
JI0 JIETaJIbHUX CEPBICIB 1 BUKPaJACHHS JaHUX ayTeHTu(ikaiii. ¥ ToW 4dac sk, 3aB-
JTAHHS 3aXHUIIEHOro 30epiraHHs MmapoJjiB 10 00JIKOBUX 3allMCIB KOPUCTyBaya MOXKE
OyTH BUpIIIEHA TIJILKU B paMKaX BiZHOCUHHU P.

V pasi skmo, 06'ekt Dave € R 3a momomororo araku Ha KibeprpocTip 00'ex-
ta John orpumas mocTym 10 oo6mikoBoro 3amucy Facebook € C o6'exra John € R,
TO BiANOBIAHO Dave Oyzae TakoK MaTH JOCTYI A0 O0JIKOBUX 3anuciB 00'ekta John
B MySpace 1 LiveJournal yepe3 kommo3uiliro BiiHOCHH. MaTpuiisg BiiHOCUH P, a

TaK0X KOMITO3UIlIA BiTHOCHHU P 0 Q Oyie BUT/ISIaTH HACTYITHUM YHHOM:

P [0 1 0} A {0 o}
M= , PoQ "= .
I 0 1 1 1 (48)

Jlns BHUSIBJICHHS MOPYIICHHS TOCTYIy 10 00'€KTiB KiOeprpocTopy, HeoO-
X1JTHO TIPOBECTH TOPIBHSIHHS MAaTPUIh BITHOCHH JI0 1 MICJIS aTaku 3a JIOTIOMOTOIO

orepariii Xor.

PoQ@POQAZB ﬂ@ﬁ ﬂ:ﬁ (j (4.9)

3 mopiBHSHHS MaTpuilb M BUIUIMBAE, 10 3MIHU BiIOYJIHCA 3 JOCTYIIOM IO
o0'ekty Facebook 3 60ky 006'extiB John i Dave. [Ipu mopiBHSIHHI KOMIO3UIIIHHIX
MaTpuIlb 3MiHH BimOymucs om0 00'ekta John i 06'ektiB MySpace i1 LiveJournal,

IpH [IbOMY TaKOX 3MiHHIIOCS cTaBieHHs 00'ekTa Dave 1o 06'exta MySpace.
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Takum umnHOM, Bepudikallis BIIHOCHUH O0'€KTIB B paMKax KiOeprnpocTopy
MO>ke OyTH 3BEJIEHI 10 TaKoi (PopMyIIn:
Wewi=vV,
WeW@Vv=0, (4.10)
ne W - Buxigna martpuist OiHapHUX BigHOCcHH; WA - maTpuis OiHapHHX
BIJIHOCHH, OTPUMAaHUX B pe3yJIbTaTi aTaku Ha KibepnpocTip 00'ekta; V - pe3yibTar

O1HApPHOTO MOPIBHSIHHS MATPHUIIb.

4.2. AHaJi3 BeJUKHUX JAHUX 3 BAKOPUCTAHHAM AJTOPUTMIB MAIIMHHOIO

HaB4YaHHA.

Amnani3 Benukux naHux (Big Data Analysis) - HaykoBUW miaXij, sSIKAA 103-
BOJISIE BUTSITATH 3HAHHS 1 BUSIBJIATH IPUXOBaH1 3aJI€KHOCT] B BEJIUKUX 00Csrax He-
00pOOIeHNX TaHUX.

Mamuune HaBuanHs (Machine Learning) - HaykoBui miaxiJl, SKUM JO3BOJIsIE
CTBOPIOBATH MOJEINI, SIKI MOKYTh CaMOCTIMHO HaBYaTHUCS HAa OCHOBI BXIJIHHUX Ja-
HUX.

OCHOBHUM 3aBJJaHHSIM METO/IIB IHTEJIEKTYaJIbHOT'O aHAI3y BEJIUKUX JAHUX €
3HAXOJ/KEHHS I[IKaBJIATh 3aJICKHOCTEH BIJHOCHMH MK 3MIHHMMH, IITOO IOKa3aTH
pi3HI BIACTHBOCTI aHATi30BaHOTO MIPOCKTY.

Tak stk 00CAT JaHUX BEJIMKWH, IOCUTH CKJIaJHO BUKOHATH aHaJ3 1 OTpUMAaTH
HeoOX1aHy iH(popMaIliro a00 3HAHHS, BAKOPUCTOBYIOUH CTaHJAPTHI METOIH.

[HTEeNneKTYyanbsHUN aHaJi3 JAaHUX MOKE 3aCTOCOBYBATHUCS IS BCiX THUIIIB CXO-
BHUIII JTAHUX, TaKUX SK PENAIiiHI 0a3u MaHUX, ONepalliiiHi JaHi, CXOBHUIA JTaHHX,
a00 HaBITH 3BUYAIHI (haliu.

CxoBuIlEe NaHUX - 1€ MPEAMETHO-OPIEHTOBAaHA, IHTETPOBAHA, 3aJICKHA BiJl
qyacy, HEpPYWHIBHOTO CYKYIHICTh JaHWX. BOHO BUKOPUCTOBYETHCS HJisi KOH-
coJiarli BeIMKO1 KUTbKOCTI TJaHWX, 310paHuX 3 YHCICHHHX JKEpen Ta/abo mpoTsi-
rOM TPHUBAJIOTO MEPioly 4acy, B OpraHi3oBaHy 1 y3araJibHEHY MOJEIb JaHHX.

CTBOpEHHS CXOBUIIA JAaHUX BKIIOYAE: 1) OUMCTKY NaHUX; 2) MEPETBOPEHHS JaHUX;
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3) inTerpamiro ganux. 1o camo mo cobi € BaXJIMBUM €TaIlioM IoIepeIHh01 00p0o0-
KU JIJI IHTEJIEKTYaIbHOTO aHaJli3y JTaHUX.

VY naniii po6oTi OyAe pO3rIasiHYyTO METOJ 1HTEIEKTYaJIbHOIO aHalli3y JaHUX,
KW BUKOPUCTOBYETHCS ISl MOUTYKY acolialliii MiXk 3HAUEHHSIMUA B TPaH3aKI[MOH-
HOM 0a3l JaHWX 3arajbHOrO MpU3HAYCHHSA. MeToau acoliariii 4acTo BUKOPHUCTO-
BYIOThCS TPU aHaJi31 PUHKY B IUIbOBOMY MapKETHUHTY, BU3HAYAIOUW KYIIBEIbHI

ma0JIOHH, TIPU KPOC-aHalli31 pUHKY, B [HTepHET OaHKIHTY TOIIO.

4.3. Metox aTpu0yTHO-OPIEHTOBAHOI0 BIIi3HAHHSA [HTepHET MOCUIAHD 3

BHKOPUCTAHHAM YaCTOTHHX madJIoHIB

OCHOBHUM 3aBJaHHSIM METOJIB 1HTEIEKTYaJIbHOTO aHaji3y [daHUuX €
3HAXOJDKCHHS I[IKaBIATH 3aJIEKHOCTEH BIJHOCHH MK 3MIHHHMH, 0O ITOKa3aTH
pi3HI BIACTHBOCTI aHAi30BaHOTO TIPOCKTY.

Tak gk oOcAr JaHUX BENHMKUH, JOCUTH CKJIATHO BUKOHATH aHAJI3 1 OTpUMaTH
HeoOX1aHy iHpopMaIliro a00 3HAHHS, BAKOPUCTOBYIOUH CTAaHIAPTHI METOIH.

[HTEeNneKTYyanpHUN aHaN3 JaHUX MOXE 3aCTOCOBYBATHUCS VISl BCIX THUIIIB CXO-
BHUII JIAHWX, TaKUX SIK peJAIiiiHi 0a3u IaHWX, OIepalliiiHi J1aHi, CXOBHIA JaHUX,
a00 HaBITh 3BUYANHI (haiimu.

AcomiatuBauii anani3 (Link Analysis) - oauH 13 HampsiMiB 1IHTEIEKTYaTbHO-
ro aHami3y JaHWX, IPU3HAYEHE JIJIsl BUSBICHHS B3a€MO3B'A3KIB MK 3HaUYCHHSMH B
obmemneneBoro 06a3zi gaHux o0'exktiB [12]. IcHyrOTH JaBa MiAXOAW 10 aHaJi3y
acorjamin:

— BUSIBJICHHS acolalii (association discovery),
— BUSIBJICHHS IOCIIIOBHOCTI (sequence discovery).

PosrissreMo migxig BUABIEHHA acoriamii. [lo3gaunMo acorjariiro ik A =>
B, ne A HasuBaeTbcs monepegHUKOM, a B Ha3zuBaeThes HamaakoM. KiUlbKicTh TIOSIB
KOHKpETHOT1 acorfiamii B 06a31 JaHUX € YKHCJIO TPaH3aKIlid, sSKi MICTATh JaHy
acoriamiro. JlaHe TOHATTS TaKoX BiJIOMO, K 4dactora (frequency) abo dYucio
HiATPUMKH (support count) acoriarii:

Sup(A=>B) = Freq(A & B). (4.11)
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Huspkuii piBeHb MIATPUMKH MOXE O3HAYaTH, 110 KOHKPETHI acollialliio He
Jy’)K€ BaKJIMB1 a00 I1e¢ MOK€ BKAa3yBaTH Ha HAsIBHICTh HEAKICHMX JaHUX abo iX
HEBEJIMKO1 KIIBKOCTI.

[IpaBuiia, oTprMaHi acOIIaTUBHUMHU aJTOPUTMaMU IPU COPTYBAHHI JAHUX 1
MiIpaxyHKy YacTOTH HApO/PKCHHS. TakuM YHHOM, MOXKe OYyTH pO3paxoBaHa
MiATpUMKA acorriaiii. MoXIuBICTh 3pOOUTH 1€ HAHOLIbII €pEeKTUBHUM CIIOCOOOM
1 € BIIMIHHOIO PHCOIO aJITOPUTMIB acoliallli, yepe3 eKCIOHEHIIHHOI 3a71eXHOCTI
BiJl YKclia npaBwi. BiIbIIICTh aITOPUTMIB MPEICTABISAIOTH OTPUMAHUN PE3yJIbTaT
y BUTJISIA1 023K TaHUX TIPaBUII 1 MATPHUMOK.

BusiBiieHHs acoriaTUBHUX MPaBWII IS TaHOTO Habopy manux D, BKirodae B
cebe nBa ocHOBHUX etamnu [13]:

1. 3HaXO/KEHHS KOXKHOTO HAa0Opy €JIEMEHTIB 3 YacTOTOK iX CHUTHHOL
3yCTpIYaabHOCTI, SKa MOBHHHA OYTH BHIIE IEBHOTO MIiHIMAaJIbHOIO
PIBHS HIATPUMKH;

2. 3HAXOJKEHHS aCOIIaTUBHUX MPABWI 3 HAWOUIBII YacTO 3yCTPidalOTh-
cst HaOopiB. s KOKHOTO YacTo BCTpedaemMoro Habopy enemMeHTIB f,
ITYKaThCs Bel HemycTi miaMuoxuHu f. [Ticis goro mj1s KoXKHOTO Ta-
KOTO MiMHOXXHWHH @, TIPaBUJIO BUILY @ => (f - @) CTBOPIOETHCS IS
KOXXHOTO TIAMHOXXWHU @ 3 f, 1€ CTaBICHHA MATpUMKH Sup(f - a) 1
Sup(a) 6inbIIe a00 TOPIBHIOE MIHIMAIBHOMY PIBHIO MiATPUMKH.

[TepmuM KpoKOM 3HAXOJKEHHS MpaBuja acolalii € BUOip JyacTo 3ycrpiva-
I0TbCSI HAOOPIB, IO € JOCUTHh PECYpPCHOMICTKMM 3aBiaHHsAM. Came TOMy OaHUM
HaIPSIMOK € OJTHIEI0 3 HAMOUIBIIT MOMYJISIPHUX TEM JOCIIKEHb B 00J1aCTI 1HTEIeK-
TyaJbHOTO aHaJIi3y JIaHHX.

[Ile omgHi€0 KOPUCHOIO (YHKINEI ACOIIATHBHUX QJITOPUTMIB € MOXKJIUBICTh
BKa3aTH 1€papxito0 €JIEMEHTIB, IS 1IbOT0 BaXKJIMBO MPAaBUILHO BUOPATH PIBEHB ar-
peryBaHHs. lepapxis enemeHTiB 3a0e3neuye eDEKTUBHUN CMOCIO KOHTPOJIOBATH
PIBEHB arperyBaHHs 1 MOXKIIMBICTh €KCIIEPUMEHTYBATH HA PI3HUX HOTO PIBHSX.

Acoriariiss 200 TTpaBWIIO MOPSJIKY OMKCYE BITHOCHHU B KOHKPETHIN 0a3i ja-

HuX. Croci0, SKMM OTpUMaHi MpaBuja MOXYTh OyTH BHKOPHCTaHi, HE HACTUIBKU
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oueBUAHUN. B naHOMy BUIAIKy OCTAaHHE CIIOBO 3aJUIIAETHCS 34 AHANITUKOM, K
MPaBUJIBHO 3aCTOCYBATH 1 IHTEPIPETYBATH BUBJICHI IA0JIOHU. TakKUM YMHOM, I10-
JAJBIINN aHaMI3 1 EKCIEPUMEHT € HeOOX1THUMHU ISl OTPUMAaHHS Oy Ib-SIKUX BUTOJ
BiJ aCOI[IaTUBHHUX MPaBHUJL.

3 NpUYMHU BUIIECKA3aHOTO0 BUKOPUCTAHHS rpadiuHUX METOIIB TAKOX MOXKE
OyTH Ay’K€ KOPUCHUM JJisl Bi3yani3ailii CTPyKTypU JaHHUX. 3 METOIO 3pOOUTH TO-
JAHHS 1€ OUTBII 3pO3yMUINM, acouiallii MOXXyTb OyTH B1I0OpakeH1 Ha IPOOJIEMHI
o0JacTi, o0 MAKPECTUTH OLIBII BayKJIMB1 BITHOCUHU MPU aHaIi31 aTpUOYTIB.

MeTtoau aHamizy JaHUX HE MOXYTh JaTH OJHO3HAYHOI BIJAIMOBIAI MPO T, YU
€ JaHa [HTepHeT MOoCUiIaHHs WIKIJIUBOI YU Hi, TOOTO HOCUThH IMOBIPHICHHI Xapak-
TEp, IPOTE 1€ JI03BOJIUTH MOBIJOMUTH KOPUCTYBaya MpoO MOTEHIINHY 3arpo3y Iie-

pexoy 3a MOCUIaHHSIM.
4.3.1. ®opmasibHA MOJIEJIb

KnrouoBuMH CKJIa0OBUMHU 1HTEIEKTYAJIbHOTO aHaNI3y JaHUX €: JlaHl, MO-
Jieb, CACTEMHA JIOT1Ka reHepallii Mo/ielli, IOBHOILIIHHICTh CTBOPEHOI MOJIEIII.

Mertoro omucy (hopmanbHOI MO € BU3HAYEHHsI 0a30BUX MPUHIIMITB PO-
00TH anTOpPUTMIB IHTEJIEKTYaJlbHOTO aHaji3y JaHWX 3 METOI 3HAXOJDKEHHS

aCOIIaTUBHUX MPABHIL.

OCHOBHI TTOJIOKEHHS B T€OPii aCOIIaTUBHUX MPABUIL.

Tabnuns BimHomEeHb — ysaBiaeHHs 3HaHHSI K: V — C, ske npenacraBieHo at-
pubyTamMu IOMEHY MHOXXHHH 00'€kTiB, A1¢ V — Habip 00'exriB, i C — rinobanbHMIMA
aTpuOyT TOMEHY. 3aluIleMo BITHOCHY TAOJIHIIIO SIK:

K=(V,A), (4.1)2
ne K — tabmuns, V - 6e3miy 00'extiB, 1 A = {Al, A2 ... An} — Habip aTpu-
OyTiB.

B amapari acomiaTUBHMX TIpaBWUJI ICHYIOTh JIBa OCHOBHHMX KpHTEpIi:

MiJITPUMKA 1 JI0Bipa, MPUIOMY ITIITPUMKA € OCHOBHO. [HITMMH CcITOBaMH, BUCOKA

JacTOoTa HApPOJKEHHS aTpuOyTiB JaHUX BaXJWBIiIIA, HDK IMIuTiKamis. Kpurepii
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MIATPUMKH BH3HAYa€ YacTOTHI ITA0JIOHHW, acoIllaTUBHI MpaBuia abo IPOCTO
acorrianmii.

Buznaunmocs: 3 MOHATTSIMU, Kl OyJeMO BUKOPUCTOBYBATH B omuci (op-
MaJIbHOI MOJIETII:

— CJIEMEHT e — 3Ha4YeHHS aTpuOyTa;

— Ha0op €JIEMEHTIB ¢ — KOPTEX JIOBXKUHU q a00 -KOPTEXK;

— g-Kopmedic € TIOIUPEHUM ab0 (-acoliaIli€ro, SKI0 HOTo MosBa MEPEBUILYE
a00 IOPIBHIOE TPAHUYHOMY 3HAYEHHIO MIATPUMKH;

— @-acoIialisi — YaCTOTHUMU MA0JIOH, SKUA MOXKe MaTH 1 1T hopMu;

— Bcl arpu0OyTH NOBUHHI OyTH BIAMIHHUMU OJIMH BiJ OAHOTO (HE130MOp(HUX)

[14].

Acoriamnii (gacTto 3ycTpivaroTbesi HaOOpHW) 1 y3arajabHEHI acoriarii
(acomiarii B Tabnuini 3 y3araJlbHEHHSIMHU Ha OCHOBI aTpuOyTiB (Attribute Oriented
Generalization - AOG)) 4acTo BUKOPHCTOBYBaHI MOHSATTS JJIS BU3HAYCHHS dYa-
CTOTHUX Ia0J0HIB. [HIMIMMH clI0BaMHM, acoliaris € KOH'IOHKINS 3HAYCHb aTpH-
OyTiB, fIKi MalOTh BUCOKY MATPUMKY. BigzHaummo, 1o fesiki 1u3'ToHKINT 3HaYeHb
aTpuOyTIB Tat0Th HOB1 aTpuOyTH. ToMy y3aranbHEH1 acoriallii € MoeTHAHHIM ITHX

HOBUX aTpuOYTiB, sIKi MaIOTh BUCOKY MIATPUMKY [15, 16, 17, 18].
4.3.2. AnroputrMiyHa Mojaeb

Meton 3acHOBaHMII Ha HACTYIHUX alTOPUTMax aHaji3y 4YacTOTHUX IIab-
noniB (Frequent Patterns — FP): FP-growth [19] i FP-trees [20].

FP-growth anroput™M BUKOPUCTOBYETHCS ISl PEKYPCUBHOTO aHAIII3y 1 BUSB-
JICHHS YMOBHUX 3aJIe)KHOCTEHN 1Mo yacToTHUM JiepeBaM (FP-trees).

YactoTHe epeBo € AepEeBOBUIHOI CTPYKTYPOIO JTAHUX, IO MPEACTABIISIE 1H-
dbopmailiro po 3B'sI3KU €JIEeMEHTIB B 0a3i qanux. FP-trees — cnienianbHui anroputM
noOynoBu Takux jaepeB. OOuaBa aJIrOpUTMH Ppeali3ylTh 1€l acoIllaTHBHOTO
aHaJI3y JaHUX.

Cnouatky € 6a3a jgaHux [HTEpHET mocwiaHb 1 iX arpuOyTiB, OTpUMaHa 3a
nonomororo Whols 1 GeolP onnaiin cepsicis.
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FP-growth anroputm [19] € onHuM 3 HAUIBUAIKX 1 HAUOUIBIII MOMYJISPHUX
aIrOPUTMIB JJIsi BU3HAYEHHS 4YacTO 3YCTpIYalOThCid HAOOpiB eleMeHTiB. Bin
Mpalioe 3 JEPEBOBUIHUM MOJaHHAM Oa3u aaHux Tpanzakilii (FP-tree). lanuii
dbopMaT mpeacTaBACHHS JaHUX JO3BOJISIE CKOPOTHUTH HEOOXiMHUN oOCAT mam'sTi
Juisl 30epiraHHs TPaH3aKIIMHUX AaHUX 1 MIAKPECIUTH BAXKIIUBICTH 1€pApPXIUHHUX
BIJIHOCHH M1k €JeMeHTaMHu HaOopiB (aTpuldyTaMu).

OcHoBHOWO 11eer0 Metony FP-growth € pekypcuBHUI TOIIYK 4YacTo
3yCTpi4aloThCd IIA0JIOHIB 1 MOALN 0a3u JaHuX. AJITOPUTM CKIQJAEThCS 3
HACTYIHHUX KPOKIB:

1. Jlmga KOKHOTO 4acTO BCTPEUaeMoro eleMeHTa, Oyayerhcsi 0aza iMILTiKa-
TUBHUX I1a0JIOHIB, a TTOTIM HOTO YacTOTHE JEPEBO;

2. Jlanuit mpouec NOBTOPIOETHCS ISl BCIX HOBOCTBOPIOBAHMX YaCTOTHUX Ji€-
peB.

Jo tux mip, noku kianese FP-nepeBo He Oyae mopoxHiM, a00 MICTUTH TiJTb-
KA OAWH INUIAX — IO 33JaHOMy MNUISXY TE€HEPYIOThCS BCI MOMUIMBI KOMOIHAITI
BXIJHUX B HHOT'O MUISXiB, KOXKCH 3 SIKUX € YaCTOTHUM MaTEPHOM.

Mertoro MeTOAy € BUSBIICHHS YaCTOTHUX IMAOJIOHIB JUTS IIKIIJTUBUX, (PiITUHT
1 yrcTHX HAOOpiB [HTEpHET MOCUIaHb, K1 B OJAIBIIOMY Oy IyTh BUKOPUCTAHI s
€BPUCTUYHOTO JIETEKTYBAHHS HEBIJOMHX [HTEpHET MOCHIIaHb.

FP-growth anroputM, sikuif BUKOPUCTOBYETHCS B JAHOMY METO/II JIJIs TeHE-
parii yacTOTHUX I1a0JI0HIB 3a0e3nedye BiAMIHHY IPOTYKTUBHICTD, B MIOPIBHAHHI 3
ICHYIOUMMH aHaJoTaMu, TakuMHU sK: Apriori 1 TreeProjection [20], mo mo3HavaeTh-
Csl Ha 3arajbHIM MPOJYKTHBHOCTI METOJy, BPaXOBYIOUH BEIUKHH PO3Mip HaOOpPiB
K1 JIMBUX, (DIIIMHTOBUX 1 MIKIIIUBUX [HTEpHET mocuianb. [ momyky BCix da-
CTOTHHUX Ia0JI0HIB HEOOX1/THI BCHOTO JBa CKaHYBaHHS TaOIHIll: TIepIIe CKaHyBaH-
HSl HEOOXI1/THO /111 BU3HAYEHHS YaCTOTU KOXKHOTO €JIeMEHTa MHOXKHUHH, JIPYTe - IS
nooynoBu vactoronux nepeBa (FP-tree). Jlami 3a momomororo anroputmy FP-
Growth peKypCcMBHO CKaHYEMO JIEPEBO 1 OTPUMYEMO IITyKaH1 YaCTOTHI MATEPHHU.

[HTEepHET TMOCHIAHHA € MIKIAJIMBOIO TOI 1 TIIBKU TOJ1, KOJIM 1O Hill 3aBaH-

TaXYIOThCS JaH1, K1 (PIKCYIOThCSI CKaHEpaMU SIK IITKIIJTUBI.
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[aTepHeT mocunanHs € PIMTUHT-TIOCUIIAHHSAM TO/I 1 TITBKH TO1, KOJIH 10 HIM
3aBAaHTAXYIOThCS CTOPIHKH, IO IMITYIOTh NOMYJIApHI [HTEepHET cepBicu. Jlani mo-
CUJaHHA MYONIKYIOThCS 1 JETEKTUPYIOTCS pemyTaiiiiHoi cuctemoro PhishTank
[21]. [nTepHeT MOCUIaHHA € YUCTOIO TOAl 1 TUIBKH TOJ1, KOJU MO Hil 3aBaHTaxYy-
IOTHCSI CTOPIHKH 1 1aHi, 1110 HE JETEKTUPYIOTCA SIK BpEIHOCHUE a00 (DIILLIUHT.

JIs maHoro AOCHIKEHHS YuCTl [HTepHET mocuiaaHHs OyJlIv OTpUMaHi 3 pe-
nyTaniiHoro IutepHer cepBicy Alexa.com [22], Ae HagaeTbCid CTATUCTUKA
BiJIBIlyBaHb [HTEpHET CTOPIHOK, Ha MIJACTaBl SKOI BEOCANT OTPUMY€E PEUTHHTOBY
OL[IHKY. Y BHOIpIl YHCTUX MOCHUJIAaHb BUKOPUCTOBYBAJIKCS TIIbKM BEOCAWTH, fAKI
MarOTh BUCOKI PEUTHHTOBI OLIIHKH, TOOTO 3 BUCOKOIO KUIBKICTIO BiJIBITyBaHb.

Jlns BusiBnenHst false negatives, mponymeHUX WKIAJIUBUX Ta (PIIIMHTOBUX
nocwianab, BukopuctoByBanucs IDS Suricata [23], Google Safe Browsing [24],
ta Virustotal [25] cepBicu.

Habopu [HTEepHET mocunaHb 71 BUSBIEHHS YaCTOTHUX IIA0JIOHIB 1 MOOY-
JIOBM YaCTOTHUX JIEPEB MpeICTaBieHI B Ta0muI 4. 1.

Tabnuna 4.1 — Habopu [HTepHeT nocuiianb BUKOPUCTOBYIOTHCSA JIJIsl TECTYBAHHS

BT KinbkicTh NOCHJIaHb B Jxepeno, 3BIIKI 6}_!3
Ha0opi 3aBaHTAXKEHUI HAOIP
JloOposikicHi 9991 Alexa.com
DimuHr 98054 PhishTank.com
k1Bl 16294 Lavasoft MAS

Jnst koxHoi [HTepHEeT nmocunanHsa Oyi0 OTpUMaHO Taky Hallp aTpuOyTIB:

— KpaiHa, J¢ 3HaXOJUThCS CepBEpP 31 CTOPIHKOI abo0 MpOKci-cepBep (3a ma-
Humu GeolP);

— THUII BMICTY CTOPIHKH (content-type);

— Ha3Ba peeCTpaTopa JOMEHY, K0 BUKOPUCTOBYETHCS IOMEHHE IM'S cep-
Bepa, a e IP aapecy;

— 4Yac KUTTA JIOMEHY, SIKIIIO BUKOPUCTOBYETHCA JIOMEHHE IM'S cepBepa
(Lifetime - LT).

PiBenp migTpumku O0yB BctaHoBieHud 0.005, 1m0 o3Havae BiJICIFOBAHHS aT-
puOyTIB, SIKIIO iX YacTOTa HapOKEHHS B HaOop1 meHme 0.5% Bij 3arajbHOi KiJib-
KOCTI1 €JIEMEHTIB B HaOOpI.
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4.4. Meroa AeTeKTYBaHHS MOJIMOP(PHUX WIKIIIMBUX NPOrpam

[ToniMopdHI MIMUTYHCHKI TPOTpaMU CTalOTh BCE OUIBII MOIMIMPEHUMU B J1a-
HUW 4Yac SK METOJ, 00 MEepeMOITH AHTUBIPYCHI CKaHepu. Y i CTaTTi MU
pO3MIsTHEMO, SIK ToJiMOp(HA MyTallisl I0MOMarae 3ano0irT BUSBICHHIO MIKIIJIH-
BOIO0 MPOrPAMHOTO 3a0€3MEUEHHS IUIAXOM BHUBYEHHS HEIIOJABHO BHSBIECHOIO
noiiMopduoro xpobdaka NrgBot / DorkBot. TloTiMm Mu po3riasHemo, sk 3HAWTH
CTBOPEHUN MOTIMOP(HUI MIMUTYH.

TBOpII WKIAIUBUX MPOrpaM MOCTIMHO IIYKaIOTh HOB1 TEXHOJIOTII, 1100 3a-
JUIIATUCA HA KPOK Momnepeay AOCHIIHHUKIB aHTHUBIPYCHUX MIporpam, o0 yHUK-
HYTH BHUSBJICHHS aHTUBIPYCHUMH TIporpamamu. Meto, skuii Mu OyJeMo 00roBo-
pIOBaTU TYT, € YaCTO BUKOPUCTOBYBAHHM TPIOKOM, SIKUW IIUPOKO BUKOPHUCTO-
BYETHCS BEO-EKCIUTyaTaTaMu 1 BiTOMUMHU OOTHETaMH — MOTIMOP(}i3MOM Ha CTOPOHI
cepsepa.

[Tpuknaau poro metoay BkimrovaroTh Shiz, Carperb i Nrgbot / Dorkbot. Oc-
HOBHOIO METOI0 IMX OEKIOpiB € Kpagikka OOJNIKOBUX MaHUX ISl 1HTEPHET-
OankiHry, ToproBux miatdopm i RBS (Bigmanennx 6aHKIBCHKUX MOCTYT).

[Ticns BUMyCKy, Ay’Ke 9acTo, 0 HOBA KOs MOTIMOP(HOTO MIMUTYHCHKOTO
MpOrpamMHOro 3a0e3MeyYeHHs] HE BUSBISAETHCA OUIBIIICTIO cKaHepiB AV-¢aiinis

(puc. 4.3).

2 total

SHA256 138cec24ccl1abce7466e86f8a9aaad555317b1b2281c531a0bcab8d84eb149b8
File name 1c353=28ff7713d5dab84fb2c491c6e76
Detection ratio 3/44

Analysis date 2012-"1-06 12:13:32 UTC ( 0 muHyT ago )

Pucynox 4.3 — Pe3ynbrar ckanyBanHst VirusTotal HoBoro 3pa3ka Nrgbot maiixke
nopoxHiit (DrWeb: BackDoor.IRC.NgrBot.146, Fortinet: W32/EncPk.CWP!tr,
TrendMicro-HouseCall: TROJ_GEN.RC9H1K6)
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TakuM 4UHOM, BiH POOUTH BUSBICHHS WIKIJJIMBUX MPOTPaM, CTBOPEHUX 3
BUKOPHUCTAHHAM TNOJIMOP(I3My Ha CTOPOHI cepBepa, OUIbII CKIIAJHUM JJIsl Tpa-
JTUIIMHOTO MiX0y HA OCHOBI IIJIIUCY.

Ines momimopdHOro mudpyBaHHS HE € HOBOIO 1 MOJATAE B MOBTOPHOMY
mudpyBaHH] WKIJIMBOTO (aidy Ha cepBepax 3JIOBMUCHUKIB KOXHOTO pa3y, KOJIU
Moro 3amutye 1H(QikoBaHa wmamuHa Oota. PosrisiHemo cxemy mnoiaiMopgHOi
iH(pexkuii (puc. 4.4).

check for
detection

Polymorphic

Generator irnot, put it
generate a new to download
backdoor instance server

commands .
C&C Server io bot htto:/#x.x.x.x/out. exe

Download Server

' !
registering download

User

Pucynok 4.4 — Mogens noiaiMopdizmy Ha CTOPOHI cepBepa

[Ticns 3apakeHHS KOMIT'IOTEp KOPHCTyBauda HaJCUJIa€ peecTpariiiHy iHdop-
Maiito Ha cepep C&C. [Totim cepBep C&C Biamoigae HaOOPOM KOMaHJ JJisl BU-
KOHAHHSI HA KOMI'IOTEP1 )KEPTBH.

HoBuii mMarok WIKIJIMBOTO MPOTPAMHOTO 3a0€3MEUYEHHSI TEeHEPYEThCS
"momriMmopHUM reHepaTopoM", SKU TOBTOPHO MaKye abo MOBTOPHO mH(pye HOro
3a JIONOMOI0I0 BUMAJKOBO 3r€HEpOBaHOro kiwoua. Lleit Meron rapanrtye, uio 3710-
BMHCHE MPOTPaMHE 3a0€3MeYCHHS € YHIKATHHIM, HAIAI0YH HOMY 3HaYHY TIepeBary

- BiH HIKOJIM He OyJe chiiMaHu{ Ta MpoaHaTi30BaHUN JOCIITHUKAMHM IIIKITABHX
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nporpam. lle 3HauHO 30UTBIIIyEe WMOBIPHICTH TOTO, III0O BOHA HE OyJ]ie BUSBIICHA.
3JI0BMUCHUK MOKE€ CKOPUCTATHCS MOIMYJSPHUM AHTUBIPYCHUM MOPOrpaMHUM 3a-
Oe3MeUeHHSIM [IJIi CKaHYBaHHS HOBOCTBOPEHOI KOMIi, 100 MEpEeBIpUTH, IO HE
B110yBa€eThCsl BUsIBJICHHS. He3Baxkarouun Ha Te, 1m0 (aitn moxke OyTH CKaHOBaHUU
3a JOTMIOMOT0I0 OHJIAWHOBUX CITYK0, Takux sik VirusTotal, aBTopu mkianBux mnpo-
rpam, siK MPaBUIO, HE OEPYTh IILOIO MAPIIPYTy, OCKUIBKU 3pa30K Oyje po3nojiie-
HUM cepen AV COiIbHOTH, 11O BeE A0 aHaI3y (airy Ta JoAaBaHHA 10 0a3 TaHUX
BUsiBNIEHHS. [licig Toro, sk KOmis TE€HEPYEThCS 1 MEPEBIPSETHCS SIK HE BUSIBIICHA,
BOHA 30epiraeTbcs Ha cepBepl "3aBaHTakeHHA", a MOCWJIAHHS NEPEAAEThCSA IO-
TEPILIOMY.

JlaBaiite mornsHemMo Ha peanbHuil mpukian. Ilicns BcranoBieHHs Nrgbot

[26] orpumye Big C&C URL, mo6 onoButH cebe.

PASS smart
KCIK N|UA|xPa|Tiwoiag
SSRR liwoiaq 0 0 :liwoiaq
001] NJuA|xPa|Tiwoiaq :us, N|UuA|xPa|liwoiaq!1liwoiaqe{lGC. 131
005 N|uA|xPa|Tliwoiaq
332 N|UA|XPa|liwoiaq #dpi :'up http://146.185.246.27/out. exe
B379EB791038E522EFDAL4A29C7D2BCD -r
b 332 N|UA|XPa|liwoiaq #dpi :!j #%
353 N|UA|XPa|liwoiaq @ #dpi :N|UA|XPa|liwoiaq

SEND #mod smart
SEND #7}

353 N|UA|XPa|liwoiaq @ #mod :N|UA|XPa|liwoiaq

QUIT :rebooting

Pucynox 4.5 — 3B'130k Nrgbot 3 60oToM-cepBepom

[Ticnst mporo 60T 3aBaHTaXye HOBHUI MpuUMipHUK Oexaopy. [licist «oHOBIEH-
Hs» OCKJIOp CTa€ HEBHUIUMMM JJISI CKaHEpiB Ha OCHOBI mignuciB AV. binem toro,
Taki OeKJIOpH 4acTo OJOKYIOTh JOCTYN 10 BeO-calTiB AV, 3YNUHSIOYH JOJATOK

Oe3IeKr KOpHUCTyBaya Bijl 3aBaHTaKEHHsI HOBUX OHOBJICHBb 031 JJaHUX BHSBJICHHS.
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GET_/out.exe HTTP41.1
User-Agent: Mozilla/4.0

Host: 146.185.246.27

HTTP/1.1 200 OK

Server: nginx/1.1.13
Date: Tue, 17 Jul 2012 12:15:48 GMT
Ccontent-Type: application/octet-stream
Content-Length: 126976

Last-Modified: Mon, 16 Jul 2012 15:45:50 GMT

connection: keep-alive

Accept-Ranges:

ytes

Fd¥s ccocoococcocnococoocdocacoococcocoococaocooa.

grogram must be run under win32

Pucynox 4.6 — Onosnenns Nrgbot

SK110 NOPIBHATH 1Ba NOJIMOP(HI €K3EMIUISIPH OJJHOTO 1 TOro K OeKknopa, To

MU TT00aYNMO HACTYITHE 300pakKeHHS:

003E8: 00
003F0: 00
003F8: 00
00400: 55
00408: FO
L00410: 17
00418: ES
00420: 55
00428: 57
[00430: &€&
00438: &0
00440: 00
00448: OF
[00450: E4
00458: 45
00460: B1
00468: ©8
|00470: EB
00478: 80
00480: 00
00488: F8
j[00480: FE
00458: DB
00420: CO
00428: 02
|[004BO: 74
004B8: 80
004C0: EB
004C8: &1
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Pucynok 4.7 — IlopiBHsuaHs koniii NrgBot

Kox i po3mip daitry abcomtotHo pizHi. Lt pi3auns Moxe Oyt J0oCSITHYTA 3a

JO0MOMOTo0 TosiMopdHOro myratopa. Ha pucyHky mokazaHo, IO CTPYKTYpy Ta

pPO3Mip KOy MOKHA 3MIHIOBATH, JOJAI0UX HYJII Ta TOBTOPHO MU pyroun naHi. Sk

HACII0K, MH 0@4MMO CYTTEBI BIIMIHHOCTI y (aiinoBiit cTpykTypi (puc. 4.8).
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PE Sections =

Name Virtual Virtual Size  Raw Size Entropy Sectioin MD5

Address
text 4096 50776 61440 408314 5027fb97a60db04070ddc607ab6141£5
.data 65536 0772 4096 0,0 620f0b67291£7f74151bc5be74507110
1src 77824 100660 102400 5.07721 52e8dc0c72763d83c1c2d7cf75422a40

PE Sections =

Name Virtual Virtual Size Raw Size Entropy Sectioin MDS5

Address
text 4096 17659 17920 447736 18402d3b1eff468b3ff381ba732df8c7
_rdata 24576 8130 8102 3.28484 7407710£75d3232683ba8fe33de827ae
.data 32768 10240 7168 2,55455 59c6173eec2b21c5e6064£7160c12524
SIC 45056 57952 58368 5.54103 1757eaalc0ad64e602cald65%ecac60b
reloc 106496 04208 20992 5,48767 63bbbada7ca3e2a8d356c86b322baale

Pucynok 4.8 — PE crpykrypu n8ox komiit NrgBot (MDS5:
ee66a7139bceb6a4f9cable8d368cd287, MDS5:
fe6364de90e740b2db42094086620418)

Onnak, SIKIIO MU 3allyCTUMO OOMJBA 3pa3Ka B IMICOYHUII 1 TOAUBUMOCS Ha
KOJI, BBEJICHU B CHCTEMHI MPOIIECH, MU M0OAYMMO MaiKe 1IeHTHYH1 JaHl (puc.
4.9).

HesBaxkarouu Ha 3Ha4H1 BIJIMIHHOCTI y BMICTI (paiisiiB, 00uBa 3pa3Ku MatOTh
OJIHAKOBY (DYHKIIIOHAJIBHICTh 1 KOPHUCHE HABAaHTAKCHHS, IO BiJOOpaXKa€EThCS B
HIKIJIMBUX 1H'eKIsAX (puc. 6). SKI0 aHTUBIPYCHI CKaHepH OyJIu 3/aTHI 3alyCKaTu
3pa30K y MICOYHUIII a00 eMYJISITOpI MMiJl Yac CKaHyBaHHS, BOHU HE Oy1yTh OOMaHyTI
noiMOppHUM MHUPPYBAHHSIM 1 HETANHO 3JIOBJISATH HOBOCTBOPEH! KOMIii 3 TOYHUM

CIMEMHUM BEPJIUKTOM.
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13028: 6E 2E 74 €D 70 00 00 00 |n.tmp... & |13028: 6E 2E 74 €D 70 00 00 00 |n.tmp... =
13030: 25 73 €1 75 74 €F 72 75 |%sauteru 13030: 25 73 €1 75 74 €F 72 75 |%sauteru
13038: GE 2E €39 €E €€ 00 00 00 |n.inf... 13038: GE 2E €39 €E €€ 00 00 00 |n.inf...
13040: 3A SC 00 00 25 @3 3A 5C |:\..%c:\ 13040: 3A 5C 00 00 25 @3 3A 5C |:\..%c:\
13048: 00 00 00 00 &7 €4 ©&B 57 |....gdkW 13048: 00 00 00 00 €7 €4 €B 57 |....gdkW
13050: €9 6E €4 €F 77 54 &F 70 |indowTop 13050: €9 6E €4 €F 77 54 &F 70 |indowTop
13058: @C &5 7@ €5 eC 43 &C €1 |levelCla 13058: @C &5 76 €5 eC 43 &C €1 |levelCla
13060: 73 73 00 00 25 30 78 2E |ss..%0x. —, [130€0: 73 73 00 00 25 30 78 2E |ss..%0x. —
13068: &5 78 €5 00 €3 &F €D €D |exe.comm tf|13068: €5 78 €5 00 €3 €F €D &D |exe.comm LJ
13070: €5 6E 74 2D 74 &5 78 74 |ent-text 13070: €5 6E 74 2D 74 €5 78 74 |ent-text
13078: 00 00 00 00 2A &2 @5 €2 |....*beb 13078: 00 00 00 00 2A @2 @5 €2 |....*beb
13080: @F 2E 2A 2F €3 2F @8 ©F |o.*/c/ho 13080: @F 2E 2A 2F €3 2F @8 ©F |o.*/c/ho
13088: €D €5 2F €1 €A €1 78 S5F |me/ajax_ 13088: €D €5 2F €1 €A €1 78 S5F |me/ajax_
13050: 70 &F 73 74 5F &C €5 €€ |post_lif 13050: 70 €F 73 74 5F &C €5 €€ |post_lif
130398: €5 73 74 72 €5 €1 €D SF |estream 130398: €5 73 74 72 €5 €1 €D SF |estream
13020: @3 ©F €D €D €5 ©E 74 00 |comment. 13020: &3 ©F €D €D &5 GE 74 00 |comment.
130A8: &2 &5 €2 €F 20 4C &9 €€ |bebo Lif 130A8: &2 €5 €2 €F 20 4C &9 €¢ |bebo Lif
130B0: €5 73 74 72 €5 €1 €D 00 |estream. 130B0: €5 73 74 72 €5 €1 &D 00 |estream.
130B8: 2A 62 €5 €2 @F Z2E ZA ZF |*bebo.*/ 130B8: 2A 62 €5 €2 @F Z2E ZA ZF |*bebo.*/
130C0: @3 2F 70 72 &F €9 &C |c/prefil 130C0: @3 2F 70 72 @F 66 €9 eC |c/profil
130C8: &5 2F €3 €F €D €D &5 €E |e/commen 130C8: &5 2F €3 €F €D &D &5 €E |e/commen
130D0: 74 S5F 70 €F 73 74 Z2E €A |t_post.j] 130D0: 74 SF 70 €F 73 74 Z2E €A |t_post.j
130D8: 73 @F ©E 00 €2 &5 @2 ©F |son.bebo 130D8: 73 ©F €E 00 €2 &5 @2 ©F |son.bebo
130E0: 20 43 €F €D €D &5 6E 74 | Comment 130E0: 20 43 €F €D eD &5 6E 74 | Comment
130E8: 00 00 00 00 4D &5 73 73 |....Mess 130E8: 00 00 00 00 4D &5 73 73 |....Mess
130F0: €1 &7 €5 00 2A &2 &5 €2 |age.*beb 130F0: €1 &7 €5 00 2A &2 &5 €2 |age.*beb
130F8: @F 2E 2A 2F @D &1 €39 eC |o.*/mail 130F8: @F 2E 2A 2F @D &1 €39 eC |o.*/mail
13100: 2F 4D €1 €9 eC 43 &F &D |/MailCom 13100: 2F 4D €1 €9 eC 43 &F €D |/MailCom
13108: 70 6F 73 €5 2E 6A 73 70 |pese.jsp . [13108: 70 &F 73 €5 2E €A 73 70 |pese.jsp

Pucynox 4.9 — IlopiBHSAHHS 1aMIiB ABOX PI3HUX 1H'ekwii Nrgbot:
alg.exe 248 rwx 00A90000 0004E000.dmp ta
alg.exe 640 rwx 00A90000 0004E000.dmp (319 488 Gaiir)

Onumemo mnpaBwia Yara, Kl JONOMOXYTb JOCHIJIHUKAM HIIKIJJIUBOTO
pPOrpamMHOro 3a0e3rneyeHHsl 1AeHTU(IKYBAaTH 3pa3Ku IWIKIAJIIMBOTO MPOTPAMHOIO
3abe3neuennst Nrgbot / Dorkbot Ha iHbikOBaHI MamHH.

{06 3HalTH yHIKaIbHI PAIKH, SIKI BUKOPHCTOBYIOTHCS IJIS 1eHTU(IKAMi]
iH(ekii, moTpibHo 3poduTn mamm komy Nrgbot. J[amm BBOOWUTHCS B aIpecHUi
MPOCTIip BCIX 3aIyIICHUX MPOIIECiB, 32 BUHSITKOM CHUCTEMH, smss.exe 1 Isass.exe.

Hwxde HaBeaeHO MpuWKIAL TOIIYKY I1H'€KIl, aHAMI3yIO4YH JAECKPUNTOPHU

BipTyanbauX aapec (VAD) Explorer.exe [27].
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kd>

PROCESS 811ffbl0 SessionlId: 0 Cid: 0568
074001c0 ObjectTable: el7362b0 HandleCount:
Imnage: EXPLORER.EXE

Ilprocess 0 1 explorer. exe

DirBase:

442,

Peb: 7££d5000 ParentCid: 0544

Vads 248 Clone 0 Private 1780. Modified 375. Locked 0.

DeviceMap el6cl?bl

Pucynok 4.10 — [Tomyk in'exuiit Nrgbot y Windbg

Kpim Toro,

CKUJAHHS 3JIOBMHCHOTI'O KO.Y,

Explorer.exe, moxxe O0yTu BuKoHaHe 3a fonoMorow PETools.

Token elaf8dd4g

ElapsedTimne 00:34:10.312

UserTine 00:00:00.203

KernelTimne 00:00:01.203

QuotaPoolUsage[PagedPool] 135788

QuotaPoolUsage[NonPagedPool ] 24504

Working Set Sizes (now.min, max) (4152, 50, 345) (16608KE, 200KE, 1380KB)

PeaklWorkingSetSize 4168

VirtualSize 67 Mb

PeakVirtualSize 67 Mb

PageFaul tCount 8227

HemorvPriority BACKGROUND

BasePriority 8

CommitCharge 2424
kd> lvad 8118530
81182a70 ( 3) 1£30 1£30 0 Happed READWRITE
811dd758 ( 5) 1£40 1£40 0 Mapped READWRITE
ffbc9148 ( 6) 1£50 1£f5f 16 Private READWRITE
812acab8 ( 4) 1f60 1f60 1 Private EXECUTE_READWRITE
811dfdeld { 6) 1£70 1£71 0 Mapped READONLY
8118ed88 ( §) 1£80 1£80 0 Happed READONLY
f£b95530 ( 7) 1£90 1£9f 16 Private READWRITE
ffbal3cD { 8) 1fal lfaf 16 Private READWRITE
81191288 ( 9) 1fb0 1fbl 2 Private READWRITE
, 0103 1f0 1ff 16 Privats READNRITE
811c6078 ( 6) 1£d0 201d 78 Private EXECUTE_READWRITE l
[BIZbIses 1 7J 2020 Z05T 15 Private READWRIIE
f£b97b70 ( 8) 2060 2077 24 Private READWRITE
812abl20 { 9) 2080 2080 1 Private READWRITE
kd> dc 1£d0%*1000 LSO
01£d0000 00905a4d 00000003 00000004 OOOQOffff \MZ..............
01£40010 0QO000O0O0bS 0OOOOOQOO OOOQOOOQ40 OQOOQOOOQOO ) ........ @.......
01£4d0020 00000000 OOOQOOOQOO OOOQOOOQOO QOOQOOOQOO ) ................
01£40030 00000000 OQOOQOOOQOO OOOQOOOQOO OQOOQOOQe8 | ................
01£fd0040 Oebalfle cd09b400 4c01b821 685421cd | ... ... .. I..L.!Th
01£d0050 70207369 72676f72 63206d61 6f6ebebl | i=s program canno
01£d0060 65622074 62757220 20626920 20534f44 |t be run in DOS
01£d0070 65646f6d DaldO0d2e 00000024 00000000 |mode....$.......
01£d0080 8963877e daldebtl3a daldetla daldebla |~.c.:...:...:...
01£d0090 da09£9d2 daldet38 dal3fab9 daldebt3b B - S
01£fd00ald da60201d daldet39 da?6201d daldeb2f R R +
01£fd00b0 dalcebt3a daldetfl da89b424 daldeb04 | :. ... ... S,
01£fd00c0 da9cb424 daldeb3b 68636952 daldeb3a |$...; ... Rich
01£d00d0 00000000 OOOQOOOQOO OOOQOOOQOO OQOOQOOOQOO ) ................
01£fd00e0 00000000 OQOOQOOOQOO OOOQOD4550 0004014c | ..... ... FE..L
01£fd00f0 4dd47cdl 00000000 0QOOQOOOODO 010200e0 | M. ...........
01£d0100 0009010b 00010000 0O003c600 0QOOOOOQOO ) ................
01£fd0110 00010920 00001000 00011000 O1fdOOOO | ...............
01£40120 00001000 0OOOO200 0QOOOOOQOS QOOQOOOQOO ) ... ... ... .......

BKJIQJICHOIO B IIpoLcC
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ZA PE Tools v1.5 Xmas Edition ~ by NEOx/[uinC], http://www.tineau/ o ] 3]
Fite Tools Plugins: Options Help

Q| EZ=|E| 0

Path PID Image Base  Image Size ;]
[Fc:\program Files\vmware\vmware toolsivmacthlp.exe 00000354 00400000 0006F000
[3 c:iwindows\system32isvchost.exe 00000370 01000000 00006000
i A\windowssystem32\svchost.exe 00000384 01000000 00006000
c:\windows!system32\svchost.exe 00000420 01000000 00006000
Ec HAwindows\system32isvchost,.exe 00000458 01000000 00006000
[ﬁ c:iwindows\system32isvchost.exe 00000560 01000000 00006000
-_'J c:\windowsiexplorer .exe 00000568 01000000 000FFO00
m c:\program filesymw 0011000
g citprogram filestvrne [ address Size Protect State: Type | joo11000 ~
(@ - indonA ook | 01FB0000 00001000 READ ONLY COMMIT MAPPED oaneann
Path 01F81000  OODOFOOD MO ACCESS FREE NOME age Size Al
W c\windowstexplorer | DIF90000  DO010000  READ/WRITE COMMIT PRIVATE 00FFO00
) citviridowsisystema 01FADOOD 00010000  READ/WRITE COMMIT PRIVATE — R
01FBO000 00002000  READ/WRITE COMMIT PRIVATE
Slciiwindows\system3 | 02000 00ODEODD  NO ACCESS FREE NONE 00F8000
Heriwindowsisystem3 | g A 00AC000
%) c:\windowssystem3 E READJWRITE 0092000
) criwindows\systems NONE 0011000
7 : 02020000 00031000  MNOME RESERYE PRIVATE
Bciwindows\system3 | (oncinnn 00001000 READ/WRITE | PAGE GUARD  COMMIT PRIVATE 00FDOO0
Ljﬂc:‘swinclowsﬁtsvstem3 02052000  DOOOEOOD  READ/WRITE COMMIT PRIVATE  v| [0049000
&) ciwindowstsystem3 | <] _’I_J 0091000
Y c:iwindowslsystem3 g o foformations 10055000
%—9 ci\windows\system S Ly ee [TotFooooo  siee [ oooeeooo | | Dump || Refresh || close || PREPO0
é) c:iwindows!system3 0076000
[ - VusiimAniet c ek A, TaTal=1=Tulalx] ;‘
Processes loaded: 22 SOFEICE is not loaded Y/

Pucynok 4.11 — CtBopenns nammna Nrgbot 3 inctpymentamu PE.

[Ipuknan 3Banuia MIKiAJIMBOTO KOy MOKa3aHo Ha puc. 4.12.

(rs t= us) dlds http:// rehooting [Loginl: %s [DNS1: Blocked %d doma
in{(s)> — Redirected %d domaind{(s> [Speed]: Estimated upload speed %d KB/s S
of tvare\Microsof t\Windows\CurrentUersion\Run Z2s :Zone.ldenti
f ier Jundhq% running IPC_Check wininet.dll secur3
2 .d11 W s 32 .d11 shellNopenncommand= shell\explore\comm
and= icon=shell32.d11l,7J3 useautoplay=1 action=0Open folder to view fi
lesF§ shellexecute= [autorun1F¥ .1nk Zwindirz\system32\cmd.exe &~
windirz”Z\explorer.exe “Z%Zcdzzxzs /c "start %xcdZZRECYCLER\“s RECYCLER “e

Pucynok 4.12 — Dump_01FD0000 _0004E000.dmp ¢parment in'exuii

Jlamm ckaHy€eThCsl O€3KOITOBHUM OHJIaliH-cKanepoM VirusTotal.
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2

SHA256:

total

a%948bce5101ce65879341f5f4dd38b179f1f6c2466dab1e236a4d3bfchcc2c39

File name: Dump_01FD0000_0004E000.dmp

Detection ratio: 17 /43

Analysis date: 2012-11-05 10:30:27 UTC ( 0 munyT ago )

Pucynok 4.13 — Pe3ynbratu ckanyBanss Nrgbot (Microsoft:
Worm:Win32/Dorkbot.A, Norman:W32/Dorkbot.U, Sophos: W32/Dorkbot-L)

Pe3ynbTaTu ckaHyBaHHS MOKa3ylOTh, 0 OUIBIIICTh AHTUBIPYCHUX MpOrpam
HE MOXYyTh BuUsABHUTH Nrgbot y mnam'sati. J{ns chopolieHHs Mpolecy MOLIYyKY
YHIKaJIbHUX PSIAKIB AaMIla, Kl Oy1yTh BUKOPUCTOBYBATHUCS ISl CTBOPEHHS MPABUII
Yara, Mu OynemMo BUKOPHCTOBYBAaTH YTWUIITY String. Hikue HaBeneHO pparMeHT

psuikis "Dump_013E0000 0004E000.dmp":

virusbuster.nprotect. athanisqueer.com
gdatasoftware. ngrBot

virus. hotshows101.com
precisesecurity. ngrBot

lavasoft. 77.79.7.246
heck.tc ngrBot

emsisoft. #ngr
onlinemalwarescanner. ngrbot
onecare.live. b0ss.edu
f-secure. ""Z

bullguard. nl.1.0.0

clamav. 3698d30a
pandasecurity. CnrBgXhcGileOrwW
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sophos.

malwarebytes.

sunbeltsoftware.

norton.
norman.
mcafee.
symantec
comodo.
avast.
avira.

avg.
bitdefender.
eset.
kaspersky.
trendmicro.
iseclab.
virscan.
garyshood.

viruschief.

die

msn.set
msn.int
http.set
http.int
http.inj

mod

mdns

stats

speed

logins

sl
ipconfig.exe
verclsid.exe
regedit.exe
rundll32.exe
cmd.exe
regsvr32.exe

pidgin.exe

@parMeHT MNOpeACTaBisie Ha3BU 1HTEPHET-PECYPCIB,

320JJOKOBAaHUX aH-

TUBIPYCHOIO MPOTrPaMoI0, a TAKOXK yHiIKalIbHUI Mapkep "ngrBot". BukopucroByio-

yu psagku "Dump 013E0000 0004E000.dmp", ctBopimo mpaBuiio Yara (puc.

4.14).
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rule WormDorkbot
{

strings:

. $a1="facebook" nocase
$a2 = "twitter" nocase
$a3 = "symantec” nocase
$ad = "threatexpert” nocase
$ab = "vkontakte" nocase
$ab = "youtube" nocase
$a7 = "admin” nocase
$a8 = "letitbit" nocase
$a9 = "lavasoft” nocase

$b = "ngrBot"

:condition:
(all of ($2*) ) or ($al1 and $a2 and $a3 and $a4 and $b)

Pucynok 4.14 — Yara npasuno s Nrgbot

Y nmpaBwii Bumie MH TepeBipsemMo Bci psaku B $al-$a9 abo Tibku
"facebook", "twitter", "symantec", "threatexpert" 31 cTaHmapTHHUM MapKepoOM
n n " " o

ngrBot". fIx Bu moxete 6auuTH, panok "ngrBot" BukitoyaeThcs 3 mepiioi yacTu-
HHU Hamoro crany. Lle mos's3ano 13 3paskamu 6e3 nmianucy "ngrBot" B gamrmi.

BukopucrtoByroun cTBOpeHe IpaBuiio, ckanyemo mnpouec Explore.exe PID.

Komanpa nns ckanyBanHs npoiiecy Explore.exe Taka:

Yara.exe Yara.txt 1544> YaraResult

4.5. Meroa mNmOmYKYy KPHUINTONPHUMITUBIB B TPOSAHCbKUX MporpaMax-

muppyBaJIbHUKAX

HesBaxkarouu Ha Te, 1110 MU CHOCTEPIlIAIA NIEpeXi] Bl KPUNTO-3AUPHUIITBA
JI0 KpUNTOJA00YBaHHS - HOBOI IEPCIEKTUBHOI 00J1acTi, M00 3apoOUTH MIUTBHOHH
nonapiB CIILIA [28] - obransitoun, Hanpukia, BumoraMmu WannaCry 3a KUIBKICTIO
iHpekmin [29], me paHO TOBOPUTH TIPO BUMHUPAHHSA IMHUQPPYBATHHUKIB.
CyberSecurity Ventures nependavanu, mo g0 2019 poky rioGanbHI BTpaTH Bif
mdpyBanbHUKiB miepeBunnye $11,5 mupa. [30]. HaBmaku, KpunToBaltOTHUIN
aX10TaXK JIOTIOMarae 3JIOYMHIISIM Iiie Oiubie 30aradyBatuch [31].
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VY ciuni 2018 poky HOBe CiMEMCTBO MMU(PYBaIbHUKIB, SIKI MPAIIOIOTH IO
mozeni ludpysanbauk-sk-Cepsic (Ransomware-as-a-Service — RaaS) GandCrab
(mexpunrop 1js mepioi Bepcii qocTtynHui [32]) moka3zaB HeCHOMIBAaHUN MiTHOM
Ha nouatky 2018 poxka [33] i1 3aTbMapuB Bimomux rpasiuiB RaaS 3 2016 1 2017:
Cerber, Locky 1 Spora [29]. Hpyry [34] 1 TpeTio [35] Bepcito mudpyBabHUKIB
GandCrab Bxe Oyno BumyieHo B TpaBHl 2018 poky 11t IPOIOBKEHHS TPU B KIT-
MHUIIY 3 JOCJTIAHUKAMU O€3IMEKU.

VY 3B'3Ky 3 IUM, 3alIUTaHHS OUTBIIOCTI )KEPTB MIU(PPYBAIbHUKIB, SIK IPaBU-
7o, ue: «Yu moxkHa posmudpyBatd moi ¢ainu 06e3 cratu Bukymy?» Illo0
BIJIMOBICTH Ha HBOTO, MO-TEpIle, HEOOXIAHO 3'ACyBaTH, SIK MHUPPYIOThCs (daiau
KOpPUCTyBaua 4u opraisaiii. 30Kkpema:

1. Sxuit mmdp BUKOPUCTOBYBABCS 1] YaC aTaKu?
2. Sk BurpamHuK cTBOpIOE Kitou (M) mudpyBaHHd i e 30epirae ix st Maii-

OyTHBOTO pPO3MHU(PPYyBaAHHS?

3. I, mapemri, 41 MOKHa OTpUMAaTH a00 CTBOPUTH KJIOY JAemH(ppyBaHHS a0bo

CTBOPUTH IHCTPYMEHT AemudpyBaHHs?

Came TyT BCTymae B Jif0 KpunToaHati3 mm@pyBanbHuka. Ha >xamb, Takuii
aHai3 BUMarae py4Hoi poOoTH ¢axiBiid, 0 BOJOAIE ceUpIYHUMUA HaBUYKaAMHU
3BOPOTHOTO MPOEKTYBaHHs (reverse engineering), 1 Mo>ke TPUBATH HEBU3HAYCHUN
gac [36]. [lns Toro, mo6 JTOMOMOITH AOCHIIHAKAM KpUnTorpadii, MammHHE HaB-
YaHHS MOJKE CTaTH B HATrO/Il.

3araapHOMPUIHITHI CUTHATYPHUHN MIJIX1] HE MOXKE BUSIBUTHU JKOPCTKO 3aKO-
noBaHl mMdppH, ki He BUKOPUCTOBYIOTH Crypto APl abo KpUNTOKOHCTAaHTH.
Hampuknan, RC4 He BUKOpUCTOBYE (KPUNTO) KOHCTAHTH 1, OTXKE, IIMUPOKO BUKO-
PUCTOBY€ETHCS aBTOPAMU HIKITUBUX MPOTPaM.

B excnepumenti 6yno Bukopuctano Krypto ANALyzer (KANAL) mist iH-
ctpymenty PEiD [37] Ta 3aransHomocTymHI npaBuia Yara [38, 39, 40] nnsa BusiBs-

JICHHS KPUNITOTIPUMITHBIB.
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Tabnuis 4.2 — BusiBneHHst Kpunto-npumMiTuBiB y ¢aiinax PE ta nammin
nam'siTi BUKYTHUKIB 3 BUkopuctanHsaM npasui PEiID Ta Yara

CimeTpuyHui Jlxepeno Curnarypuuii gerekt (Yara, KANAL
L mmdp JaHUX PEiD)
PE file Llst of primes, Big numbers, CryptGenKey
mmport
Globelmposter AES-256-CBC; i i i
p RC4, 16-byte key Memory Llst of primes, Big numbers, CryptGenKey
Jum import, Rijndael AES CHAR,
p Rijndael AES LONG
PE file N/A
TeslaCrypt AES-256-CBC
oP Memory CryptGenKey import, Big numbers
dump
Salsa20. 32.b PE file N/A
MoneroPay kz Sas -oyte M
y emory N/A
dump

Tabnus 4.2 MICTUTD pe3ybTaTy BUSIBJICHHS KpuntonpumituiB y PE daii-
nax mudpyBadbHUKA 1 JamIiax nam'sti. OTpuMaHi JeTEKTH MTOKa3yIOTh, IO TIILKH
B oanomy Bunagky KANAL mnpaBunbHo BusiBuB AES y mumdpyBanbHUKY
Globelmposter. InmmMu cioBaMu, BUSBJICHHS Ha OCHOBI IMIANHUCY HE MOXE
po3risaaTucs sk HaAliiHuM crnoci® ineHTudiKamii KOpCTKO 3aK0I0BaHUX IHUQPIB
y mupyBaIbHUKAX.

3anponoHoBaHuM croci0 nependayae CTBOPEHHsI MoAenl Kiacudikarlii, ska
CIOKUBAE MPUKIIAIU KOAY MHU(PY, a MOTIM HAMAaraeThCsl 3HaTH BioMi (pparMeH-
TH KOAY B MU(pyBaTbHUKAX.

MeTton BUSIBICHHS! KpUTITOTPUMITHBIB BKJIIOYA€ HACTYITHE:

1. [linroToBKa KOJOBUX IIAOJOHIB MIHU(PIB, TMPEICTABICHUX B
Assembler - 6i6mioTerIi 3pa3KiB.

2. Buxinnuii koq C / C ++ 3aBaHTaXy€eTbCS 1 KOMIIUTIOETHCS 3 BUKOPH-
CTaHHSM PI3HUX MMapaMeTpiB KOMIMIJIAIII, TaKUX sIK yMoBa BUKIHKY: cdecl, stdcall,
fastcall; i onTumizaris TeHeparlii Koay: 3a po3MipoM, MPOIYyKTUBHICTIO, abo 6e3
HUX, 100 OTpUMAaTd OiNbIIYy PI3HOMAHITHICTH MIA0NIOHIB KOoay Assembler mms
po3mizHaBaHHs gaHoro mmdpa. B mogatok. [lapamerp Security Check (/ GS) Bu-

MKHEHO JUIsl YCYHEHHS HaUTUIIIKOBOTO KOy, TogaHoro kommiisitopom VC.
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3. Hopwmamnizariist kony.

4, 3aMiHa IMEH pEricTpiB MPOLIECOPY Ta aJapec Mmam sTi, Kl 3aJIeKaTh BiJl
KOHKPETHOTO KoMmiuisitopa Ta cTpykTypu PE-daiiny mabronamu mist yHidikaiii
kony Assembler. Hampukian, Toil ke anroput™, CKIAJEHUNA JBOMA PI3SHUMHU
KOMMUISTOPAaMHU 3 OJJHAaKOBMMHM IapaMeTpaMH reHepalii Kojay, MOKE€ BHUKOPHUCTO-
ByBatH pi3Hi perictpu L{I1 1 anpecu nist BUKIUKIB PYyHKIIH 1 30€peKeHHS 3MIHHHX.
Tomy, mepi Hi’k TOPIBHIOBATH JiBa aCeMOJIEPHUX CITUCKU, HEOOX1THO 3aMIHUTH BCl
IMEHa PeeCcTpy Ta aApecH, a TaKOXK BUJIATUTH KOMEHTAp1 Ta BIAMOBIAHI PO3/LIbHU-
Ku. B 1HIIOMY BUMaKy 3HaueHHs BiJcTaHl JIeBeHTeliHa OyAe OUIbIINM.

3. Jlokanizamis 1maba0Hy KPUITOKOIY B HOPMali30BaHOMY KO/1, SAKUN
BiAMOBi1a€ BUKOpHUCTaHHIO 010mi0oTexkn Google Match.

6. Otpumanns  BektopiB  diffs 3  BHUKOpPUCTaHHAM  AJITOPUTMY
po3knaganHs Myer [41] mix komom mabioHy Ta (parMeHTaMH BiAMOBIIHOTO
KOJIy B BUMOTaXx JI0 BUTIPOOYBaHHSI.

7. Pospaxynok Biacrtani JleBenmreitna [42] mns BektopiB diffs, mio
BijloOpaka€ MiHIMAJIbHUM KIJBKICTh BCTaBJICHHX, BHJAJICHHMX a00 3aMIHCHHX
CUMBOJIIB, 100 3MIHUTH IA0JIOH Y BiAMOBIIHUIA KOJT y BUMOTaX.

dopmMastbHO I ABOX psAnKiB S1 1 S2 MOBXKMHM N 1 M BIAMOBIIHO BiJICTaHb
JleBeHmTeitHa MOXHA PO3PaxyBaTH, BUKOPUCTOBYIOUN HACTYIIHY (DOPMYITy TTOBTO-
PEHHS:

D(n,m)=0,xomui=0,j=0;

D(n, m)=1i,komu i >0, =0;

D(n,m)=j,komui=0,;> 0;

D(n, m) = min( D(ij-1), D(i-1, j), D(-1, j-1) + 1§ 4[i] #
S LD, xomi>0,;>0,

nei€{01,..,n},j€{0,1,...,m}.

Axmo 3HaueHHs BijacTaHl JleBeHIITeHa HUXKYE 3aJaHOTO TMOPOTY, JBa
(dbparMeHTu KOAy MO>KHA PO3TJSJATU SK IMOB'SI3aH1 3 TUM K€ KPUIITOINPUMITUBOM.

VY 1upoMy BUMNAJKy MOXKHA 3pOOUTH MPUITYLIEHHS, 110 JaHUM MUGPyBaIbHUK BU-

203



KOpPUCTOBY€E MHUQP, N0 SKOTO HANECKUTH 11a0soH. [lopir Moxe OyTu OTpUMaHUA
EKCIEPUMEHTAILHUM IIUIIXOM a00 BKa3aHHUI aHATITUKOM 3JI0BMUCHHX MPOTPaAM.
8. Po3mizHaHul KpUNTONPUMITUB J0JA€ThCS A0 O10710TEKH 3pa3KiB, sika Oyje

BUKOpHCTaHA Mi3HIIIE A1 11eHTH(IKaIl TOTo X caMmoro mudpy.

4.6. BucHoBku 10 po3ainy 4

HaykoBa HOBHM3Ha MoJiirae y CTBOPEHHI METOJIB BHUSBJICHHS KiOep3arpos,
SIK1 37aTHI HABYATHCS Ha BEIMKHUX JIaHUX, 3 METOIO BHUABIICHHS KiOepaTak, sSiKi MO-
KyTh OyTH peanizoBaHl y BUIJIAI [HTEpHET MOCUIAHHAX, MOTIMOPPHUX MIKIAJIH-
Bux nporpamax (polymorphic malware), Ta TpPOSHCBKHX Mporpamax-
muQpyBaTbHAKAX, IO 3aiiMAIOTHCS 3UPHHUIITBOM:

1) MeTtoa aTpuOyTHO-OPIEHTOBAHOTO BII3HAHHS [HTEPHET MOCUIIAHb 3 BUKO-
PUCTAHHSIM 4YaCTOTHUX IIAa0JOHIB, IO MOX€ MPOBECTH OIIHKY aTpUOYTIB Ta
BIJIPI3HUTHU JOOPOSKICHI, (DIIMHT, Ta MIKIAJINBI TOCUTIAHHS.

2) Meton aeTekTyBaHHS MOMIMOP(HUX MIKIATUBUX MPOTPam, IO J03BOJIIE
BUSIBJISITU TOJIMOP(HI MIKIJIMBI MPOrpaMu 3a JomoMororo aHamizy xemiB PE
CEKIIIH Ta MOIIYyKY CXOXKHUX CEeKIIii y 0i0mioremni mkigmuBoro koay. [licns miarBep-
okeHHs netektyBaHHs PE (aiina, HOBI xemni ceKIlii 1oAat0Thes 10 010T10TEKH.

3) Meton momyKy KpPUNTONPUMITUBIB B TPOSHCHKUX Iporpamax-
muppyBATbHUKAX. 3aBASKH [bOMY METONY, MOKIIMBO BIJIMOBICTH SIKI alTOPUTMHU
mudpyBaHHS BUKOPUCTOBYBAB 3AMPHUK, Ta Y MOXJIUBO AemudpyBatu 3amud-
poBaHi ¢aiiu KOpuCcTyBaya 4 OpraHizalfii.

PesynpTaTi po3ninry nogani y poborax [8, 9, 29].
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PO3JILI 5
XMAPHU CEPBIC ML-AHAJII3Y BEJIMKAX JIAHAX

[IponoHyeThCcs XMapHUU CEpBIC [Jis BUSBICHHS KiOepaTak Ha OCHOBI
aHalli3y BEJIWKUX JIaHUX, SKUM BKIIOYa€e TpU OCHOBHUX KoMmoHeHTH: 1) Cepsep,
KepylOUMil TMOTOKOM BXIJHHUX 1 BHUXIJHMX JaHUX Mpo KibepeaTaku. 2)
MynbTUCKaHep 3 MPEnpolecopoM sl cTaTUyHOro ananizy. 3) Ilicoununs
(Sandbox), sika npegHa3aH4YeHa JUisl aBTOMATU30BAHOT0 3aITyCKY LIKIJIMBOTO KOAY

3 METOIO0 IPOBEJICHHS TUHAMIYHOTO aHaJi3y.

5.1. ApxiTeKTypa XMapHOIro cepBicy

[licouHunst — PO CUCTEMH aHali3y, MpU3HAYCHE JJII AUHAMIYHOTO aHaJi3y
3pa3KiB B 130JIbOBAHOMY CEPETOBHILII.

Merta — 3amyck HeBusBIeHUX Multiscanner 3pa3kiB 1 30ip iHpopMaIlii mpo ix
AKTHUBHOCTI.

[Ticoununst nmobynoBaHa Ha TexHosiorli VMWare ansg 3amycky JIeKiUIbKOX
exzeMiuisipiB Windows XP SP2. KoxeH ek3eMIuisip BKJIOYae B cede HACTYyIHI
Moyl aHamizy: Dumper — 30epirae mamMmyd HOBHX MPOIIECIB B CUCTEMI 1 JaMIIu
npoiieciB B mporecax (puc. 5.1, 5.2).

Jns peamizauii cepBicy Oyna cTBOpeHa 1H(pacTpyKTypa Ha OCHOBI

runepuzopa VMWare ESXi (puc. 5.3).
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Malware Analysis System

Malware Flow i

Tools:

- Database

- VirusTotal - WinCheck Parser
- Yara ( + script) - Links Parser
-WEB - Files Parser

- String Extrator - Ssdeep Hasher
- Management scripts

- ProcMon Parser

MAS

information i

+_+

—

- Multiscanner script
- AV ( KAV / VIPRE / Emsisoft)

Tools:
- dumper
. - Sniffer
Tools:
! - URL extractor
PE Info Tool - WinCheck

i -Images
- Management script
- Family Detector - ProcMon
- Downloader - Launch filter
os:
WinXP SP2

- NewFileScanner

(EXE/DLL/URL/HTML/PDF/PPT/PPS)

Time Out >= 4 min

Pucynok 5.1 — OCHOBHI KOMIIOHEHTH XMapHOT'O CEPBICY

"l ur_table ¥ CT—— D =B 9 ]l
] procmon_files_table ¥ i - _table ~input_table ¥ | virustotal_table ¥
id INT(11) id INT(11)
id INT(11) & mds_id INT(11) I e idINT{L)
> mds_id INT(11) T o mds_dINT(1Y) 2 mds VARGHAR(32) > mds_id INT(11)
. > ly VARCHAR (45 >
> fepath VARGHAR(255) . anomaly ( )’ shal VARCHAR(40) > state ENUM(...)
> filesize INT(10) | | ©sha2s6 VARCHAR(64) > scandate DATETIME
> T— ¥ > date DATETIME > positve TINVINT(3)
! ! > type VARCHAR(32)
) - n > total TINVINT(3)
:T - - : —J children_table : > drop ENUM(YES', NO) S
‘ 1 id INT(11] ‘
| lyara_@ble v _( ) | > B
I id INT(11) | |OmdSidINT(1Y) | 5
| |omdsidmTy : > child_mds VARCHAR(32) | | ¢ 1
: 2 yara_rule VARCHAR(45) | > | : : == _I
| » | ¥ | | *
| ¥ l___1 | Fr———d I
e sk iatan: 1 o : ] av_detects_table ¥
| | HH1% . id INT(11]
| I I 1 [Z)pm_maintble ¥ | | o
| | . idINT?ll) h o
CCCECOET _ 1 ) || & Kaspersky VARCHAR (60)
(R > mds JdINT(L1) I onops2 VARCHAR (60)
|
| | | | | 2 proc_name VARCHAR(255)
I TR I B | 5 || Omeafes varGHAR(s0)
» T [ S S M I : > Symantec VARCHAR (50)
_l strings1_table ¥ 0 9 ¢ ¢ ¢ ) | | ©vRe varcHAR(s0)
id INT(11) ' ] pe_table v/ || < Emsisoft VARCHAR(60)
< mds_id INT(11) - id INT(11) : L
7 string VARCHAR(255) : ©mds_id INT(11) I . - _ Ry
N | > Platform ENUM(...) Db ————————— J ] procmon_registry_table ¥
L O PE Fle ENUM(...) idINT(11)
] strings2_table ¥ > Signature ENUM(...) 2 mds_d INT(1)
id INTC19) > Company Name VARCHAR(255) = T TG Okey VARGHAR(25S)
> mds, id INT(LD) 1 > Size INT(11) > name VARCHAR (255)
’ string VARGHAR(255) ! 7 Entropy FLOAT 7 value TEXT
> | —0H © packed ENUM(..) > |
. 4 > Section number TINVINT(4) ~ HO= —= — — — —
verdic v
2 Exports TEXT : j ts_table
> CertDB VARCHAR (255) I idINT(11)
. — e — — <€ O mdS5_id INT(11)
‘ > verdict VARCHAR(30)

>

Pucynok 5.2 — Database Architecture
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VmWare ESX

e
@Raidvglgl;IOGB
D)
(i

v v
|3006B sAs2| (30068 sas2| [300B sAs2|

MAS Hardware
Server

BD Buffer

FreeBSD ) |
aid1 300GB Raid1 600GB Raid5 300GB

i 2 i i 3 i i 4 i
300GB 300GB 600GB 600GB 300GB 300GB
SAS2 SAS2 SAS2 SAS2 SAS2 SAS2

8 instances
Raid5 600GB

£

+4SB
instances

y v y
300GB SAS2| [300GB SAs2| [3006B sAs2|

8 instances

Raid5 600GB

7) +4 SB
<

instances
|

y * y
30068 SAS2| [3006B sAs2| [3006B sas2

Storage

H Raid5 16 TB
@
SAS2 m
v

y A A
[418 saTAn| [47B saTAn | (478 SATAI | [4TB SATA | [418 Sl:TAJII

@ -2 GB RAM Map:

e -512 MB RAM on
each instance
total on 24

instances - 12GB 2455

. - on each Raid we try
-114 GB RAM for BD to launch 12 instances
and reserved for
new SB instances

Reserved HDD

Pucynok 5.3 — Indpactpykrypa VM Ware ESXi

5.2. ®ynkuioHaJabHAa MOJe/b cepBicy

CepBep BUPIIIY€ HACTYIHI 3aBJIaHHS:

— 3aBaHTa)KEHHS BX1JHOTO MOTOKY B 3arayibHy manky Globallnput;

— miarpuMka 0a3W  JaHUX 3pasKiB,

OT(LILTPOBKA AyOIIKATIB;

3aBaHTaxeHnx B Globallnput,

1

— 30epiranHs 3paskiB B GlobalOutput, 3aBaHTa)»x€HUX MICIS MOMEPEIHBOL

00po0OKH;

— 3aBaHTAaXCHHAA 3p33KiB 3 IIaIIOK:

GlobalOutput \ win32 \ {dll, exe, drv, pe32} \ {Suspicious, Unknown}

into Input of Sandbox.

Po3zibpatu Output Sandbox 1 oHoBUTH 0a3y TaHUX 1O 0OPOOIECHUM 3pa3KaMm:

— 301p 1Hdopmarrii 3 Links.txt;

— 301p 1Hdopmarrii 3 File.txt;

—301p MDS5 BiIKMHYTHX / 3aBaHTa)KEHUX 3Pa3KIiB;

— 301p 1Hdopmarrii 3 wincheck.txt;

— 3amyck StringExtractor.exe 1 30epexXeHHsI psifKa, BUTSATHYTOI 3 JaMIiia, B

CXOBHIIIC;
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— 30epeXeHHs] BUSIBJIEHb, OTPUMAHUX MIcas CKaHyBaHHS Ha VirusTotal, B
b/I;

— 30epiratu crpamoBany npaswia Yara B bBJI.

30epirati CKpiHIIOTH, SIKIIO BOHU JOCTYIHI Jjisi 30epiraHHs. AHaji30BaH1
3pa3ku 30€epiraroThCs MpU HEOOX1THOCTI.

Po36ip micouynumi. 30ip Bcix dainiB 3 kartaiory «filesy 1 BiampaBka B
MultiScanner a6o nonepeaHss oOpoOka. YcTaHoBKa 0a3u JaHUX JJisl IOBTOPHOTO
BI/INPABJICHHS 3pa3KiB HA 0OPOOKY.

3amyck BeO-cepBepa.

Malware : v e
: v ® D H
Analysis : o
WEB g . g
Service Lol ; WinCheck I &
System (reports) IR Database 4-@ Parser ©

i 4 :
H : String

® : A : Extractor [ "%

-Dropped Files | | g} : :

PP Verdict < : : : :

- Log size limit = 70MB Subsystem : ey @ “Linke txt" :

: : : § e :

@ - File from dirs: % : : : > Parser :
2win32.*Suspicious 2 : : : : :
win32.*Unknown @ : p i
win32.*Detections i1 | ARSI : : : P;‘;irs‘";“ @ FF'.':I_SS-;’;‘ R

- Skip duplicates and H : :

regisration new ' \A : H A H H

samples ' - - : i : P :

- File from dirs: X smpbc;runﬁg?‘es - @ VirusTotal [«f----- i
“win32.*Suspicious ! : e : :
2win32.*Unknown . : : H : :

- Ssdeep hashes for ' : : : e B :

files: ' : : : : :
win32.*Suspicious .« : : Ssdeep EPen :;::r g :
~win32.*Unknown ' : seveeeeeni. ppipolimorphic ® :

@ - VT verdicts for files: | : : : cheker - :

dropped/downloaded : : :

original malware : : :

- New dropped/ : : Local DB <

downloaded files . DreProc : | SandBox SandBox

- HTTP request: ' Output : Input Output

GET/POST/HEAD

@ -Names of anomalies 77 “ """ R @ """"""" P
® - Names of Yara rules : :

Pucynok 5.4 — Data flow model of MAS server

MynbTUCKaHEp BUPILIYE HACTYIHI 3aBJaHHA.

[Ipenponecunr. Otpumanus 3 nanku Globallnput Ha ¢aiinoBomy cepsepi
3paskiB, 00poOKa iX 1 pO3MIIIEHHS PE3yIbTaTy B JOKaJIbHOMY KaTaso3i «OQutputy.

[TepeBipka mokampHOTO «Outputy KAV, ctBopenns manku «Detected» B
OJIHIH TarIIi 1 mMepeMileHHs Ty BCiX BUSABICHUX (paililiB, HAPUKIIAT;

Output \ win32 \ exe \ detected
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Output \ win32 \ dll \ detected

[Tepemimenns B nokanbHy nanky OUTPUT B katanor ¢aitnoBoro cepsepa

GlobalOutput.

306ip iHpopmaIlii npo cemiiax, oOpodOka 1 3anuc B 0azy nanux Ha Fileserver.

System Pre(l;r:tl::fzs)ing Multiscanner Downloader Family Detector
AT A : 1 T A
File size limit = 2MB : f I b : :
- File size limit = e
@ I @ [ I @ @ I
-PE/polymorph | T _ _ _ _ : - -
information I 1 Lo L : |
T P N
@ - Detects | [ ]
1 | - - - -
@ - Verdicts | | @ ! |
o : vy ~®- - -
@ - Files with links Local Toca l | \
Input Output I |
® - EXE/PDF vy ! I
y |
@ - URL/MDS/Status A + MAS
PreProc PreProc SandBox storage
Map: Input Output Input Flow Storage

Files Database

............. Database

Pucynok 5.5 — Data flow model of multiscanner
5.3. Pe3syabratn gerexkryBanHsi URL-agpec 3 BHKOpUCTaAHHSAM
YacTOTHHUX IA0JIOHIB
B pesynbrati podotu anroputmiB FP-Tree 1 FP-Growth Oynu otpumani
YaCTOTHI JIepeBa 1 110 BUIUIMBAIOTh 3 HUX YaCTOTHI IMa0ia0HU. Po3rissHeMo Kiabka
MPUKJIAJIIB HA PI3HUX HaOopax [HTepHeT nmocusiaHb.
1) YacToTHi gepeBa 1 MmIaOIOHU Jyisi O€3714Yl YUCTUX MOCUJIAHb, WLIO

MICTATH OUTBIIIE OJHOIO €JIEMEHTA:

United States

4451
J l L
\ 2 R
text/html text/html; charset=utf-8 text/html; charset=1S0-8859-
1335 12291 17:443

( "Text / html", "United States": 1335), ( "text / html; charset = utf-8", "United
States": 2291), ( "text / html; charset = ISO-8859-1" , "United States": 443).
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"GODADDY.COM, LLC"

11259
J l C
L2 R
“text/html” “text/html; charset=utf-8" “United States”™
1406 563 139
| | H
"United States™ | . | “United States™ | .
286 504

("[ 'GODADDY.COM, LLC']", "text / html; charset = utf-8": 563), ( "[
'GODADDY.COM, LLC']", "text / html": 406), ( "[ 'GODADDY.COM, LLC']",
"text / html; charset = utf-8", "United States": 504), ("[ 'GODADDY.COM,
LLC']", "text / html "," United States ": 286), (" [ 'GODADDY.COM, LLC']","
United States ": 929)

2) YacroTHi aepesa 1 mada0Hu A1 0e3114l (IIIKUHT TOCUJIaHb:

“text/htmlI™:10419

S

LT=1" “United States”
1718 1018

l

“United States”
887

( "Text/ html", "United States": 4970), ( "text / html", "LT = 1", "United States":
887), ( "text/html", "LT = 1": 1718)

"ENOM, INC." :7585

) l |
v
texthtml® “United States”
1142 2596

i

“United States”
598

LT=1":908

.
-------------

("[ 'ENOM, INC."]", "Text / html", "United States": 598), ( "[ 'ENOM, INC."]",
"United States": 3194), ("[ ' ENOM, INC. "] "," LT =1 ": 908),
(" ['ENOM, INC. "] "," text / html ": 1142 Otpumarn)
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3) YactotHi AepeBa 1 mabiIoHU 7151 O€311141 MKITUBUX TOCUIAHb!

Ukraine™:2026

7 S

application/octet- gman
stream” :630 LT=1":161

:

LT=1":401 |feereeeeseeeens s

( "Ukraine", "application / octet-stream": 630), ( "Ukraine", "LT = 1": 562), (
"Ukraine", "application / octet-stream", "LT = 1": 401 )

REGRU-REG-RIPN™:1222

—7 7 LT —

T A A
| —
Netherlands™ | Russian | .
102 Federation™:316

("[ 'REGRU-REG-RIPN']", "LT = 1": 522), ( "[ 'REGRU-REG-RIPN']", "Russian
Federation", "LT = 1": 316), ( "[ 'REGRU-REG-RIPN']", "Netherlands", "LT = 1":
102), ("[ 'REGRU-REG-RIPN']", "LT =2": 202), ( "[ 'REGRU-REG-RIPN'] ","
Russian Federation ": 463), (" [ 'REGRU-REG-RIPN'] "," Netherlands ": 210)

B pesynbrari pobotu peanizoBaHoro meroay Frequent Pattern Analysis
(FPA) B pamkax cepenoBuma Lavasoft MAS s neTekTyBaHHS IIKIJIMBUX 1
¢imuHr nocunanpb "in-the-wild" (3 «aukoi» cepenoBuia Mepexi [HTepHeT) Oynu
OTpHUMaH1 HACTYIIHI pe3yJIbTaTH.

VY Tabmunax 5.1 — 5.3 HaBenmeHi pe3yibTaTH 3a HACTYMHUMH KaTErOpIsIMH

COOTBCTCBCHHO.

— KUIBKICTh 3a0JIOKOBAaHMX IOCHJIaHb, SKI OyJM BH3HA4YeHI SK IIKiJJIUABI

nanuM metoaoM (Malicious);
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— KUIBKICTh TOMWIKOBHUX crpaikoByBanb (FP — False Positives), To0TO
YUCTa MOCUJIaHHA Oyiia BU3HAUYEHA SIK IIKIJIJIUBA;

— KUIBKICTh HE3a/JIeTEeKTIPOBAHHUX WIKIJIMBUX IMOCUJIAHb JAaHUM METOI0M
(FN — False Negatives), ane 3aaetektipoBannue GSB 1 IDS.

bynu Bukopucrani ctopoHHi (6e3komitoBHi) ckanepu IDS Suricata (nHanmani
IDS) [1] 1 Google Safe Browsing (nagani GSB) [2]. s Bepudikaliii mOMUIKOBUX
CIpalbOByBaHb BHUKOPHCTOBYBaBCS OHJIaiH wmynbTHCKaHep VirusTotal [3].
Bukopucranns tpuctoponHix URL ckaHepiB, J03BOJUIO MOPIBHATU PE3YIbTATU
JETEKTYBaHHS 3 BUKOPUCTAHHAM PO3pPOOJICHOTO METOJy 3 IHIIMMHU CKaHEpamHu, a
TaK0X MPOBECTH OI[IHKY KOXXHOTO 3 CKaHEpiB B MOPIBHSHHI 3 JBOMAa IHIIUMHU

(Tadm. 5.1).

Tabmums 5.1 — CrarucTuKa TeTEKTyBaHHS IIKIIJTMBUX ITOCHJIAHb

Detection rates | 07.2013 | 08.2013 | 09.2013 | 10.2013 Av.,%
FPA method 1112 520 1145 +1247 4,93
IDS Suricata 31 40 34 32 0,16
GSB 89 29 13 202 0,43
Total URLs 19263 22407 22266 19215
7,00%
/>
6,00%
5,00% \
- \ / —4— FPA method
S 4,00%
E \ / —— IDS Suricata
& 3,00% GSB
2,00% \/ FPA Average
1,00%
0,00% & =l =l u

July 2013

Aug 2013

Sep 2013

Oct 2013

Pucynok 5.6 — Cratuctuka JeTeKTyBaHHS IIKITMBUX MOCUIIAHb 3
BUKOPUCTaHHAM po3pobieHoro merony FPA, IDS cuctemu 1 Google Safe
Browsing oHnaiin cepicy
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Tabmuusg 5.2 — CraTucTUKa MOMUIIKOBUX CIIPallbOBYBaHb

FP rates 07.2013 08.2013 |09.2013 10.2013 | Av.,%
FPA method 3 5 15 12 0,04
IDS Suricata 0 0 0 0 0,00
GSB 0 0 0 0 0,00
Total URLSs 19263 22407 22266 19215
0,08%
0,07%
0,06% //\’
0,05% —¢— FPA method
8 0,04% / —l— DS Suricata
0,03% / S8
// FPA Average
0,02%
—
0,01%
0,00% % IS iy m
July 2013 Aug 2013 Sep 2013 Oct 2013

Pucynoxk 5.7 — CraTtuctrka NOMUIKOBUX CIIPAllbOBYBAHb 3 BUKOPUCTAHHSM
po3pobnenoro merony FPA, IDS cucremu 1 Google Safe Browsing onnaiin

cepBicy
Tabmuusg 5.3 — CTaTucTUKA NPOMYIIEHUX IKIAJIMBUX TOCUIAHb
FN rates 07.2013 08.2013 | 09.2013 10.2013 Av.,%
FPA method 120 69 47 234 0,59
IDS Suricata 1198 544 1143 1437 5,32
GSB 1140 555 1164 1267 5,06
Total URLs 19263 22407 22266 19215
8,00%
A
7,00%
6,00% A A //
5,00% = —o— FPA method
Z 4,00% / —fll— |DS Suricata
0% GSB
0 \ﬂ/ FPA Average
2,00%
1,00% b A|
0,00% \F /
July 2013 Aug 2013 Sep 2013 Oct 2013

Pucynok 5.8 — CtaTucTHKa NpOMyIIEHUX IKIJIMBUX NOCUIAHb 3 BUKOPUCTaHHAM
po3pobrnenoro meroxy FPA, IDS cucremu 1 Google Safe Browsing onnaiin

cepBicy
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5.4. Pe3yJbTaTH 1eTeKTYBAHHSA NMOJIMOP(HUX IIKIIJIUBUX IPOrpam

BukopuctoByrouM CTBOpPEHE IMPABWIIO, MOKHA MPOCKAHYBAaTU IIPOLEC
Explore.exe mo PID. Komanaa mist ckanyBanHs mpoiiecy Explore.exe Burisijgae
HACTYITHUM YHMHOM:

Yara.exe Yara.txt 1544> YaraResult

Pe3ynbTaTu npeacTasieHi Ha puc. 5.9.

WormDorkbot 1544 0x76ef9451:$a8: admin
0x13d2ad4:$b: ngrBot x76eff52f:$a8: admin
0x13d2e64:$b: ngrBot p :$a8: admin
0x ac:$b: ngrBot ) :$a8: admin
0x c4:$b: ngrBot ) C :$a8: admin
0x13d56d8:$b: ngrBot x13d28d1:$a7: youtube
0x13d1c60:$a10: lavasoft x13d31ad:$ab: vkontakte
0x13d2229:%a9: letitbit x13d31c4:$a6: vkontakte
0xa49dfb:$a8: admin X 1d9:$a6: vkontakte
Oxad49e0a:$a8: admin X 1f0:$a6: vkontakte
Oxad4a77b:$a8: admin X 9:%a6: vkontakte
Oxad4a78a:$a8: admin ) 20:$a6: vkontakte
Oxada8fb:$a8: admin ' : youporn
Oxada90a:$a8: admin x13d1db0:$a4: threatexpert
’ : admin ) : symantec

W oo ~ o ;M W =

b ek mh wmh =k =k =
M AW O

: admin X 81: : twitter

—
-J

: admin X 39:%a2: twitter
: admin > 326d:$a2: twitter
: admin ) 26d9:%a1: facebook
81eb6:$a8: admin X 2a1:$a1: facebook
0x20283869:%a8: admin : d

N =
(=T ¥ees]

N
-

Pucynok 5.9 — Pesynbratu ckanyBaHHs mpoiiecy Explorer.exe 3 BUKOpUCTaHHSAM
Yara

Yara ycmimHO BuUsBWIAa WKIAIUBY mnporpamy Nrgbot. IIporpamy MoxHa
BUJAJIUTH BPYUYHY, JOTPUMYIOUUCH 11 OTIUCY.
AHaJIOT1YHE MPABUIIO MOXHA CTBOPUTH JJIs CIMEMCTBA MIKIIJIMBUX MpOrpam

Shiz (puc. 5.10).
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rule Shiz

{
strings:
$a1 = "FAKTURA"
$a2 = "IBANK"
$a3 = "INIST"
$a4 = "INTER"
$a5 = "RAIFF"
$ab = "abc123"
$a7 = "jordan23"
$a8 = "xakep"

condition:
- all of ($a%)

Pucynok 5.10 — IIpaBumno Yara qis Shiz

[linnucu Yara, m1o 3aCTOCOBYIOTBCS JI0 YHIKaJbHHUX DPsAKIB a00 OallToBUM
MOCHIAOBHOCTSIM, Y35ITUM 3 JaMIIiB a00 1H'€KIIN MIKIAJIMBUX POrpaM, JTO3BOJISAIOThH
i1eHTu(ikyBaTH MoJIMOP(HI MMUTYHCHKI MPOrPaMu B CUCTEMI.

5.5. Pe3yabTaTH NOLIYKY KPINTONPUMITHBIB B TPOSHCHKiI NMPOrpamu-
muPpyBaJIbHUKHA

ExcniepumenTu npoBoawincs 3a pornomororo 6iomorexk Google Diff, Match
1 Patch [4]. BiGniotexku 3a0e3neuyloTh 1HTENEKTYyallbHE 31CTaBIEHHS (PparMeHTIB
KONy, OTPUMaHHSA pI3HUIIEBUX BEKTOPIB 3 BUKOPUCTAHHSIM  alTOPUTMY
BimMiHHOCTeH Maiiepa i oOunciieHHs BifcTaHi JIeBeHmTelHa.

[lin yac excnepuMEHTIB BUKOPHUCTOBYBABCS MOPIT BIAMOBIJIHOCTI 3a

YMOBYaHHSIM, piBHUi 0,5.

Tabnuus 5.4 — 3pa3ku 3MUPHUKIB, BAKOPUCTAHI B €KCIIEPUMEHTAX

Ransomware SHA256

TeslaCrypt 9e3827dffc24d1da72cb3d423bddf4cd535fa636062e4ea63421ef327fec56ad

Globelmposter a0e5bced56025f875721043df981c400fc28e4efc68ffe42ac665633de085ab1

MoneroPay [17] | ababb37a65af7c8bde0167df101812ca96275c8bc367ee194c61ef3715228ddc
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Pe3ynbTaT €KCHEPUMEHTIB MOKa3ylOTh BIAMOBIAHICTh KOy PO3UIUPEHHS
kmoya AES B 3mupnukiB TeslaCrypt 1 Globelmposter, kony PRGA RC4 B

3nupHuKiB Globelmposter 1 koay kBarepdynna Salsa20 B 3aupuukiB MoneroPay.

Tabmuns 5.5 — PosniznaBanust AES (po3mupenHs kitoda) B 3n1upHukiB TeslaCrypt

Iteration No 1 2 3 4 5
Expected location 0 1500 3000 10000 20000
Matched location 115 1473 2986 10006 19953
Levenshtein distance 95 60 93 76 75

Correct match in
ransomware

FALSE TRUE FALSE FALSE FALSE

Tabnuns 5.6 — PosniznaBannst AES (po3mupenHs kiro4a) B 3IUPHUKIB

Globelmposter
Iteration No 1 2 3 4 5
Expected location 100 1000 4400 10000 20000
Matched location 399 999 4425 9968 19991
Levenshtein distance 61 113 50 132 91
Correct match in FALSE FALSE TRUE FALSE FALSE

ransomware

Ta6muus 5.7 — Po3niznaBanas RC4 (PRGA) B 3aupHukiB Globelmposter

Iteration No 1 2 3 4 5
Expected location 0 500 800 1000 1500
Matched location 340 340 828 1063 1553
Levenshtein distance 20 20 76 75 83
Correct match in TRUE TRUE FALSE FALSE FALSE
ransomware

Ta6muns 5.8 — Po3niznaBanas RC4 (PRGA) B 3aupHukiB Globelmposter

Iteration No 1 2 3 4 5
Expected location 0 100 1000 1500 3000
Matched location 2 100 1000 1500 3094
Levenshtein distance 118 146 177 619 389
Correat match in TRUE FALSE FALSE FALSE FALSE
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[Ipuknanu mabnoHiB mudpyBanHs, ciueHapito Python, BukopuctoByBanoro
st HopManizamii koxy ASM, 1 orpumani Bektopu Diffs moxkna 3HailiTu B
3arajibHOJIOCTYITHOMY Pemo3uTopii [5].

[[lo6 miABUIIMTH TPOAYKTUBHICTH 1 TOYHICTH OIMCAHOTO METOIY
po3mi3HaBaHHA  00pa3iB, PEKOMEHAYETbCS  BKa3aTH  MOPUOJIM3HE  MICIIE
pO3TalllyBaHHS, /1€ KPINTONPUMITUB MOKE 3'SBUTUCS B IIIJTLOBOMY (haidJi.

BusiBieHHs Ha OCHOB1 CUTHATYp KOHCTAaHTaMU MOXKE JIOIMOMOITH METOMY
3HAWTU KPINTONPIMITUBH B 3AUpPHUKIB. Hanpuknaa, a8 TOMIYKy Micus
pO3TalllyBaHHS KONy, KWW HalexuTh cuMmeTpuunuMm muppam AES, Salsa20 i

TEA, sik1 MarOTh 11l KOHCTAHTH.

5.6. BucHoBKHM 10 po3aiiy 5

Bucnosox 3a pezynomamamu demexkmyeanns lnmeprnem nocunamns Ha 0CHOGI
amanizy ampubymie 3 SUKOPUCMAHHAM YACMOMHUX nammepHig. SIK BUIUIMBAE 3
HaBEJICHUX BHIIE JaHUX, METOJ Ao03BoJise Bu3HauuTH 4,93% (Tabmuisa 5.1)
MOCWJIaHb SIK IIKIJJIMBI Ha MIACTaBl aHai3y iX aTpUOYTIB 13 3arajbHOTO 4wMcIa
nocunanb "in-the-wild". IDS cucrema i GSB cepBic 3mir BuzHauutu 0,16% 1
0,43% nocunaHp SIK WKIAJIMBI BIAMOBIAHO B TOMY K Ha0Opi.

CepellHe ynCI0 NOMWIKOBUX CIIpaliboBYBaHb y MeTony FPA Buie (Tabnuiis
5.2), uix IDS 1 GSB cepgiciB i coctoBusieT 0,04% (9 nmocunanp) BiJ 3arajbHOrO
yyciaa NocwiaHb. B KOHTEKCTI AETEKTyBaHHS Mi03puUIUX [HTEpHET mNocuiIaHb
JAHWWA TOKa3HUK HE € KPUTHUYHUM, SK, HANpUKIaA, A AO0JATKIB, OCKUIbKH
KOPUCTYBa4 MOXE 3aliTh Ha 3a0J0OKOBaHy CTOPIHKY, MPOITHOPYBAaBIIA
MONIEPEHKCHHS CHCTEMU OC3IICKHU.

[Ipy mpOMy cepemHss KUIBKICTh MPOMYMICHUX IMKIAIUBUX 1 (IIIUHT
nocuianb Buie y cucteM IDS 1 GSB i cranoButs 5,32% 1 5,06% BiAmoOBiIHO MpH
tomy, 1m0 FPA Meron nmpomyctuB Beboro 0,59% Hebe3neyHuX mocuiaanb (Tabaus

5.3). Jlaawmii mapameTp € HaOLIBII ICTOTHUM B CHCTEMaxX OJIOKYBaHHSI IIKIIJTUBUX
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1 (QIUHT CcalTIB, TaK SIK JO3BOJISIE MOMEPEAUTH KOPHUCTyBadya MPO MOTEHIINHHY
HeOe3neKy MpH BiJIBIyBaHHI 3apa)KeHOT0 BeO pecypcy.

B pe3ynbpTaTi NOpIBHAIBHOIO aHalli3y METOJLY CUTHATypPHOI'O JETEKTYBAHHS
IDS cuctemu Suricata 1 MeTOAy NE€TEKTYBaHHS 3 BUKOPUCTAHHSIM YOPHUX CITHCKIB
Google Safe Browsing 3 mariunumu metogom FPA Ha ocHOBI aHanizy atpuOyTiB
[HTEepHET TOCWIAaHP MH OTPUMAId 3HAYHY TIEpPeBary MeETOMy 3a KUIBKICTIO
JETEKTIpyeMux MKIIMBUX 1 GimuHT nocuiiadb. [Ipu npbomy po3pobiieHuil MmeTon
FPA Mae npuilHATHUN BiACOTOK IOMIJIKOBHX crpaiboByBanb (0,04%), 1o €
HE3HAYHUM HEJIOJIIKOM METOJTy Ha TaHU MOMEHT.

Bucnosox 3a pesyromamamu Oemexkmy8anHs NONIMOPHHUX WKIOTUBUX
npoepam. Sk Oyno TMOKAa3aHO BUIIE, TEXHOJOTiS MOIIMOP(I3MYy MOXKE 3HAYHO
3aXMCTUTU HOB1 YaCTUHU MPOTPaM-IIINUIYHIB BiJl BUSIBIICHHS aHTUBIpycoM O 1HS,
poOmsTum cebe MPaKTUIHO HEBUIUMUM B KOMITIOTEPHIH CHCTEMI.

binmbm Toro, micns ycTaHOBKHM MOJMIMOpQHI OEKIOpH MOXKYTh 3aIlyCKaTH
npoLeaypy MOHOBJICHHS JUIsl 3aBaHTaXEHHS HOBO1 Bepcii mmmuryHcskoro I13, mo
30UTBIIIye TEpMiH #oro ciyxOum Ha 3apaxeHomy komm'iotepi. [logaHo Takox
croci® BUSIBIEHHS MOMIMOP(HHUX MIMUTYHCHKUX MPOTpPaM 1 TO, SK LEW Miaxig B
OCHOBHOMY 3aCHOBAaHHM Ha JMHAMIYHOMY aHami3i 3paskiB. [licms 3amycky
noyiiMmop¢Ha MporpaMa-mmuryH BUSBIISE CBOIO IIKIJIMBY KOPUCHE HAaBAHTAKEHHS
6e3mocepeHbo B mam'sTi mporecy. Lleit MmeToa Moke OyTH YCIIIIHO BUSBICHHM 32
JIOTIOMOT OO MpaBuM Y ara, CreliajibHO CTBOPEeHUX JyIs poauH Nrgbot i Shiz.

[Tpuiimaroun 1o iH(GOpPMAIlil0 A0 YBarv, MOKHa 3alpOIIOHYBATH OIMMCAHUN
METOJ BUSBJICHHS YWCJAECHHHUX 1H(QEKIH, HANpHUKIAd, B KOPIIOPATHBHOI MEpEexKi.
BukopucroByroun onvcaHi METOAH, aaMiHiCTpaTop abo0 iHX)eHep 3 0e3MEKH MOXKe
CTBOPUTH IPABWIO Yara JJig IEBHOTO CIMEHCTBA MIMUTYHCHKUX MPOTpaM 1 oyaTu
BUSIBJISITY aKTUBHE 3apakeHHS B Mepexi. Sk TiIbku Bipyc BHUSBJICHUH,
KEpPIBHUIITBO 3 BUJAICHHS MOKE JJOTIOMOI'TH BIJIIKYBAaTH CUCTEMY.

Bucnosox 3a pesynemamamu nouilyky Kpinmonpumimusie. Pe3ynbTaTu
EKCTIEPUMEHTIB MiATBEPAWIA TIEPBUHHY TIMOTE3y MPO MOXKIMBICTH 1MeHTU(IKAITT

KPUIITO TPUMITUBIB B YIIAKOBAaHOMY 1 J1€00()yCKIpOBaHHOMY KOJII BUMAaradis.
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Bunanku, npencrtasieni B tabmuigx 5.4 — 5.8, MaloTh MPaBUIBHO PO3MI3HAHMM
dbparmMeHT KoJly 3 MiHIMallbHUM BiJICTaHHIO JIeBeHIITeTHA.

TakuM YMHOM, TIOKa3aHa MOMJIMBICTh €()EKTUBHOTO pO3Mi3HABAHHS
KpINTOMPIMITIBOB B KOJ1 3JUPHUKIB Ha OCHOBI Koay acemOiepa ethalon 3
CUMETPUYHUX MHUPIB, SIKI PO3TIASTAIOTHCS K MIA0JIOHU MOITYKY.

3anpornoHOBaHUM  METOJA  YCHIINIHO BUSBUB  KpuntorpadiyHuii  KoJ
cumerpuunux 1mmppiB  AES, RC4, Salsa20 B 3aupnukie  TeslaCrypt,
Globelmposter 1 MoneroPay. IIpore, 3acHoBaHuii Ha CUTHaTypax MIIX1O, 3
BUKOPHUCTAHHSAM TIpaBui Yara Ta BiAKpuTUM BuxigHuM kogom 1 KANAL B PEID,
MOKa3aB HU3bKI MOXJIMBOCTI BUSIBIICHHSI.

Onucanuii crnocid Moxke OyTH J10JaTKOBO MOJIMIIEHHH, 1100 aBTOMAaTHYHO
TeHepyBaTH TPAaBWIO Yara s BUABICHHS (parMeHTa KOy, IO CIIBIAB,
BHUMaradva, BiIMIOBITAIbHOTO 32 CUMETPUYHE MHU(PyBaHHS TaHUX.

PesynbraTn po3ainy BigoOpaxeHi y poborax [4, 10, 15, 19, 20, 22, 25, 27,
30].

5.7. Cnincox BUKOPUCTAHUX JIZKepeJ A0 Po3aiiay 5

1. Cucrema BusBieHHs BropraeHb IDS Suricata [ https://suricata-ids.org/]

2. Google Safe Browsing [https://safebrowsing.google.com/ ]

3. Beb6-pycypc mynbTickanaepa VirusTotal [https://www.virustotal.com/]

4. CxosBulie 010/110TEK Google Diff, Match 1
Patch [https://github.com/google/diff-match-patch]

5. Diffs BekTopu

[https://github.com/AlexanderAda/NioGuardSecurityLab/tree/master/Ranso
mwareAnalysis/DiffMatchPatterns]
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BUCHOBKH

[TpoBenenHe MOCHTIKEHHS BHPINTYE HAYKOBO-TIPAKTUYHY 3a/1ady — BBEJICHHS
B 1HQPACTPYKTYPY KOMIT IOTHHTOBOTO ITPOCTOPY MPOTrpaMHOi HaIMIpHOCTI B (hopMi
MoOJIeJieid, METOMIB 1 MpPOTrpaMHUX JOJATKIB JJig ICTOTHOTO 3MEHIIIECHHS Yacy
BUSIBJICHHS 1 ONOKyBaHHsSI KiOepaTak, CIpPSMOBaHUX Ha KiOeprpocTip cy0'ekTa,
[UISIXOM BHUKOPHUCTaHHS PO3POOJIECHUX MATPUUHHUX MOJENEH 1 JIOTTYHUX METOMIB
TECTYBaHHS, IEPEBIPKHU Ta J1arHOCTYBaHHS.

st MOCSATHEHHST TIOCTABJICHOI METH — ICTOTHOTO 3MEHIICHHS dYacy
BUSIBIICHHS 1 ONOKyBaHHSI KiOepaTak, CIpSMOBaHUX Ha KiOeprpocTip cy0'ekra,
[UISIXOM BUKOPHUCTaHHS PO3POOJIEHUX MATPUUHHUX MOJENEH 1 JIOTTYHUX METOMIB
TECTyBaHHs, IEPEBIPKU Ta JIarHOCTYBAHHS 32 PaxXyHOK BBEJIEHHS 00UMCITIOBAIBHOT
HaJMIPHOCTI B 1H(MpacTpyKTypy KiOepOpocTopy, — B poOOTI Oynu BUpIlIEHI
3aBJIaHHS, SIK1 JJO3BOJIMIIA OTPUMTH PE3YIbTaTH, 1[0 MAIOTh HAYKOBY HOBHU3HY:

1) VYoockonaneni CTPyKTYpHO-JIOT1YHI MOJAEIl 1 METOAU TMEPEBIPKHU
KiOeprpocTopy AJIT TECTyBaHHS 1 JAIarHOCTYBAHHS IIKIJJIMBUAX KOMIIOHEHTIB, SIKi
BIJIPI3HSIOTHCA BUKOPUCTAHHSIM METOJIY JACIyKTUBHOTO TapajebHOTO aHaji3y
O0YHMCITIOBATTLHOT CUCTEMHU JIJIS TIEPEBIPKH Ta JiarHOCTyBaHHS malware.

2) Hosi wMerogm CHUHTE3y €TAJOHHUX JIOTIYHHX cXeM malware-
GYHKIIOHATBPHOCTEH, fAKI XapaKTepU3yIOThCS BHUKOPUCTAHHSAM CHTHATYpPHO-
KyOITHUX CTPYKTYp, IO Ja€ MOXKIWBICTh IMapajelbHO MOJeNtoBaTH malware-
driven Bemuki JaHi I8 BH3HAYCHHS NPUHAICKHOCTI IOTOYHOrO KOAY JI0
ICHYIOYUX JIECTPYKTUBHUX KOMIIOHEHTIB B malware 616ioTerri.

3) Hosa wmopens aktuBHOTO online cyber security KOMIT'IOTHHTY, SKa
XapaKTEePHU3y€EThCSl CHUTHATYPHO-KYOITHUM TOJaHHSIM 1HoOpMarii, Mmo aae
MO>KJIMBICTh MiJABUILYBATH IIBUIKOJIIO MPOIECIB MOHITOPUHTY BXIJIHUX TMOTOKIB
malware-1aHuX 1 yIpaBIiHAS BUJAICHHSIM I€CTPYKTUBHUX KOMITOHEHTIB.

4) Hoesi MmeTonu BUSIBICHHS K10ep3arpos, sKi 37aTHI HABYATHCS HA BEJIUMKUX
JAaHUX, 3 METOI0 BHUSBJICHHS KiOepaTak, 1[0 MOXYTh OyTH peayi3oBaHi y BHUIJISIII
IaTepHeT mocunaHb, MoMiMOpPHUX IMIKIIIUBHX Mporpamax (polymorphic mal-

ware), Ta TpPOSHCBKMX TMporpaMax-mudpyBadbHUKaX, 10  3alMarOThCA
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3IUPHUIITBOM: METO]I aTpUOyTHO-OPIEHTOBAHOTO BII3HAHHS [HTEpPHET MOCWIAaHb 3
BUKOPUCTAHHSM YaCTOTHUX I1a0JIOHIB, 110 MOXE MPOBECTU OIIHKY aTpUOYTIB Ta
BIIPI3HUTU NOOPOSIKICHI, (DIIIMHT, Ta MIKIJJIUBI MOCUIAHHS;, METOJ JACTEKTYBaHHS
MOMIMOP(HUX MIKIATUBUX MPOTrPaM, 110 J03BOJISIE€ BUSIBISATU MOTIMOPGHI IIKIIUBI
MporpaMu 3a JAOMOMOroro aHanizy xemiB PE cekiiii Ta mouryky cX0oxux Cekiiil y
010soTenl MWKIAIUBOro KoAy (micis miATBepIKeHHs nerektyBaHHs PE (aiina,
HOBI X€IIll CeKIIH T0Jal0ThCs 10 O10110TEKH ); METO/T MOIITYKY KPUNITONPUMITUBIB B
TPOSTHCHKUX TporpamMax-mudpyBaIbHUKAX, IO JO3BOJISIE BUSBUTH aJITOPUTMU
mudpyBaHHs, BUKOPUCTOBYBAaHI 3IUPHUKOM, Ta MOXIHUBICTh AemnpyBaTu
3amudpoBaHi pailin KOpUCTyBaya YU OpraHizallii.

5) Yoockonaneni 3acobu 3axucTty KiOepmpocTopy, SsIKi BIIPI3HSIOTHCS
BUKOPHUCTAHHAM MOJEJNEH 1 METOJIB CUTHATYypHO-JOTIYHOTO TECTYBaHHS aTak,
MOIIYKY KPUIITONMPHUMITUBIB B TPOSIHCHKHUX IMporpamMax-mudpyBaibHUKax Ha
OCHOB1 BHUKOPHUCTAHHSI aJITOPUTMIB MAaIIMHHOTIO HABYaHHS, 110 JA€ MOXKJIUBICTh
ICTOTHO 3MEHIIMTH Yac BIAHOBJEHHS IMpane3gaTHOCTI  OOYMCIIOBAJIbHOI
CTPYKTYPH.

IIpakTHyHe 3HAYEHHS OJICP)KAHUX PE3YIIbTATIB JOCIIKEHb BU3HAYAETHCS

6) TectyBanusMm, Bepudikamicro 1 BHOPOBAHKEHHAM  PO3POOICHUX
MpPOrpaMHUX 3acO0iB MEPEBIPKH, AIarHOCTYBAHHS IIKIJIMBUAX MPOTPaM 1 aTak, 110
JTa€ MOKJIUBICTh BUKOHYBATH X MOJICIIOBAHHS 13 3ATy4EHHSIM ICHYIOUHX JTOJATKIB
1 malware 6i0ioTex.

7) IlporpamHOO peani3ami€eld METOAy aTPUOYTHOTO-OPIEHTOBAHOTO
posmizHaBanHss URL-agpec 3 BHKOpPHCTaHHSIM YacTOTHUX TMATTEPHIB, SKUAN
BIJIPI3HSIETHCS 3aCTOCYBAHHIM amnapary iHTEJIEKTYalbHOTO aHANI3y JaHUX, M0 J1a€
MO>KJIMBICTh BU3HAYATH BipoTigHy oiiHKy HeOe3neku URL-aapecu Ha ocHOBI HOTO
aTpuOyTIB.

8) IIporpamHoI0 peanizaifiero METoay MepeBIpKU MOTIMOP(HUX HIKIITUBUAX
porpaM, SIKUi BIIPI3HAETHCS 1HBAPUAHTHICTIO JIO IETEPMIHI3MY CHTHATYP B KO 1
ypaxyBaHHSAM TiJbKH KOHTpoibHUX cyM Portable Executable (PE) cekmiii B
BUKOHYBaHMX (aimax, M0 Jda€ MOXJIMBICTH TMOJIIMIIATA MPOAYKTUBHICTH

poLEeyp M1arHOCTYBAHHS IECTPYKTUBHUX KOMIIOHEHTIB.
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JIOJIATOK A
CIIMCOK TTYBJIIKALIM 3JIOBYBAYA 3A TEMOIO JUCEPTALII

Cnucoxk nybonikayiu 3000y8aya, 8 AKUX OnyoOIiKO8AHI OCHOBHI HAYKOGI pe-
3yrbmamu oucepmayii:

1. Hahanov V., Gharibi W., Litvinova E., Adamov A. Cyber Physical
Computing for IoT-driven Services. — New York. USA. — Springer, 2018. 279p.
[Chapter 2. Multiprocessor Architecture for Big Data Computing [Text] / V. Ha-
hanov, W. Gharibi, E. Litvinova, 4. Adamov. P. 21-41] (Springer, Scopus).

2. Carlsson A., Sokolianska 1., Adamov A. Educating the Next Generation
MSc in Cyber Security. — Sweden. — BTH, 2018. — 205 p. [Chapter: Education
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JIOJIATOK B
JTOKYMEHTH, IO NIITBEPKYIOTH BITPOBA[KEHHS
PE3VJBTATIB JUCEPTAIII|

‘BTHW” 2019-05-29
Kariskrona, Sweden

Statement of research results impact on university education program

Results from the research work "Cyberspace protection models and methods based on the analysis of
big data using machine learning" by Alexander Adamov, submitted for the degree of candidate of
technical sciences in specialty 05.13.05 - computer systems and components in Kharkiv National
University of Radio Electronics have been included into the education program MSc. in Computer
Security at Blekinge Institute of Technology (BTH), Sweden.

More specifically, Alexander Adamov contributed to development and teaching of the “Malware
Analysis” course within the ENGENSEC project 544455-TEMPUS-1-2013-1-SE-TEMPUS-JPCR in
the period of 01 Dec 2013 — 30 Nov 2017. This course has been successfully adopted as the official
BTH course ‘DV2567 Malware Analysis’, which is part of the MSc. program in Computer Security.
This course is also offered as optional course for Erasmus students visiting BTH.

Alexander Adamov has taught the ‘DV2567 Malware Analysis’ course several times at the BTH
campus in Karlskrona, Sweden. The course has received positive reviews from the students and the
other staff involved.

Dr. Dragos Ilie
Assistant Professor in Telecommunication Systems
Blekinge Institute of Technology (BTH)

Dept. of Computer Science

Tel: +46 45538 58 71
E-mail: dragos.ilie@bth.se
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DESIGN AND TESTLAB

Mature Mobile Reliatility Standard

LOBIOKA

NPO MOX/MBICTb BNPOBAAXXEHHN METOAIB Ta MoAeneit IHPPaCTPYKTYpH 3axXucTy KibepnpocTopy

PospobneHa Ha kadeapi ABTOMaTM3auil NPOEKTYBAHHS 0byncnoBanbHOi TeXHIKM XapKiBCbKOro
HaLOHaNbHOrO YHIBEpPCUTETY papioenekTpoHiku 3a yuacTio (30%) 3nobysaua Anamosa OnekcaHapa
CeMeHOBMYA apXiTeKTypa NIOTiYHOro NPOLECOpa AN NapanenbHoro MOAENIOBAHHS Ta PO3Ni3HaBaHHS
malware-natepHie B NOTOKax BE/NUKWUX A3AHUX HA OCHOBI CTBOPEHHsI iHTEpMpeTaTUBHUX KyDITHMX
MaTpuuHUX Mojened, MeToais i apxitektyp Cyber Security Computing (CSC-koMn'toTUHTY),
CNPSIMOBAHOrO Ha aBTOMATUUYHUIA CWUHTE3 | aHani3 NOTIYHUX CXeM, OpIEHTOBAHUX Ha MOHITOPHUHS i
ynpaeninHg  CSC-npouecamu | sIBUWAMM AN YCYHEHHA  AGCTPYKTUBHUX KOMNOHEHTIB B
Ki6epnpocTopi, Wo A3€ MOXAUBICTb Ha 20% NPUCKOPUTU PO3Mi3HABAHHS Ta YCYHEHHNA AECTPYKTUBHUX
KOMNOHeHTiB malware.

3anponoHOBaHO NapanenbHuin CirHaTypHO-KYBITHUI METOA MOAENIOBAHHS malware-driven Benukux
NaHUX, KU XapaKTepPU3YETbCS BUKOPUCTAHHSIM CUTHATYPHOTO aHanisy i KybiTHUMM CTPyKTypamu
AaHMX, WO A3E MOXMUBICTL B NapaneibHOMy PEXUMi BU3HaUaTU NPUHANEXHICTb NOTOYHOIO KOAY AO
iCHYIOUMX IeCTPYKTUBHIMX KOMNOHeHTiB B malware library.

JOCTOBIpHICTb  pe3y/nbTaTiB  NiATBEPAKYETbCH MNPOBEAEHAMMU EKCNePUMEHTAMU, TECTYyBAaHHSAM i
BepudikaLli€lo 3anponoHOBaHUX Moaenen i MeToAis.

O6pizan Bonoaumup Iroposuy, K. T. H. 18.05.2019

[upekTop
TOB «[MpoekTyBaHHA Ta AiarHOCTYBaHHA CUETEMY
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AKT
Npo BNpOBa/UKeHHs y HapyanbHuH nmpouec XHYPE
auceprauiiiHoi po6otn Anamopa OnexcaHzapa
«Mopeni i MeToau 3axMcTy KiGeprnpocTopy Ha OCHOBI aHaliy
BEJMKMX JAHWX 3 BHKODHUCTAaHHAM MALIMHHOIO HaBYaHHA,
npejcTaBieHoi Ha 37400yTTS HayKOBOIO CTyNeHs KaHAu/ara
TeXHIYHMX HayK 3a crenianbHicTio 05.13.05 — komn’loTepHi
CHCTEMH Ta KOMITOHEHTH

Komicis y cknazi 3aB. kad. AIIOT npod. Yymauenko C.B., nou. kadp. AIIOT
Ilkuns O.C., mnpod. xap. AIIOT Hemuenko B.IL po3risHyna Marepiaiu
aucepTaLiiHoOl poGom cr. Bukianada AmamoBa O.C., AKi BMKODHCTOBYIOTbCS B
HayanbHOoMy mpoueci kapenpu AITOT XHYPE y 2018/2019 napyansHoMy podi, i
MpUiLLIA 10 HACTYITHOIO BUCHOBKY.

Po3pobneni y auceprauiiinii poboti Meromu i Momeni kibepdizuuHoi
iH(ppacTpyKTYpH 3aXHCHHX CEpBICiB, a came:

~ CTPyKTypHa MOZeNb Bi/IHOIIEHP Ha MHOXMHI 3 4YOTHPBOX OCHOBHHX
KOMITOHEHTIB TECTYBAaHHA 1 JIarHOCTHKH (q)ynxmouanbmcrb, mGepcucrema TeCT,
ypasiMBOCTi), AKa XapaKTEPH3YEThCS TIOBHOIO XOr-B3aEMOJI€EI0 BCIX BEPLIHH rpada i
TPaH3MTHBHOIO OGOPOTHICTIO KOXHOI Tpiaii Bi/IHOMIEHB, IO J03BOJIAE BU3HAYMTH i
knacu(iKyBaTH LUISXH BUPILIEHHs MPAKTHYHUX 3aBJiaHb, BKIIOYAIOUH CHHTE3 TECTIB,
MO/IETIOBAaHHS Ta MOLIYK BPa3TMBOCTEH;

— BIOCKOHAJIEHi METOJM CHHTe3y TECTiB JJis (byHKuiouaJmHocreif[ 3a/laHKUX
MaTpHYHUMH dopmamu onucy noseninku komnounentis KC, ski mnpnﬂmon,ca
napaneszOM BEKTOPHHX omepaiit Haj TabIMUAMH, IO Ja€ MOXKJHMBICTH iCTOTHO
(X2) NiABMILKTH LIBUAKOIIO OGYHCIIOBAIBHUX NPOLIEAYD;

BNpOBaj/UKeHI y HaByaibHHi Tmpouec Kadeapu ATIOT XHVYPE Ta
BHKOpHCTOByIOTbCﬂ y TaKuX HaBYaJIbHUX JUCLMILIIHAX:

.V uapyanbHii aucumnnini «Komm'roTepHi BipycH i 3acobu 60p0n>6u 3
HHMM» s GakanaBpiB Hanpamky «KoMm'ioTepHa iHXeHepis» y JeKLiHHOMY
Marepiaji 3a TeMol «3axHCT cepBepiB Ta pobodmMx CTaHLii» Ta y naGopaTopuux
3aHATTAX 3a TemMamH «JlocmikeHHs Bpa3nuBocTed OpaysepiB Ta iX peam3auu B
CKPUINIT TEXHONOTisX», «OCHOBHI 03HAaKM MPUCYTHOCTI LIKI/UTMBUX NPOrpam i MeToau
10 YCYHEHHsl HacJIiJIKiB BIDYCHHX 3apaKeHb».

2. V naBuanbHi# aucummiini «Komn' lO'l‘epHi 3arpo3u: METO/H JIETEKTYBaHHs
Ta aHami3y» And MarictpaHTiB cnemiamsHocTi 123 «Komr’ loTepHa iHXKeHepin»
ocmmbo-npoq)ecmml nporpamu  «Crieujani3oBaHi KOMIT'IOTEpPHI CHCTEMH» Y
nexuiHOMy Matepiani 3a TeMamMu «Cy4acHi METO/IM IETEKTYBaHHs 3arpo3», «AHani3
Ta J€TeKTyBaHHs xmaprmx 3arpos».

/ﬂ b~  3a.xap. ATIOT npod. Yymauenko C.B.,
Jlou. kad. ATIOT Ilkuns O.C.,
ITpod. kadp. ATIOT Hemuenko B.IL.
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AKT

auceprauiiHoi poboru Asamosa Onekcanapa CemeHoBH4aA
«Mogeni i MeToaM 3axucTy KideprnpocTopy Ha OCHOBI aHalidy
BEJIMKHMX JIaHMX 3 BHKOPHCTAHHSAM MAlUWHHOIO HaBYaHH»,
npeacTaBieHol Ha 3400yTTS HayKOBOro CTyNeHs KaHauaara
TeXHiYHMX Hayk 3a cneuiaiphictio 05.13.05 — kommn’ioTepHi
CHCTEMH Ta KOMITOHEHTH

Kowmicis y cknaai aupektopa LIeHTpy HaBYaHHS CTYIEHTIB iIHO3€MHOIO MOBOIO
npog. lop6auosa B.O., npod. kap. AIIOT Jlurunosoi €.1. posrasuyna matepianu
nucepTauiitnoi po6orn cr. Buknagaya Anamosa O.C., siKi BMKOPHUCTOBYIOTHCS B
ocBiTHboMY nipoueci kadeapu AIIOT XHYPE y 2018/2019 naBuanbHOMy poui /s
cryaentis LIHCIM, i npuiina 10 HacTyNnHOrO BUCHOBKY.

PospoGsieni y auceprauiiiniii poGori mertoau i moaeni kibepgizuunoi
iH(ppPacTPYKTYpH 3aXUCHHUX CEPBICIB, a came:

— napaneinbHuii CMrHaTYpHO-KYOiTHHI MeToa MojemoBaHHs malware-driven
BEJIMKUX JAHMX, KMl XapakTepu3yeThCs BMKOPHCTAHHAM CHTHATYPHOrO aHamisy i
KyGITHUMH CTPYKTYypamyu JaHHX, IO Ja€ MOKJIHMBICTh B NapajeibHOMY PekHMi
BHU3HAYaTH MPHUHAIEKHICT [OTOYHOrO KOAY JIO ICHYIOUYMX JeCTPYKTHBHHX
KoMmroHeHTiB B malware library;

— po3pobeHO CHrHATYPHO-KYOITHHH METOJ CHHTE3Y eTANOHHMX JIOriuHMX
cxeM malware-pyHKUIOHANBHOCTEH, KU BiJAPI3HAECTHCA BiJl AHAJIOTIB YHITApHUM
KOJlyBaHHAM CHIHATYp Ul KOZIIB JECTPYKTHBHHMX KOMIOHEHTIB i (opmyBaHHAM
KyGITHMX MaTpHIb /15l MOJEIOBAHHS, 11O /A€ MOXKJIMBICTh B NapanelbHOMY PexHMI
BH3HAUYATH HasBHiCTh malware B oGumcioBaiIbHIN cucTeMi ab0 Mepexi;

— MOJIE/Ib 3aXMCTY KiGeprpocTopy, 11O ONKCYE CYKYMHICTh XMapHHUX CEpBICiB 3
BUKODMCTaHHAM  MAaTPMYHMX  CTPYKTYp  JaHMX s JiarHOCTYBaHHS
HECAHKLLIOHOBAHOrO JI0CTYIy A0 NEPCOHATBHUX JAHHX, sIKi BUMAraloTh 3aXMCTy Bij
aTak Ha KOH(]iAeHUIHICTb, 10CTYMHICTD i LiNicHICTL B KiGepnpocTopi;

— Metoa atpubyTHo-opieHToBaHoro BrizHaHHs URL-aapec 3 BUKOpUCTAHHAM
YACTOTHMX MATepHiB, KM BAKOPHCTOBYE anapar iHTeJIeKTyalbHOro aHaizy AaHuX i
JI03BOJISIE JaTH OLHKY BiporiaHocti HeGesnekn URL-aapech Ha ocHOBI iioro
aTpuOyTiB;

— METOJ1 ACTEKTYBaHHS MONIMOP(GHUX LIKIATUBUX NPOrpam, iKUK He 3aJIeKHTh
BiJl HAABHOCTI JI€TEPMiHOBAHMX CHMIHATYp B KOJi, @ BPaXOBY€ TilbKM KOHTPOJbHI
cymu Portable Executable (PE) cekuiit B BUKOHyBaHOT (aiini;

— METOJ NOLIYKY KpinTONpiMiTiBOB B TPOSHCbKI Mporpamu-mndpysaibHUKa
BHKOPHCTAHHSM aJIrOPUTMiB MalIMHHOIO HaBYaHHS;

BNpOBajKeHI B OCBiTHIH npouec LleHTpy HaBuaHHsA CTYACHTIB iHO3EMHOIO
moBolo XHYPE Ta BMKOPMCTOBYIOTHCS Yy TaKMX HaBYQJILHUX JMCLMILIIHAX, IO
BHKJIaaI0ThCS aHIIHCHKOIO MOBOIO:

1. V HaByanbHiii aucuuriini «3axuct iHpopmauii B KOMITIOTEPHHX CHCTEMax»
(«Information Security in Computer Systems») mis cryneutiB IV-ro kypcy
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nepiuoro(6akanaBpchbkoro) piBHs BHLLOT OCBITH JEHHOI (OPMH HaBYAHHS ueHpr
HCIM, (bakyaneTy KIY 3a uanpsmom 6.050102 "Komn'iotepna imkeHepis" y
NekuiiiHOMy MaTepiani 3a Temolo «MexaHi3Mu Ta 3aCO0M 3aXMCTY BiJl LIKIUTMBUX
nporpam» Ta y 1aGopaTOPHUX 3aHATTAX 3a Temamu «JloC/i/UKeHHS BPa3IMBOCTEH,
«BUKOHCTAHHS  CHCTEMHHX Ta MEpEkKEBHX MOHITOpPIB JUIsl BHSBJIEHHA O3HAK
MPHCYTHOCTI WKIAMBUX NPOrpam i METO/IM NO yCYHEHHIO HACiKiB 3apaKEHb.

2.V uaBuanbHiii auctniini « Texnonorii BUsBICHHS 3arpo3 B KOMIT IOTEPHHX
MepexRax» («Technologies for Detecting Threats in Computer Networks») ans
CTYZeHTIB APYroro (MaricTepcbKoro) piBHsi BULIOT OCBITH ACHHOT (OPMH HaBYAHHS
uentpy HCIM, ¢akynprery KIV cneuianbhocti 123 Komn'toTepHa iHxeHepis
ocslTHbo-npo¢ec1uH01 nporpamu Komn'ioTepHi cuctemu Ta Mepexi y neKuluHomy
marepiani 3a TemMamu «®iwnHr», «BusHaueHHs Ta KiacH@ikaiis KoMN'lOTEPHHX
3arpos.

3. Y HaBuanbHiil aucumMnini «MoenoBaHHs Ta oliHKa epeKTHBHOCTI 3ac00iB
3axucTy iHdopmauii» (Modellmg and Estimation of Efficiency for Information
Security Facilities») a1 CTyAeHTiB Apyroro (MaricTepchKoro) piBHs BHLLOi OCBITH
nennoi dopmu Hapuanus uentpy HCIM, dakynsrety KIY crneuianbHocTi 125
K16ep6e3nexa OCBITHBO-TIpOdeciiHOoT nporpamu Besneka iHpopmauidHuX |
Komymkaumunx chcTeM y JeKuiiHomy Marepiaii 3a Temamu «Mojeni kiGep3arpos»,
«OuiHKa METO/iB AeTeKTYBaHHs Kibep3arpos3».

//é Jlupektop LIHCIM npod. 'op6auos B.O.

npod. kadp. ATTOT Jlursunosa €.1.
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NOJATOKT
MPOTPAMHHUU JOJATOK

®parMeHT KOy 1HTEJIEKTYaTbHOTO MOIYJIS ICTEKTYBaHHS 3arpo3 XMapHOTO CEPBICY

// FamiltDetector.cpp : Defines the entry point for the console
application.
//

#ifndef DICTIONARY_H_
#include "Dictionary.h"
#tendif
#ifndef _LOADER_H_
#include "Loader.h"
#tendif
#include <iostream>
#include <windows.h>
#include "TimeGuard/TestTimer.h"
int main(int argc, char* argv[])
{
const char* path = NULL;
const char* family folder = NULL;
//check time
FileScanner: :Means::TestTimer timer;
timer.start();
//Retrieve Analyzer object
Loader* thelLoader = Loader::Provide();
theloader->runMode = Loader::MODE_DETECT_MAS;
if (argc > 1 && argc <= 4)
{
theloader->runMode = Loader::MODE_DETECT_LOCAL;
if(!strcmp(argv[1], "-gen"))

theloader->runMode = Loader::MODE_FAMGEN;

}
else if(!strcmp(argv[1], "-cluster"))
{
theloader->runMode = Loader::MODE_CLUSTER;
path = argv[2];
}
else if(!strcmp(argv[1l], "-storedb"))
{
thelLoader->runMode = Loader::MODE_DETECT_DB;
path = argv[2];
}
else if(!strcmp(argv[1l], "-url™))
{
thelLoader->runMode = Loader::MODE_URL_REP;
}
else if(!strcmp(argv[1l], "-desgen"))
{
thelLoader->runMode = Loader::MODE_DESGEN;
}
else

path = argv[1]; //get file for detection
if (argc>2)

family folder = strstr(argv[argc-1],"-family=");

if(family_folder)
family folder+=8;
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else

family folder = thelLoader->options_.GetFamilyFolder();
path = thelLoader->options_.GetInputFolder();

if(!strlen(family folder) || !strlen(path) )

{

std::cout << "\nl) Using for detection: FamilyDetector.exe
<path to input folder> -family=<path to family folder>" << std::endl;

std::cout << "2) Using for  template generation:
FamilyDetector.exe -gen -family=<path to family folder>" << std::endl;

std::cout << "3) Using for clustering: FamilyDetector.exe -
cluster <path to input folder>" << std::endl;

std::cout << "4) Using for storing detects into DB:
FamilyDetector.exe -storedb <path to input folder> -family=<path to family
folder>" << std::endl;

std::cout << "5) Using for Description Generator:
FamilyDetector.exe -desgen" << std::endl;
return 0;
}
}
//Try to connect DB
if((theLoader->runMode == Loader::MODE_DETECT_MAS) || (theloader-
>runMode == Loader: :MODE_DETECT_DB) [ (theLoader->runMode ==
Loader: :MODE_URL_REP) || (theLoader-s>runMode == Loader::MODE_DESGEN))
{
if(!theLoader->ConnectDB())
return 0;
}
//Load all families
if((theLoader->runMode != Loader::MODE_CLUSTER) && (theLoader->runMode
I= Loader::MODE_URL_REP) && (theLoader->runMode != Loader::MODE_DESGEN))
{
//std::cout << "================Families
loading...==================" << std::endl;
try
{
theLoader->LoadAllFamilies(family folder);
}
catch(...)
{
std::cout << "ERROR: Can't 1load families from " <<
family folder << std::endl;
return 1;
}
if(theLoader->runMode == Loader::MODE_DETECT_MAS)
{
size_t loop_counter = thelLoader->options_.GetLoops(); //launch

every
size_t delay_ms = thelLoader->options_.GetDelay()*1000;

theLoader->InitURLVerdictor();

while(loop_counter--)

{
theLoader->RunDetectionFromDB();
theLoader->RunURLVerdictor();
theLoader->RunDesGen();//only for MAS2
Sleep(delay_ms);

}

//Restart application
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try

! HINSTANCE nResult = ShellExecuteA(NULL, NULL, argv[e],
NULL, NULL, SW_MINIMIZE);
}
catch(...)
{
std::cout << "ERROR: Cannot execute new instance of
FamilyDetector: " << argv[0] << std::endl;
if((theLoader->runMode == Loader::MODE_DETECT_LOCAL) || (theLoader-
>runMode == Loader::MODE_DETECT_DB))
¢ theLoader->RunDetectionInFolder(path);
}
if(theLoader->runMode == Loader::MODE_FAMGEN)
¢ //Generate template for family
std: :cout << "================Template is
generating...==================" << std::endl;
try
{
theLoader->GenerateFamily(family folder);
}
catch(...)
{

std::cout << "ERROR: Error when generating family template”
<< family folder << std::endl;

return 1;
}
}
if(theLoader->runMode == Loader::MODE_CLUSTER)
{

theLoader->RunClustering(path);

if (theLoader->runMode == Loader::MODE_URL_REP)

{
theLoader->InitURLVerdictor();
theLoader->RunURLVerdictor();
}
if (theLoader->runMode == Loader::MODE_DESGEN)
{
theLoader->RunDesGen();
}
try
{
//clean memory
theLoader->Clean();
}
catch(...)
{
std::cout << "ERROR: Error when freeing memory" << std::endl;
return 1;
}

//print time

timer.stop();

std::cout<< "Processing time:
return 0;

}

<<timer << ms"<< std::endl;
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