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The development of quantum computers threatens modern cryptographic
algorithms. Post-quantum digital signature (PQDS) algorithms have been developed
to provide cryptographic security in the face of quantum computers that can break
traditional cryptographic algorithms. In 2022, the National Institute of Standards and
Technology launched an additional selection stage for PQDS standardization,
choosing 40 candidates. This paper discusses algorithms based on common classes
of PQDS problems, including code-based cryptosystems and multi-party computing
(MPC) protocols.

The purpose of this paper is to study and compare code-based and MPC
signatures on the example of WAVE and RYDE digital signatures, which will serve
as a basis for further analysis of these digital signature mechanisms.

The paper presents the results of a comparative analysis of the WAVE and
RYDE algorithms in terms of their foundations, performance and data size, and
algorithmic resistance to attacks. In particular, it was found that the WAVE
algorithm is based on lattice theory and uses a noise coding method to protect against
attacks [1], while the RYDE algorithm is based on error-corrected codes [2] and
offers a compromise between security and performance. The performance of both
algorithms was also investigated in the context of key generation and signature
creation and verification, where RYDE had smaller key and signature sizes and
faster key generation compared to WAVE, but WAVE provided a higher level of
security. Both algorithms demonstrated high resistance to classical and quantum
attacks. However, WAVE is better protected against denial-of-service (DoS) attacks,
while RYDE is optimized for running on devices with limited resources.

The results of the study show that WAVE is a promising solution for highly
secure systems such as government and military applications. RYDE, in turn, is more
optimal for commercial applications that require speed and efficient use of resources.
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