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The problems when working with logs were analyzed, the main points that
hinder the quality analysis of log files were identified. General provisions on the
open source product - the Elastic Stack (ELK) program stack, which is proposed
to be used for transparent analysis of log files in real time, are provided. The
purpose and method of using ELK when working with Unix-like systems are
given. The possibilities and features of using rsyslog in combination with ELK to
improve data monitoring and analysis have been revealed.

AnMiHICTparopaM Ppi3HUX cep AIsUTBHOCTI HEOOXITHO MEPErIIsiIaTh JIoT-
¢aitnm. Lle moxke cTocyBaThcs pi3HUX Tany3eil, TakuX K 1H(popMmaliiiHa Oe3neka,
IT-iHppacTpykTypa, po3poOka mporpaMHoOro 3ade3neyeHHs, aHami3 Tpadiky Ta
BeO-aHamTHKa, (PIHAHCOBA aHAJIITUKA, MEIMIIMHA, EHEPreTHUKA, TEJIEKOMYHIKAIIi,
IoT, aBromaTtnzoBane BUpoOHULTBO. [lepernsa nor-gaiisiie J03BOMUTE BUPILLIMTH
npoOJIEMH BUSIBIICHHS TOMHJIOK, 3aXUILIEHHS BlJ] 3JI0BMHACHOT aKTUBHOCTI Ta 301p
CTaTHUCTUKH BIJABIAYyBaHb W aHamizy nofiil. JlJis AOCATHEHHS MaKCHMAaJIbHO{
THYYKOCTI Ta €EeKTUBHOCTI B poOOTI BUKOpUCTAHO cTek mporpam Elastic Stack
Ha Unix-noaiOHii cuctemi.

Anani3z gnor-gaitne y 1H()OKOMYHIKALSIX CTBOPKE Psia MmpodieM, 0o
YCKJIQJHIOETHCS YEPE3 BENMKY KUIBKICTh PI3HOMAHITHUX KYPHATIB. Y KOKHOTO
JOJIaTKy pi3H1 (popmaTu, MO POOUTH MPOLEC YUTAHHS JIOT-(Pailly JOCUTH
CKJIQJIHAM, HE3PYYHHM, MOHOTOHHHAM 3aHATTAM. BIACYTHICTE LEHTPAI30BAHOTO
30ipHUKa iHQOpMalli MPU3BOAWTH JO BHHUKHEHHS NPOOJIEMHU 3HAXOIKEHHS
micus 30epiranss Jior-(haiaiB, HEOOX1THOTO 3aCTOCYHKY, & TaKOX BU3HAYECHHS
dopmary. KpiMm Toro, ciuia BIAMITATH, TIO JUIsl KOXKHOTO OKPEMOIO 3aCTOCYHKY
ICHYIOTh PI13HI MporpaMu uist 00poOKH nor-Qaiimis.

Lle i poOMTH BUKOPUCTAHHS KOMILIEKCHOTO IHCTPYMEHTY — CTEKY MPOrpam
ELK (Elasticsearch, Logstash, Kibana) nonigsHum.

Buxopucranns Elastic Stack n03BoMTE HE TUIBKM MOJOJATH BKa3aHI
npoOiieMH, a 1€ i MPUHECTH TOAATKOBY KOPUCTh, IO MOJSATaE B BUKOPUCTAHHI
€MHOT0 JOJATKy Ui BCIX Jor-gaiini, mar00oro TekcToBoro ¢QopMary Tta
MO>KJTUBOCTI 30€piraHHsl B €IMHOMY MICIl — cxoBHINI Jor-¢ainiB. Kpim toro,
MO>KJTUBICTb PO3POOMTH CBOi aHAII3aTOPH JO3BOJIMTH MPUCKOPUTH POOOTY B
NOIIYKax B JCKUIbKA pa3iB. Bizyamizawis 103BOJIATH 3HAYHO CHPOCTUTH aHAII3
naHux. [HpopMmamilo MOKHA MPEACTABIATH HAriasgHo y Qopmi rpadikis,
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Kpyrosmx Ta CTOBMYMKOBMX piarpam. Beb6-gofaTkm HafaloTb MOXIMBICTb
BMKOHYBaTW pi3HOMaHITHI Aii 3 n6oro npuctpoto, Ha Nwob6in onepauinHin
cuctemi. Ockinbkn cTek ELK € open source nporpamMHuUM 3abe3neyeHHsM, TO Le
€ B&X/IMBOIO MepeBaroro 414 nepernagy, BAKOPUCTaHHSA Ta MoAMGiKaLin Tow,o.

Ctek nporpam Elastic Stack BCTaHOBMIOETHCA Ha Pi3HMX onepauinHmMx
cuctemax (Windows, MacOS, Linux), wWo BMMarae Aeakux nornepegHix
HanawTyBaHb, Hanpuknag, BCTAHOBNEHHA BipTyasnbHOI MawnHu Java. OfHak,
ELK Stack nepwouyeproBo po3pobneHo pansg po6otn 3 Unix-nogi6Humm
onepauifiHUMM cucTeMaMn, TaKMM YAHOM BCTaHOB/EHHA ioro Ha Ubuntu moxe
OyTn BifibLW NPUPOLHIM Ta ONTUMAIbHUM.

[ns noKpawleHHA MOHITOPUHIY Ta aHanisy faHux B po60Ti 3anponoHOBaHO
BMKOPUCTATM IHCTPYMEeHT 360py noris pgaHumx rsyslog. BiH cTaHpgapTHO
BCTAHOB/KETHLCA HA ANCTPMOYTMBaAX Linux i MOXe 36MpaTu AaHi 3 pi3HUX AXKepen
Ta rnepecunaTu X Ha LeHTpanizoBaHuii cepsep norysaHHs. B noegHaHHi 3 Elastic
Stack rsyslog moxe 36upatu paHi Ta nepegaBatm ix y opmaTi JSON,
HeobxigHomy pana Elasticsearch. TMpu ubOMYy HanawTOBYETLCS CepBep A4
BUKOpPUCTaHHSA WabnoHy JSON Ta CTBOPEHHS HOBOr0 KOHirypauinHoro tainy
Ha rsyslog-server, akuii 6yae dopmaTtyBatn nor-gannm B JSON nepepg 11X
nepefadyero Ao iHCTpymeHTiB Logstash ta Elasticsearch.

ApxitekTypy Elastic Stack gns Unix-nogi6Hnx cuctem HaBefeHO Ha puc. L

PucyHok 1- ApxiTekTypa Elastic Stack gns Unix-nogi6Hux cuctem

TekcToBi faHi y Burnagi nor-amny HagxofsaTb O Nporpamu-cepsicy
rsyslog, B cBOO 4epry rsyslog HagcunawTb gaHi B nporpamy Logstash, ska moxe
(hinbTpyBaTU BXiAHI AaHi W po3NoAINATY TX NO IHWMWM BYy3naM, [je¢ BCTaHOB/EHO
Elasticsearch. Tlicns ubOro oTpuMMaHi pe3y/ibTaT¥ MOXHa MeperngHyTn 3a
AONOMOrot rpaivHoro iHTepericy nporpamu Kibana.
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