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Annotation: This paper presents the development and design of an automated access control and
management system (AACMS) for industrial facilities. The structural diagram integrates key modules
such as facial recognition and RFID-based identification, ensuring multi-factor authentication for
enhanced security. The system includes a camera for biometric facial recognition, an RFID reader for
card-based identification, and an electronic lock mechanism. A microprocessor module (MM) acts as the
control unit, processing data from the RFID module and communicating with a laptop or single-board
computer. The system operates by scanning both the user’s face and RFID card, verifying the data, and
providing access if both criteria are met. The integration of these two identification methods — biometric
(facial recognition) and RFID — ensures a robust and secure access control process, improving the overall
safety of the industrial facility.
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Automated access control systems are an integral part of modern industrial enterprises, as they ensure
security and efficient personnel management. One of the critical stages in the development of such
systems is the design of the structural diagram, which provides a comprehensive understanding of the
system's functioning, the interaction of its components, and the logical sequence of operations. This
allows not only for process optimization but also for increasing the reliability and security of the system,
ensuring its adaptability to potential future changes [1-2].

The design of the structural diagram for an automated access control system (AACS) is a crucial stage
that ensures a comprehensive understanding of the system. The diagram identifies key elements such as
sensors, controllers, and information processing systems. It helps to detect potential risks, optimize
component interaction, and improve system reliability. Important criteria in the design process include
contactless employee identification using computer vision and wireless technologies (RFID, NFC), which
enhance system efficiency and security [3-4].

Based on the selected criteria that the AACS being developed for the industrial facility must meet, as
well as the selected technologies presented in Table 1, the following structural diagram of the AACS for
the industrial facility is proposed, as shown in Figure 1.
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Figure 1 — Structural diagram of the layout of the automated system of access control and
management in production
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The structural diagram shown in Figure 1 illustrates a management system based on an automated
access control and management system (AACMS), which integrates various modules for facial
recognition and identification using RFID. Below is a description of the purpose of each component:

— Camera, responsible for capturing images or video of a person’s face for further analysis. It is used in
the facial recognition module to identify the user based on biometric data.

— RFID, this module reads RFID cards or other identifiers. It contains a reader that interacts with an
RFID chip embedded in a card or another object to confirm the identification of a person or object.

— Lock, an electronic lock or access blocking mechanism that receives signals from the control system
to open or lock doors after successful user identification via the facial recognition or RFID modules.

— Microprocessor Module (MM, the system’s control unit, which processes data received from the
RFID module. It reads user card data, decodes the information, and transfers it to a laptop. The MM also
receives data from the laptop and controls whether the electronic lock should open or remain closed.

— Laptop, a device responsible for data processing and system management. It contains two primary
software modules: the facial recognition module and the RFID data module.

— Facial Recognition Module, the system’s software component that analyzes data from the camera
and determines whether the user’s facial image matches the pre-recorded biometric data. If the
identification is successful, the data is transmitted to the control module to grant access.

— RFID Data Module, a software module that stores RFID code data, which grants access rights to the
industrial premises.

CONCLUSIONS. Operation Principle of the AACMS Model for the Industrial Facility: the identified
object approaches the access control point at the facility, the system scans the face and reads data from
the RFID card, the data from the camera is directly transmitted to the laptop or single-board computer,
while the RFID card data is decoded in the MM and sent via a USB port as a 16-digit code to the laptop
or single-board computer, on the laptop or single-board computer, the facial recognition module analyzes
the received facial image and checks it against the stored samples, while simultaneously verifying the 16-
digit RFID card code. If both parameters match positively, the system sends a command via the MM to
unlock the door. If one or both parameters do not match, the system does not unlock the door. The
developed system combines two identification methods — biometric (facial recognition) and RFID —
providing a multi-factor approach that enhances access security.
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