JIOJTATOK A.

Kon BukopucTanux anropuTMiB Ta porpam
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Kox renepyBaHHs 300pakeHHSI IEPLIOTO THUITY:
private static uint GetBytePart(uint i, int bytelndex)

{
return ((i >> (8 * bytelndex)) % 256 + 256) % 256;

}

public static Color GetColor(uint i)
{
float r = GetBytePart(i, 0) / 255f;
float g = GetBytePart(i, 1) / 255f;
float b = GetBytePart(i, 2) / 255f;
return new Color(r, g, b);
by
Kon renepyBanHs 300pakeHHsI IPYTOTO TUITY:
var max = 0;
for (var i =0; i <ints.Length; i += 2)
{
var x = GetBytePart(ints[i], Bytelndex);
var y = GetBytePart(ints[i + 1], Bytelndex);
var value = coords[X, v];
value++;
max = Mathf.Max(value, max);
coords[x, y] = value;

}

Kon niHiitHOT0 KOHTPYEHTHOTO TEHEPATOPY

#define RAND_MAX 32767

static unsigned long int next = 1;
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int rand(void)
{
next = next * 1103515245 + 12345;
return (unsigned int)(next/65536) % (RAND_MAX + 1);

}

void srand(unsigned int seed)

{

next = seed:

}

Kon renepatopa Ha ocHoBi Buxopy Mepcena
ulong x;
if (mti >= NN)
{
// generate NN words at one time
for (vari =0; i <NN - MM; i++)
{
X = (mt[i] & UM) | (mt[i + 1] & LM);
mt[i] = mt[i + MM]
N (x >> 1) * MAGO1[(int) (x & 0x1L)];
by
for (vari = NN - MM; i < NN - 1; i++)
{
x = (mt[i] & UM) | (mt[i + 1] & LM);
mt[i] = mt[i + (MM - NN)]
AN (x >> 1) MAGOL[(int) (X & Ox1L)];
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¥
X = (Mt[NN - 1] & UM) | (mt[0] & LM);
Mt[NN - 1] = mt[MM - 1]

A (x >> 1) M MAGOL[(int) (x & Ox1L)];

mti = 0;
}
X = mt[mti++];

X A= (X >>29) & 0x5555555555555555L ;
X M= (x << 17) & 0x71d67fffeda60000L ;
X A= (x << 37) & Oxfff7eee000000000L ;
X A= X >>43;

return x;

Kon renepatopy XorShift
namespace xorShift

{

class Program

{

static void Main(string[] args)

{
Random rd = new Random();
long x = (long)((r.NextDouble() * 0.5d) * long.MaxValue);
Random rd1 = new Random();
long y = (long)((r.NextDouble() * 0.5d) * long.MaxValue);
Random rd2 = new Random();
long z = (long)((r.NextDouble() * 0.5d) * long.MaxValue);
Random rd3 = new Random();
long w = (long)((r.NextDouble() * 0.5d) * long.MaxValue);
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public staticuintx ,y,z,w;
public static uint xorShift()
{
uintt=x”" (x << 11);
X=Yy,y=zz=w,

returnw =w " (w>>19) A t A (t >> 6);

[Ipuknan BukopuctanHs BOygoBaHoi xem-@yHkmii MDS y moBi C# sk
reHepaTopa IceBI0BUIaIKOBUX YHUCET.

var hash = new Hash(0);

var rn0 = hash.GetHash(0);
var rnl = hash.GetHash(1);
var rn2 = hash.GetHash(12);
var rn3 = hash.GetHash(13, 5);

var rn4 = Hash.GetHash(0, 0);
var rn5 = Hash.GetHash(0, 1);
var r6 = Hash.GetHash(0, 12);
var rn7 = Hash.GetHash(0, 13, 5);



JOAATOK b.
Buxignuit ko1 po3po06eHOT0 TPOTOTHITY
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Kiacc, 1o onucye 3’eqHanHs 3 6a3010 TaHUX:

using MySql.Data.MySqlClient;
using System;

using System.Collections.Generic;
using System.Linq;

using System.Text;

using System.Threading.Tasks;

namespace PassGenerator

{

internal class DB

{

MySqlConnection connection

54

new

MySqlConnection(*server=localhost;port=3306;username=;password=;database="

);

public void openConnection()

{

if (connection.State == System.Data.ConnectionState.Closed)

{

connection.Open();

public void closeConnection()

{

If (connection.State == System.Data.ConnectionState.Open)

{

connection.Close();



public MySqlConnection getConnection()
{

return connection;

Knacc, 1o onucye kopuctyBaya:

using System;

using System.lO;

using System.Collections.Generic;
using System.Ling;

using System.Text;

using System.Threading.Tasks;

namespace DiplomaPassGenerator

{

internal class User

{
public static string username;
private static string hashPassword;
public static string uFile;

public static byte[] key;
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public User()

{
User.username = null;
User.hashPassword = null;
User.uFile = null;

User.key = null;

public User(string username, string hashPassword, string uFile, byte[] key)
{

User.username = username;

User.hashPassword = hashPassword,;

User.uFile = uFile;

User.key = key;

public bool generateFile()

{

uFile = uFile + ".txt™;

try

{
File.Create(uFile).Close();

return true;

}

catch

{

return false;
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Kiacc, 1110 MiCTUTh alrOpUTM reHepaTopa:

using Standart.Hash.xxHash;

using System;

using System.Collections.Generic;
using System.Ling;

using System.Text;

using System.Threading.Tasks;

using System.Security.Cryptography;

namespace DiplomaPassGenerator

{

class Generator

{

private string seed,

private int counter;

public Generator()

{

DateTime date = DateTime.Now;
this.seed = date. ToString(""dd/MM/yyyy HH:mm:ss");

counter = 0;
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}
public int Next()

{
MD5 md5 = new MD5CryptoServiceProvider();
byte[] hash = Encoding.ASCII.GetBytes(seed + (++counter));
return BitConverter.Tolnt32(md5.ComputeHash(hash),0);

public int Next(int top)
{
MD5 md5 = new MD5CryptoServiceProvider();
byte[] hash = Encoding.ASCII.GetBytes(seed + (++counter));
byte[] hashenc = md5.ComputeHash(hash);
int res = (BitConverter.Tolnt32(hashenc, 0) % top);
if (res <0)
{

return res * -1;

}

else

{

return res;

public int Next(int button, int top)

{
MD5 md5 = new MD5CryptoServiceProvider();
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byte[] hash = Encoding.ASCII.GetBytes(seed + (++counter));
byte[] hashenc = md5.ComputeHash(hash);

return (button + (BitConverter.Tolnt32(hashenc, 0) % top) % (top - button
+ 1))

k

Knac, mo onmcye anroputm mmdpyBanHs daiiry:

using System;

using System.Collections.Generic;
using System.Ling;

using System.Text;

using System.Threading.Tasks;

using System.lO;

using System.Security.Cryptography;

namespace DiplomaPassGenerator

{

internal class FileEncrypt

{
public void EncryptFile(string path, byte[] key)

{
string tmpPath = Path.GetTempFileName();
using (FileStream fsSrc = File.OpenRead(path))
using (AesManaged aes = new AesManaged() { Key = key })
using (FileStream fsDst = File.Create(tmpPath))

{



fsDst.Write(aes.1V,0,aes.l1V.Length);

using (CryptoStream cs = new
aes.CreateEncryptor(), CryptoStreamMode.Write, true))
{
fsSrc.CopyTo(cs);
¥

}
File.Delete(path);

File.Move(tmpPath, path);

public void DecryptFile(string path, byte[] key)
{
string tmpPath = Path.GetTempFileName();
using (FileStream fsSrc = File.OpenRead(path))
{
byte[] iv = new byte[16];
fsSrc.Read(iv, 0, iv.Length);
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CryptoStream(fsDst,

using (AesManaged aes = new AesManaged() { Key = key, IV =iv })

using (CryptoStream (S = new
aes.CreateDecryptor(), CryptoStreamMode.Read, true))

using (FileStream fsDst = File.Create(tmpPath))

{
cs.CopyTo(fsDst);

}
File.Delete(path);

File.Move(tmpPath, path);

CryptoStream(fsSrc,
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Krnac, mo omwmcye IOTiKy TiJi 4ac peecTpallii KOpHCTyBada, CTBOPEHHS
daiiny, HOTo 3aMOBHEHHS Ta MU(PyBaHHS

using MySql.Data.MySqIClient;
using PassGenerator;

using System;

using System.Collections.Generic;
using System.ComponentModel;
using System.Data;

using System.Drawing;

using System.lO;

using System.L.inq;

using System.Text;

using System.Threading.Tasks;

using System.Windows.Forms;

namespace DiplomaPassGenerator

{

public partial class frmRegister : Form

{
public frmRegister()

{

InitializeComponent();

private void registerBtn_Click(object sender, EventArgs e)
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if (isUserExists())

return;

if (txtUsername.Text == "' && txtPassword.Text == "" &&
txtComPassword. Text =="")

{

MessageBox.Show("3anoBHiTs yci mons dopmu", "Peectparris
Hepaana", MessageBoxButtons.OK, MessageBoxIcon.Error);

}

else if (txtPassword.Text == txtComPassword.Text)
{
DB db = new DB();

MySglCommand command = new MySqglCommand("INSERT
INTO ‘users’ (‘login’, "pass’, 'kee) VALUES (@login, @pass, @key)",
db.getConnection());

md5 md = new md5();
string password = md.hashPassword(txtPassword. Text);

byte[] key = Enumerable.Range(0, 32).Select(x =>
(byte)x). ToArray();

command.Parameters.Add("@login",
MySqlDbType.VarChar).Value = txtUsername.Text;

command.Parameters.Add("@pass",
MySqlDbType.VarChar).Value = password;

command.Parameters.Add("@key",
MySqIDbType.VarChar).Value = Encoding.ASCII.GetString(key);

User user = new User(txtUsername.Text, txtPassword.Text,
txtUsername.Text, key);



FileEncrypt fileEncrypt = new FileEncrypt();

db.openConnection();

if(user.generateFile() && command.ExecuteNonQuery() ==1)

{
fileFill();
fileEncrypt.EncryptFile(User.uFile, User.key);

MessageBox.Show("AkkayHT  3apeecTpoBaHO",
MessageBoxButtons.OK, MessageBoxIcon.Information);

txtUsername.Text = """
txtPassword.Text ="

txtComPassword. Text = ""';

}

else

{

"Vemix",

MessageBox.Show("ITomunka mnpu peectpanii, "Peectpaiiis

Hepnana", MessageBoxButtons.OK, MessageBoxIcon.Error);

}

db.closeConnection();

}

else

{



MessageBox.Show("ITaponi He cmiBmagaroTh',

Heaana'", MessageBoxButtons.OK, MessageBoxIcon.Error);
txtPassword.Text = "";
txtComPassword.Text =",

txtPassword.Focus();

public bool isUserExists()

{
DB db = new DB();

DataTable table = new DataTable();

MySqglDataAdapter adapter = new MySqlDataAdapter();
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"Peectpairis

MySglCommand command = new MySglCommand("SELECT *

FROM “userss WHERE “login™ = @uL", db.getConnection());

command.Parameters. Add("@uL", MySqlDbType.VarChar).Value =

txtUsername;

adapter.SelectCommand = command;

adapter.Fill(table);

if (table.Rows.Count > 0)
{

MessageBox.Show("Takuii kopuctyBau Bxke icHye", "Peectpartis

Hepnana", MessageBoxButtons.OK, MessageBoxIcon.Error);

return true;

}

else

{

return false;



private  void checkbxShowPas_CheckedChanged(object
EventArgs e)

{
If (checkbxShowPas.Checked)

{
txtPassword.PasswordChar = '\0";
txtComPassword.PasswordChar = '\0";

}

else
{
txtPassword.PasswordChar = "*"

txtComPassword.PasswordChar = "*';

private void button1_Click(object sender, EventArgs e)
{

txtUsername.Text ="

txtPassword. Text = "";

txtComPassword.Text =",

txtUsername.Focus();

private void label6_Click(object sender, EventArgs e)
{

new frmLogin().Show();
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sender,



66

this.Hide();

private void fileFill()
{

Generator gen = new Generator();

const string chars =
"0123456789abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWX
YzZ",

using (FileStream fstream = new FileStream(User.uFile,
FileMode.Append))
{
using (StreamWriter stream = new StreamWriter(fstream))
{
for (int i = 0; 1 <1000000; i++)
{

int index = gen.Next(chars.Length);

stream.Write(chars[index]);

ky
¥
¥
ky
private void frmRegister_FormClosing(object sender,
FormClosingEventArgs e)
{
DialogResult dialog = MessageBox.Show("Bbl aeiicTBUTENBHO
XOTUTE BBIUTH u3 nporpaMmmsi?", "3aBepiieHue IPOrpaMMmsbl’,

MessageBoxButtons.YesNo, MessageBoxIlcon.Warning);

if (dialog == DialogResult.Yes)



Environment.Exit(0);

e.Cancel = false;

}

else

{

e.Cancel = true;

Kiacce, 1110 onucye anroputm mij 4ac peecTparii:

using MySql.Data.MySqIClient;
using PassGenerator;

using System;

using System.Collections.Generic;
using System.ComponentModel;
using System.Data;

using System.Drawing;

using System.L.ing;

using System.Text;

using System.Threading.Tasks;

using System.Windows.Forms;

namespace DiplomaPassGenerator

{
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public partial class frmLogin : Form

{
public frmLogin()

{

InitializeComponent();

private void registerBtn_Click(object sender, EventArgs e)

{

DB db = new DB();
DataTable table = new DataTable();
MySqlDataAdapter adapter = new MySqlDataAdapter();

MySglCommand command = new MySqlCommand("SELECT *
FROM “userss WHERE ‘"login® = @uL AND “pass’ = @uP", db.getConnection());

md5 md = new md5();

string password = md.hashPassword(txtPassword.Text);

command.Parameters. Add("@uL", MySqlDbType.VarChar).Value =
txtUsername. Text;

command.Parameters. Add("@uP", MySqlDbType.VarChar).Value =
password;

User.username = txtUsername.Text;

User.uFile = txtUsername.Text + ".txt";

adapter.SelectCommand = command;
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adapter.Fill(table);

If (table.Rows.Count > 0)

{
FileEncrypt fileEncrypt = new FileEncrypt();
string key = table.Rows[0].Field<string>("kee");
User.key = Encoding.ASCII.GetBytes(key);
fileEncrypt.DecryptFile(User.uFile, User.key);
new MainWindow().Show();
this.Hide();

b

else

{

MessageBox.Show("HeBipauii mapons abo iMm'ss KopucTyBaua,

Oynb sacka cupoOyiiTe 3HOBY", "ABTopu3ailis HeBana'", MessageBoxButtons.OK,
MessageBoxIcon.Error);

txtUsername.Text = """
txtPassword. Text = """

txtUsername.Focus();

private  void checkbxShowPas_CheckedChanged(object  sender,
EventArgs e)

{
If (checkbxShowPas.Checked)

{

txtPassword.PasswordChar = \0":
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else

{

txtPassword.PasswordChar = ="

private void buttonl_Click(object sender, EventArgs e)

{

txtUsername. Text = """
txtPassword.Text = """

txtUsername.Focus();

private void label6_Click(object sender, EventArgs e)

{
new frmRegister().Show();
this.Hide();
ky
private void frmLogin_FormClosing(object sender,
FormClosingEventArgs e)
{
DialogResult dialog = MessageBox.Show("BsI giiicHo xoueTe BUITH
3  nporpamu?", "3aBepmienHs  nporpamu', MessageBoxButtons.YesNo,

MessageBoxlcon.Warning);
If (dialog == DialogResult.Yes)
{
Environment.Exit(0);

e.Cancel = false;



}

else

{

e.Cancel = true;

Kiracc, mo onmcye po60Ty OCHOBHOT'O BiKHA

using System;

using System.Collections.Generic;
using System.ComponentModel;
using System.Data;

using System.Drawing;

using System.lO;

using System.L.ing;

using System.Text;

using System.Threading.Tasks;
using System.Windows.Forms;

using Standart.Hash.xxHash;

namespace DiplomaPassGenerator

{

public partial class MainWindow

{

- Form
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public MainWindow/()
{

InitializeComponent();

ToolStripMenultem copyMenultem = new
ToolStripMenultem("KomnitoBatu");

contextMenuStripl.ltems.AddRange(new[] { copyMenultem });

listPasswords.ContextMenuStrip = contextMenuStrip1;

copyMenultem.Click += copyMenultem_Click;

void copyMenultem_Click(object sender, EventArgs e)

{
Clipboard.SetText((string)listPasswords.Selectedltem);

private void mnpollporpamyToolStripMenultem Click(object sender,
EventArgs e)

{
new AboutBox1().Show();

private void clearBtn_Click(object sender, EventArgs e)

{

firstElementField. Text ="";
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lastElementField. Text = """

listPasswords.ltems.Clear();

static Generator gen = new Generator();

private void generatePassBtn_Click(object sender, EventArgs e)

{
int start = Int32.Parse(firstElementField. Text);
int end = Int32.Parse(lastElementField. Text);
using (FileStream fstream = new FileStream(User.uFile,
FileMode.Open))
{
byte[] output = new byte[end-start];
fstream.Seek(start, SeekOrigin.Begin);
fstream.Read(output, 0, output.Length);
string textFromFile = Encoding.Default.GetString(output);
listPasswords.ltems.Insert(0, textFromFile);
by
by
private void MainWindow_FormClosing(object sender,
FormClosingEventArgs e)
{
DialogResult dialog = MessageBox.Show("Bsl neiicTBuTEensHO
XOTUTE BBIUTU u3 nporpaMmmsi?", "3aBepiieHue IPOrpaMMmsl’,

MessageBoxButtons.YesNo, MessageBoxlcon.Warning);
if (dialog == DialogResult.Yes)
{



FileEncrypt fileEncrypt = new FileEncrypt();
fileEncrypt.EncryptFile(User.uFile, User.key);
Environment.Exit(0);

e.Cancel = false;

}

else

{

e.Cancel = true;
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JNOIATOK B.
Kommnekt rpadgiuaux mMarepiaiiB
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IIpoToTHNYBaHHS reHepaTopa MCeBI0OBUIIAKOBHX YHCe
JIJIS CHCTEM MAPOJILHOI0 3aXHCTY

[Tapons — yMoBHe ci10BO ab0 KOMOIHAIlS CHMBOJIB, IMO CKIIAA€ThCS 3 OYKB,
mugp Ta IHMHX CHMBOJIB, IIPH3HAUEHHH [UI1 IIATBEPKEHHA Oco0H abo
IIOBHOBa)k€Hb. [lapoml  BHKOPHCTOBYIOTH IS  3aXHCTy  I1HGoOpMaIli  Bif
HECAHKITIOHOBAHOTO JOCTYmy. Y OUIBIIOCTI OOYHCIIOBATBRHHX CHCTEM KOMOIHAIILA
"IM'S KOPHCTYBada - ITapo.Ib" BUKOPHUCTOBYETHCS IS ITOCBITUEHHS KOPHCTYBaYa.

Jlns monermeHHs poOOTH KOPHUCTYBAaulB 3 HHMH OyJIO CTBOPEHO CHCTEMH
30epiraHHsa Ta reHeparii mapoaie. OCHOBOIO CHCTEMH IeHepallli MapoiiB € alrOPHTMH
reHepyBaHHS IICeBJOBHIIAKOBHX UHCell ab0 aaropHTMH TeHepyBaHHS BHIIQIKOBHX
gHcel 3a 3aJaHHMH KOPHCTyBaueM Iapamerpamu. CuHcTeMH 30epiraHHS MapoJiB
3a3BHYail BUKOPHCTOBYIOTh 0a3H TaHHUX y AKHX 30epiraroThCs Xelll mapoaiB a00 BOHH
MH@PYIOTHCSA 3a IOIMMOMOT OO 1HIIMHX AT OPHTMIB.

VY paHiit poOOTI PO3MIAHYTO BHKOPHCTAHHSA TAKHX CHCTEM Ta aJITOPHTMIB, SKi
BOHH BHKOPHCTOBYIOTBH, iX HEJOIIKH Ta IlepeBard, IPOBeJeHO MOPIBHAHHA PI3HHX
aJTOPHUTMIB.

Ha ocHOBI mpoBeleHHX MOCIUDKEHH OYyI0 po3poliIeH0 (YHKITIOHYIOUHET
IIPOTOTHII 3 TeHepaTOPOM IICEBJOBHIIAIKOBHX UHCET Ha OCHOBI Xeml — (PyHKII, IO
MIPOIIOHY€E HOBY KOHIIEIIIIIIO /IS IIPOTpaM — FeHepaTopiB MapoJliB
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IIpuHUMI PO0OTH reHepaTopa ICeBAOBUIIAJIKOBUX YHCell

a) Cxema iHiyianisauii reHepaTopa
©) Cxema iHiUyianizayi Ta po3gineHHa reHepartopa
B) Npobnema po3dineHHa reHepaTopy
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1IHKH SAKOCTI1 refHepaiil ajropurmis
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Pe3yabTaTi OMIHKH AJITOPUTMIB IreHepaTopiB
ICeBI0OBHIIAIKOBHX YHCeJ

0..n Oseed 0..n
K 10 28
Bixap 11 1870
MepceHHa
XorShift 7 26
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Xem-(pyHKIIl Yy IKOCTi TeHepaTopy BUIIAAKOBHX
NOCJIIIOBHOCTEM

var hash = new Hash(2);
var rn® = hash.GetHash(@);
var rnl = hash.GetHash(1);

var rn2 = hash.GetHash(12);

var rn3 = hash.GetHash(12, 5);
var rnd4 = Hash.GetHash(e, @);
var rn5 = Hash.GetHash(2, 1);

var rné = Hash.GetHash(9, );
var rn7 = Hash.GetHash(@, »

a)
9))
class HashRandom
a) CxemaTuyHe 3006parkeHHA AOCTyny A0 €NeMEHTIB y XeLl-pyHKLUii private int seed;
e . private counter;

©) Mpuknag BUKOPUCTaAHHA Xelw YHKUIT Y AKOCTI reHepaTtopa R it
B) MNMpuknag HauWnpoCTIWOro Knacy reHepaTtopa Ha OCHOBI XelLu-
¢yHKLli.I' his.seed S d

public Next()

return Hash.GetHash(seed, counter++);

B)
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PesyabTaTi OMIHKHM aJIrOPUTMIB reHepaTopiB
NMCEBAOBUNAAKOBHUX YHCe] HA OCHOBI xeml (pyHKIil

0..n

MD5 202
MurmurHash 9
xxHash 8
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BumMoru Ta onuc po3po0/il0BaHOT0 NMPOTOTHITY.

JIo mporpaMH BHCYBAIOTHCA HACTYIIHI BHMOTH:

CHCTEeMY ayTeHTH(QIKaIlll KOPHCTyBaua;
CHCTeMa IeHepallii MOCIiIOBHOCTI Ta ii 30epiraHH;
CHCTeMa IMH(PYBaHHA 3TeHepPOBaHOI IMOCIIIOBHOCTI;

CHCTEMa BHJIa‘Ii IIapoJK0 3a BKa3aHHM I[iaHa30HOM.

AsTOpMIaUIS

Yeniwwa

KOpHCTYBau 33peccTposani y cucTem?

Haycniwwa

Buro rexepaull

Hi

PeccTpaus
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ApXiTeKTypa po3p0o0./1eHOro NPOTOTHITY

UurauHa danny

Mepwwi 3anur

Mepeaava gasunx

Obpobxa

YuraHHa anny

HacTynsmi 3anut

Nepeaaya gaxnx

OSpolka

BusenexHs

3anuT KopucTysauda

IHTepdenc
KOopucTyBada




30BHILIHIA BUIJISA PO3P00JIEHOr0 MPOTOTHILY

leneparop Maponis

ABTopH3aLlin

IM'a kopHcTyBaua

Napons

[ Noxasam napone
OYMCTHTH NOAR
LLle He mato aKayHT

CTBOPUTK aKayHT

Peecrpauin

Im'ss KOopHCTYBava

Napons

losropirs napoas

[ Noxasam napome

OYyMCTHTH NOAR
BXe Maro aKavyHTt

NosepHyTUCA A0 BXOAY

84

¥ leneparop naponis

Mpo nporpamy

YBepitb HoMep nepLioro exeMeHTy

[ ]
YBeaiTb Homep OCTaHHbLOIO eAeMEeHTY

l |

Crevepysam OwcTimi nons

10



3micT (baii.ﬂy A0 Ta MicJaA po3mndpyBaHHA
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B0k — cxeMH (PYHKUIOHAJIBHUX YACTHH

K1ac DB:

@yrkuia public void openConnection()

@yrKuig public void closeConnection()

connection.State ==
System,Data.ConnectionState.Open

Knacc FileEncrypt
®yukuis public void EncryptFile(string path, byte[] key)

CHlovarox

C uu(fssrc-ﬂewcnm»)

m(m-mmaoed(
)M-bv))

@ m(&ost-ﬁeowmb)) D

using (cs = new CryptoStream(fsDst, >
aes.CreateEncryptor( ), CryptoStreamMode. Write,
true))

end using (cs = new CryptoStream(fsDst,
2es.CreateEncryptor( ), CryptoStreamMode, Write,
true))

I
( endusing (fsDst = Fie.Create(tmpPath)) )
|

end using (aes = new AesManaged(
HKey = key})

I
(_end using (fsSrc = File.OpenRead(path))

12



BJ1ok — cxeMH (PYHKIIOHAJIbHUX YACTUH 4.2

Kuacc frmRegister, mo omHcye nporec peecTparii.
®yHukuig private void registerBtn_Click(object sender. EventArgs e)

®yHukuig public void DecryptFile(string path, byte[] key)

(_using (fsSrc = File.OpenRead(path))

m(as-mw
HKey =key, lV-lv))

m(cl-m(?wﬁ;sten(&&t,
aes.CreateDecryptor( ), CryptoStreamMode.Read,

& m(ﬁou-ne.omwn =

@ eam(ﬁon-ﬂe.ouu(wo) )

cdm(c-mamm
mmm() CryptoStreamMode.Read,

wmm-mw
HKey = key, N-IV))

@ cdm(&&c-ne.ouw» D
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BJ1ok — cxeMH (PYyHKIIOHAJIBHUX YACTUH 4.3

®yukuis checkbxShowPas_CheckedChanged(object @ynkuia isUserExists()
sender, EventArgs e)

>

®yHukuig private void fileFill()

Cllowrox

Cmm—-mwm )

& mm-m;mm >

14
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BJ1ok — cxeMH (PYHKIIOHAJIBHUX YACTUH 4.4

Kac md5, mo omHcye Xem-(yHKIIIO ®yukuia public int Next()
CMosarox D

@ynkuig public string hashPassword(string password)
Hosarox >

®ynkuia public int Next(int top)

Kiacc Generator mo OIHCYe reHepaTop
IICeBIOBHITAIKOBHX YHCE
KoncTpykTop Ki1acy public Generator()

(_Howarox

15
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BJ1ok — cxeMH (PYHKIIOHAJIBHUX YACTHH 4.5

dynkuisg public int Next(int button, int top)

C_Houarox

Kuacc frmLogin, mo omHCye J0TiKy IPH peecTparil
@yHKuig private void registerBtn _Click(object sender, EventArgs e)

16
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IlepeBaru Ta He0JIIKH PO3PO0JICEHOIO IPOTOTHILY

V pozpobieHoMY MPOTOTHITI MOXIMEO BUAUIMTH HACTYIIHI [IePEeEaru:

MacmTaboOBaHiCTh - MOKIMEICTh PO3MMPIOBATH CHCTEMY i 30insmyeaTy i
ITPOAYKTHEHICTE, 33 PAXYHOK JOJAaBaHHA HOBMX MOAYIIE;
PEMOHTOMPUAATHICTE - 3MiHA OJHOrO MOAVIA HE BHMMarae 3MiHM {HIHMX
MOJAVIIE;

MOKIMEICTE TECTVEAHHA - MOAYIb MOXKHA Bil'€QHaTH Big BCiX HIHMX i
MIPOTECTYBATH / ITOJIArOAUTH;

cympoein - po3dMTY Ha Moayai IporpaMy Jerme posyMiTH i

CYIIDOEO/IKYEATH.

Heponikamu po3zpobiieHOro rmpoTOTUITY € HACTYIIHE:

IpM BHUKOPHMCTAHHI IMOCI{JOBHOCTi MAIEHBKOTO PO3MipY 3MEHIIVETHC!
KiIIBKICTh EBapialfii JOCTVIIHMX Mapoiie i 30iMbMYETBCA MOMIMEICT]
3UTOMY;

OCKUTBEKM BiIKPUTHIT K104 30epiraeTeca v 0azi gaHMX TO IIpH 37IOM
TOBEMMCHHK 3MOXe posmubpyeaty (aiin 3 mocIiIoBHICTIO;

INpyM TIOMKOMKeHHi abo BTpari O¢aiiny KOpUCTYBad BTpadae VCK

MOCIHIOBHICTh, 3HAYMTE, I YCi Iapoii.

BHXOOMYH 3 BHIIE 3a3HAYEHOTO TPONIOHYIOTECA HACTYIHI

MO IHpiKaLIil:

* 30LTbIIEHHS eHTPOIIl ATTOPHTMY NUIAXOM JOJaBAHHA Y 3€PHO

3Ha4YeHb IHIIOT 0 T€HEpaTopa,

* MoaH(QIKyBaHHA aIrOpHTMy mMHOQpPyBaHHA (QaHty 3

MOCIiIOBHICTIO 1 3MeHIIeHHA PH3HKIB AeMH(PyBaHHA:

¢ CTIBOpPEHHA CHCTEMH PE3EPBHOTO KOTIIOBAHHSA Ta

JOOMPAIFOBaHHA CHCTEMH POOOTH 3 aiiIoM.

17
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BucHoBkH

ITix wac HamMcaHHSA BHITYCKHOI KBami(iKaIiiiHOi poOoTH OyI0 pO3TIsSHYTO
OCHOBHI aJIrOPUTMH TeHepallli ICEeBIOBUIAIKOBIX YICENI, PO3LIIHYTO K iX
BIKOPHICTOBYIOTH IIPH T'eHepalili HapOJIiB.

Takoxx Oylo pO3IISHYTO BHKOPHCTAHHS PSAIy ICHYIOUNX Xem-(QYHKIIA y
SKOCTI T€HEPATOpPIB IICEBIOBUIAIKOBIX YNCET Ta BUKOPUCTAHO JAHMIT alrOPUTM
Ha MPAKTUIIl y PO3POOIESHOMY MPOTOTHIN, IO BHKOPHCTOBYE HOBY KOHIIETIIIIO
JUIA IIPOTpaM — TeHepaTopiB MapoiiB. B pe3ynbraTi JOCTKEHHS Oy BUPIIISH]
TaKl1 3a1a4l:

1) mpoBeaeHO O CYy9acHHX aIrOpPHTMIB TeHepallli IICeBIOBHUITAIKOBHIX
qIICel;

2) JOCIIKEHO MOJKINBOCTI BUKOPHCTAHHSA Xeml-QyHKIIA Yy SKOCTI
reHepaToPIB ICEBIOBUIIAKOBIX THCE;

3) 3ampoNOHOBAHO AaNrOPUTM BUKOPHCTAHHA Xeml-(QyHKINI Y SKOCTL
reHepaTopa IICEBIOBUIIAIKONX JICEI;

4) po3po0JIeHO HPOTOTHITy, IO BHKOPHCTOBYE AalrOPUTM TIeHepamli Ha
OCHOBI Xem-(PYHKIII 3 HOBOIO KOHIIEMINIED 30epIraHHsA mapOJIiB;

18



ﬂoil;hh::g Ty [To3naueHHs HaitmenyBanHs [Ipum.
Texcmogi dokymenmu
1 [TosicHIOBasIbHA 3alMCKa 93 c.
I paghiunuii mamepian
2 [TpoToTunyBaHHs reHeparopa A4 en.o.
TICEB/IOBUITAIKOBUX YMCEI JIJIsl CUCTEM
MapOJIHLHOIO 3aXUCTY
3 [TpuaIMI poOoTH TeHEpaTOpa A4 en.d.
IICEB/IOBUIAIKOBUX YHCEI
4 AJNTOpPUTM OIIIHKY SIKOCTI reHepauii A4 en.o.
AITOPUTMIB
5 Pe3ynbTaTi OIIIHKK QJIrOPUTMIB A4 en.o.
TeHEPATOPiB NICEBIOBUITAIKOBHX YHCEI
6 Xem-(hyHKIII1 y SIKOCTI TeHepaTopy A4 en.d.
BHIIJKOBHX TTOCIIIOBHOCTEN
7 Pe3ynbraTH OLIIHKY QJITOPUTMIB A4 en.d.
TeHePaTOPiB MICEBIOBHUITAIKOBUX
qucesl Ha OCHOBI Xem-(pyHKIii
8 Bumoru Ta onuc po3po0110BaHOTO A4 en.d.
MPOTOTHUITY
9 ApXiTeKTypa po3poOICHOTO TPOTOTHITY A4 en.d.
10 30BHINIHIN BUTTIS pO3pOOIECHOTO A4 en.d.
MPOTOTUTTY
11 3micT Gaiimy 10 Ta micist A4 en.d.
po3irdpyBaHHs
12-16 brok-cxemu QyHKITIOHAIBHUX YaCTHH S5xA4 en.d.
17 [TepeBaru Ta HEOIIKH PO3POOICHOTO A4 en.d.
MPOTOTUITY
18 BucHoBku A4 en.d.
W3 | JIuct | Ne mokym. [Migmuc | lata
Po3po6. | KonoBuenko [POTOTUITYBAHHA Jirepa |Jluct | JluctiB
FTEHEPATOPA
Iepes. l'openos MMCEBAOOBUTMNALKOBUX A
UNCET O4J1A CUCTEM
H.xonTp. |MunroryeHko APOIBHOE SAXUETY XHYPE.
: Bidomicmb KeanicpikauitiHOT Kacdenpa KPiCT3I
3ats. AHTINOB po6omu mazicmpa




