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Vector-Logical Diagnosis Method for SOC Functionalities
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Kharkov, Ukraine, 61166, phone: (057) 70-21-421, (057) 70-21-326
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Abstract

Models and methods of vector-logical diagnosis of
SoC functionalities in real time are proposed. Algebra-
logical procedures of embedded fault diagnosis by
means of DNF synthesis that forms all functionality
diagnosis solutions are described. The method is based
on use the fault detection table that is result of fault
simulation.

1. Introduction

The research aim is development of embedded
diagnostic service method of digital system-on-a-chip
functionalities that is intended for faulty SoC
component detection in real time.

The problems: 1) The state of the SoC I-IP market
technology [1-5]; 2) Vector-logical (VL) method of the
embedded service on basis of the coverage matrix
[6,7]; 3) VL-method application for the diagnosis of
SoC components; 4) Practical results of the
investigations.

Modern technologies for the design of digital
systems on chip [8-11] offer, along with the functional
blocks of F-IP, the development of service modules I-
IP oriented on the integrated solution of the problem of
improving the project quality and Yield increasing in
the manufacturing process, which is defined by
implementation to silicon the following services
[2,4,5]:

1) Monitoring the internal and output lines in the
operation, verification and testing of functional blocks
on the basis of IEEE 1500 boundary scan standard
[12];

2) Testing the functional modules by applying
different test generators, targeting fault detection or
behaviour checking;

3) Diagnosis failures and defects by analyzing the
information received from testing phase and by using
the special embedded methods for troubleshooting
based on the IEEE 1500 standard [12];
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4) Repair of functional modules and memory after
fixing a negative test result and determination the type
and location of a defect at the executing diagnosis
phase;

5) Built-in-measurement the main parameters and
characteristics of SoC operation, allowing the temporal
and volt-ampere measurements;

6) The reliability and fault tolerance of SoC in the
operation, which are achieved by using diversification
of functional blocks, duplication of them and recovery
SoC efficiency in real time.

Subject to the SoC testing problem’s state the fault
diagnosis problem is considered below, defined by
item 3; its solving enables to raise the quality of
designed device essentially due to technological
method of a single and multiple faults detection.

2. Vector-logical fault diagnosis method

The general role is assigned to the boundary scan
technology [12] that is implemented into a chip now
has to simplify solution of practically all problems of
SoC Functional Intellectual Property Infrastructure.
The access controller to internal lines and ports of the
boundary scan register uses a cell or a stage of the
register. In the aggregate a number of such cells, which
provide monitoring in this case, must be equal to the
quantity of problem observable lines of a project,
which are necessary for exact establishment of a
diagnosis.

An interesting solution of the diagnosis problem
cab be obtained by means of the Boolean algebra and
the fault detection table (FDT) M that is the Cartesian
product of test T on a set of given faults F in the
aggregate with the output response vector (ORV) V,
where solving of the covering problem gives maximal
exact result in the form of DNF and every term is
possible variant of faults existance in a device. The
diagnosis model is represented by the components:

159



A=<T,FM,V >,
T=(T,Ty,...Tj,... Ty); F= (Fl,Fz,...,Fj,...,Fm);

M = |Mil,i = Ln;j=1m; V = (V}, Voo, Vi, Vi)

*
Vi =R(T)) @R (Ty); {VisTiaMijaFj} e {0,1}.

Coordinate value of the vector V is result of XOR
operation execution at generalized model and real
output responses.

The fault detection table processing for diagnosis
obtainment is carried out by the algorithm, based on
use of vector conjunction, disjunction and negation
operations at FDT rows. Conjunction of the
generalized vector that respects to “1” ORV
coordinates and inverse generalized vector relative to
zero ORV coordinates:

F=M'AM' =| V M, |A| VM |.
V=1 V;=0
A single fault diagnosis differs by performing of

conjunction operation (instead of disjunction) at all
vectors, which correspond to “1” ORV coordinates.

_0 —_
F=MAM =| A M || V M|
V=1 V;=0

Example 1. Diagnose the multiple faults in a
circuit by the vector-logical method; the fault detection
table and the output response vector for a circuit are
given:
T<
/Fj F|F ||k |F|F | F|KR|FK|Fo
T 1 1

<

m! 1)1 L1

T

I
A
—_
S |=[=|o|o|=|o|o| ool o)~

M _10]0]0]1]0]0]0]1[0].1

T

T
e

The fault detection table processing for obtainment
F gives result, represented in four bottom rows of the
matrix M. Last FDT row fixes the fact of existence
faults in a circuit, which represented in vector or set-
theory form F = (0001000101 ) = {F4,Fg,Fjo}.

To transform the obtained solution to DNF form
FDT structure and a fault set, fixed in last table row,
are used. The synthesis of disjunctive form gives the
following result:

160

F=(F4 v Fo)(F)(Fg)(Fy v EFp)=
= F4FgFaFy v FioFgFaFy v FgFgFaFig v FioFgFaFro =

= F4F8 \Y4 F10F8F4 \Y F4F8F10 \Y F10F8F4 = F4F8.
It is interested that due to writing faults in the form
of DNF terms, covering all “1” ORV coordinates; the
possibility to remove the fault Fjy € F from a fault list

appeared. The same result has obtained before at
consideration of algebra-logical method of fault
diagnosis.

The advantage of the vector-logical method is
analysis efficiency of the fault detection table;
computational complexity of the method is
multiplicative dependence from fault quantity and test
power: Q=nxm. The method has to be used when
“1” coordinates in the fault detection table prevail. The
disadvantage of the method is impossibility of
representation all fault combinations, which form terms
for covering of “1” ORV coordinates.

Example 2. Carry out vector-logical diagnosis of
circuit lines faults (Fig. 1) subject to the circuit
structure.

—p 10
L ¢

P5| 1
iTp], —
4 |

P4

; " Pel 2
; |

Fig. 1. An instance of a circuit for diagnosis

The fault detection table (first 5 rows) and the
output response vector V correspond to the circuit
structure.

B R BB B || B | B | B | By | Fo| i Fa| Yiol Yipl Yia
! 1 1 ‘
1 1
1 1
1

T |1 111 1010
T T i

0
0
1

0,1
010
010
00

1 1 111 ]1:1

M1§{)
KY) i
Use of the vector-logical method, based on the

1
1
1
1

U I N SN
U I N N

. *
formula of obtainment M , enables to get the result
ignored the circuit structure:
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F = (1011110100 00) = {F;,F3,F4,Fs,Fg,Fg} .

The synthesis of disjunctive form by FDT M*,
masked obtained faults F={F,F;,F;,Fs,Fg, K},

gives solution:
F=(FVvEVvEvVvE)RKBVvEVvE)FfFVvEvEvE)=

=(F vEvE vE)EE vEFE vEER vERB vEEvER v

vEF v s v EgFg v By v sy v RRER) =

=F{FFK v ERFs v ERR v EBE v ERFs v ERR v

v EEE v REFs v ER K v B v RFsE v RRE v

v FiFsFy v FFyFs v FE4Fg v ByF3Fy v FFsFs v FyEgFg v

v B3F4Ey v ByFyFs v ByFyFg v BRE4Fg v FyFsFg v FyFgFg v

v FFsFs v FFsFs v FEsFg v BRFs v BFsFs v FyFsFg v

v B3F4Fs v EgFsFs v FgFsEg v B3FsFg v FsFsFg v FsFgkg v

v FF3Fg v FEsEs v FFsRg v FR3Fg v BFsFg v F3FgFg v

v F3F4Fs v B4FsFg v EyFgFg v ByFglg v EsFgFg v FgFgFg =

=hE vRE vER vEE vEE v BE v EFs v EgFg v FsFg v Fglg.

In a case of additional use the circuit structure (Fig.

1) in the form of rows Yj(, Y11, Y12 of the table M
that is put on FDT the result can not be worse.
Computation of the vector Mm! (?) in M is realized
by application the mask of the reachability vectors
{?10,?1 1,?12} , which correspond to the faulty circuit
outputs on test patterns:

M'(Y) =[Y10 AM(Y;0)IVI(Y11) A M (Y )]V

vI(Y12) AMs(Yp2)]-
Replacement of the specified vectors of the fault
detection table to the expression to obtain F results in:

M1(§) =[1100000001 00]v[0110000100 10]v

v[0011001010 01]=[1111001111 11] =

= {F1,F2,F3,F4, F7, By, Fo , Fio, Fio }.

Subsequent

o S =0

operations F(Y)= M (Y)AM at FDT, form the final
solution:

F(?) = (1111001111 11) A (1011110100 00) =

= (1011000100 00) = {F;,F3,F4,Fg}.

Last vector (111100111111) makes a mask to form
disjunctive normal form that has the following terms:

F(Y)=(F vE)(F vR)E vEVE V)=

= (F1 \% F4)(F3 \ Fg) = F1F3 \% Fng \4 F3F4 Vv F4F8.

In general case taking into account the circuit
structure in the form of the reachability matrix enables
to get more exact diagnosis due to removal the faults,
which can not influence on faulty outputs.

calculations, related to vector
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The proposed vector-logical diagnosis method
gives the mathematical apparatus to a developer of
SoC, by which the diagnosis of faulty components can
be realized on conditions that there is preformed fault
detection table. At that set-theory solutions can be
represented by all possible fault combinations in the
form of DNF terms. The method is effective if a
number of “1” in FDT greater then 10-20%.
Availability of additional information in the form of
reachability matrix for all external outputs enables to
reduce essentially (by 40-60%) the power of faults
under test or term quantity, which determine all
possible fault combinations, forming the output
response vector.

3. Software implementation of the fault

detection method

The software «Defect Analyzer» is intended for
simulation of digital systems-on-chip testing and
diagnosis by using the fault detection table. «Defect
Analyzer» is application that is based on operating
system Windows XP; it is developed by C++ language
and programming environment Borland C++ Builder
2006, and includes 659 statements.

The algebra-logical diagnosis method for circuit
structure, consecutive and parallel methods of test
point choice, where the interactive probing is carried
out, are realized in the application. As input data the
covering table is used; it is made in the process of
circuit testing. The table represents input signal levels,
as well as detect faults in a circuit on current test
pattern; value of the vector V indicates that (Fig. 2).
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Fig. 2. Interfaces of the diagnosis system
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Data level, which can be processed by the
application, is limited by quantity of terms of no
simplified DNF. A number of table rows (terms)
should not be greater then 32766. A number of DNF
terms depend on initial data and it can be calculated by
formula:

i=L,n
N=TI(Nj) ,
Vi(V;=1)
where Ni is quantity of elements “1” in a test pattern.

At diagnosis the input patterns for which value of
the vector V is equal to 1 is considered.

The main time of diagnosis is consumed on
transformation CNF to DNF and its reduction. The
computational complexity of transformations depends
on experiment results and circuit (FDT) size:

TNy
Q=T (Nt S=om
where n is a number of test patterns; m is quantity of
elements, which are used in an experiment; Ni is a
number of “1” elements in i-th input pattern.

>

4. Conclusion

The vector-logical method of digital systems-on-
chip diagnosis is proposed; it uses preliminarily made
fault detection table. Set-theory solutions are
represented by all possible fault combinations in the
form of DNF terms. The method operates effectively
when numbers of “1” in the fault detection table
greater then 10-20%. Availability of additional
information in the form of reachability matrix for all
external outputs enables to reduce essentially (by 40-
60%) the power of precautionary faults or numbers of
terms, specified all possible fault combinations, which
forms the output response vector.

Practical importance of the method is high
efficiency, based on processing the fault detection
table, masked by the output response vector.
Additional use of circuit structure enables to raise
essentially the diagnosis resolution due to removal of
faults, which don’t influence on forming of incorrect
output responses. Solution representation in the form
of DNF enables to evaluate a complete combination
set, as well as to choose minimal of them, in which a
fault exists undoubtedly.

Charge for the method advantages is necessity of
the fault detection table making, which will have
inadmissible size for circuits, including more then
million gates. In this case it is necessary to introduce
the hierarchy for model extension, bur with reduction
of diagnosis resolution.
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