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IndpopmaTuBHI XapaKTepUCTUKU
AMHAMIiK1 CHCTeMH «KOPMCTYBau-MUIIa»

YV pasi BHKODHCTAHES KOMITIOTEDHOI M, SIK TPHCIPOR  BBEIEHHST
iH(opMALL, 0CHOBH {H(OPMATHEHI MAPAMETPH CHCTEMH ileHTHIKALI MiCTATBCA
B KiHEMATHMHILX [1ap AMeTPaX Py<y Kypcopy Ta P05 OTi 3 KIABIIIIAMH MU,

1. K0Op,INHATHE I101AHHSA TTON0ASHHS Ky P COpY.

2. TIIBHIKICTE Tiep eMIIEHHs KypCOpY TI0 TOPH3OHTATBHIH Ta Bep THKATBHT
TUTONIHHAM,

3. 3aranbHa MIBHIKICTB MTep Ml eHHS Ky P CopY:

4. KyTOBA IIBHIKI CTh TTep eMIllIeHHA Ky P COpY.

5. TIPHCKOp eHHsT TTep eMIIIICHHS Ky COPY TI0 TOPIBOHTATEHilf Ta Bep THKATBHft
TUTONIHHAM.

6. 3aranbHe MPHCKOPEHHs ITep eMl eHHA Ky PCopy.

PHBOK Mep eMilleHHs Kypeopy M0 TOPHBOHTATHHIl Ta BepTHKATBHi

TUTONIHHAM.

8. 3aTATLHU HEB OK Tiep eMIIICHHS Ky PCOpY

9. Cep eIIHA BiICTAHb ITe] eMIlIEHHAKY P COPY.

10. Unc may 31 T CI51 3AKIEHEST T1ep eMIITISHHST Ky COpY Ta HATHCKAHHA TiBOi
KITaBii.

11. Jac HATHCKAHHA B 01 KHOTIKH MHIITi.

12. Uac HATHCKAHHA TP ABOi KTABIIIT MU,

13. YacmoaBifiHOT 0 HATHCKAHHA B 01 KITABIIIT M.

14, Uac mysH MK HATHCKAHHSMH TH TOBifHOMY HATHCKAHHi NiBoi
KITABilITi M.

15. BiTHOCHA Pi3HHLIA Mik JOBKHHOI IPOIZIEHO1 KypCOpOM TpaeKTopii Ta
OBAHHOKO TTiHii, 0 TIOETHY € CTA TOBY Ta (EILTHY TOMKH Iep eMiIIeHHAKY D COp:
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AaraceTu AMHaMIKM CUCTeMH «KOPUCTYBad-MUIIIa»,
1110 3HaXOASATHCS Y BiABHOMY JOCTYITL

1. The Balabit Mouse Challenge DataSet, xommamiz BalaBit IT Security

(YropumHa).
https://github.com/balabit/Mouse-Dynamics-Challenge

2. ISOT Web Interactions (Mouse/Keystroke/Site Actions) Dataset, ISOT Research
Lab yriBepcrrery Victoria (Kaxaga).
https://www.uvic.ca/engineering ‘ece/isot/datasets

3. Keystroke Free Text and Mouse Movement Coordinate Records, yHiBepcnTer
urrary Hero-ITopk & Badamo (CIIIA).
https://cubs. buffalo edu/research/datasets

4. Four HCI Tasks Dataset, Pace yriBepenrer (CIIIA).
hittps://bitbucket. org/vimonaco/dataset-four=hei-t:

sre/master
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The Balabit Mouse Challenge DataSet

JTaTaceT MICTHTS MapameTpu poBoTs 3 Mumero 10 xopucTyBati, Koz HABIAYATEHA ORI ML TIp eICTAENERA 6
nmapametpanmt: <record timestampy — ¥ac (8 cexyHax), IO MPORIOE Bill TIOYATKY MOHITOPHHIY cecii, samicaHuii Ha
Binpanenomy ceppepi; «client timestamp» — 9ac (s cexyHaX), Mo Tp OIIOB Bifl IOYATIY MOHITOPUHIY cecii, samucanmt Ha
KITIEHTCEKOMY KOMIT'0Tep; «button — MOTORHMI CTH KIIABI MU (BUKOPHCTOBY€THCA wit Hi), state» — MOTORHMI CTaR
KypCopy MM (Tlep eMIIIy €Thea M Hi), <> — IOTOUHA X KOO HHATA KYPCOpY MHUIL; «y» — IOTOWHA Y KOOPAWHATA KYPCOPY

P (x,y) — MouseEvent(rtime ctime,button,state,x.y).
2

TTHHaMiKA Ky COpY KOMIT O TEpHOi M,
{Py. Py, ... P} —iHAHBi Ky ALK MoAii M
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The Balabit Mouse Challenge DataSet

OCKITBKH 0COBMHBOCTI POSOTH 3 KOMITIOTEDHOK MHIeR) OMHCYIOTh AK XADAKTEDHCTHKH B3A€MOZii 3
MAHITTTISITOPOM HA PiBHi {HTEp heficy (Tlep eMIleHHs KyP copy), TAK i B3a¢MOTii 3 MAHITYIATOPOM STK 3 iZHTTHHM
00'¢KTOM (TPHBATICTE HATHCKAHHA KTMABIll MHII), YCi JAHi 3 JATaceTy MOKHA DORIUTHTH HA TPH THITH [ii MHII:
mouse movement (MM), point click (PC), drag-and-drop (DD). MM oImHCY € MapaMeTpH [lep eMIeHHs Kyp copy
Mi JBOMA TOMKAMH ekpaHy. PC OIHCY € qacoBi MAPAMeTPH HATHCKAHHA KTagim Mumi. Ile fyike cxoske Ha il
MM, arle 3ABAH 3AKIHIY€ThCs KTKOM KIaBimi Mumi. DD ofHCye TPAMeTpH Jii Mep eTATYBAHHA 00" €KTa Ha
expani. [lin DD 3ABATH TOMHHACTBCH HATHCKAMHAM JTBOi KMABMN MHIN, fami MOCTiTOBHicTIO momiit
TIep eMiIIIeHHsT i 3AKIENTY €Tk G5 BITITY CKAHHAM B O} KB,

dlient timestamp.

buton

amp sute x y action
3253000020950 | 3260000000010 | Nobutton | Drag 859 172 oD

£ 3373000144960 | 3368999999950 | NoButton | Drag 98 200 oD,
3486000061040 | 3493999999 NoButon | Drag 913 269 oD,
5486000061040 | 3493999999950 | NoButton | Drag 18 277 b
3596000049590 | 3603000000000 | NoButton | Drag 962 318

< 3717000007630 | 3711999999940 | NoButton | Drag, 976 EiZ}

+ 3964000225070 | 3961999999940 | NoButton | Drag 84 380

‘4510000228880

4500000000030

1004

- e | o 01 b

9550900006290 | 9550300000000 | Nofutton | _Move 76 a2 Pc
95.630000114400 | 95.626000000000 | NoButton | bove. 459 308 Pc
14796.901000022500 | 9607000000000 | NoButton | Move 455 397 PC
9701300001140 | 9701700000000 | Nofutton | Move 351 82 Pc
97.12700003500 | 97.125999999900 | NoButton | bove. 263 EiZ} PC
9712700009350 | 57.125999999900 | Nobuton | Move 253 574 PC
97.364000082000 | 97.360000000000 | Noiutton | Move. 200 372 Pc
97.790000200300 | 97.453000000000 | NoButton | bove. 214 374 I
- 97.790000200300 | 97.765000000000 | Nobutton | Move. 221 EiZ}
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The Balabit Mouse Challenge DataSet

Finsricrs gift

Koprerysass Fovsummat gracer dTraingDataS | Teoromtiaracer «TeFostive | Teorooslizaracer dTsaNegatives
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Aaropurm $opMyBaHHS BeKTOpPIB ITapaMeTpis
AMHAMIKI CUCTEMHU «KOPHUCTYBau-MHUIIa» AAs 3aja4q
igentudikarnii kopucrysauis EOM

3 Metoro ouin wafispopNATHBHINIE HapasiCTpiB AN CHCTENH
KOpHCTYBAN- MY BIKOpHETOBYBATICE b TP TN A, B MraTsONY
BAIRY U 2 Act Naeo BeKTOp:
Acty = (yt), §
e~ KTBKiCTS InMBLAYATHIES MO i Y -1t 2
30 fomovorolo x Ta y BeKTOPiE Gyl poIpINORaNO KYT © ik
HOTINHOI 10 TpaCKTOpH nepeillenn Kypeopy Ta iceto abeune
o= rcng(%),(-Z n @, =0, @
6 8Y = Y = Yier Ta 63, = ¥ — %, DywKiiin arctg? — nomuperi
BapiaT TpHTONONCTDIIHO PYNKIL ATty - B PEYILTATI B Aianasoni
[-mx].
TopIONTATINA, BEpTIKATHHA T raTbHa WA mepesimeny

KYPCopy pospaXoByBATICE 30 BIpAIL:
Vi= Vi +Vi,

ax o
Y=g =g
BB = 6=ty & =0, Vy, =0, Yy, =0, V=0,
Tpckopenia, pisox 1a KyTom WRIKiCTs pospasonysatice %
p—

©)

o ()

oV _a 50
a=g =gy ey

aeay=0, =0, w, =0.

Kpipirsia TpackTopii pospaxosysatach 5a BHpaION:

=2 ©
€ 1y~ ORI TpACKTOpi i ROMATRORO! O i 70 4 0

i Z‘: 6 + 8y} ®

T == (=2, ,r‘:(l

(Cope, MNATL, NAKCINATLN T3 CEpEILORATPATIT e
mapaseerpin. (¥, ¥, V, a, j, @, ¢} ccmm nepmx 28 inpopanitun
rapasietpis A

“Taxor Gy10 BHKopHCTaNo ATy HapaseTp

~Tim i (MM. PC s DD):

~ nowa TpackTopit

i=2.m, “@

.

~ AOWANA BLAPISKa MK BOMA KINIICBINI TONKAMH TPaeKTOpii L

L=Vl =x)7+ On=0)% ®)

~ npANOTIHiHiCT TPacKTOpi s

@

©

~ sac BiomanA i T
T=ty=ty (10)

~ mampmvox i Direction (o 3 BOCKMI KBATpaITiS, AKOMY
AIEATS KYT MUK Biccio AGCUNE Ta BIDISKON, 110 3 €Y B KiHliesi TOTKI
packtopi):

~ waliGiuina pizctans max(d) BiA TPAEKTOpiE 20 BizpisKa. o 3 cunye
2pi iR TOKI TPAEKTOPiT:

~ bimoWeHIA Sty TPHBATOCTI MPOXOTRCHHA NEPUIX JecHTH
‘BUACOTKIB TPACKTOPl IEpeNIIIEHA KYDCOpY 0 'acy BUKOHAKHA i

~ WBMIKCTH NPOXOTACHHA NEIIX [ecTH BUICOTKIB IOBAMHI
TPACKTOP V.-

TaKing WOHON, HABTATHND Ta TECTOBA Gasit AWK CKAaich 3 37
iopNaiFX apaNeTpiD.

KyToBiit MPOCTIp HANPAMKIB PYXY KyYpeopy 9
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Cxema exkcriepumenty y Orange
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Cxema exkcriepumenty y Orange

Anzopumi oinxu  iixosiprocni
sapeccmposani xopucmyeauas (FRR):

1) Ba nepimony Kpoui oSupases Terasii KOpHCTyBat
(HATIPIIKTAY, KopHCTYBa™ 7) T THI Aii — MM;

2) Ha apyroMy Kpoui 3a jomomorow famnx 3 «Training
DataSet» 113 Kopierysata 7 Ta Tiny il MM 3a tonomoroio
k-NN, RF. SVM Ta NN amropimis craopiopaiach Moiets
cuicres izermixanii;

3) ma persoy Kpomi 3 matacery «Test Positiver
BiAGHpATICh Zati, 1O BLATIOBiAAIOTH KopHeTyBaty 7 3 Aisyit MM
Taxiny wion popyysases Aatacet «Test Positive — User 7»;

4) Ha weTBepTOMY KpoIli popoGiiena cieTeya ieTiikanii
Teerysanach na zataceri «Test Positive — User 7. Pesyibraton
TeCTYBANIA € BIACOTOK KOPHCTYBA'iB SKIIX CIICTMa He podIiaaTa
K (OPHCTYBaT 7. TOGTO WMOBIPHICTH 3a00POHI A0CTYITY
sapeccTpoBariony Kopuctysatesi (FRR):

5) 1 ITATOMY KpOIi U1 TIOTOUHOTO KOPICTYBAta OBHpABCs
‘tum 1 PC Ta 110BTOpIoBaIiCh KpoKit 2-4 3 pioBiiny o PC il
araceron «Test Positive — User 7

6) Ha WOCTOMY KpOIi JUI4 HOTOMHOrO  KOpHCTyBaua
obupascs i gii DD Ta nosTopropamich kpoki 2-4 3
sizmosizum 210 DD ziii xataceton «Test Positive — User 7»;

7) W chOMOMY KPOUi UM IOTOMHOTO KOHCTYBaua
obupaest Tun i MM+PC+DD Ta nosTopioBaics kpoki 2-4 3
simosimmy o MM+PC+DD it zataceton «Test Positive —
User 7

8) Ha BockMoMy Kpomi oOmpancs moBuii Terasuit
KOPUCTYBa' i NOBTOpIOBATICH KPOKI 2-7:

9) eKcrepuMenT Gylo SKiMNEHO, KOWN Bei XecsTs
KOPHCTYBAiB BTN Y4ACTS Y AHATI3N.

saboponn  doemyny

Ancopuma
sroasucrtiky (FAR).

1) Ha mepmoMy Kpoui oGmpaBcs feramsmii KopucTysau
(sanpikaz, KopucTyBat 7) Ta Tim i - MM:

2) Ha apyromy kpomi 3a fonomorow fammx 3 «Training
DataSet» 13 Kopuctysaa 7 Ta Tty il MM 3a z0nooroio k-
NN, RF, SVM a NN a’ropimis cTBopioBaTach Mojelh ClcTeMir
inenmpiKani

3) ma TperhoMy Kpomi 3 maracery «Test Negative
BUIGHPAIICh ali, 110 BIAOBLAIOTH KopHeTyBasy 7 3 Aiavit MM
‘Taxanns smmont popyysanes faracet «Test Negative — User 7

oyinxu  iiosipuocmi  wadanns  docmyny

4) Ha ueTBepTOMY KpoIli posposieia cicTeMa LeHTiKaii
Tectysaach Ha Jataceti «Test Negative — User 7». Pesyastatos
TeCTYBAHIA € BIACOTOK KOPHCTYBa'iB, AKILX CHCTEMA PodnisaTa
K opICTYBau 7», T00T0 iiMOBIpHCTS HATAHHA IocTymy
snomycinky (FAR):

5) 1A IUATOMY KpOLi LT3 I0TOMHOTO KOPIICTYBAYa 0BUpaBcs
‘Ti i PC Ta 10BTOpioBaiCh KpoKit 2-4 3 Bizutopiuiny 1o PC iii
aacerom «Test Negative — User 7

6) Ha moCTOMy Kpoii I HOTOUHOTO KOPICTYBata
obupapcs Tum aii DD 1a nostopiopamich kpokn 2-4 3
Bimoizum 10 DD i tataceron «Test Negative — User 7

7) Ha ChOMOMY Kpoui i HOTOWHOIO KOpHCTYBaua
obupaest Tn i MM+PC+DD Ta NOBTOpioBaich Kpoki 2-4 3
sianosimmy 1o MM+PC+DD iii tataceton «Test Negative —
User 7

8) Ha BockMoMy Kpomi oOmpancs momii Terasuii
KOpHCTYBaY i NOBTOPIOBATIICH KPOKII 2-7:

9) eKcrepuent Gy1o saKifieRo, Komr pei
KOPHCTYBatiB BYUIN Y9ACTS y AHATISH.

HecsTh
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PesyapTaTi TIpoBeA€HNX A0CAiAKEHbD

b0 Bipic s HaRaRH 40 CTYTY SHOBMHCHIKY
wa ocrosi ananisy MM aift

TivtoBipsic s HamaHHA 40 STy SHOBMHMCHIKY
wa ocrosi ananisy DD ift

User. RF NI SV Bl User RF ENN SV B
7 0134 0121 02 0133 7 0125 0104 0133 0128
9 0.165 0,155 0159 0.164 g 0141 0115 0113 0.105
2 0178 0158 0155 0124 2 0032 0114 0116 0126
B 0172 0203 0165 0123 15 012 0147 0137 01
6 0172 0165 0151 0135 6 0,055 0147 0127 0122
20 0172 025 0154 0135 20 0.055 0126 0127 0035
21 0178 0213 0142 0125 21 0,105 0118 0,144 012
23 011 0217 0,144 0181 23 0.125 0.144 0116 0.03
25 0132 0247 0135 0135 25 0123 0135 0141 0124
35 0133 0162 0178 0107 35 0134 017 0133 0.104
Avg 0155 01579 01725 01412 Avg 01175 01328 01287 01118

FvoBipic s HaRaHHA A0 CTYTY SHOBMHCHIKY FHvtoBipic s HaRaHH 40 CTYTTY SHOBMHCHIKY
wa ocrosi axanisy PC i Ha ocroEi aranisy MM+PC+DD gilt

User. RF NN SVM NN User. RF kNN SVM B
7 0181 0,145 0137 0152 7 0073 0.03 0032 0.066
9 0176 0202 0163 0.106 g 0.03 0055 0038 0061
2 0133 0237 0178 0131 B 0.034 0,034 0034 0077
15 0.104 02 0165 0175 15 0071 0.036 0035 0063
16 0.158 0234 0177 0115 16 0032 0081 0.035 0.064
20 0132 0217 0197 014 20 0.077 0033 0035 0067
21 013 0224 0158 0117 21 0077 0,038 0081 0078
23 0,144 0205 0197 0123 23 0.075 0.055 0056 0067
25 0152 0145 0175 0136 25 0073 0.03 0033 0.07
35 0123 0145 0134 0127 35 0075 0.054 007 0065

Avg 01563 01566 0.1729 01326 Avg 0.0777 0.0304 0.0849 0.0675
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PesyapTaTi TIpoBeA€HNX A0CAiAKEHbD

FAntopipsicns 3360 p0HH 70 CTyTTy SapEecTYOBEHIM KO pHCTy BaaM
Ha ocrosi ananisy MM aift

Fntopipsicns 3360 p0HH 70 CTy Iy SapEEcTPOBEHIM KO pHETy BaaM
wa ocrosi ananisy DD ift

Tser RF ENN SVM B Tser RF NN SV B
7 0175 0125 0207 0052 2 0101 0035 0035 0058
9 013 0145 0156 0034 9 0072 0034 0,055 0075
2 0122 0121 0151 0141 2 0073 0072 0.067 0053
i 0135 0126 0137 0035 15 01 0036 0057 0055
16 0136 0143 0139 0105 16 0073 0.064 0.055 0.065
20 0057 0055 0178 0113 20 0107 0052 0071 0033
21 0125 0146 0204 0154 21 0063 0054 0102 0054
23 0147 0147 0131 0156 23 0081 0101 0.054 005
25 0151 0153 0135 0032 25 0057 0053 0.106 0.067
35 0148 008 013 016 35 0102 0.06 0.063 008
Avg 0152 01253 01308 01186 Avg 00369 00761 0.0303 00648

FlotoBipsnicTs 5360 pORH 70 CTY Ty SapEEC OB AR KO pHCTy BaaM FlvtoBipsicTs 3360 pORH 70 CTy Ty SapEEC OB ERI KD pHETy BaRaM

wa ocrosi ananisy PC g Ha 0cHoEi aranisy MM+PC+DD gift

User. RF NN SV NN User. RF kNN SVM NN
7 014 0135 0051 0111 7k 0.065 0051 0058 0032
9 0035 0125 0,144 0075 9 0056 0036 0033 0052
2 [} 0128 0102 0.07 2 007 0035 0.065 0.05
[ 0161 0038 0071 0065 [H 0075 0.06 0075 0056
16 012 0.067 0148 0138 i6 0078 0.044 0058 0037
20 0156 0063 013 0107 20 0061 0047 0034 0058
21 0156 0077 0128 0077 21 0052 0043 0.055 007
23 0147 0.065 0116 0133 23 0076 0037 0057 0.067
25 0057 0068 0.104 0062 25 0075 0061 0.08 0055
35 0111 0052 0127 014 35 0054 0036 0067 0038
Avg 01273 00308 01151 00336 Avg 0067 0.045 0.0636 00519

. e]3
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Bucaosku

1. TIpoBeAeHO AHATI3 MPOJTEMH MOHITOPHHIY {H(OPMALIAHOTO MOTEPRY, MO BiXOGPAKAE CrIELHPIKY
AMHAMIKH CHCTEMH «KOPHCTYBAS-TPHCIDifi BEGACHHA iHQOpMALID i (OpMyeThes B mpomeci poSoTH
KOPHCTYBA4a 32 KOMIT'IOTEPOM.

2. Ha mpHTai posTamosaroi y BUTbHON

Data Set» pospoSITeHo UITOPHIM OFTHCTEHHS {H{OPMATHBHIL MAPAMETPiB AHHAMIKH CHCTEMH (KOPHCTYBarI-
e

AocTymi Sasn garms «Balabit Mouse Dynamics Challenge

3. JampoNOHoBAHO 1A iZeHTH(IKALIi KODHCTYBAiE 32 AMHAMIKDIO KOMITIOTepHOi M
BHKOpHCTOBYBATH HACTYTIHI iH{)OPMATHEH] MAPAMETPH: TOPHEOHTATBHA, BEP THKATBHA T4 34[ATHHA MBHKICTS
IepeMIIeHHs KypCOpy, TPHCKODEHHA, PHBOK Ta KyToB MIBHIKICTH TIepeMIlIEHHS Kypcopy, KDHBI3HA
TpaeKTopii, THIT Aii (mouse movement, point and dlick, drug and drop), ToBAMHA TPa€KTOpii Mep enimerEsT
Kypcopy, ZIOBAHHA Bilpiska Mi IBOMA KiHLIEBHMH TOUKAMH Tpa¢KTopii, IPAMOTIHIHICTE TpaeKTopii, dac
BHKOHAHHA 1ii, HATIDSIMOK TTep eMILIIeHHA Ky] copy. HATGITEIA BiCTAHE Bl TPAEKTOpii 10 BipisKa, M0 3" eHye
JIBi KiHIIeBi TOUKH TPA€KTOii T BUTHOMIEHHS TPHBATOCTI TPOXOI/KEHHS eI TecATH BiACOTKIE TpA€KTOpii
Tiep eMIIEHHA Ky cOPY 0 1Ay BHKOHAHHA Tl

3. Tporexeri ¥ maKeTi Orange eKCepHMEHTATBHI JOCTUIKEHHS CHCTEMH i 1eHTHIKAL KOPHCTYBAUiB
30 QUHAMIKOIO DYXy MM Ta BINOBITHHM TpACKTODIAM Kypcopy, 3aCHOBAHHM HA BHKOPHCTAHHi
3ATIPOTICHOBAHOTO TPOCTOPY iH(OPMATHBHIIX MAPaMeTPiB CHCTEMH «KOPHCTYBAY-MHIIA» i JOTHPBOX METOZB
Knacudiaii s y Data Mining — MeTofy OMOPHHX BeKTOpiB, MeTomy k-HAHGMILIIN cyciis, MeToxy
BHNATKOBOTO JiCy Ta pANiAThHOI HelpOHHOI Mepeki. OTPHMAHO FMOBIDHICTH 3aGOpOHH  JOCTYTIY
3] €€CTPOBAHIMKOPHCTYBAaM FRR=0.043 Ta [IMOBipHiCTb HA JAHHSA T0CTYTIy 2TOBMHCHIKY FAR=0.068.

4. PesynIbTaTH €KCTIEPHMEHTATBHIX TOCTIIKEHb TP EICTARTAOTE iHTEPEC B TPOEKTYBAHHI HOBHX i
MOJTEpHIZAL{{ i CHY IOFIITX CHCTeM i 1eHTHAKAL 0COSHCTOCT KOPHCTYBAMiE KOMITIOTEPHITS CHCTEM.
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METO/J PO3II3HAHHA KJIABIATYPHOI'O ITIOYEPKY
KOPUCTYBAYIB KOMIT'IOTEPHUX MEPEK HA OCHOBI
HA OCHOBI DTW-AJIT'OPUTMY
Ozxoranmu O.B.
HayxoBuit kepiBHUK — K.T.H., go11. ['openos J[.1O.
XapKiBchKHi HAITIOHATLHAN YHIBEPCHUTET PajlioeTeK TPOHIKH
(61166, Xapkis, ip. Haykwu, 14, kad. KoM totepHoi pajgioimkeHepii
1 cucTeM TexHivHoro 3axucty iHdopmarti (KPiCT3I),
ten. (057) 702-13-06, email: oleksandr.ozhohanych@nure.ua
The focus of the research is biometric recognition systems. The study
subject is person authentication via keystroke dynamics. The algorithm of
keystroke authentication based on the DTW algorithm is developed.

OfHIEIO 3  TeHJAEHI pO3BUTKY I1HQOPMAIHUX TeXHOJOTiH €
TepcoHiikar(iss ereKTPOHHUX TPUCTPOIB, SKUMHU JIOAN KOPHCTYIOTHCS TS
CIIIKYBAHHS, TOTIYKY iH(OpMAITii, TOPriBii, 6aHKIBCHKUX Ta 1HITIMX OIepartii.
Korken 3 xopucTyBadiB o Ii0HIX MIPUCTPOIB KiThbKa pa3iB HA JE€Hh CTUKAETHCS 3
TPOTIEAYPOIO  iIeHTU(]IKAIli, sKa € OOOBSI3KOBUM TICPBUHHUM €TaItoM
OTPUMAHHS JIOCTYITY 10 Oyb-SIKOI cyuacHOI KOMITTOTepHOI cucteMu. OJHNUM 3
€IeMEHTIB TOAIOHUX CHCTEM € TMJCHUCTeMa VYIPABIIHHA JOCTYIIOM JI0
IHQOPMAITIHIK pecypciB, sSKa Jac MOMKIMBICTH PO3MEKYBATHU JIOCTYI KOJa
KOPHUCTYBaUIB, IO MAIOTh JOCTYII 0 iHpopMaITii.

VY GioMmeTpryHUX cucTeMax ifeHTU(dIKarli 3a KIaBiaTypHUM ITOYepPKOM
3pa3oK JUHaMIKU Ha0Oopy IapoIbHOI Gpasu JOBKUHOIO 7 CHMBOIIB MOXKe OYTH
IIpeICTABIEHUI TTOCIIIOBHICTIO TpuBanocTell HD! HaTucKaHb KIaBill Ta Iays
F' MiX BiMIIyCKaHHSM MONEPENHLOI Ta HATUCKAHHAM HACTYIIHOI KIIaBilld.
Taxum wHOM, QopMYIOTHCS JBa GloMeTprIHUX BekTopu V; 1V, (puc. 1).

KH - xnasitny «Kp»
KH l KB T KH l K:B T KH l KB T
HaTHCRYTO;

KB - waiy «Ky»
HD; HD; BimyIIeRo;

F i K:H - nasitry «Ko»
2
1 . HaTHCHYTO;
HD, KB — asity «Ky»

t  sianyueno;

it

" v,
1 ) 2 B
HI
Dy L 5 .
HD; HD},
7
I T T T i T T T -1
1 2 3 n-l [ 1 2 n2 n-l

3

1

Pucynok 1
Henomikom mojaHHS OIOMETPHYHMX XapaKTEPUCTHK KOPUCTYBadiB 3a

JIOTIOMOTOIO BeKTOpiB V; Ta V, € Toit dakt, yci mofIii KiIaBiaTypyl po3risIaloThes
SIK OJTMHOYHI, TOOTO peamizarii Jesxoro MapKiBechkoro mporiecy. llepexin mo
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aHamzy KoMmOiHami# GyKBOCHONYyUYeHH JO3BOILIE 3HAYTHO IIOBHIIIE OMUCYBATH
IHVBIIyadbHI XapaKTePUCTUKN KIaBiaTypHOTO Mouepky ocobm. Haitbimbrma
JOTIIIBHICT, BOAaUacThcsl Yy BHUKOpHUCTAHHI JurpadiB (MOABIMHUX TOALN
KIIaBiaTypw).

TTonymaparM miAXOAOM B 3a7adi pO3M3HABAHHI MOBH € METOAN 1
aJTOPUTMHU, 3aCHOBaHI Ha IMTOPIBHSHHI MOBHUX JaHUX 13 3paskamMu. OJHUM 3
TaKUX IIIXOMAIB € alTOpUTM JWHAMITHOTO TpaHchopMyBaHHS Hacy — Dynamic
Time Warping — abo ckopoueno DTW-anropuTy, 3allpolOHOBaHUN B PoGOTL
T.K. Bimmoxka [1]. Ockinpky 3ajava TOPIBHIHHSI OIOMETPUYHHX BEKTOPIB
maponbHOi (dpa3w, SK YacoBHX PsAiB, Ayke MmoAiOHa [0 3ajad, B SIKUX
BHKOPUCTOBYETHCS DTW-anropurmy, TO JOTTLTEHIM BHTJLIIAE
BHKOPUCTOBYBaTH Ile¥ aNropuTM B 3ajadi IapoibHOI ayTeHTHOiKarii 3a
KIIaBiaTypHIM IOYEPKOM.

AJTOPUTM JIHAMITHOTO TpaHCGHOPMYBaHHS dacy o0UHACTIOE ONTHMAaIbHY
TIOCTITOBHICTE TpaHchopMartii 4acy MixK ABOMa JaCOBIUMMU PSIAMIL.

TIpumycTrMo, IO B HAC € ABi TOCTIOBHOCTI (4acoBi paan) {ay,a,, ..., Ay }
i {b1,by,..., 0} Sk Gaummo, MOBKHHA IBOX IOCTIIOBHOCTEH MOke OYTH
PI3HOIO. ANTOPHUTM IOYHMHACTLCSA 3 PO3PAXYHKIB JIOKATBLHHUX BiIXHICHL MIXK
eJeMeHTaMU JIBOX MocTifoBHOCTeH. Haitmomupeninmmit criocib 11 oGuucieHns
BIJIXWIEHD € METOJ, IO PO3paxoBye abCOMOTHE BIIXWICHHS MK 3HAYEHHIMHI
qBox enmeMmeHTiB (EBKIIOBa BiJICTaHb). Y pe3yldbTaTi OTPUMAEMO MAaTPHITIO
BUIXWICHD D, 110 Ma€e K PSIKIB 1 711 CTOBIITIB 3 eJIeMeHTaMU:

dij=la;—b;|, i=1+k, j=1+m €))

Jlami, BUKOPUCTOBYIOUH 3HA4YeHHS MaTpuili D, po3paxOBYEMO MAaTpPHITIO
Tparchopmariii S, Mo TaKoK Mae Mac K PSAKIB 1 M CTOBMINB, a ii eIeMeHTH
PO3PaxOBYIOTHCS 32 BUPA3OM:

s11 = dyg;
Sip =di + Sa-n1s
S1j = dyj + S1-1); 2
sij = dij + min[sg_1y1, S1¢j-1) Sg-ny-n), i=1+k, j=1+m

IMmsx Tpamcdopmarii W — 1e wHallp CYMIKHAX —eJleMEHTiB
{wy, w4, ..., W} Matpuini TpancdopMarii S, SKHf BCTAHOBIIOE BiAIOBITHICTD
Mixk TocigoBHOCTSIMY {a } 1 {b}, MiHIMi3yIOUM BiJCTaHb MiK HUMH.

I TparchopMarii IOBUHEH 3a[OBOILHATH TOTHPHOM YMOBaM.

1. I'pannrdHa yMOBa: OYATOK MUBIXY W — Iie mepmuit eneMeHT MaTpHIll
Tpanchopmariii w; = S;;, a KIHEeNb NUIIXy — OCTaHHIH eIeMeHT MaTpHIll
TparchopMariii. Wy = Sg,,. Ll ymoBa rapanTye, o NOUIX TpaHcopmarii
MICTHTH yCi TOUKH 000X TaCOBHX PSIIB, IO aHATI3YIOTHCA.

2. YMoBa HellepepBHOCTI: OyAb-SIKI /JBa CYMDKHHUX EIEMEHTH MULIXY
TpaHcopMaItii Wy = Syp, 1 Wgyq = Sy, 3HAXOIATHCS 3a TIPHHIATIOM U — u <
1Tav—v <1 Ia ymona 3abesnedyc oOMeKeH s Ha OIHH KPOK IIPH BHGODI
HACTYIIHOTO €NIEMEHTa IULIXY.
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3. YmoBa MOHOTOHHOCTI: Oy/Jb-SKi /{Ba CYMDKHHMX €JIEMCHTH MUBIXY
Tpanchopmartii Wy = Sy, 1 Wy_q = §,7,” 3HAXOIATHCA 3a NPHHIHIOM U — u' <
0 ta v—v <0. Ils ymoBa rapantye, o mUsx TpancdopMarii He Mae
[OBEPTATHCD HA3aJ IO BIKE MPOHACHO! TOUKH.

4. IImx TpaHedopMamii MOBHHCH 3a/JO0BOJIBHSATH YMOBI MiHiMaJbHOL

paprocti CW = min (% |2 w, |)

PesynbraTd mopiBHIHHS 32 oroMororo DTW-aaropurtMy 4acoBHX PS/iB,
mo BiAnoBimaroTh maponbHid (pasi «weekend_started_for_me_on_thursday»
JIOB)KHHOIO 35 CHMBOJIB JJI OJHOT'O KOPHCTYBaua Ta JBOX KOPHCTYBauiB
HABEJICHO Ha pHC. 2, a) Ta pHc. 2, 6) BiamoBiaHO. Po3paxyHKH NPOBOJHINCH B
maketi Matlab. B sgkoori  iHQOpPMATHBHMX  YacOBHX  IapaMETpiB
BHKOPHCTOBYBAaJIACh BIJHOCHA TPUBAJICTh YIPUMAHHS IEPIIO] KiIaBi Jurpady
(moBiiHOT MOJIl KIaBiaTypH) A0 TPHBAIOCTI ;[Hrpa(by Sk MoxHa MOGaYHTH 3
PHC. 2, BapTicTh IUBIXY Tpch(bopMauu Y BHIIAJKY HOPIBHAHHS JBOX IAPOJIBHHX
(pa3, mo BBOJMB ONMH i TOH K€ KOPHCTYBay, JOCHTb Majna. B Toif ke dac
BapTicTh IUBXY TpaHcdopManii maposnbHHX (pas, IO BBOJWIH  Pi3HI
KOPHCTYBa4i, JJOCHTb BEJIHKA.

Original Signals Original Signats

° o
o g 0 s 2 2 B s % s 0 s E) 2 B 3

DTW algorithm: the similarty between the sequences Xand Y is 0085714 DTW algorithm: the similarity between the sequences X and Y is 025714

i 25|

2 2|

a) 6)

Pucynoxk 2

Mepedik moxepea nocmaanns: 1. Vintsyuk, T. K. «Speech discrimination
by dynamic programming». Kibernetika, Vol. 4, pp. 81-88, Jan.-Feb. 1968. 2.
Alieksiciev Vasyl, Elena Sharapova, Olena Ivanova, Gorelov Denis, Synytsia
Yuliia. Web-Based Application to Collect and Analyze Users Data for
Keystroke Biometric Authentication. In Proceedings of the First IEEE Ukraine
Conference on Electrical and Computer Engineering (UKRCON). Pages 917-
922,2017.
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image1.jpeg
«/locai AJKeHHsT MOXKAMBOCTel BUKOPHCTaHHA
AMHaMIYHHX ITapaMeTpiB KOMITIOTepPHOI MUIII B

3ajavyax SioMeTpUIHOl iAGHTII(l)iRaLIll»

AKTyATHHICTS TeMIL 3ACTOCOByBAHI HA CHOTOHINIHfi JeHh 31COCH POIM3HABAHHSA KOPHCTYBATiB
e eBAKHO 30 CHOBAHI HA BHKODHCTAHHI MAPTB i (a60) CHIEATI30BAIK TPHCTPOIB (HATPHKTA, CMAPT-KAPT).
EKCUYATALI TAKHX CHCTEM GesTleKH Mae 0AraTo Hefomikie. HaifdacTille TMPOTI MMepeXOMTIOIOTECA.
CrieriaizoBasi TPHCTPOT BEKPATAIOTECT 450 MAPOTIMOTECA. BHHIKAKOTH CHTYALIi, KVIH OTHH 3 KopHCTYBAtiB
CBiZIOMO TIepeTae CBiff MAPQML CTOPOHHiH 0codi. [lepeBara GioMETPHMHIX CHCTeM iTeHTH(IKALii y MOPIBHAHHI 3
TPAHIHIHEME TIOATAE B TOMY, IO BHKOPHCTOBYBAHA B IIHX CHCTEMAX GiOMETPHYHA XapaKTEDHCTHKA €
HEBLI'€MHOI0 Y12 CTHHOI0 0COBHCTOCTI, fi HeMO/KITHBO BTpATHTIL Ilep eaTH, 3a 5y TIL.

OCTAHHIM SACOM BETHKA YBATA TPHIUSETECA MTOTAM GioMeTpHrHOi ifentdikanii ocodmcrocti 3a
JHHAMIKOIO THCBIZOMITE pyXiB pyk. MoBa i{fe Ipo BISRIIEHy CTASITEHICTE BiITPALBOBAHI PYXOBIX HABHFOK
THOIHHH — KITaBia Ty PHH Ta <Ky COPHHIT 104 eDKH —i MO;KITHBOCTI i P 03TTi3HABAHHA 3 Li€10 03HAKOIO0.

MeTol0 POGOTH ¢ BHBYHIH MOAIHBiCTb 3aCTOCYBAHHS MMHAMIKH CHCTEMH HOMIUIOTEDHA MIIIA —
KOPHCTYBa» B 32Ja%aX iIeHTH(IKATIii KOPHCTYBATiB KOMIT FOTEPHIIX Mep ek

7151 70 CATHEHHA TIO CTARTIEHOT METH HeOGXiTHO 03B T3 TH HA CTY TTHi 3aavti:

1) POBECTH AHATITHMHIIT OITAT {CHYKCIITS METOB GioMeTpIFTHOT ineHTHikaii KopHcTyBatis EOM 32
i Op MALHFHIIM T EpROM;

2) IPOBECTH MOMIYK BKPHTH JATACETIB TAPAMETPIB AHHAMIKI CHCTEMH (KOPHCTYBA-MHIIa» Ta 0GPATH
OHH 3 HHIX JUTA IOJATBLIHX 10 CTTi IKeHD:

3) Ha COHOBI OGPAHOTO JATACETY 3ATOMOHYBATH {HOPMATHBHI MAPAMETPH JUTT CTBOPEHHS MATEMATHHHO]
MOJIET JTHHAMIKH CHCTEMH «KOPHCTYBata-MHII»,

4) I OB eJIeHH eKCIIep HMEHTATBHIX 10 CTTiIKeHb.





