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The given work is dedicated to the means of collecting and analyzing the
data received from honeypots. The tools and methods used by hackers to achieve
their goals — be it a simple challenge or terrorism acts — are constantly changing
and new ones appear that might not be publicly known. The data gathered from
these honeypots can later be used for analysis which can give the honeypot owners
the clue about these methods and tools used by hackers, to be able to protect the
real systems against these kinds of attacks.

Cuctemu honeypot (aHria. - TOpIIMK 3 MEIOM) — 1€ PECypcH, SKi
BUKOPUCTOBYIOTBCA SIK CBOEPIJIHA «IIPUMAHKa» JJisl XakepiB. BoHH He MICTATH
HISKOI HacIpaB/ll BaKJIMBOI 1HPOpPMAIlii, 130JIbOBaHI B1Jl CIIPaBkHIX cepBepiB a00
0a3 1aHuX, X04a 30BHI CTBOPIOIOTH BUAUMICTB 3BOPOTHROTO. [IpocTrMHU ciioBamy,
1le pecypcH, 3a1a4a AIKuX 6yTu aTakoBanumu [1]. Ix Mera monsrae B ckanyBaHHi
OyIb-IKUX i, K1 XaKep 3aCTOCOBYE JJISI BUKOHAHHS HECAHKIIMHUX il B OIK
honeypot-y. Mepexi, 10 MiCTSATh JCKiIJIbKAa TAaKUX CHCTEM, TaKOX HA3UBAIOTh
honeynets.

Honeypot cucremMu MoxyTh OyTH peaiizoBaHi 3a JOIIOMOIO0 POrPaMHOIO
3a0€3MeUeHHs 3 PI3HUMU MOMKIIMBOCTSIMU: B1Jl eMYJIALIT pOOOTH OKpEMHUX CEPBICIB
onepauniiHoi cucteMu abo pobdOTH MepexHUuX Cciayk0 a0 o0pa3iB OKpeMHX
OomnepauliiHUX CHCTEM Ta eMyJidlli OKpPEeMUX cepBepiB Ha  (Pi3UUHIN
OOYHUCIIOBANIbHIA MAIIUHI.

AKTyaJlbHUM TUTAHHSM JIJ1 TOJA1I0HUX CHUCTEM € MOOyA0Ba CUCTEMU 300Dy
Ta 30epiraHHs JaHuX BiJ honeypot-iB, MO eMyNI00Th POOOTY MOTEHUINHUX
CEpBICIB-MIILIEHEN BiJl HU3bKOTO JO BUCOKOIO PiBHIB.

Metoro naHoi poOOTH € aHali3 Ta CHCTeMaTu3allis JaHUX BIJl PI3ZHUX
Mozenel honeypot-iB 17151 3a06e3MeueHHs MOJabIIoi iX 00poOKu Ta 30epiraHHs.
J71st 11bOTO 3aITPOTIOHOBAHO CXEeMY 30MpaHHs Ta MEPETBOPEHHS JaHUX Bl PI3HUX
honeypot cucteM aJisi KOJEKIIFOBaHHS Ta BUBEICHHS Y HAOYHOMY BHIJISIII Ha
eKpaH poOOUYOTo MICIIs aAMIHICTpaTOpa 332 JOTIOMOT0I0 Web-3aCTOCYHKY.

Jawni, mo 306upatotbest 3 honeypot-iB MarOTh HE TUIBKH MICTHTH OYJb-Ki
JeTanl, MO MOXYyTh OyTH BHUKOpPUCTaHI JUIisl aHamilzy, ajge ¥ OyTu diTKO
CTPYKTYpPOBaHUMH JIJIs MOKJIMBOCTI TIPOBEICHHS Takoro aHamizy. L{boro Moxkna
JOCSATTH CIEIliaTbHUMH KOJIEKTOPaMH — IPOTPaMHUMU JI0/IaTKaMH, KOXKEH 3 TKUX
puUB’si3aHMM 10 cBOro honeypot-y, BiH 30KMpae 1aHi 3 HOTO JIOKAJbHUX JIOT1B 200
0a3u naHux, opmatye iX BiAMOBIIHO 10 BU3HAYEHOI CTPYKTYPH Ta MEpenae a0
IEHTPAJILHOTO CepBepy 0a3 TaHUX IS aHATI3Y.
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CTpyKkTypa MaHUX, IO MEPEAAIOTHCI, MAE€ JaBaTH 3MOTY JETAIBHOTO iX
aHamizy. JlJs 1IbOr0 BHKOPUCTOBYETHCS PsJl PI3HUX METPHUK (IS MPHUKIAIy B
Tabnwuii 1 3amponoHoBaHi eski 3 HUX [2]).

Tabmuus 1. —Habip meTpuk a1 aHamizy

[TocTanoBka nmpobyieMu Amnaiz

HaiiGinb1n iMOBIpHI Jkepena atak IP-anpecu; nomenni imena, URL-anpecu;
User-arentu; onepaniiiHi CHCTEMH;
Bigoutku (fingerprints)

Linb aTaku IP anpecu; moptu, TpaHCIIOPTHI MPOTOKOJIH;
CITY>KOH, TIPOLIECH; BPa3JIMBOCTI

YacroTa Ta TpUBAIICTh aTaKU YacroTa cram - moBigoMIIeHHS, email 3a
OJIMHUIIIO Yacy; aHaui3 Tpadiky - Horo
pO3Mip, KUTbKICTh 3aITUTIB Ta BiANOBIICH
TOIIO 33 OJIMHMIIIO Yacy; TPUBAIOCTI
OKpEMUX CEeCiii, IHTepBaIiB Mi’K HUMHU

[TopiBHSHHS MTOIIUPEHHS I'padikm arak; rpadiku HOMIMPEHHS

BusiBnenns ma0ioH1B atak Merton ronoBaux koMmroHeHT (PCA);
CHUMBOJIbHA arperatHa alnpoKcUMallis
(SAX); MmeToa HaMOUIBIIOT CITBHOL
nignocmigoBHocti (LCS)

BusiBneHHs 0CHOBHOI IPUYMHU ISN (HOMEp MOYaTKOBOT MOCIIJOBHOCT1);
KOTepeHTHICTh KiacTepis; EIP

binpima yactuHa naHux MOTpeOye AETAIbHOrO aHami3y Jis BUSBICHHS
OCHOBHOI NPUYMHHM aTaKW, TOMY JaHl, 110 NPUUMAIOThCA Ta aHAII3yIOThCS
3alpONOHOBAHOI0 CHCTEMOIO BiJ pi3HUX honeypot-iB monomararoTh BUPILIUTH
1[I0 HETpUBIlwIbHY 3amauy. Jns ckimagHux wmepex honeypot-iB HEOOXITHO
BUKOPUCTOBYBATH OLIbII CKJIAQJHUN MaTeMAaTHUYHUN amapar, TaKUil K MOIIyK
acolllaTUBHUX MPaBWJI, HEUPOHHI MEPEX1 TOLI0, TOMY LIl HAMPSIMOK PO3BUTKY
noTpedye MOAANBIINUX JOCTIIKEHb.
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