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INTELLIGENT CYBER-PHYSICAL MODULESFOR MONITORING DIGITAL
PROTECTION OF PRODUCTION FACILITIESFOR USE IN EMERGENCY SITUATIONS
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Annotation: This paper highlights the intermediate results of research related to the devel opment,
design, and implementation of intelligent cyber-physical monitoring modules for digital protection of
production facilities for use in emergencies. This alows for data processing directly on devices (at
the "edge" of the network) to minimize delays in critical situations. The use of Digital Twins will
ensure continuous synchronization of a physical object with its digital model for simulating
emergency response scenarios without risk to real production.

The research results provide insights into the initia aspects of designing and developing intelligent
cyber-physical modules for monitoring digital protection in production for use in emergencies, which
could be useful for researchers and developers in the fields of production automation, civil security,
and emergency response robotics.

Key words: modules, intellectualization, digital twins, production, security, protection, emergency,
enterprise, cyber-physical systems.
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Anomayia: Y 1iii poOOTI BUCBITJIICHO TNPOMDKHI Pe3yNbTaTH JOCHIIKEHb, IO CTOCYIOTHCS
pO3po0JIeHHS, MPOEKTYBAHHS, T4 BIPOBA/KEHHS IHTEIEKTYalbHI KiOepPU3UIHI MOyl MOHITOPUHTY
U(GPOBOTO 3aXMCTy BUPOOHMIITB ISl 3aCTOCYBAHHS Y HA/I3BHUANHUX cuTyalisX. e nae MoxxmBicTh
JUTIsi 0OpOOKHM TaHWX OE3MOCePEeTHhO Ha MPUCTPOSX (Ha «Kparo» MEpPexki) Juisi MiHIMi3allii 3aTPUMOK Y
KPUTUYHUX CHUTYyallisX. Bukopuctanus mudppoBuX ABIHHUKIB 3a0€3MMEUNTh MOCTIHHY CHHXPOHI3AIII0
(di3uyHOr0 00’€KTa 3 Moro NU(POBOIO MOACIIIIO JJII CUMYJIAIII ClieHapiiB JIKBiAamii HaA3BUYaHHUX
CUTyarliii 6e3 pu3uKy IS PeaIbHOr0 BUPOOHUIITRA.

PesynbraTit mOoCHiKEHHsI TAIOTh YSBICHHS IPO MOYATKOBI acIEeKTH MPOEKTYBAHHS Ta PO3POOKH
IHTEJIEKTyaTbHUX KiOep(U3HIHUX MOJYJIIB I MOHITOPUHTY IU(GPOBOTO 3aXUCTy BUPOOHMIITB IS
3aCTOCYBaHHS Yy HAJ3BUYAHMX CHUTyalisX , [0 MOXe OYyTH KOPUCHUM Ui JOCHIAHHKIB 1
PO3pOOHMKIB y raiy3i aBTOMaru3aiii BHUPOOHMIITBA Ta IMBUIBHOI Oe3meKku Ta POOOTOTEXHIYHI
CUCTEMH aBapiiHO-PATYBAIBLHUX POOIT

Knrouogi cnoea: monyni, iHTenekTyanizamis, uudposi IBIHHUKYA, BUPOOHUIITBO, Oe3MeKa, 3aXUCT,
HaJ3BUYAiiHA CUTYaIlis, [IIIPUEMCTBO, Kibep(hi3UuHI CUCTEMH.

In modern conditions of production digitalization, there is a need to create systems capable of
ensuring reliable cybersecurity for production processes. This becomes particularly relevant in
critical infrastructure sectors and manufacturing processes, both intermittent and continuous, where
any intervention or delay at any stage can lead to technological accidents or a complete halt in the
process.

To minimize or even eliminate non-standard emergency or dangerous situations, modules based on
cyber-physical approaches and intelligentization can be used [1]. Such modules or modular systems
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combine sensor technologies, data analytics, and artificial intelligence. They allow for the timely
detection of cyberattacks, technical failures, and anomalous deviations in equipment operation.

Such systems are an integral part of production and civil safety in emergencies. Their task is not
only to record violations but also to predict dangerous scenarios for the development of events.

As part of a deep analysis of the research we conducted, we have proposed and developed (with
subsequent refinement) an approach that involves integrating cyber-physical modules into the
operation of remotely controlled production lines.

The use of intelligent algorithms should ensure high adaptability of systems to new types of
threats. Implementing such modules will enable an increase in the enterprise's level of digita
resilience in unpredictable and emergency situations [2].

The developed solutions can be applied in the energy sector, mechanical engineering, chemical
production, logistics processes, including warehouse operations and emergency services systems.

Speaking globally and broadly, cyber-physical systems are a complex of hardware and software
that enables interaction between physical processes and digital solutions.

Using MEMS sensors to monitor vibration, temperature, pressure, and humidity. For example,
Machine Learning-based models (Random Forest) achieve 95% accuracy in predicting equipment
failures. Implementing intelligent intrusion detection systems (IDS) and adaptive Al algorithms to
protect against unauthorized access and attacks on digital twins of manufacturing facilities.

The use of PWA applications and push notifications to inform personnel about being in a danger
zone, integrated with mobile robotics [3-7].

The modules are capable of independently initiating protective measures (such as an emergency
stop or network segment isolation) upon detecting a threat, without waiting for an operator command.

In the context of digital transformation in manufacturing, such systems are becoming the
foundation for safe management of technological processes. However, the increasing number of
connected devices increases the risks of cyber-attacks. Therefore, cybersecurity monitoring should be
carried out in rea-time using adaptive modules. That is exactly the module that is planned to be
developed. The intelligent monitoring module will include its own set of sensors (adapted to a
specific task or cycle of tasks), analytical blocks, and machine learning systems. Thanks to the use of
a decentralized architecture, it will be able to operate autonomously if it loses contact with the control
center. One of the key elements of the proposed modul€'s architecture is the telemetry anomaly
detection subsystem.

The module classifies deviations and determines the danger level using a neura network. In case
of an emergency, the system automatically puts the equipment into safe mode. This working principle
enhances not only cybersecurity but also technological safety.

An important aspect is the application of predictive analytics methods or, as an alternative, an
information system for analyzing the performance indicators of sensors on technological lines. They
allow you to predict failures based on historical data[4,7].

An example of implementation could be a pump station monitoring system using an 10T module
and artificial intelligence.

Upon detecting unusual engine behavior, the system sends a message to the operational dispatcher.
Modules can also integrate with digital twins of enterprises. This alows for the smulation and
evaluation of various emergency scenarios. During the trial tests, our proposed system promptly
detected a pressure sensor failure and prevented critical overheating.

Additionally, the module provided data transmission channel protection thru blockchain
technology. This made it impossible to distort information or interfere from the outside.

An adaptive user interface was aso developed for the monitoring system. It allows emergency
services to quickly obtain up-to-date information about the state of production or its individua
modules.
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In emergencies, data from the module can be automatically transmitted to civil defense centers.
Integration with unmanned robotic complexes that conduct remote inspections of territories is also
provided. Such decisions create a unified digital response system. Increasing the autonomy of the
modules opens up prospects for their use in hard-to-reach regions.

The distinctive feature of the proposed technology is the self-updating of artificial threat models.
This allows for areduction in false positives and an increase in the reliability of the assessments.

Thus, intelligent cyber-physical modules form the basis of a new digital security paradigm for
manufacturing.

CONCLUSIONS The conducted studies confirmed the effectiveness of using intelligent cyber-
physica monitoring modules. They ensure an increase in the level of digital and technologica
protection of production facilities.

Integrating modules into an enterprise management system helps with the early detection of
threats. The developed algorithms ensure adaptability to new types of cyber-attacks.

In emergencies, the system operates automatically, minimizing the influence of the human factor.

The proposed approaches and solutions, after refinement, can be scaled for different types of
enterprises and crisis conditions. The implementation of such modules will contribute to the
development of digital resilience in Ukraine's critical infrastructure. Further research is planned to
focus on improving communication protocols.

Another promising direction is integration with robotic systems for emergency response
operations.

Therefore, the research, development, and implementation of intelligent cyber-physical monitoring
modules represent an important step toward building a secure digital manufacturing future.
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