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alembic/script.py.mako
"H"$ {message}

Revision ID: ${up revision}
Revises: ${down_revision | comma,n}
Create Date: ${create_date}

nmn

from typing import Sequence, Union

from alembic import op
import sqlalchemy as sa
$ {imports if imports else ""}

# revision identifiers, used by Alembic.
revision: str = ${repr(up_revision)}

down_revision: Union[str, None] = ${repr(down_revision)}
branch_labels: Union[str, Sequence[str], None] = $ {repr(branch_labels)}
depends_on: Union[str, Sequence[str], None] = ${repr(depends_on)}

def upgrade() -> None:
${upgrades if upgrades else "pass"}

def downgrade() -> None:
${downgrades if downgrades else "pass"}

alembic/env.py

import asyncio

import os

from logging.config import fileConfig

from sqlalchemy import pool
from sqlalchemy.engine import Connection

from sqlalchemy.ext.asyncio import async_engine from_config

from alembic import context
from asyncpg import Connection

from app.models.base import Base
from app.config import settings

# 1e o0'ext Alembic Config, sikuit Hamae
# mocTyn 70 3Ha4eHb Y BUKOPUCTOBYBaHOMY (aiini .ini.
config = context.config

106
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# IntepripeTartiss KoH}irypariinoro aimy ajs BeaeHHs KypHaiy Python.
# Llei psAOK B OCHOBHOMY HaJIAIlITOBYE JIOT€PH.
fileConfig(config.config file

name) # type: ignore

# nonaiire 00'exT MetaData Baroi Mmozgeni TyT
# NI MIATPUMKH «aBTOTCHEpaIlii

# 3 myapp import mymodel

# target metadata = mymodel.Base.metadata
target metadata = Base.metadata

def get_url():
return settings.database config.DB_CONFIG[0]

# iHII1 3HaYeHHS 3 KOHQIryparii, BU3HaYeHi morpedamu env.py,

# MOXXHA BCTAaHOBHTHU:

# my_important_option = config.get main_option("my_important option")
# ... etc.

def run_migrations_offline() -> None:
"""3amyckaiiTe Mirpauii B aBTOHOMHOMY PEXHMI.

Ile mo3Bousie HanamMTyBaTU KOHTEKCT Jimie 3a qornomoroww URL-aapecu
a He JIBUTYH, X04a JABUTYH MOXe OyTH MIPUIHATHUM

1 TyT TakoX. [IpomycTuBIIM CTBOPEHHS PYIIis

HaM HaBiTh He noTpidbeH DBAPI, 100 6yTu goctynHuMu.

Buxnuk context.execute() TyT BUBOJUTH 33JaHUN PSIIOK HA €KpaH BUBEJICHHS CLEHAPIIO.

nmn

# url = config.get main_option("sqlalchemy.url")
url = get url()
context.configure(

url=url,

target metadata=target metadata,

literal binds=True,

dialect opts={"paramstyle": "named"},

)

with context.begin_transaction():
context.run_migrations()

def do run_migrations(connection: Connection) -> None:
nmnn
3amycTuTH poriec mMirparii
:param connection:
‘return:

nmn

context.configure(connection=connection, target metadata=target metadata)
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with context.begin transaction():
context.run_migrations()

async def run_async_migrations() -> None:
nmnn
VY upomy crieHapii Ham MOTPiOGHO CTBOPUTH IBUTYH
1 aCOLIIFOBATH 3B'A30K 3 KOHTEKCTOM.

nmn

connectable = async_engine from_config(
config.get section(config.config ini_section, {}),
prefix="sqlalchemy.",
poolclass=pool.NullPool,

)

async with connectable.connect() as connection:
await connection.run_sync(do_run_migrations)

await connectable.dispose()

async def run_migrations_online():
"""JamyckaiiTe Mirpauii B pexuMi «OHJIalH.
VY npomy crieHapii HaM NOTPiOHO CTBOPUTH JBUTYH
1 aCOIIIFOBATH 3B'SI30K 3 KOHTEKCTOM.
nmn
configuration = config.get section(config.config_ini_section)
configuration["sqlalchemy.url"] = get url()
connectable = async_engine from_config(
configuration,
prefix="sqlalchemy.",
poolclass=pool.NullPool,

)

async with connectable.connect() as connection:
await connection.run_sync(do_run_migrations)

await connectable.dispose()

if context.is_offline_ mode():
run_migrations_offline()

else:
asyncio.run(run_migrations_online())

alembic/README
Generic single-database configuration with an async dbapi.



alembic/versions/5dd18f391b75 your message here.py

"""Your message here

Revision ID: 5dd18f391b75
Revises:
Create Date: 2025-04-19 23:12:29.130143

nmn

from typing import Sequence, Union

from alembic import op
import sqlalchemy as sa
from sqlalchemy.dialects import postgresql

# revision identifiers, used by Alembic.
revision: str ='5dd18{391b75'
down_revision: Union[str, None] = None

branch_labels: Union[str, Sequence[str], None] = None
depends_on: Union[str, Sequence[str], None] = None

def upgrade() -> None:

# #### commands auto generated by Alembic - please adjust! ###

op.create_table('service users',

sa.Column('username', sa.String(length=64), nullable=False),
sa.Column('email', sa.String(length=255), nullable=False),
sa.Column('hashed password', sa.String(), nullable=True),
sa.Column('created’, sa.DateTime(), nullable=False),
sa.Column('email_confirmed', sa.Boolean(), nullable=False),
sa.Column('banned', sa.Boolean(), nullable=False),

sa.Column('role', sa.Enum('user’, 'admin', name="user_roles'), nullable=False),
sa.Column('password reset token', sa.String(length=64), nullable=True),
sa.Column('password_reset_expire', sa.DateTime(), nullable=True),

sa.Column('id', sa.Uuid(), nullable=False),
sa.PrimaryKeyConstraint('id')
)

op.create_index(op.f('ix_service users_email'), 'service users', ['email'], unique=True)

109

op.create index(op.f('ix_service users username'), 'service users', ['username'], unique=True)

op.create_table('service auth_ tokens',

sa.Column('secret', sa.String(length=1024), nullable=False),
sa.Column('expiration', sa.DateTime(), nullable=False),

sa.Column('created’, sa.DateTime(), nullable=False),

sa.Column('token_type', sa.Enum('refresh’, name="token_types'), nullable=False),
sa.Column('user _id', sa.Uuid(), nullable=True),

sa.Column('id', sa.Uuid(), nullable=False),

sa.ForeignKeyConstraint(['user_id'], ['service users.id'], ondelete="CASCADE)),

sa.PrimaryKeyConstraint('id')

)

op.create_index(op.f('ix_service auth tokens secret'), 'service auth tokens', ['secret'],

unique=True)
op.create_table('service logs',

sa.Column('log_type', sa.String(length=64), nullable=False),
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sa.Column('target id', sa.Uuid(), nullable=True),

sa.Column('created', sa.DateTime(), nullable=False),

sa.Column('data’, postgresql.JSONB(astext type=sa.Text()), nullable=False),
sa.Column('user_id', sa.Uuid(), nullable=True),

sa.Column('id', sa.Uuid(), nullable=False),

sa.ForeignKeyConstraint(['user _id'], ['service users.id'], ),
sa.PrimaryKeyConstraint('id")

)

op.create index(op.f('ix_service logs created'), 'service logs', ['created'], unique=False)
op.create_index(op.f('ix_service logs log type'), 'service logs', ['log type'], unique=False)
op.create table('task requests',

sa.Column('id', sa.Integer(), autoincrement=True, nullable=False),

sa.Column('user_id', sa.Uuid(), nullable=False),

sa.Column('worker info', sa.Text(), nullable=False),

sa.Column('generated info', sa.Text(), nullable=False),

sa.Column('created_at', sa.DateTime(), nullable=False),
sa.ForeignKeyConstraint(['user_id'], ['service users.id'], ),
sa.PrimaryKeyConstraint('id")

)

op.create_index(op.f('ix_task requests user id"), 'task requests', ['user id'], unique=False)
# ### end Alembic commands ###

def downgrade() -> None:
# #### commands auto generated by Alembic - please adjust! ###
op.drop_index(op.f('ix_task requests user id'), table name='"task requests')
op.drop_table('task requests')
op.drop_index(op.f('ix_service logs log type'), table name='service logs")
op.drop_index(op.f('ix_service logs created'), table name='service logs')
op.drop_table('service logs'")
op.drop_index(op.f('ix_service auth tokens secret'), table name='service auth tokens')
op.drop_table('service auth tokens')
op.drop_index(op.f('ix_service users_username'), table name='service users')
op.drop_index(op.f('ix_service users_email'), table name='service users')
op.drop_table('service users')
# ### end Alembic commands ###

app/api/dependencies/auth.py
import logging
from fastapi import HTTPException, Request

from app.schemas.auth import Signup, LoginArgs, LoginValidationResult

from app.models.user import User

from app.crud.user import get user by username, get user by email

from app.errors import Abort

from app.constants import ACCESS TOKEN TYPE

from app.utils.auth import verify password, is_protected username, utc_now

from app.services.auth import check auth user from token by payload, get token payload

from .user import CurrentUserDep
from .core import DBSessionDep
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logging.basicConfig(level=logging. DEBUG)

async def validate is authenticated(current user: CurrentUserDep) -> User:
nmnn
3anexnicte FastAPI myist eHAMoIHTIB, 00 MepeBipATH aBTOPU3AIIiI0 KOPUCTBYaYa Iepe]
3armycKoM (yHKIIi1
sIKa OiAB'sA3aHa 11 EHIIOIHT
:param current User: 3aJIaCHICTh 3 MOJYJIS I OTPUMaHHHS KOPUCTYBaya
:return: Mogens B/l kopucTtyBaua

nmn

return current user

async def validate signup(signup: Signup, db_session: DBSessionDep) -> Signup:

nmn

3anexHictb FastAPI mepeBipsie kopucTyBada peecTpaliiiHux JTaHHX.

:param signup: Peectpariiini gaHi, siKi TOTPiOGHO MiATBEPIUTH.
:type signup: Pydantic cxema Peectpariis

:param db_session: 3ajexxHiCTh BiJl ceaHcy 0a3u aHuX.
:return: Signup: IlinTBepKeH1 peecTpaltiifti JaHi.

‘raise:
HTTPException: fkimio imM's kopucTyBaua HEBIPHE, BIH BXKE ICHYE,
a0o SIKIIO agpeca BXXe ICHYE.
logging.debug(f"Validating signup data: {signup}")
if is_protected username(signup.username):
logging.debug(f"Invalid username detected: {signup.username}")
raise HTTPException(status code=400, detail="Invalid username")

if await get user by username(db_session, signup.username):
logging.debug(f'Username already exists: {signup.username}")
raise HTTPException(status code=400, detail="Username already exists")

if await get user by email(db_session, signup.email):
logging.debug(f"Email already exists: {signup.email}")
raise HTTPException(status code=400, detail="Email already exists")

return signup

async def validate login(
request: Request,
login: LoginArgs,
db_session: DBSessionDep
) -> LoginValidationResult:

nmn
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3anexHicth FastAPI sixa mepeBipsie KOprcTyBada 3a TaHUMH JIOT1H (POPMH.
:param request: Request 00'ekT
:param login: Pydantic cxema Login
:param db_session: Cecist B]]
‘return:
if not (user := await get user by email(db_session, login.email)):
raise HTTPException(status_code=401, detail="user-not-found")

if not verify password(login.password, user.hashed password):
raise Abort("auth", "invalid-password")

refresh token id = None

access_token = request.session.get("access_token")
if access_token:
payload = get_token payload(token=access_token, check expired token=False)
print(payload)
refresh token id = payload.get("refresh token id")
print(refresh token id)
# if not check auth user from token by payload(ACCESS TOKEN TYPE, login.email,
payload):
# root_logger.warning(f"Invalid access token for user {login.email}. Refresh token ID:
{refresh_token id}")

return LoginValidationResult(user=user, refresh _token id=refresh token id)

def validate password reset(
current_user: CurrentUserDep
) -> User:
nmnn
3anexnicte FastAPI nmepes 3MiHOI0 maposro
:param current_user: 3aJIa)KEeHICTh 3 MOYJIS sl OTPUMaHHHS KOPUCTYBaya
:return:

nmn

if current_user.password_reset expire:

print(utc_now(), current_user.password_reset_expire)
if utc_now() > current_user.password_reset_expire:
raise Abort("auth", "reset-valid")

return current_user

app/api/dependencies/core.py

from typing import Annotated

from fastapi import Depends

from sqlalchemy.ext.asyncio import AsyncSession
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from app.database import get db_session
DBSessionDep = Annotated[ AsyncSession, Depends(get db session)]

app/api/dependencies/user.py
from typing import Annotated
from fastapi import Depends, HTTPException, status, Request

from app import models

from app.constants import ACCESS TOKEN TYPE, REFRESH TOKEN TYPE
from app.api.dependencies.core import DBSessionDep

from app.crud.user import get user by email, get admin_user by email

from app.schemas.auth import TokenData

from app.schemas.user import CurrentUserDataWithRefreshTokenID

from app.services.auth import get access_token, get email from token payload,
get_token payload

from app.errors import credentials exception

async def get_current_user(token: Annotated[str, Depends(get access_token)], db_session:
DBSessionDep) -> models.User:

3anexnicts FastAPI s mepeBipku aBTOpH3aliii KOprCcTyBaya MPOXOsUr Pi3HI €Tanu 4epe3
cepsic auth

:param token: Access TOKeH 13 ceccli KopucTyBada

:param db_session: Ceccist /I

:return: Mogens B/l kopuctyBaua

nmn

try:
email = get email from token payload(token)
token data = TokenData(email=email)

except Exception as e:
raise credentials _exception

user = await get user by email(db_session, token data.email)
if user is None:
raise credentials_exception

return user

CurrentUserDep = Annotated[models.User, Depends(get current_user)]

async def get current user with refresh token id(token: Annotated|str,
Depends(get _access_token)], db_session: DBSessionDep) ->
CurrentUserDataWithRefreshTokenID:
3anexnicte FastAPI nis orpumanss pedpent TokeHa - aBTeHTH(IKOBAaHOTO KOPUCTyBaya
:param token: Access TOKEH i3 ceccii KopucTyBaya
:param db_session: Ceccist B]]
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:return: Pydantic cxema CurrentUserDataWithRefreshTokenID

nmn

try:
payload = get token payload(token, check expired token=False)
refresh _token id = payload.get("refresh token id")
email = payload.get("sub")
token data = TokenData(email=email)
except Exception as e:
print(e)
raise credentials_exception

user = await get user by email(db_session, email)
if user is None:
raise credentials_exception

return CurrentUserDataWithRefreshTokenID(user=user, refresh _token id=refresh token id)

CurrentRefreshDataUser = Annotated[CurrentUserDataWithRefreshTokenID,
Depends(get _current user with refresh token id)]

async def get admin_user(token: Annotated[str, Depends(get access token)], db_session:
DBSessionDep) -> models.User:
3anexHnictb FastAPI nns nepesipku aBropuzanii ADMIN kopuctyBaua npoxosuu pi3Hi
eTanu uepes cepsic auth
:param token: Access TOKeH 13 ceccli KopucTyBada
:param db_session: Ceccist B/]
:return: Mogens b/l kopuctyBaua
try:
email = get email from token payload(token)
token_data = TokenData(email=email)
except Exception as e:
raise credentials_exception

user = await get admin_user by email(db_session, token data.email)
if user is None:

raise credentials_exception

return user

CurrentAdminDep = Annotated[models.User, Depends(get admin_user)]

app/api/routers/ai.py
from fastapi import APIRouter, Depends, Request, HTTPException, UploadFile, File, status,
Form

from app.api.dependencies.core import DBSessionDep
from app.api.dependencies.user import CurrentUserDep



115

from app.crud.request log import create request log, get request logs user
from app.models import TaskRequestLog
from app.services.data anls import get worker statistics, get worker data, get task by cv

router = APIRouter(
prefix="/api/ai",
tags=["Al"],
responses={404: {"description": "He 3Haiineno"} }

)

@router.post(

"/cv/analyze",

summary="AHaJi3 BXiJIHOTO pe3romMe ad0 JaHUX IpariBHUKA",

description="""

[Tpuiimae ¢aiin (pezrome, TEXHIYHUI 3BIT a00 (OpMy BBEACHHS) MpalliBHUKA
npuiago0y1iBHOTO BUPOOHUIITBA

Ta aHami3ye oro 3a nonomoroio Al-anropurmy. Ha ocHOBI oTpuManux qaHux gopmye
peKOMeHalii 11010

KOMITETEHIIii, HABMYOK Ta TOTOBHOCTI /10 BAKOHAHHS 3aBJ/IaHb.

MoKIHBI 3aCTOCYBaHHS:
- AHati3 pe3roMe HOBOTO MpalliBHUKA
- ABTOMaTHYHE BU3HAYCHHS PiBHS TEXHIYHOI MIATOTOBKH

- PGKOMGHHaHﬁ oao0 MPU3HAYCHHS 3aBJaHb

nmn
2

response_description="AI-BUCHOBOK 1110710 MpalliBHUKA",
responses={
200: {"description": "AHasi3 BUKOHaHO YCHIIIHO"},
400: {"description": "ITomunka y ¢aitni abo ¢popmari"},
500: {"description": "BHyTpimHs nomuika npu oopoodui Al-monenro" }

h
)

async def analyze cv(
current_user: CurrentUserDep,
db_session: DBSessionDep,
file: UploadFile = File(...)

nmn

Bukonye Al-anani3 3aBanTa)xeHOTo (haiiiy mpariiBHUKA.

- **file**: dain popmary .pdf/.docx/.txt, mo MICTUTH pe3tome abo OMHC i MpaIliBHAKA
- #*current_user**: ABTOpHU30BaHMI KOPUCTYBAad, 1110 iHILIIO€ aHAJI3
- **TToBeprae**: JSON 3 o1iHKkOI0 Ta BUCHOBKaMu Al

nmn

feedback, content = await get worker_statistics(file)
await create_request log(db_session, current_user, content, feedback)

return feedback

@router.post(
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"/cv/give task",

summary="T eHepairisi 3aBJaHHs Ha OCHOBI pe3iome",

description="""

[Tpuiimae ¢aiin 3 pesrome (hopmaru .pdf),

aHayizye foro 3a gornomMororw Al-Mozelni 1 Ha OCHOBI 3MICTY I'€HEPY€ NEPCOHAIII30BaHE

3aBAaHH:I.

**Cuenapii BUKOpHCTaHHS: **
- ABTOMaTHYHE IPU3HAYCHHS 3aBJIaHb HAa OCHOBI KOMIICTEHIIIN 3 pe3toMe
- l'enepartis iHAMBIAyaTbHIX HABYMYOK IS 3324l

**[linTpumysani ¢popmaru:** *.pdf

response_description="Al-3aBnaHHs, 3reHepOBaHE HAa OCHOBI aHAII3y pe3ome",
responses={

200: {"description": "3aBnaHHs yCIIIIHO 3T€HEPOBAHO" },

400: {"description": "daiin He BiAMOBiAa€ BUMOraM ad0 MICTHTh HEJIOCTATHBO

iHpopmarii"},

)

415: {"description": "HenigrpumyBanuii popmar daiiny"},
500: {"description": "BuyTpimHs nomuika npu o0poodui ¢aitry abo reneparii”

}

async def get _task by cv2(

):

current_user: CurrentUserDep,
db_session: DBSessionDep,
file: UploadFile = File(...)

nmn

FeHepye AI—3aB,[[aHH5[ Ha OCHOBI 3aBaHTa)KEHOT'O pe3rOMC HpaI_IiBHI/IKa.

- #*file**: 3aBanTaxxeHuit gaiin 3 pesrome abo npodinem mpauisHuka (.pdf)
- ¥*current_user**: ABTOpHU30BaHUN KOPUCTYBay, 110 1HIIIIO€ 3aMUT

- **[ToBeprae™*: 3renepoBaHe MepCcoOHaNII30BaHE 3aB/IaHHS

nmn

feedback, content = await get task by cv(file=file)

await create_request log(db_session, current user, content, feedback)
return feedback

@router.post(

"/give_task",

summary="I"eHepailisi IepCOHaTI30BaHOT0 3aBJaHHsI JIJIs MpalliBHUKA",

description="""

[Tpuiimae cTpykTypoBaHy iH(popmaiito npo npaiiBHuka (y surisiai JSON-psaka abo omnucy),
aHanizye ii 3a gonomororo Al Ta popmye nepcoHanizoBaHe TeXHIYHE a00 opraHizalliiiHe

3aBJlaHHS.

Cuenapii BUKOPUCTaHHS:
- ABTOMaTHYHA BUJa4a 3aBIaHHs MICIISI aHATI3y KOMITETEHITIH
- I'enepariist iHaAUBIAyaTbHUX HABYMYOK JUIS 331241

nmn
b

response_description="3reHepoBaHe 3aBJIaHH:",
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responses={
200: {"description": "3aBnanHs ycmimHo copmMoBaHo'},
400: {"description": "Hegocratapo indpopmarlii abo mommiika y popmari'},
500: {"description": "Ilomuika npu reneparii 3aBganns" }

h

)

async def give task(
current_user: CurrentUserDep,
db_session: DBSessionDep,
worker info: str = Form()

nmnn
['eHepye 3aBIaHHs Ha OCHOBI BXIZTHUX JaHUX PO MpalliBHUKA.
- **worker_info**: JSON-psinok abo onuc gaHux mpariBHUKa
- #*current_user**: KopucryBay, skuii BUKOHY€E 3aITAT
- **[loBeprae™*: Pe3ynbTar aHani3zy y BUTJISAI 3aBJaHHS
nmn
feedback = await get worker data(worker info)
# JloryBaHHs
await create_request log(db_session, current user, worker info, feedback)
return feedback
@router.get(

"/task history",

summary="Ilepermnsaz icTopii reHepariii 3aBaaHb KOpUCTyBaya'",

description="""

IToBepTae Bci 3anuTH, 110 OyiIM 3po0IieHi KopucTyBadeM 10 Al-mozeni i reHepartii
MePCOHAII30BAaHUX 3aB/IaHb,

pa3oM 3 BXiIHUMH JaHUMU Ta pe3yIbTaTaMH.

**KopucHo s **

- BHYTPIIIHBOTO ayIHTY,

- IeperJIsiAy icTopii 3aBaHb AJIsl 3BITHOCTI,
- BIITBOPEHHS X0y MIPUIHSATTS PillIEHb.

nmn
b

response_description="Macus 3 ICTOpUYHUMH 3allMCaMU 3aMUTIB KOpHUcTyBaya'",
responses={
200: {"description": "IcTopito 3aIUTIB YCIIIIHO OTPUMaHO"},
401: {"description": "KopucryBau He aBTOpU30BaHUil"},
500: {"description": "IloMuika npu 4uTaHHi icTopii"}
}
)
async def get task history(

current_user: CurrentUserDep,
db_session: DBSessionDep

):

nmn
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Otpumye BCi 30€peKeHi 3aluTH Ta Pe3yJIbTaTH TeHEpaIlii, OB’ s3aHi 3 TOTOYHUM
ABTOPU30BAHUM KOPHUCTYBAUCM.

- ®*current_user**: ABTOpHU30BaHUN KOPUCTYBay
- **TToBeprae**: Criucok cmoBHUKIB 3 "worker info’, ‘generated info' Ta "created at’

nmn

logs = await get request logs user(db session, current user)

return [
{
"worker info": log.worker info,
"generated info": log.generated info,
"created at": log.created at
¥
for log in logs

]

app/api/routers/auth.py
import logging
from datetime import timedelta

import jwt
from fastapi import APIRouter, Depends, Request, HTTPException, status
from fastapi.responses import JSONResponse

from app.crud.log import create log
from app.schemas.auth import TokenData
from app.api.dependencies.core import DBSessionDep
from app.api.dependencies.user import CurrentUserDep, CurrentRefreshDataUser
from app.api.dependencies.auth import validate signup, validate login,
validate is_authenticated
from app.schemas.auth import Signup, Token, TokenInfo, LoginValidationResult
from app.crud.user import create_user, get user by email
from app.crud.auth import create refresh auth token, update refresh auth token,
delete refresh auth token, \
handle refresh token, get refresh auth token, get refresh auth token without user
from app.models.user import User
from app.constants import REFRESH TOKEN TYPE
from app.services.auth import create_access_token, create refresh token, get token payload,
validate token type

router = APIRouter(prefix="/auth", tags=["Auth System"])

@router.post(
"/registration",
summary="PeecTpauis kopuctyBadis",
description="CTBOpro€ HOBOTO KOPHCTYyBaua 3 3aJJaHUMHU OOJIKOBUMH JTAHUMH 1 IIOBEPTAE
1IeHTU(IKaTOp KOPUCTYBaya, iM'ss KOPUCTyBaya Ta 4yac CTBOPEHHsL.",
response_description="Pe3ynbTar peectpaiiii 3 OCHOBHUMH JIaHUMH KOpUCTyBaJa',
responses={
200: {"description": "KopucTtyBauda ycHiniHo 3apeecTpoBaHo."},
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400: {"description": "HenpaBuibHi qaHi ajia peectpaiii."},
500: {"description": "BuyTpimnHs mommika cepsepa.”}

async def signup(
request: Request,
db_session: DBSessionDep,
signup: Signup = Depends(validate signup),
' nmnn
O06po0i1sie peecTpallito KOpUCTYBaviB.
- ¥*signup**: [TigTBepKeHi naHi s peectpaiii (email, maposs, iM's KOpEUCTyBaya TOIIIO. )
- #*Returns**: [nenTngikarop KopucTtyBaua, iM'ss KOPUCTyBaya Ta MiTKa 4acy CTBOPEHHS.
nmnn
user = await create user(db_session, signup)
refresh token = await create refresh auth token(db session, user)
access_token = create access_token(user, refresh _token)
request.session["access_token"] = access_token
await create log(db_session, "signup", user)
return {
"user id": user.id,
"user name": user.username,
"time creation": user.created
@router.post(
"/login",

summary="Jlorin kopucTtyBaua",
description="AyTeHTH(]iKy€e KOPUCTyBaya Ta FreHEpY€e HOBUM TOKEH JIOCTYITy Ta OHOBJIEHHS.
30epirae TOKEH JAOCTymy B cecii.",
response_description="IIpuBiTanbHe NOBIIOMJIEHHS MICJIs YCIIIIHOTO BXOaY",
responses={
200: {"description": "YcmiurHuii Bxin."},
401: {"description": "Hemiiicui 06ikoBi gani."},
500: {"description": "BHyTpimHs nomuika cepsepa." }
h
)
async def login(
request: Request,
db_session: DBSessionDep,
login_result: LoginValidationResult = Depends(validate login)

):

nmn

[TepeBipsic aBTEHTUYHICTh O0JIIKOBUX JTaHUX KOPHUCTYyBaua.
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- **login_result**: MicTUTh eK3eMIUIAp KOPUCTYBada Ta OHOBJICHUH 1ICHTH(IKATOP TOKEHA
iCJTsl BasTiarii.

- **Returns**: BiTanpHe MOBIIOMIICHHS Ta BCTAHOBJIIOE TOKEH JOCTYITY JIO CEaHCY.

nmn

user = login_result.user

refresh_token id = login_result.refresh token id

refresh_token = await handle refresh token(db_session, user, refresh_token_id)

access_token = create access_token(user, refresh token)
request.session|"access_token"] = access_token

await create log(db_session, "login", user)

return "Welcome to home again"

@router.post(
"/logout",
summary="Buxix KopucTyBaua 3 CUCTeMH ",
description="BuBoanuTs KOpUCTyBaya 3 CUCTEMH, BUJAIAIOYM HOTO TOKEH OHOBJIEHHS Ta
OYMIIIAI0YU TOKEH JIOCTYITY J0 CeaHcy.",
response_description="TloBigoMIeHHs PO YCHIIIHUN BUXiJ 3 CUCTEMH",
responses={
200: {"description": "Buxin ycmimHo 3aBepiieHo." },
401: {"description": "HeaBTopn3oBaHuii abo BIJCYTH1/l TOKEH OHOBJIEHHS." },
500: {"description": "BHyTpimHs noMuika cepsepa." }

}

)
async def logout(

request: Request,
db_session: DBSessionDep,
refresh_data: CurrentRefreshDataUser

nmn

BI/IBO}II/ITB KOpucTtyBayda 3 CUCTEMHU, aHYJIFOFOUW TOKCH OHOBJICHHS.

- **refresh data**: Bxirouae motouHuit i1eHTH(IKATOP KOPUCTYBaya Ta 1eHTUDIKATOP
TOKEHA OHOBJICHHS.

- **Returns**: [linTBepKEHHS TTOBITOMJICHHS.

nmnn

user = refresh_data.user

refresh_token id =refresh data.refresh token id

await delete_refresh auth token(db_session, user, refresh_token id)
del request.session["access _token"]

await create log(db_session, "refresh", None)
return "Logout successful”

@router.post(
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"/refresh",
summary="OHOBUTH MapKep Joctyny",
description="OHOBIIIO€ TOKEH JIOCTYITY, BUKOPUCTOBYIOYH JIMCHUN TOKEH OHOBJICHHS.
OHOBIIIOE CCaHC HOBUM TOKCHOM.",
response_description="HoBuii TokeH nocrymy",
responses={
200: {"description": "TokeH moCTymy OHOBJICHO."},
401: {"description": "HeniiicHuii 800 mpoCTpOYEHUI TOKEH OHOBIICHHS." |,
500: {"description": "BuyTpimHs nmoMmuiaka cepsepa."}

}
)

async def auth_refresh_token(
request: Request,
db_session: DBSessionDep,
refresh_data: CurrentRefreshDataUser

nmn

['eHepye HOBHI TOKEH JIOCTYITY 3 JIMCHOTO TOKCHA OHOBJICHHSI.

- **refresh_data**: MictuTs ineHTH(]iKaTOp KOPUCTYBAYa Ta HOTO TOKEHY OHOBIICHHS.

- **Returns**: HoBwuii ps0K TOKEHY IOCTYITY.
nmn

try:
refresh token = await update refresh auth token(db session, refresh data.user,
refresh_data.refresh token id)
access_token = create_access_token(refresh data.user, refresh token)
except Exception as e:
logging.error(f"Refresh token error: {e}")
raise HTTPException(status_code=status. HTTP_401 UNAUTHORIZED, detail="Invalid
refresh token.")

request.session|"access_token"] = access_token
await create log(db_session, "refresh", refresh data.user)
return access_token

app/api/routers/users.py

from uuid import UUID

from fastapi import APIRouter, Depends, Request, HTTPException
from typing import Annotated

from app.api.dependencies.auth import validate password_reset
from app.api.dependencies.user import CurrentUserDep, CurrentAdminDep
from app.api.dependencies.core import DBSessionDep
from app.crud.log import create log
from app.crud.user import (
update user profile,
create_password_token,
create_new_password

)

from app.schemas.user import (
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User,
AuthorizedUser,
UpdateProfile,
ResetPasswordArgs

)

router = APIRouter(
prefix="/api/users",
tags=["Users Control System"],
responses={404: {"description": "Pecypc He 3HaiineHo"} }

)

@router.get(
n/meu’
summary="OTpuMaTu AaHi IOTOYHOTO KOpUCTyBaya'",
description="TloBeprac neranpHy 1HOOPMALIO IIPO IOTOYHOr'O ABTOPU30BAHOIO KOPHUCTYBada
2
BKItouarouu ID, email, iM's, posb Ta qaTy CTBOPEHHS OOIIKOBOTO 3amucy.",
response_model=AuthorizedUser,
response_description="Tadopmariis mpo MOTOYHOr0 KOPUCTyBaya",
responses={
200: {"description": "YcmimHe OTpUMaHHS JaHUX KOpUcTyBaJa'"},
401: {"description": "KopuctyBau He aBTOpHU30BaHUN"},
500: {"description": "BryTpinmHs momuika cepsepa’ }

}
)

async def user_details(current user: CurrentUserDep, db_session: DBSessionDep):

nmn

OTpI/IMy€ ,[[aHi ABTOPU30BAHOI'O0 KOpUCTYBaya.

- ¥*current_user**: O6'exT kopuctyBaya 3 Depends.
- **db_session**: Cecist 0a3u 1aHUX.

- **[ToBeprae**: Pydantic-cxemy "AuthorizedUser".
nmn

await create_log(db_session, "me", current_user)
return current_user

@router.patch(
"/change/profile",
summary="3MiHUTH PO iTb KOpUCTyBaya",
description="OHoBit0€ Mpodijib MOTOYHOr0 KOpHUcTyBaya. JlOCTYyIIHO penaryBaHHs iMeHi,
Mpi3BHUIIA, TOIIO.",
response_model=AuthorizedUser,
response_description="OHoBieHui npodiss KOpUcTyBaya',
responses={
200: {"description": "IIpodinp ycminHo OHOBIEHO" },
400: {"description": "ITomunka Bamigaiii abo HeMpaBWIbHI 1aHi"},
401: {"description": "KopucrtyBau He aBTOpHU30BaHUi1"},
500: {"description": "BuyTpimHs nmomuika cepsepa’}

b
)
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async def change profile(
profile update: UpdateProfile,
current_user: CurrentUserDep,
db_session: DBSessionDep

nmn

3MiHIO€ 0COOMCTI J1aHi MOTOYHOT'O KOPUCTYBayYa.

- **profile update**: Hosi nani nmpodinro (im's, Ipi3BHIIE TOIIIO)
- #*current_user**: ABTOpHU30BaHUN KOPUCTYBay
- **TloBeprae**: OHOBICHMI 00'€KT KOPUCTyBaYa

nmn

try:

updated user = await update user profile(db_session, current user, profile update)
except ValueError as e:

raise HTTPException(status_code=400, detail=str(e))

await create log(db_session, "change profile", current user)
return updated user

@router.post(
"/make/password _reset token",
summary="CTBOpPUTH TOKEH CKUAAHHS Mapoys",
description="I"eHepye TOKeH Ul CKUAAHHS Mapojsl MOTOYHOI0 KopHcTyBaya. TokeH Oyze
NpUB'sI3aHUH 10 Hloro 06IiKOBOTO 3anucy.",
response_description="I1oBiIoMJIEHHS TPO YCHIIlIHE CTBOPEHHS TOKEHa",
responses={
200: {"description": "TOKeH yCIIIHO CTBOPEHO" },
401: {"description": "KopuctyBau He aBTOpHU30BaHUI" },
500: {"description": "IloMunka npu CTBOpEHHI TOKeHa" }

h
)

async def make password reset token(
current_user: CurrentUserDep,
db_session: DBSessionDep

nmn

CTBOpIOC TOKCH IJId CKUJAaHHS ITapoJId KOpUCTyBava.

- #*current_user**: [lorouHuii KopuctyBau.

- **[ToBeprae**: TexcTOBE MOBIIOMIIEHHS IPO YCIIIIHICTh ONEparii.

nmnn

await create password token(db_session, current user)

await create_log(db_session, "make password reset token", current user)
return "Create success new password token"

@router.post(
"/reset_password",
summary="CKUHYyTH napoJip",
description="Cxkuae mapojb KOPUCTyBaya 3a JOMOMOTOIO JIIMCHOTO TOKEHA CKUAaHHs.",
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response_description="TIoBimoMICHHS PO yCHIIIHE CKUAAHHS TTapos',
responses={

200: {"description": "Ilapons ycmimHo 3MiHEHO" },

400: {"description": "HeBipHuii TOKEH a00 TOMHUIIKOBI JaHi"},

401: {"description": "HexilicHuii TOKeH CKHIaHHS"},

500: {"description": "Ilomunka mpu 3MiHi aposus"}

}
)

async def reset password(
reset_password_args: ResetPasswordArgs,
db_session: DBSessionDep,
current_user: User = Depends(validate password reset),

nmn

CKI/II[a€ MapoJib KOPUCTyBa4Ya 3 BUKOPHUCTAHHAM TOKCHA.

- **reset_password args**: HoBuii mapoib 1 TOKeH

- ®*current_user**: KopucryBau, sikuii Ma€ JiiiCHUI TOKEH

- **[ToBeprae**: JSON 3 miarBeppkennsam *{"Success": True}"

nmn

await create_new_password(db_session, current_user, reset_password_args)
await create log(db_session, "reset password", current user)

return {"Success": True}

@router.get(
"/admin",
summary="OTpumMatu AaHi agmiHicTparopa",
description="IloBepTae gaHi HOTOYHOIrO aJMIHICTpATOPa (SIKIIO KOPUCTYBay Ma€ BiJMOBIIHI
mpaBa Jgoctyny).",
response_model=AuthorizedUser,
response_description="Iadopmairis npo aaminicrpaTopa",
responses={
200: {"description": "YcmimnHe oTpUMaHHs 1aHUX aaMiHIcTpaTopa"},
403: {"description": "HocTtyn 3a60poHeHo0"},
401: {"description": "KopuctyBau He aBTOpHU30BaHUI" }

}
)

async def user_details(current_admin: CurrentAdminDep):

nmn

[ToBepTae iHpOpMAaLiO PO aIMiHICTpATOPA.

- #*current_admin**: [ToTounuii anminicTpaTop
- **[ToBeprae**: Pydantic-cxemy "AuthorizedUser’

nmn

return current_admin

app/crud/auth.py

from fastapi import HTTPException

from sqlalchemy.ext.asyncio import AsyncSession
from sqlalchemy import select

from datetime import timedelta
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from typing import Optional

from app.models import User as DBModelUser
from app.models import AuthToken

from app.services.auth import create refresh token
from app.utils.auth import utc_now

from app.errors import TokenInvalidError

async def create refresh auth token(db_session: AsyncSession, user: DBModelUser) ->
AuthToken:

nmn

CTBOpITH HOBUI TOKEH aBTOPU3AIII] 17151 TOTOYHOTO KOPUCTYBaya

:param db_session: ACHHXpOHHUH ceaHc poOOTH 3 0a3010 JAHUX.
:param user: Kopucryau, sKkoMy IpH3Ha4€HO TOKEH.

:return: OHOBHUTH TOKEH aBTOPA

nmn

now = utc_now()

secret = create_refresh_token(user)
expiration_time = now + timedelta(days=15)

token = AuthToken(
kek {
"secret": secret,
"expiration": expiration_time,
"created": now,
"user": user,

n.n

"token_type": "refresh",

}
)

db_session.add(token)
await db_session.commit()

return token

async def get refresh auth token(db session: AsyncSession, user: DBModelUser, token id: str)
-> AuthToken:

nmn

Otpumaiite TokeH refresh auth 3a ifforo inentudikaropom i nepesipre, YU HAJESKUTH BiH
KOPHCTYBaYeBi.

:param db_session: ACHHXpOHHHI ceaHC poOOTH 3 023010 TaHHX.
:param token_id: Token ID.

:param user: KopucryBay, skoMy MpH3HAYEHO TOKEH.

:return: 3HaiineHo TokeH ado Hemae.
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nmn

query = select(AuthToken).where(
AuthToken.id == token 1id,
AuthToken.user id == user.id,
AuthToken.token type == "refresh"

)

result = await db_session.execute(query)

token = result.scalar one or none()

return token

async def get refresh auth token without user(db session: AsyncSession, token_id: str) ->
AuthToken:

nmn

OTpuMaTy TOKEH OHOBIICHHS aBTOpHU3allii 32 HOTO 11eHTU(]IKATOPOM, HE MEPEBIPSIIOUH
KOPHCTYyBava.

:param db_session: ACHHXpOHHUH ceaHc poOOTH 3 0a3010 JAHHX.
:param token_id: Token ID.

:return: Found token or None.

query = select(AuthToken).where(
AuthToken.id == token_id,
AuthToken.token_type == "refresh"

)

result = await db_session.execute(query)

token = result.scalar one or none()

return token

async def update refresh auth token(db session: AsyncSession, user: DBModelUser, token id:
str) -> AuthToken:

nmn

OnoBuTH icHytoumii TokeH refresh author 3a ¥oro ineHTudikaTopom.

:param db_session: ACHHXpOHHU# ceaHc poOOTH 3 0a3010 JAHUX.
:param user: KopuctyBau, sKoMy HaJI€KHUTh TOKCH.
:param token_id: InenTudikaTop TokeHa, SKUii TOTPIOHO OHOBUTH.

:return: OHoBneHuit 00'ext AuthToken.
:raises HTTPException: fkiio TokeH He 3HaleHO a00 BiH HE HAJICKUTh KOPUCTYBAUEBI.

nmn

token = await get_refresh_auth token(db_session, user, token_id)

if not token:
raise TokenInvalidError(f"Token with ID {token id} not found or does not belong to user
{user.id}")

now = utc_now()
token.secret = create_refresh_token(user)
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token.expiration = now + timedelta(days=15)
token.created = now

await db_session.commit()

return token

async def delete refresh auth token(db session: AsyncSession, user: DBModelUser, token id:
str) -> None:
nmnn
Bunanutu Token onosienns (refresh token), sikuii mpuB'si3aHUM 10 KOHKPETHOTO
KOpHCTYyBaya.

:param db_session: ACMHXpOHHA cecisi B3aeMO/Iii 3 0a3010 TaHUX.
:param user: KopuctyBau, SsKoMy HaJICKUTh TOKCH.
:param token_id: YHikanbHMii i1eHTH(IKATOP TOKEHA, IKUI HEOOX1AHO BUAAIUTH.

:return: None
:raises HTTPException: SIkiio TokeH He 3HaiiiIeHO a00 BiH HE HAJICKUTH 3a3HAYCHOMY
KOPHCTYBaYeBi.

nmn

token = await get refresh_auth token(db_session, user, token_id)

if not token:
raise HTTPException(status_code=404, detail="Refresh token not found or does not belong
to the user.")

await db_session.delete(token)
await db_session.commit()

async def delete refresh auth token without user(db session: AsyncSession, token id: str) ->
None:
nmnn
Bunanutu TokeH OHOBJICHHS 0€3 MEePEeBIPKU Ha MPUHANIE)KHICTD O KOHKPETHOTO
KOPHCTYyBava.

s pyHKITIS KOpUCHA Y BUMAAKaX, KOJIM KOPUCTYBAY YKEe HE BUSHAUCHHH (HAPUKIIA],
MICJIsl BTPATH KOHTEKCTY aBTOpH3allii),
ajie moTpiOHO BUAAIMTH TOKEH 3 0a3u naHux 3a ioro ID.

:param db_session: ACHHXpOHHA cecist 6a3u JaHUX.
:param token_id: InenTudikarop TokeHa, SKuii HEOOX1THO BUIATIHUTH.

:return: None
:raises HTTPException: SIkiio TokeH He 3HaiieHO y 6a31 JaHUX.

nmn

token = await get refresh auth token without user(db_session, token id)

if not token:
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raise HTTPException(status code=404, detail="Refresh token not found or does not belong
to the user.")

await db_session.delete(token)
await db_session.commit()

async def handle refresh token(
db_session: AsyncSession, user: DBModelUser, refresh token id: Optional[str]
) -> AuthToken:
nmnn
OOpoOuTH JOTiKy OHOBJIEHHS TOKEHY: a00 CTBOPUTH HOBUi, a00 OHOBUTH HAsBHUH,
a00 BHJIAIUTH HEKOPEKTHUH 1 CTBOPUTH HOBHIA.

- SIxkmo “refresh_token id’ He BKa3aHO — CTBOPIOETHCS HOBUI TOKEH.
- SIKII0 TOKEH MiVICHUI — BIH OHOBIIFOETHCS.
- SIK10 TOKEH HEeIHCHUI — BiH BUAAISETHCS, 1 CTBOPIOETHCS HOBUH.

:param db_session: Cecis 6a3u 1aHuX.
:param user: KopucrtyBau, JUist SKOTO CTBOPIOETHCS 200 OHOBIIFOETHCS TOKEH.
:param refresh _token id: ImenTndikaTop TokeHa, MO MiIJIsATae OHOBJICHHIO.

:return: O6'ekt HOBOTO ab0 oHOBiIEeHOTO “AuthToken'.
if not refresh_token id:
return await create_refresh auth token(db_session, user)
try:
return await update refresh _auth token(db_session, user, refresh token_id)
except TokenInvalidError:
await delete_refresh auth token without user(db_session, refresh token id)
return await create refresh_auth token(db_session, user)

app/crud/get_jobs.py
def get _jobs():
return """'[
{
"title": "[mxeHep-KoHCTPYKTOP",
"company": "UFORCE",
"location": "KwuiB",
"salary": null,
"requirements": |
"Buia TexHi4Ha OCBiTa (€IEKTPOHIKA, MAIIMHOOY/TyBaHHS, IPOMUCIIOBHH JHU3aiiH,
KOHCTpPYIOBaHHS)",
"JloCBi MPOEKTYBAHHS KOPIYCHUX KOHCTPYKLIN JJIS €EKTPOHHUX MPUCTPOIB",
"Bonoainns CAIIP-iporpamamu (SolidWorks, AutoCAD, CATIA, Siemens NX a6o
AHAJIOT1YHUMHU)",
"Po3ymiHHS MaTepiaiB Ta TeXHOJIOT1H BUpoOHUITBa (3D-ApyK, TUTTS, MEXaHIYHAa 00pOoOKa,
mTamMnyBaHHs)",
"JlocBig poOOTH 3 €IEKTPOHHUMH KOMITOHEHTAMHU Ta IHTETPAIIIEI0 €JICKTPOHHUX CXEM Y
KOPITyCHI pilieHHs",
"Ba30Bi 3HaHHS €IEKTPOTEXHIKH Ta TETIOBOTO MOJIECIIOBAHHSA",
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"BmiHHS mpaltoBaTH 3 TEXHIYHOIO TOKyMeHTaliero, cranaapramu (I'OCT, ISO, IPC)",
"JlocBix po3pOOKH MPOTOTHUIIIB Ta B3a€EMOIii 3 BUPOOHUIITBOM",
"HaBruyky KoMaHAHOT poOOTH, YBaXHICTH JI0 JIeTalel, BIIOBIIaIbHICTD"
1
"responsibilities": [
"IIpoexTyBaHHS KOPIYCiB, MEXaHIYHMX YAaCTHH Ta KOHCTPYKIIH /11 BUCOKOTEXHOJIOTTUHUX
MPUCTPOIB",
"Po3pobka 3D-mozeneii Ta KOHCTPYKTOPCHKOT TOKYMEHTAIlii BiIMTOBIAHO A0 CTAaHIAPTIB",
"Bubip marepiajiB Ta TEXHOJIOT1H BUPOOHUIITBA JJIsI BATOTOBJICHHS KOPIYCHHUX JeTaneu",
"OnTuMizanis KOHCTPYKLII i1 BAMOTH MEXaHIYHOI MIITHOCTi, Bard, EprOHOMIKH Ta
TEII0B1ABENeHHS ",
"TecTyBaHHS Ta BIOCKOHAJIEHHS MPOTOTHUIIIB, YCYHEHHS] KOHCTPYKTHUBHUX HEHOMIKIB",
"B3aemoist 3 BUpOOHUYUMH MAPO3a1ITaMH, TOCTaYalbHUKAMH Ta CYMDKHUMU BiAAiIamMu",
"TTigroToBKa TEXHIYHOI JOKYMEHTAIIil, KpeCIeHb Ta crierudikamii”,
"Y4acTh y CTBOpPEHHI Ta po3po0ili AU3aiiHy HOBUX MPOIYKTIB",
"Po0oTa 3 30BHIMIHIMY MiAPSITHUKAMH 11 BUPOOHUIITBA KOPITYCiB 1 KOMIUIEKTYOUnX ",
"BripoBa/iskeHHSI HOBHX MIAXO/IB Y MIPOSKTYBaHHI Ta BUKOPUCTAHHS Cy4YaCHUX MaTepiamiB 1
TEXHOJIOT1i"
1
"source": "https://jobs.dou.ua/companies/uforce/vacancies/297799/"
}s
{

"title": "[HmKEHEP-TEXHOJIOT 3 MEXaHOCKIIaIaIbHUX POOiT",

"company": "TIOXKMAIINHA",

"location": "UepHiriBcbka o01., c.M.T. Jlagan",

"salary": null,

"requirements": [
"Buiia ocsita",
"JlocBia pobotu Bix 1 poky",
"BMiHHS One€paTUBHO BUPILTYBAaTH ITOCTABJICH] 3aB/IaHHSA",
"BifcyTHICTh IIKIJJIMBUX 3BHUOK",
"3HaHHS OCHOB TEXHOJIOT1i MalIMHOOYyBaHHS (PO3MIpHUI aHalli3; cUCTEMa JI0IMYCKIB 1

MOCaI0K, TEXHIYHI BUMIpIOBaHHS)",
"3HaHHS OCHOBHMX TEXHOJIOTIYHUX OMepaliil CKIallaHHs 1 PEMOHTY aBTOMOO1IbHOI TEXHIKH,
IPOMHMCIIOBOTO YCTaTKyBaHHs 1 MEXaHi3MiB",

"3HaHHS OCHOB pOoOOTH 13 ABTOMAaTU30BAaHUM MPOEKTYBAHHSIM TEXHOJOTTYHHUX MPOIIEeCiB",
"BinbHe BosIoiHHS 0230BUMH KOMII FOTEPHUMH IPOTpaMaMH i OPITeXHIKOk",
"Po6ota B CAD cucremi”

1,

"responsibilities": [
"Po3po0Oka TEXHOJOTIYHUX MPOLIECIB CKIIaIaHHs CIIeialIbHOI aBTOMOOIJIbHOT TEXHIKH",
"TpynoBe HOpMYBaHHS TEXHOJIOTIYHUX OIEpaIlii TEXHOJIOTIYHOTO Tporiecy”,
"Po3po0ka TEXHONOTTUHUX KapT 1 cXeM ckiaaanHs (B Tomy uncii i B CAD-cucremi)",
"KoHTposb 3a JOTpUMaHHSM TEXHOJIOT11 BUTOTOBJICHHS Ha BUPOOHUYUX JUTHHHUILIX ",
"CynpoBij BUpOOHHUIITBA BUTOTOBIICHHS] HOBUX Ta CEpiiHUX BUPOOIB",
"ITin6ip 1HCTpyMEHTA 1 IPUCTOCYBAHb JIJIsl BAKOHAHHS CIIOCApPHO-CKIaadbHUX POOIT",
"Po3pobka T3 Ha ocHacTKy, 0OiaqHaHHS",
"Po3poOka TeXHOJOTIYHUX THCTPYKITiH 32 HAIIPSIMKOM",
"3HaHHs Ta AOCBiM 3acTocyBaHHs npuHIUIiB LEAN"

]

"

source':
"https://pkpm.com.ua/uk/vacanc/%D1%96%D0%BD%D0%B6%D0%B5%D0%BD%D0%B5%
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D1%80-%D1%82%D0%B5%D1%85%D0%BD%D0%BE%D0%BB%D0%BE%D0%B3-
%D0%BC%D0%B0%D1%88%D0%B8%D0%BD%D0%BE%D0%B1%D1%83%D0%B4%D1
%83%D0%B2%D0%B0%D0%BD%D0%BD%D1%8F/"

s

{

"title": "Imxenep-nporpamict Bepcratis 3 UIIK",

"company": "TIOXKMAILIMHA",

"location": "UepHiriBcbka o0, ¢.M.T. Jlagan",

"salary": null,

"requirements": [
"JlocBig poboTH iHXXEeHepoM-TiporpamicToM BepceratiB 3 UIIK mpotsrom monaliMmenie 1

poky",

"3nanHs nporpamyBanHs Ha MoB1 G-Code Ta 37aTHICTH 10 HOTO BUKOpPHUCTaHHSA",
"Bwminns nparroatu 3 CAD/CAM-nporpamamu’,
"BMiHHS YUTaTH TEXHIYHI KPECICHHS Ta PO3yMIHHS BUPOOHUYOTO mpoiecy”,
"BiamoBigaibHICTh, OPIEHTOBAHICTH HAa PE3yJIbTAT Ta 3AATHICTh MPAIFOBATH B KOMaHT1"

]

b

"responsibilities": [

"Hanaromxkenns ta nporpamyBanHs BepcratiB 3 UIIK 3 cuctemoro FANUC, HII-31 s
BUTOTOBJICHHS JIeTallell Ha METalo00poOHMX BepcTaTrax”

]HHH

def get tasks():
retum """[
{

"d": 1’
"title": "Po3poOka kpecieHs",
"description": "CTBOpeHHs TEXHIYHUX KpeClIeHb MPUIaaiB BiAmoBigHO 10 T3",
"tools": ["SolidWorks", "AutoCAD"],
"deadline": "2025-04-20"

s

"id": 2,

"title": "3D monentoBanHsa",

"description": "MopentoBanHs Kopnycy npuiany y SolidWorks",
"tools": ["SolidWorks"],

"deadline": "2025-04-22"

s

"id": 3,

"title": "IlinroroBKa TeXHIYHOI TOKyMeHTaIlii",

"description": "IlinroroBka makery nokymenrauii 3rigso 3 JJCTVY",
"tools": ["MS Word", "PDF penaxrop"],

"deadline": "2025-04-25"

5

"id": 4,
"title": "KamiOpyBanHus mporoTumy",
"description": "IIpoBeeHHs BUMipIOBaHb Ta KaxiOpyBaHHs JTOCIIIHOTO 3pa3ka’,
"tools": ["MynbTuMeTp", "Ocumiorpad"],
"deadline": "2025-04-28"
}s
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"id": 5,

"title": "3BIT 1O pe3yJbTaTaM TECTyBaHHSA'",

"description": "AHai3 TECTOBUX JaHUX Ta CTBOPEHHS 3BITY",
"tools": ["Excel", "Word"],

"deadline": "2025-04-30"

s

"id": 6,

"title": "Po3pobka I13 (Embedded)",

"description": "Po3poOka BOymoBanoro I13 mist koHTposiepa npuiasy",
"tools": ["C", "C++", "SCADA", "PLC"],

"deadline": "2025-05-01"

5

"id": 7,

"title": "Backend po3pobka",

"description": "Po3pobxka backend API mist 06miky Ta yrpaBiiHHS IPUCTPOSME",
"tools": ["Python", "FastAPI", "PostgreSQL"],

"deadline": "2025-05-05"

s

"id": 8,

"title": "Frontend inTepdeiic",

"description": "Po3pobka inTepdeiicy kopucTyBaua A KepyBaHHS IPUCTPOSIMH ",
"tools": ["React", "TypeScript", "TailwindCSS"],

"deadline": "2025-05-07"

s

"id": 9,
"title": "InTerpauis 3 loT",
"description": "InTerpariis ceHCOpiB Ta MPUCTPOIB B CUCTEMY OOIIKY",
"tools": ["MQTT", "Raspberry Pi", "Python"],
"deadline": "2025-05-08"
s

"id": 10,

"title": "TectyBanns [13",

"description": "HanucanHs unit Ta integration TecTiB 151 KPUTHYHOTO (QyHKIIOHAITY",
"tools": ["PyTest", "Jest", "Postman"],

"deadline": "2025-05-09"

s

"id": 11,
"title": "CI/CD aBTomaru3aiis",
"description": "HanamryBanus CI/CD muisg aBToMaTHuHOTO JIETUIO0 Ha cepBepH’,
"tools": ["GitHub Actions", "Docker", "Kubernetes"],
"deadline": "2025-05-12"
s
{
"id": 12,
"title": " loxymenTaris API",
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"description": "CtBopenHns Swagger-nokymenraiii aist REST API",
"tools": ["Swagger", "Redoc", "OpenAPI"],
"deadline": "2025-05-14"
s
{
"id": 13,
"title": "Mirparis 6a3u gaHux",
"description": "CTBOpeHHs Mirpauiii, oNTUMi3alis CTPYKTYpH AaHuX",
"tools": ["Alembic", "PostgreSQL", "SQLAlchemy"],
"deadline": "2025-05-16"

}s
{
"id": 14,
"title": "IIpubupanHs npuUMiIIeHs",
"description": "lLlogenne Bosore npubupanHs odicis, 1abopatopiii i caHBy3miB",
"tools": ["TTumococ", "IlIBabpa", "Muiini 3acodu"],
"deadline": "2025-04-19"
}s
{
"id": 15,
"title": "OxopoHa 00'exTy",
"description": "L{imogo6oBe uepryBaHHs Ha KOHTPOJIBHO-IIPOITYCKHOMY ITyHKTI",
"tools": ["Kamepu", "Curnanizamis", "Pagiocranmis'],
"deadline": "2025-12-31"

s

"id": 16,
"title": "3akymniBis kaHITOBapiB",
"description": "®opMyBaHHS CIIUCKY Ta 3aMOBJIEHHS 0(piCHUX MaTepiaiB",

"tools": ["Excel", "Mapxkermeiic"],
"deadline": "2025-05-02"

s

"id": 17,
"title": "JlocTaBKa KOMITOHEHTIB",
"description": "IIpuiiom, epeBipka Ta po3MoALT AETaNCH 1Mo Biaiiaam",
"tools": ["Bizok", "Hakmnanui", "Tepminan"],
"deadline": "2025-04-24"
s
{
"id": 18,
"title": "Opranizariist xapuyBaHHs'",
"description": "KoHTpoabs poOoTH i1a1bHI Ta OHOBJIEHHS MEHIO",
"tools": ["Google Sheets", "Mecenmkepu"],
"deadline": "2025-04-25"
s
{
"id": 19,
"title": "IIpoBeeHHS IHCTPYKTaXXy 3 OXOPOHH Tparii",
"description": "[HCTpyKTaXX JUIsl HOBUX CITIBPOOITHUKIB 3 TIpaBUjI Oe3nekn",
"tools": ["IIpesenTanis”, "XKypHan iHCTpyKTaxiB"],
"deadline": "2025-05-03"



s

"id": 20,
"title": "ApxiByBaHHS TOKYMEHTIB",
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"description": "CkaHyBaHHs, yIOPSAIKYBaHHS Ta 30€piraHHs OPUINYHUX JTOKYMEHTIB",

"tools": ["Ckanep", "PDF penakrop", "[lanku"],
"deadline": "2025-05-10"

b
]H"H

app/crud/log.py
from sqlalchemy.ext.asyncio import AsyncSession
from uuid import UUID

from app.models import User as DBModelUser
from app.models.log import Log
from app.utils.auth import utc_now

async def create log(
session: AsyncSession,
log_type: str,
user: DBModelUser | None,
target id: UUID | None = None,
data: dict = None

now = utc_now()

log = Log(
ke {
"created": now,
"target 1d": target id,
"log_type": log_type,

"user": user,
"data": data,
§
)
session.add(log)

await session.commit()
return log
app/crud/request_log.py
from sqlalchemy import select
from sqlalchemy.ext.asyncio import AsyncSession
from app.models import User as DBModelUser, TaskRequestLog

async def get_request logs user(
db_session: AsyncSession,
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current_user: DBModelUser,

OTpuMmaHHA yCiX 3alMTIB Ta pe3yJIbTaTiB KOPUCTYBaYa

:param db_session: ACHHXpOHHU# ceaHc poOOTH 3 0a3010 JAHUX.

:param current_user: [loTOYHMIT KOPUCTYBaY, IKUW peaarye JaHi.

:return: logs: Yci 3anucu KopucTyBaua

nmnn

result = await db_session.execute(
select(TaskRequestLog).where(TaskRequestLog.user id == current user.id)

)

logs = result.scalars().all()

return logs

async def create_request log(
db_session: AsyncSession,
current_user: DBModelUser,
worker_info: str,
feedback: str

) -> TaskRequestLog:

nmn

CrBoputH HOBHI 3anuc y TaskRequestLog

:param db_session: ACHHXpOHHU# ceaHc poOOTH 3 0a3010 JAHUX.
:param current_user: [loTouHui1 KOpUCTyBay, SIKUN pearye JaHi.
:param worker info: TekcT kopuctyBaua - prompt

:param feedback: BignoBias Big mojaeni

:return: CTBOpeHui 00'€KT KOpUCTyBaya.

nmn

log_entry = TaskRequestLog(
user id=current user.id,
worker info=worker info,
generated info=str(feedback)

)

db_session.add(log_entry)

await db_session.commit()

return log_entry

app/crud/user.py
import logging

from typing import List
from uuid import UUID

from fastapi import HTTPException
from sqlalchemy import select, func
from sqlalchemy.ext.asyncio import AsyncSession
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from sqlalchemy.orm import selectinload
from datetime import timedelta

from app.models import User as DBModelUser

from app.schemas.auth import Signup

from app.schemas.user import UpdateProfile, ResetPasswordArgs

from app.utils.auth import hash_password, utc now, is_protected username, verify password
from app.services.auth import new_token

logging.basicConfig(level=logging. DEBUG)

async def get_all users(db_session: AsyncSession) -> Listf DBModelUser]:

nmn

OTpumaru CUCOK yCiX KOPHCTYBayiB y 0a3i JaHHX.

:param db_session: ACHHXpOHHUH ceaHc poOOTH 3 0a3010 JAHHX.
:return: Crincok 00'exTiB kopuctyBadiB (DBModelUser).

nmn

stmt = select(DBModelUser)

result = await db_session.execute(stmt)

users = result.scalars().all()

return users

async def get user(db_session: AsyncSession, user _id: UUID):

nmn

OTtpumaru kopuctyBaua 3a oro UUID.

:param db_session: ACHHXpOHHHI ceaHC poOOTH 3 0a3010 TaHUX.

:param user_id: Yuikansauit UUID kopuctyBaua.

:return: O6'ekT KopucTyBaua a0o None, SIKIIIO0 HE 3HANIEHO.

return await db_session.scalar(
select(DBModelUser).filter(DBModelUser.id == user_id)

)

async def get user by username(db_session: AsyncSession, username: str) -> DBModelUser |
None:

nmn

OTpumaTi KOPUCTYBayda 3a HOro iMEHEM KOPHCTyBada (username), HEIyTIAUBHUM IO PETICTPY.

:param db_session: ACHHXpOHHHI ceaHC poOOTH 3 023010 TaHHX.

:param username: ImM's KopucTyBava JIs MOIIYKY.

:return: O6'ekT KopucTyBaua abo None.

return await db_session.scalar(
select(DBModelUser).filter(func.lower(DBModelUser.username) == username.lower())

)
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async def get user by email(db session: AsyncSession, email: str) -~ DBModelUser | None:

nmn

Otpumatu KopucTyBaya 3a email, HeUyTIIUBUM 0 PETICTPY.

:param db_session: ACHHXpOHHHI ceaHC poOOTH 3 023010 TaHHX.

:param email: Email kopucryBaua.

:return: O6'ekT KopucTyBada abo None.

return await db_session.scalar(
select(DBModelUser).filter(func.lower(DBModelUser.email) == email.lower())

)

async def get admin user by email(db_session: AsyncSession, email: str) -> DBModelUser |

None:
nmn

Otpumatu aamiHicTpaTopa 3a email, k1o oro posnb — 'admin'.

:param db_session: ACHHXpOHHUH ceaHc poOoTH 3 0a3010 JAHUX.
:param email: Email kopucryBaua.
:return: O6'ekT agmiHicTpatopa abo None.
return await db_session.scalar(
select(DBModelUser).filter(
func.lower(DBModelUser.email) == email.lower(),
DBModelUser.role == "admin"

)
)

async def create_user(db_session: AsyncSession, signup: Signup) -> DBModelUser:

nmn

CTBOpPUTH HOBOT'O KOPUCTYBa4a y CUCTEMI.

:param db_session: ACHHXpOHHU# ceaHc poOoTH 3 0a3010 JaHUX.
:param signup: OO0'ekxT 31 cxemoro Signup (email, mapoib, im's1).
:return: CTBOpeHHi 00'€KT KOpUCTyBaya.

nmnn

password hash = hash_password(signup.password)

now = utc_now()

user = DBModelUser(
username=signup.username,
email=signup.email,
hashed password=password hash,
created=now,

)

db_session.add(user)
await db_session.commit()



return user

async def update user profile(db_session: AsyncSession, current user: DBModelUser,
profile update: UpdateProfile):

OnoBuTH NPO(isH MOTOYHOTO KOpHCTyBaya (email abo username).

:param db_session: ACHHXpOHHU# ceaHc poOOTH 3 0a3010 JAHUX.

:param current_user: [loTOYHHII KOPUCTYBaY, SIKUH peaarye JaHi.

:param profile update: Jlani ans oHoBneHHs (email, username).

:return: OHOBIIEHUH 00'€KT KOpHCTyBaya.

:raises HTTPException: SIkmo username/email ysxe 3aiftHsTuii 200 HEAOMYCTUMHIA.

if profile_update.username:

if is_protected username(profile update.username):

logging.debug(f'Invalid username detected: {profile update.username}")
raise HTTPException(status_code=400, detail="Invalid username")

if await get user by username(db_session, profile update.username):
logging.debug(f'Username already exists: {profile update.username}")
raise HTTPException(status_code=400, detail="Username already exists")

current_user.username = profile update.username

if profile_update.email:
if await get user by email(db_session, profile update.email):
logging.debug(f"Email already exists: {profile update.email}")
raise HTTPException(status code=400, detail="Email already exists")

current_user.email = profile update.email

await db_session.commit()
return current user

async def create password token(db session: AsyncSession, user: DBModelUser):

nmn

CTBOPUTH TOKEH JIJIsl CKUJAHHSI TapoJisi KOPUCTyBaua, 1IHCHUN IpOoTAroM 1 roguHu.

:param db_session: ACHHXpOHHHI ceaHC poOOTH 3 023010 TaHHX.
:param user: KopucrtyBay, /Uil SKOTO CTBOPIOETHCSI TOKEH.
:return: OHOBIIEHUH 00'€EKT KOPUCTYBaya 3 TOKEHOM.

nmnn

user.password_reset_expire = utc_now() + timedelta(hours=1)
user.password_reset token = new_token()

db_session.add(user)
await db_session.commit()

return user

137
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async def create_ new_password(db_session: AsyncSession, user: DBModelUser,
reset password args: ResetPasswordArgs):

nmn

BcranoBuTi HOBUI ITapoJib KOPUCTYBAvy MICHs IEPEBIPKU TOKEHA Ta CTApOTro MapoJsl.

:param db_session: ACHHXpOHHHI ceaHC poOOTH 3 023010 TaHHX.
:param user: KopucryBay, skuii CKuaa€e maposb.
:param reset_password_args: ApryMeHTH: CTapuil TapoJjib i HOBHI TTapOJIb.
:return: None
:raises HTTPException:
- SIKIII0 TOKEH CKUJaHHS apoJisi He BCTAHOBJICHO.
- Slk1o crapuii mapoJib HEBiPHHIA.
nmn
if user.password_reset token is None:
raise HTTPException(status_code=400, detail="Need password reset token")

if not verify password(reset password args.old password, user.hashed password):
raise HTTPException(status_code=400, detail="Incorrect old password")

user.hashed password = hash password(reset password args.password)
user.password_reset _expire = None
user.password_reset_token = None

db_session.add(user)
await db_session.commit()

app/models/enums/user.py
from enum import Enum

class UserRole(Enum):
user = "user"
admin = "admin"

app/models/ _init _.py

from .user import User

from .auth import AuthToken

from .log import Log

from .request log import TaskRequestLog

app/models/auth.py

from sqlalchemy import String, ForeignKey, Enum

from sqlalchemy.orm import mapped column, relationship, Mapped
from datetime import datetime

from .base import Base

class AuthToken(Base):
__tablename = "service auth tokens"
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secret: Mapped|[str] = mapped_column(String(1024), unique=True, index=True)
expiration: Mapped[datetime]
created: Mapped[datetime]

token type: Mapped|[str] = mapped column(Enum("refresh", name="token types"))

user_id = mapped column(ForeignKey("service users.id", ondelete="CASCADE"))
user: Mapped["User"] = relationship("User", back populates="refresh tokens")

app/models/base.py

from sqlalchemy.ext.hybrid import hybrid property
from sqlalchemy.orm import Mapped, mapped column
from sqlalchemy.ext.asyncio import AsyncAttrs

from sqlalchemy.orm import DeclarativeBase

from uuid import UUID, uuid4

class Base(AsyncAttrs, DeclarativeBase):
id: Mapped[UUID] = mapped column(primary key=True, default=uuid4)

@hybrid_property
def reference(self):
return str(self.id)

app/models/log.py

from sqlalchemy.dialects.postgresql import JSONB

from sqlalchemy.orm import mapped column, relationship, Mapped
from sqlalchemy import ForeignKey, String

from datetime import datetime

from .base import Base

from uuid import UUID
class Log(Base):
__tablename = "service logs"

log type: Mapped[str] = mapped column(String(64), index=True)
target id: Mapped[UUID] = mapped_column(nullable=True)
created: Mapped[datetime] = mapped column(index=True)

data: Mapped[dict] = mapped column(JSONB, default={})

user id = mapped_column(ForeignKey("service users.id"))
user: Mapped["User"] = relationship(foreign_keys=[user id])

app/models/request_log.py

from sqlalchemy.orm import Mapped, mapped column, relationship
from sqlalchemy import String, Text, DateTime, ForeignKey, Integer
from datetime import datetime

from app.models.base import Base
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class TaskRequestLog(Base):
__tablename = "task requests"

id: Mapped[int] = mapped column(primary key=True, autoincrement=True)
user_id: Mapped[int] = mapped column(ForeignKey("service users.id"), index=True)

worker info: Mapped[str] = mapped column(Text)
generated info: Mapped|[str] = mapped column(Text)

created at: Mapped[datetime] = mapped column(default=datetime.utcnow)

# 3B'130K Ha3aJ /10 KOPUCTyBaya
user: Mapped["User"] = relationship("User", back populates="task requests")

app/models/user.py

from sqlalchemy.orm import Mapped, mapped column, relationship
from sqlalchemy import String, Enum, Numeric

from datetime import datetime

from .base import Base

class User(Base):
__tablename = "service users"

username: Mapped[str] = mapped_column(String(64), index=True, unique=True)
email: Mapped[str] = mapped column(String(255), index=True, unique=True)
hashed password: Mapped|[str] = mapped_column(nullable=True)

created: Mapped[datetime]

email confirmed: Mapped[bool] = mapped column(default=False)

banned: Mapped[bool] = mapped column(default=False)

role: Mapped[str] = mapped column(Enum("user", "admin", name="user roles"),
default="user"

password reset token: Mapped[str] = mapped column(String(64), nullable=True)
password_reset_expire: Mapped[datetime] = mapped column(nullable=True)

refresh_tokens: Mapped|[list["AuthToken"]] = relationship("AuthToken",
back populates="user", cascade="all, delete-orphan")

task requests: Mapped[list["TaskRequestLog"]] = relationship(
"TaskRequestLog", back populates="user", cascade="all, delete-orphan"

)

app/schemas/__init _.py
from datetime import datetime
from decimal import Decimal
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from pydantic import BaseModel, Field, EmailStr, field validator, PlainSerializer
from typing import Annotated

from app.utils.auth import to_timestamp

datetime pd = Annotated[
datetime,
PlainSerializer(lambda x: to_timestamp(x),
return_type=int,

);

class UsernameArgs(BaseModel):
username: str = Field(pattern=""[A-Za-z]|[A-Za-z0-9 ]{4,63}$", examples=["Antony"],
description="YHikaibHe iM's KopucTyBaya')

class NameArgs(BaseModel):
name: str = Field(pattern=""[A-Za-z][A-Za-z0-9 ]{4,63}$", examples=["Crew"])

class EmailArgs(BaseModel):
email: EmailStr = Field(examples=["your_email@gmail.com"], description="Enekrponna
HOLITa KOpUcTyBaya')

@field validator("email")
@classmethod
def check email(cls, value: EmailStr) -> EmailStr:
if "+" in value:
raise ValueError("Email contains unacceptable characters")

return value
class PasswordArgs(BaseModel):

password: str = Field(min_length=8, max_length=128, examples=["password"],
description="TIaposp kopuctyBaua')

class Title(BaseModel):
title: str = Field(min_length=1, max_length=255, examples=["FPW Dron 6s"])

class Price(BaseModel):
price: Decimal = Field(gt=0, decimal places=2)

class Total(BaseModel):
total: Decimal = Field(gt=0, decimal places=2)



app/schemas/auth.py
from . import BaseModel, datetime pd, UsernameArgs, PasswordArgs, EmailArgs
from app.models.user import User

from pydantic import Field

class Token(BaseModel):
access_token: str
token_type: str

class TokenInfo(BaseModel):
access_token: str
refresh token: str | None = None

class TokenData(BaseModel):
email: str

class TokenResponse(BaseModel):
expiration: datetime pd = Field(examples=[1686088809])
created: datetime pd = Field(examples=[1686088809])
secret: str = Field(
examples=["CQE-CTXVFCYoUpxz 6VKrHhzHaUZv68XvxV-3AvQbnA"]

)

class Signup(UsernameArgs, PasswordArgs, EmailArgs):
pass

class LoginArgs(PasswordArgs, EmailArgs):
pass

class LoginValidationResult(BaseModel):
user: User
refresh_token id: str | None = None

class Config:
arbitrary types allowed = True

app/schemas/user.py

from pydantic import BaseModel, ConfigDict, EmailStr, Field, constr, field validator
from typing import List, Optional

from datetime import datetime

from uuid import UUID

from decimal import Decimal

from . import UsernameArgs, PasswordArgs, EmailArgs
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from app.models import User as DB_User

class User(PasswordArgs, Email Args):
pass

class AuthorizedUser(UsernameArgs, EmailArgs):
created: datetime

class AuthorizedUserWithBalance(UsernameArgs, Email Args):
created: datetime
balance: Decimal = Field(..., max_digits=10, decimal places=2)

class Config:
# Hacrpoiiku Pydantic mis momanepsxku Decimal
json_encoders = {Decimal: lambda v: str(v)}

class UpdateProfile(UsernameArgs, Email Args):
username: Optional[constr(pattern=""[A-Za-z][A-Za-z0-9 ]{4,63}$")] = Field(
None,
examples=["New Username or None"]

)

email: Optional[EmailStr] = Field(None, examples=["New Email or None"])

@field validator("email")
@classmethod
def check email(cls, value: EmailStr) -> EmailStr:
if value is None:
return value
if "+" in value:
raise ValueError("Email contains unacceptable characters")

return value

class ResetPassword Args(PasswordArgs):
old password: str = Field(min_length=8, max_length=128, examples=["old_password"])

class UserDeleteResponse(BaseModel):
success: bool

class CurrentUserDataWithRefreshTokenID(BaseModel):
user: DB User
refresh _token id: Optional[str]

class Config:
arbitrary types allowed = True
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app/services/auth.py
import os
import uuid

import jwt

import secrets

from fastapi import Depends, HTTPException, Request
from datetime import datetime, timezone, timedelta
from starlette import status

from sqlalchemy.ext.asyncio import AsyncSession

from app.config import settings

from app.errors import credentials_exception
from app.models import AuthToken

from app.schemas.user import User

from app.constants import TOKEN_TYPE FIELD, ACCESS TOKEN TYPE,

REFRESH TOKEN TYPE
from app.models.user import User as DB_User
from app.utils.auth import utc_now

ACCESS TOKEN SECRET KEY = settings.auth jwt.access token secret key
ACCESS TOKEN ALGORITHM = settings.auth_jwt.access_token algorithm

def new_token():

nmn

['eHepye HOBHUX BUIMAJAKOBUX TOKEH
:returns: The new random token
nmn

return secrets.token urlsafe(32)

def get access_token(request: Request):

nmn

OTtpumye access-TOKEH 13 cecli KoprcTyBaya.

:param request: HTTP-3anut FastAPI 3 aktuBHOMO ceciero.

:return: Token noctyny (JWT) sik psnok.

:raises HTTPException: SIkio TokeH BiacyTHii a00 HeIHCHUI.

nmn

token = request.session.get('access_token')

if not bool(token):

raise HTTPException(status_code=401, detail="Invalid access token")

return token

def get email from token payload(token: str | bytes) -> str:

nmn
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Otpumye email kopucryBaua 3 JWT-tokena (payload|["sub"]).

:param token: JWT TokeH y BUrsii psiika abo OaiTis.
:return: Email kopuctyBaga (sub).
:raises HTTPException: fIkio TokeH Mae HeMpaBWIbHKUK TUIT 200 HE MICTUTH email.
payload = decode jwt(token)
if payload.get("type") != ACCESS TOKEN TYPE:
raise credentials exception

email = payload.get("sub")
if email is None:
raise credentials_exception

return email

def decode jwt(
token: str | bytes,
public_key: str = settings.auth _jwt.public_key path.read text(),
algorithm: str = ACCESS TOKEN ALGORITHM,
verify _exp: bool = True
) -> dict:

nmn

Hexonye JWT TokeH 3 nepeBipkoro MiAMUcy Ta (OMIiitHO) TepMiHy Jii.

:param token: JWT-TokeH y BUrmisazi psaka abo 6aiTis.
:param public_key: [TyOniunuii ki1ro4 171 NEPEBIPKH MiJITUCY.
:param algorithm: Anroputm mmdpysanss (3a 3amMoBayBaHHAM RS256 abo HS256).
:param verify exp: Uu noTpiOHO nepeBipATH TEPMIH il TOKEHA.
:return: Po3komoBanuii cioBHUK payload.
:raises jwt.InvalidTokenError: ko TokeH HeBaiAHUIA.
decoded = jwt.decode(

token,

public_key,

algorithms=[algorithm],

options={"verify _exp": verify exp}
)

return decoded

def encode jwt(
payload: dict,
private key: str = settings.auth_jwt.private_key path.read text(),
algorithm: str = ACCESS TOKEN ALGORITHM,
expire_minutes: int = settings.auth jwt.access_token expire minutes,
expire timedelta: timedelta | None = None

) -> str:

nmn

3akonyBye JWT-TOKeH 3 MiMKMCOM, BCTAHOBJICHHSM eXp ', 1at’ 1 'jti".
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:param payload: OcHOBHI 1aHi TOKEHa.

:param private key: [IpuBaTHHIA KITFOY JJIs1 TTI1ITUCY .

:param algorithm: Anroputm mmdpysanns (RS256, HS256).

:param expire _minutes: Yac )XUTTS TOKeHa y XBWIMHAX (SKIIIO HE 3aJ1aH0 expire timedelta’).

:param expire_timedelta: Yac »uTTs TokeHa sik 00'ekT timedelta (mepeduBae
‘expire_minutes’).

:return: [Tigmucanuit JWT y Burnsani psaxa.

to_encode = payload.copy()

now = datetime.utcnow()

if expire_timedelta:
expire = now + expire_timedelta
else:
expire = now + timedelta(minutes=expire minutes)

to_encode.update(
exp=expire,
iat=now,
jti=str(uuid.uuid4()),

)

encoded = jwt.encode(
to_encode,
private key,
algorithm=algorithm

)

return encoded

def get token payload(

token: str,

check expired token: bool = True
) -> dict:

nmn

Hexonye JWT ta orpumatu payload i3 TokeHa 3 mepeBipKoio TepMiHy Aii.

:param token: JWT access/refresh TokeH.
:param check expired token: Uu nepeBipsTH TepMiH Al (€Xp).
:return: Payload y Burnsizi cioBHuka.
:raises HTTPException: fAkimio TokeH HeBamiaHUI a00 TiaMuC HEMPaBUIbHUMH.
try:
payload = decode jwt(token=token, verify exp=check expired token)
except jwt.InvalidTokenError as e:
raise HTTPException(
status_code=401,
detail=f"Invalid token error: {e}"

)

return payload
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def validate token type(
payload: dict,
token_type: str,

) -=> bool:

nmn

[TepeBipsie TuI ToKeHa y payload — 4u BiANOBIa€ OUIKYBAaHOMY.

:param payload: Po3kogoBanuii payload Tokena.
:param token_type: OuikyBanu#i Tin TokeHa (Hampukian, "access", "refresh").
:return: True, AKIIO THH BiAIOBIJAE.
:raises HTTPException: SIKIo Tun TOKeHa HE CIIBMAJA€ 3 OUiKYBaHHUM.
current_token_ type = payload.get(TOKEN TYPE FIELD)
if current_token_type == token_type:
return True
raise HTTPException(
status code=401,
detail=f"Invalid token type {current token type!r} expected {token_ type!r}"

)

def check auth user from token by payload(

token_type: str,

user _email: str,

payload: dict,
) -> bool:

[lepeBipsie, un cniBnagae email y payload 3 mOTOYHHM KOPUCTYBa4yeM 1 UM THI TOKEHA
BaJIiTHUH.

:param token_type: OuikyBanuii Tun TokeHa ("access" abo "refresh").
:param user_email: Email kopucrtyBaya, 1110 BUKOHY€ 3aITUT.

:param payload: Payload i3 JWT.

:return: True, AKII0 TOKEH BadigHuii 1 email cmiBnagae. False — inakmne.

nmn

try:
validate token_type(payload, token_type)
if payload.get("sub") != user_email:
return False
return True
except Exception as e:
return False

def create jwt(
token_type: str,
token_data: dict,
expire_minutes: int = settings.auth_jwt.access_token expire minutes,
expire timedelta: timedelta | None = None,
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) -=> str:

nmn

CrtBoproe JWT-TokeH 3a1aHoro TuIty 3 epeaanum payload.

:param token_type: Tun Tokena — "access" abo "refresh".
:param token_data: [lani, sixi HeoOxigHO BOyyBaTH y payload.
:param expire_minutes: TepMmiH aii y XBHJIMHAX (OIIIOHATIBHO).
:param expire_timedelta: AnpTepHaTUBHUI c1IOCIO 3a1aHHS TEPMIHY Jii.
:return: CtBopenuit mianucanuii JWT TokeH.
jwt_payload = {TOKEN TYPE FIELD: token type}
jwt_payload.update(token data)
return encode jwt(

payload=jwt payload,

expire_minutes=expire_minutes,

expire_timedelta=expire timedelta,

)

def create access_token(user: User, refresh_token: AuthToken) -> str:
nmn

CrtBoproe JWT access-TOKeH ISl BXITHOTO KOPUCTYyBaya 3 MOCUIaHHIM Ha refresh-TokeH.

:param user: KopuctyBau, s SIKOTO CTBOPIOETHCS] TOKEH.
:param refresh _token: O6'exT refresh-Tokena.
:return: Access-toked (JWT) y Burnsai psaka.
nmn
jwt_payload = {
"sub": user.email,
"refresh_token id": str(refresh token.id)
§
return create jwt(
token type=ACCESS TOKEN TYPE,
token data=jwt payload,
expire_minutes=settings.auth jwt.access token expire minutes,

)

def create_refresh token(user: User) -> str:

nmn

Croproe JWT refresh-token uist kopuctyBaya.

:param user: Kopucrysau, email sikoro Oyne Bukopuctano B payload.
:return: Refresh-token y Burmsiai mianmucanoro JWT.
jwt_payload = {
"sub": user.email,
h
return create jwt(
token type=REFRESH TOKEN TYPE,
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token data=jwt_payload,
expire_timedelta=timedelta(days=settings.auth jwt.refresh token expire days),

)

app/services/data anls.py
import asyncio

import i0

import json

import os

from fastapi import UploadFile
from pypdf import PdfReader
import re

from openai import OpenAl

from app.crud.get jobs import get jobs, get tasks

async def get worker _statistics(file: UploadFile):

nmn

[TpounTtatn PDF-daiin npariBHuka, BUTATHYTH TEKCT i nepeaatu ioro B OpenAl s ananmizy.

:param file: 3aBanTaxenwuii daiin (popmar PDF), o MicTUTh onuc mpaiiiBHUKa ab0 HOTo
pestome.
:return: Pexomenpnartis OpenAl y ¢dopmati cioBarka JSON 3 HACTYyITHUMU TTOJISIMU:
- id: ID 3anponoHoBaHOi pOOOTH 31 CIIUCKY
- name: ImM's npaniBHuKa
- surname: [Ipi3Burie
- qualifications: OCHOBHI HaBUYKH
- justification: [leTanbHuii KOMEHTap MOAO0 PEKOMEHAIIT
:raises ValueError: SIkmo OpenAl noBeprae HenpaBuiabuuit opmat abo JSON He
PO3MI3HAHO.
nmn
content = await file.read()
return await __ get worker statistics(content)

async def get task by cv(file: UploadFile):

nmnn

Hapnicnatu TexcToBy iHdopMariito npo mpauiBauka 10 OpenAl st reneparii
MePCOHAIII30BAaHOTO 3aBaHHs BUXos14u i3 CV.

:param file: 3aBanTaxenuii gaitn (popmar PDF), mo MicTuTh onuc npamiBHuKa abo Horo
pe3oMe.

:return: PexomenoBane 3apaanfs y gpopmati JSON, migiOpane BIAMOBIIHO O HABUYOK
IpariBHUKA.

nmnn

content = await file.read()

text=__ byte to_ text(content)

return await __ get worker data(text, return_text=True)
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async def  get worker_statistics(content: bytes):

nmn

Baytpimms ¢yuakmis aus 06podku PDF ta Bukonanus 3anuty 10 OpenAl APL.

:param content: Bmict PDF-¢aiiny y Burmisaai 6aiTis.
:return: JSON-00'€KT 13 peKOMEHIAII€I0 010 ITOCa I ISl IPalliBHUKA.
client = OpenAl(api_key=os.getenv("OPENAI API KEY"))
reader = PdfReader(io.BytesIO(content))
text =""
for page in reader.pages:
text += page.extract_text()

response = client.chat.completions.create(
model="gpt-40-mini",
messages=|

{

n.n

"role": "system",
"content": (
"Lle iHpopMaIllis 3 TOKyMEHTY YKpaiHChKOI0 MOBO. [Ipoanani3yii ioro i moBepHu
peKOMeHaIiro "
"I0/10 TOTO, SIKY TpAIf0 MO>KHA 3aIPOIIOHYBATH MpamiBHUKY y ¢popmarti JSON "
"({company_name, name, surname, qualifications, years_of experience,
justification}). Bci mosist moBHHHI ICHYBaTH, SIKIIO OJHO 3 HUX HE MOKHA 3aIIOBHUTH, 3aITUAIIN
Ty null. SIKI1o 0 HOTO 3 MepeyuHs: MOXKIMBUX CTAHOBUIL HE MOXKHA BUOpATH, HaNmuImu."
"[Tepeyens MoxkMBHUX cTaHoBHUIIL: " + get jobs() +
" justifiction 3po6u sik MiHiMyM Ha 750 cuiB. I[Tosepau Tinbku JSON. IToBeprait
BUKIJIIOUHO YKPaiHCHKOIO."

);

§s
n.n "non

{"role": "user", "content": text},

1,

stream=False
)
stuff = re.sub(r"" ' (?:json) N\s*\s***§", "", response.choices[0].message.content,
flags=re. MULTILINE).strip()
return json.loads(stuff), text

async def get worker data(text: str):

nmnn

Hanicnatu TexcroBy iHbopMmariito npo mpamiBHuka 10 OpenAl s renepartii
MEPCOHATI30BAHOTO 3aB/IaHHS.

:param text: [ndopmarist mpo npariBHuka (BiibHa hopma, TekcT ado JSON).
:return: PexomenoBane 3apaanfs y gpopmari JSON, migiOpane BIAMOBIIHO O HABUYOK
MpaliBHAUKA.

nmn

return await __ get worker data(text)



async def  get worker data(text: str, return_text: bool = False):

Buytpimnsa ¢yskis, sika BUKonye 3anut 10 OpenAl 3 onrcom npaiiBHUKA.

:param text: [ToBHa TekcToBa iH(opMaIlis PO NpaliBHUKA (BKIIOYAI0UYN HABHYKHU, OCBITY
TOIIIO).
:return: 3aBaHHs, sSIKe HalKpaile miAX0AuTh MpaiBHUKY, y popmari JSON:
- task_id: ID 3aBmanHs
- task title: Ha3Ba 3aBnanHs
- reason: YoMy came 1ie 3aB/IaHHS 11aCy€ NPAIliBHUKY

nmn

client = OpenAl(api_key=os.getenv("OPENAI API KEY"))

response = client.chat.completions.create(
model="gpt-40-mini",

messages=|
"role": "system",
"content": (

"Le indopmaris mpo npauiBauka. [Ipoanamnizyii iioro it moBepHU 3aBIaHHS, SKeE
oMy HaiOimbII TTACYE, "

"B hopmari JSON. 3aBaanns, siki notpedye mianpuemMcTBo: " + get tasks() +

" BrieBHHCH, 1110 1OTO0 HABUYKH BiJINIOBIIal0Th 3aBJIaHHSAM. SIKIIIO MPAIliBHUKY HE
MOYKHA MPUJIUIUTH 5KOAHOTO 3aBaHHs, noBepHU nmyctuil JSON. IToBepuu Tinbku JSON."

);
}

2
{"role": "user", "content": text},

1,

stream=False

)

stuff = re.sub(r""" ' (?:json) N\s*\s***§", ", response.choices[0].message.content,
flags=re. MULTILINE).strip()

if return_text:
return json.loads(stuff), text

return json.loads(stuff)

def byte to text(content: bytes) -> str:
Bunae Text PDF ¢aiiny Buxoas4u ¢ mpencTaBieHux OalTiB
:param content: mepenani bytes 1okymeHTa
:return: str: Texer ¢ PDF nokymenra
reader = PdfReader(io.BytesIO(content))
teXt —m
for page in reader.pages:
text += page.extract _text()

return text
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#if name ==' main "
# loop = asyncio.get event loop()

#  with open("C:/Users/Ajeszny/Downloads/Rezjume Pruladobuduvannya Ivanenko.pdf",
"rb") as f:

# bt = f.read()

# r=loop.run_until complete( get worker data("Cepriii IBanenko Mae 10cBig poOOTH
imkeHepoM-koHCcTpykTopoMm y TOB '"Texnollpom', ne ycmimHo po3po6iisiB kpeciaeHns ta 3D-
Moienti Ipuafis, Bukopuctoytoun SolidWorks. HMoro ocBita y chepi npuitano6yayBaHHs Ta
BMiHHS MPAIIOBATH 3 TEXHIYHOIO JTOKYMEHTAII€I0 MiATBEPKYIOTh 1Or0 BUCOKUI piBEHB
kBamidikarii. JlonatkoBo, Cepriit Mae HAaBUIKHU POOOTH 3 KOHTPOJBbHO-BUMIPIOBATLHUMHU
npUjIalaMy, [0 € BXKJIUBUM aCIIEKTOM IS OCaIU iH)KeHepa-KOHCTpyKTopa. BpaxoByroun
Horo ocBia poOOTH Ta TEXHIYHI HABUYKH, BiH Oy/i€ I[IHHUM JIOOBHEHHSM JI0 KOMaH/IH,
CIPOMOYXHHUM BHECTH CBiif BHECOK Y pO3pOOKY HOBHUX TE€XHOJIOTIH Ta ONTUMI3AIliI0 BXKE
ICHYIOUHX pillieHb."))

#  print(r)

# r=loop.run_until complete( get worker statistics(bt))

#  print(r)

app/utils/auth.py

import os

import jwt

import secrets

from datetime import datetime, timezone, timedelta
from fastapi.security import OAuth2PasswordBearer
from passlib.context import CryptContext

from app.config import settings
pwd_context = CryptContext(schemes=["bcrypt"], deprecated="auto")

UTC = timezone.utc

def hash_password(password: str) -> str:

nmn

Xelllye HalaHUH 11apOJIb.

:param password: [Tapons 10 xemry.
:type password: str

:returns: 3amu@poBaHUiA TAPOIIb.
rtype: str

nmn

return pwd_context.hash(password)

def verify password(plain_password: str, hashed password: str) -> bool:

nmn

[TepeBipsie, un 306iraeThes BIAKPUTHI AP0 3 XCIIIOBAHUM.

:param plain_password: [IpocTuii maposb Jyist mMATBEPHKEHHS.
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:type plain_password: str

:param hashed password: XemoBanuii maposib 1151 TOPIBHSHHS.
:type hashed password: str

:returns: True, AKIIO BIIKPUTHIA apoiIb 30iraeThes 3 XemoBaHuMm, False y mportunesxxnomy

BUIAJIKY.
:rtype: bool

return pwd_context.verify(plain_password, hashed password)

defis_authenticated(user, password: str) -> bool:

nmn

[Tepesipsie un 103ep aBTeHTU(IKOBaHUN KOpUCTBYad uepe3 b/I.

:param user: OObEKT KOPHUCTyBaYa

:param password: [1aponb kopucTyBaya

:return: bool ABreHTH(iKOBaHUI UM Hi

nmnn

if not user or not user.hashed password:
return False

if not verify password(password, user.hashed password):
return False

return True

defto_timestamp(date: datetime | None) -> int | None:

nmn

[TepeTBOopenHs 00'ekTa yacy 1aHUX y MITKY yacy Unix.

:param date: O0'exT nata-yac i IePeTBOPEHHS
:type date: datetime | None

:returns: MiTka yacy Unix, 1110 BIAMOBIIa€ BXiTHOMY 00'€KTY,
a0o None, K110 BXigHE 3HaYeHHS None

:rtype: int | None

nmn

# SIxmo nata He None, BctaHOBITh yacoBmii mosic UTC,

# B IHIIIOMY BUIQ/IKY 3QJIMIITE JaHI 5K €

date = date.replace(tzinfo=timezone.utc) if date else date

return int(date.timestamp()) if date else None

defutc_now():

nmn

[ToBeprae motounuii yac y popmari UTC 6e3 iHdopmarii mpo yacoBuii mosic.
:returns: O0'eKT yacy aHUX, 10 MpeacTaBisie noTounuit yac y popmari UTC Ge3 inpopmarrii

PO YaCOBUH MOsAC.

nmn

return datetime.now(UTC).replace(tzinfo=None)
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def'is_protected username(username: str):

nmn

[lepeBipuTH, UM € 331aHe IM' KOPUCTYBaya y CIHUCKY 3aXUIICHUX IMEH KOPUCTYBAaYiB.

s pyHKIis IepeBipsie, UM HATICKUTH HAZaHE IM'sT KOPUCTyBayva 10 Habopy

3ape3epBoBaHi a00 CHCTEMHI iMEHa KOPUCTYBAUiB, SIKi HE TOBUHHI BUKOPUCTOBYBATHUCS
3BHYAIHUMU KOPHCTYBauyaMH.

Bin nepeBipsie 3a31aneriip BU3BHAYEHUH CIIMCOK IMEH KOPUCTYBAUiB, SIKUI BKIIIOYAE 3arajibHi

aJIMiHICTpaTUBHI, TEXHIYHI Ta CEpBICHI Ha3BH.

:param username: IM's KoprcTyBaya Jisl IepeBipKU
‘type username: str

:return: True, sKmIo imM'st KoprucTyBada 3axuiineHo, False B iHImomy BHIIaIKy.
:rtype: bool

nnn

usernames = [

["admin" HblOgH, "deV", Hftp" "mailﬂ pop" "p0p3" Hlmap”, n
stage", "stats", "status", "www", "beta", "about", "access"],
account", "accounts", "add", "address", "adm"],
admlnlstratlon" "adult", "advertising", "affiliate", "affiliates"],
x" "analytlcs "android", "anon", "anonymous", "api"],

smtp"],

n
n
n

n nn

["

[

[

[

["app", "apps", "archive", "atom", "auth", "authentication"],
["avatar", "backup", "banner", "banners", "bin", "billing", "blog"],
["blogs", "board", "bot", "bots", "business", "chat"],

["cache", "cadastro", "calendar", "campaign", "careers"],
["cgi", "client", "cliente", "code", "comercial", "compare", "config"],
["connect", "contact", "contest", "create", "code", "compras"],
["css", "dashboard", "data", "db" "design", "delete"],

["demo", "design", "designer", "dev", "devel", "dir"],
["directory", "doc", "docs", "dornaln" "download", "downloads"],
["edit", "editor", "email", "ecommerce", "forum", "forums"],
["faq", "favorlte", "feed", "feedback", "flog", "follow"],

["file", "files", "free", "ftp", "gadget", "gadgets"],

["games", guest" "group", "groups", "help", "home", "homepage"],
[

[

[

[

[

[

[

[

[

[

[

[

[

[

[

[

[

n

n

"host", "hostlng" "hostname", "html", "http", "httpd"]
"https", "hpg", "info", "information", "image", "img", "images"],

" nn "non:

1map index", "invite", "intranet", "indice", "ipad", "iphone"],
irc", "java", Javascrlpt", "job", "jobs", "js"],
"knowledgebase" "log", "login", "logs", "logout", "list", "lists"],

n

"

mail", "maill", ma112" "mail3" "mail4", "mail5"],

n "nn

mailer", "mailing", "mx", "manager", "marketing"],
nn nmn nmn nmn

master", "me rnedla message microblog", "microblogs"],

nn

n

n nn

mine mp3" 'msg", msn mysql", "messenger"],
nmn

mob", "moblle movie", movies", "music", "musicas"],
vmyn, uname
news" newsletter nick", "nickname", "notes", "noticias"],

ns" "nslll Unszﬂ HnS3H Hns4|| Hnssﬂ "IlS6" "ns’7" HnSSH]

nn

n

nn

named" "net", "network", "new"],

n nn "nn nn

n

n "non

ns9", "ns10", "old", "online",

nn

operator", "order", "orders"],
pages", panel", '‘password", "perl", "pic", "pics"],

n "nn

page’,
photo", "photos",
'pop3", "post", "postmaster", "postfix",

pager",

n nn nn '

photoalbum", "php", "plugin",

nn

plugins", "pop"],

posts"],
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'profile", "project", "projects", "promo", "pub", "public", "python"],
"random", "register", "registration", "root", "ruby", "rss"],

"sale", "sales", "sample", "samples", "script", "scripts", "secure"],
"send", "service", "shop", "sql", "signup", "signin", "search"],
"security", "settings", "setting", "setup", "site"],

"sites", "sitemap", "smtp", "soporte", "ssh", "stage", "staging"],
"start", "subscribe", "subdomain", "suporte", "support", "stat"],

n nn nn nn nn nn

[

[

[

[

[

[

[

["'static", "stats", "status", "store", "stores", "system"],

[" tablet" "tablets" "tech" "telnet" "test", "testl" "test2"],
["test3", "teste", "tests", "theme", "themes", "tmp"],
["todo", "task", "tasks", "tools", "tv", "talk", "update", "upload"],
[
[
[
[
[

n "n n nn

url", "user", "username

nn

nn nn

usuario", "usage", "vendas"],
video", V1deos VISItOI’" "win", "ww” "www"],
Wwwl" "WWWZ" "www3", "www4", "www5", "www6", "www7"],

n nn nn nn WCbSlteS"],

n nn
n
nn

wwww", "wws", "wwws web" "webmail", "website",

n "nn " H H n "nn

webmaster workshop

xpg", "you"],

]

usernames = list(set(item for sublist in usernames for item in sublist))

return username.lower() in usernames

app/config.py

import os

from pathlib import Path

from pydantic import BaseModel

from pydantic_settings import BaseSettings
from typing import Optional

from dotenv import load dotenv

BASE DIR = Path(__ file ).resolve().parent

load dotenv()

class Config(BaseModel):
DB_CONFIG: str = os.getenv(
"DB_CONFIG",

"postgresql+asyncpg:/{DB_USER}:{DB_PASSWORD}@{DB_HOST}/{DB_NAME}".format
(
DB_USER=os.getenv("DB_USER"),
DB PASSWORD=os.getenv("DB_PASSWORD"),
DB_HOST=os.getenv("DB_HOST"),
DB NAME=os.getenv("DB_NAME"),

)

)

TEST DB _CONFIG: str = os.getenv(
"TEST DB CONFIG",
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"postgresql+asyncpg://{TEST DB _USER}:{TEST DB PASSWORD}@{TEST DB HOST}/{
TEST DB NAME}".format(

TEST DB _USER=os.getenv("TEST DB _USER"),

TEST DB PASSWORD=os.getenv("TEST DB PASSWORD"),

TEST DB _HOST=os.getenv("TEST DB _HOST"),

TEST DB NAME=os.getenv("TEST DB _NAME"),

config = Config()

class AuthJWT(BaseModel):
private_key path: Path=BASE DIR / "certs" / "jwt-private.pem"
public_key path: Path=BASE DIR / "certs" / "jwt-public.pem"

access_token algorithm: str = os.getenv("ACCESS TOKEN ALGORITHM", "RS256")

access_token secret key: str = os.getenv("ACCESS TOKEN SECRET KEY")

access_token expire minutes: int = int(os.getenv("ACCESS TOKEN EXPIRE MINUTES",
30))

refresh_token expire days: int = int(os.getenv("REFRESH TOKEN EXPIRE DAYS", 15))

auth_jwt config = AuthJWT()

class Settings(BaseSettings):
database url: str = "postgresql+asyncpg://postgres:252525@localhost:5432/fast _poetry"
database config: Config = config
echo_sql: bool = True
test: bool = False
project name: str = "full fast api"

oath_token_secret: Optional[str] = os.getenv("OATH _TOKEN SECRET KEY")
auth_jwt: AuthJWT = auth_jwt config

log level: str = "DEBUG"

settings = Settings()

app/constants.py

TOKEN_TYPE FIELD = "type"
ACCESS TOKEN TYPE = "access"
REFRESH TOKEN TYPE = "refresh"

app/database.py
from typing import Asynclterator
import contextlib
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from sqlalchemy.ext.asyncio import (
create_async_engine,
async_sessionmaker,
AsyncConnection,
AsyncSession,
AsyncEngine,

class DatabaseSessionManager:

Knac nns kepyBaHHS aCHHXPOHHUMH cecisiMu 6a3u nanux yepe3 SQLAlchemy.

3abe3meuye iHiMiaTi3aIio MiIKITIOYCHHS 10 0a31, CTBOPEHHS CECiid, TpaH3aKIIiHE 3'€ JHAHHS,

Ta KOPCKTHEC 3aKpUTTA Hi,Z[KJ'IIO‘IeHL. Hpamoe SIK CMHI'JITOH.
nin

def init (self):
self. sessionmaker: async_sessionmaker | None = None
self. engine: AsyncEngine | None = None

def init(self, host: str, echo: bool = False):

nmn

[HimiamizyBatu JBUTYH 0a3M TaHUX Ta CTBOPUTH ACHHXPOHHY (haOpHKy ceciil.

:param host: Psigok migkmroueHHs q0 60a3u nanux (Hanpukiana: 'postgresql+asyncpg://...").
:param echo: YBiMkHyTH SQL-110ryBaHHA y stdout (11 gebary).
:raises: Exception, K110 B)Ke 1HI111aJ1130BaHO TOBTOPHO.

nmn

self._engine = create _async_engine(host, echo=echo)

self. _sessionmaker = async_sessionmaker(
autocommit=False,
expire_on_commit=False,
bind=self._engine,
)
async def close(self):
nmnn

KopekTHO 3akpuTH MiAKIIOUEHHs 10 0a3u NaHUX Ta BUJAIUTH (HaOpUKy Ceciid.

:raises Exception: SIkio MeTo1 BUKIMKAHO JI0 1HIIiami3aii.

nmn

if self. _engine is None:
raise Exception("DatabaseSessionManager is not initialized")

await self. engine.dispose()

self. sessionmaker = None
self. engine = None
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(@contextlib.asynccontextmanager
async def connect(self) -> Asynclterator[AsyncConnection]:
nnn
KoHTekcTHUIT MeHeKep /1711 CTBOPEHHS HU3bKOPIBHEBOTO TPAH3aKIIITHOTO 3'€THAHHS 3
0azoro0.

:yield: O6'ekt AsyncConnection st pydHoro BUKoHaHHs SQL.
:raises Exception: SIkmio "DatabaseSessionManager” He iHIIIaqi30BaHO.

nmn

if self._engine is None:
raise Exception("DatabaseSessionManager is not initialized")

async with self. _engine.begin() as connection:
try:
yield connection
except Exception:
await connection.rollback()
raise

@contextlib.asynccontextmanager
async def session(self) -> Asynclterator[AsyncSession]:

nmn

KoHTtekcTHUI MeHemKep A1 CTBOPEHHS ACHHXPOHHOI cecii 0a3u 1aHuX.

["apanTtye aBTOMaTHuHMi "rollback’ y Bunaaky BukirodeHHs 1 “close” cecii micins
BUKOPHCTAHHS.

:yield: OG'ext “AsyncSession’ st B3aemozii 3 ORM.

:raises Exception: SIkuro ¢abpuka ceciii He iHiIiai30BaHa.
nmn

if self. sessionmaker is None:
raise Exception("DatabaseSessionManager is not initialized")

session = self. sessionmaker()

try:
yield session
except Exception:
await session.rollback()
raise
finally:
await session.close()

sessionmanager = DatabaseSessionManager()

async def get _db_session():

nmn



FastAPI-3anexxHicTh 111 HalaHHS cecii 0a3u JaHUX y KO)KHOMY 3aITHTi.
3abe3nedyye aBTOMaTHYHE BIIKPUTTSI Ta 3aKPUTTS cecii y scope-3anuty FastAPI.

:yield: "AsyncSession’, siky MOkHa BUKOPHUCTOBYBATH B €HAINOIHTaX abo cepBicax.

nmn

async with sessionmanager.session() as session:
yield session

app/errors.py
from fastapi import HTTPException, status

class Abort(Exception):
def init (self, scope: str, message: str):
self.scope = scope
self.message = message

class TokenInvalidError(Exception):
"""Custom exception for invalid tokens."""

def init (self, message: str, token id: str = None, reason: str = None):
super(). _init__(message)
self.token_id = token_id
self.reason = reason

def str (self):
base message = super(). _str ()
if self.token_id or self.reason:
return f"' {base message} (Token ID: {self.token id}, Reason: {self.reason})"
return base_message

credentials_exception = HTTPException(
status_code=status. HTTP_401 UNAUTHORIZED,
detail="Could not validate credentials",
headers={"WWW-Authenticate": "Bearer"},

)

app/main.py

import logging

import sys

from contextlib import asynccontextmanager

from fastapi import FastAPI, Request, status

from starlette.middleware.sessions import SessionMiddleware
from starlette.responses import JSONResponse

from app.api.routers.users import router as user_router
from app.api.routers.auth import router as auth router
from app.api.routers.ai import router as ai_router

159
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from app.config import settings, config
from app.database import sessionmanager

logging.basicConfig(stream=sys.stdout, level=logging. DEBUG if settings.log_level ==
"DEBUG" else logging.INFO)

root_logger = logging.getLogger("root logger")

def get_application(settings db: str ="", init_db: bool = True) -> FastAPI:

CrtBOpenHs rosioBHOro noaatky FastAPI

:param settings _db: Knacc 13 naamryBanusmu ans b1 (Postgres)

:param init_db: Bool 3HaueHHS sike BUKOPHCTOBYETHCS K IMapaMeT MPH CTBOPEHHI JOJIATKY i3
BUKOpUcTaHHsIM b]l abo 6e3

:return:

if init_db:
sessionmanager.init(settings_db)

(@asynccontextmanager
async def lifespan(app: FastAPI):
yield
if sessionmanager. engine is not None:
await sessionmanager.close()

app = FastAPI(
lifespan=lifespan,
title="Cucrema aBropu3arii Ta Al Hepler mist npunanodyaiBHoro BupoOHuUITea",
description="""

(® **Ommc mpoekTy:**

JlaHuit 3aCTOCYHOK € YaCTHHOIO AUIIOMHOIO MIPOEKTY Ta peanidye **HaiiiHe, npoaymane i
CTPYKTypOBaHe pillIeHHS JIJIs aBTeHTU]IKAIll Ta aBTOpU3allil KOpUCTyBauiB** y
KOpIopaTUBHOMY cepenoBuili. Cuctema 3abe3neuye BUCOKUIN piBeHb O€3MeKH Ta KOHTPOIIb
JnocTyny 70 GyHKIIN 1 JaHUX Ha OCHOBI1 poJiei.

Q@ **[IpusHaueHHs:**

Po3po6iieHo sik 6exeHa-Moaynb Uil **anamizy BXiHOT iHpopMalii npaliBHUKA
npuiIa 00y 1IBHOTO BUPOOHUIITBA** 3 METOIO:

- O6poOku Ta iHTeppeTalii iHpopmallii BiJi KOPUCTYBAYiB CUCTEMH
- l'enepariii 3aB1aHp Ha OCHOBI MOBEIHKH, POJI TA CTATyCy MpalliBHUKA
- LlenTpasnizoBaHOTO KEPyBaHHS JOCTYNOM /10 (DYHKIIIOHATY CUCTEMHU

**OcnoBuuii pynkiionan API:**

- Peectpariist kopucTyBaua 3 BaiIAII€I0 JAaHIX
- (® Bxiy 3 nepeBipKor0 0GIIKOBHX JAHHX

- J8 Buxin i3 cucTeMu 3 aHyJIOBaHHIM TOKEHIB

- @ Onosnenns access TokeHy uepes refresh Token



- [ull JTorysanms niii KopucTyBaua I IOAATBIIOTO Ay TUTY

© **Besneka:**
- BripoBakeHo MexaHi3Mu:
- JSON Web Tokens (JWT)
- CeciitHe KepyBaHHS
- MexaHi3Mu TIEpeBIpKU TUITY TOKEHA
- Jlorika porariii refresh-roxeHiB

@ **Dopmar 06miny manmmu:** Bei 3ammTy i BignoBigi crpykrypoBaso y popmari
JSON myis REST API-intepdeiicy.

" **[Ipu3HaueHo [y BUKOPUCTAHHS y BHYTPIIIHIX CHCTEMAX ITiAIPUEMCTB y cdepi
npuiaano0yryBaHHA™*, e moTpiOHE YiTKe yIpaBIiHHSA KOPUCTYBAa4aMH, IIPaBaMu JOCTYITY Ta

BHJIAYCIO TEXHOJIOTTYHUX a00 OpraHi3alliiHUX 3aB/IaHb.

nmn
9

version="1.0.0",
contact={
"name": "Anton Andreiev",
"email": "anton@example.com"
¥s
license_info={
"name": "MIT License",
"url": "https://opensource.org/licenses/MIT",
}s
docs_url="/api/docs",
redoc_url="/api/redoc"

)

app.add_middleware(SessionMiddleware, secret_key="some-random-string")

@app.middleware("http")
async def exception handling(request: Request, call next):
root_logger.info(
f'Url: {request.url}\n"
f"Header: {request.headers}\n"
f"Method: {request.method}\n"
f'Query params: {request.query params}\n"
f"Path params: {request.path params}\n"

)
try:
return await call next(request)
except Exception as exc:
root_logger.error(str(exc), exc_info=True)
return JSONResponse(
status_code=status. HTTP_400 BAD REQUEST,
content={"detail": str(exc)},

)

@app.get("/")
async def root():
return {"message": "Hello World"}

161
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app.include router(user router)
app.include router(auth_router)
app.include router(ai_router)

return app

app = get_application(settings.database config.DB_CONFIG[0])

tests/auth/test_login.py

async def test_login(client, register user):
login_data = {
"email": "testuser@example.com",
"password": "testpassword",

}

response = client.post("/auth/login", json=login_data)
json_response = response.json()

assert response.status_code == 200
assert "access_token" in json_response
assert "refresh_token" in json response

tests/auth/test_signup.py
import pytest

import sys

import os

from pathlib import Path

from sqlalchemy import select

from app.models.user import User as DB_User
from app.models.auth import AuthToken

# Tect U1 peruCTpany MOIH30BATEIS
async def test_signup(client, test_session):
signup_data = {
"email": "testuser@example.com"”,
"password": "testpassword",
"username": "testuser"

}

# OTnpaBisieM 3arpoc Ha PETUCTPAIHIO
response = client.post("/auth/registration", json=signup_data)
assert response.status_code == 200, f"Response: {response.json()}"

# IIpoBepsieM CO3IaHHOTO MOJIB30BaTENs B 0a3e TaHHBIX
user = await test_session.scalar(
select(DB_User).filter(DB_User.email == "testuser@example.com")
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)

refresh_token = await test _session.scalar(
select(AuthToken).filter(AuthToken.user id == user.id)

)

assert user.email is not None
assert refresh token is not None

async def test_signup unavailable username(client):
signup data = {
"email": "testuser@example.com",
"password": "testpassword",
"username": "xxx"

}

response = client.post("/auth/registration", json=signup_data)

assert response.status_code == 422

async def test_signup existed username(client, register user):
signup_data = {
"email": "testuser2(@example.com",
"password": "testpassword",
"username": "testuser"

}

response = client.post("/auth/registration", json=signup_data)
assert response.status_code == 400

json_response = response.json()
assert "Username already exists" in json_response["detail"]

async def test_signup existed email(client, register user):
signup_data = {
"email": "testuser@example.com"”,
"password": "testpassword",
"username": "testuser2"

}

response = client.post("/auth/registration", json=signup data)
assert response.status_code == 400

json_response = response.json()
assert "Email already exists" in json_response["detail"]

tests/conftest.py
import pytest



import sys

import asyncio

from pathlib import Path

from pytest postgresql import factories

from pytest postgresql.janitor import DatabaseJanitor
from contextlib import ExitStack

from fastapi.testclient import TestClient

from datetime import timedelta

from app.services.auth import new_token

sys.path.append(str(Path(__file ).resolve().parent.parent))

from app.models.base import Base

from app.schemas.auth import Signup, LoginArgs

from app.main import init_app

from app.database import sessionmanager, get db_session
from app.models.user import User

from app.utils.auth import hash password, utc now

@pytest.fixture(autouse=True)
def app():
with ExitStack():
yield init_app(init_db=False)

# @pytest.fixture

# async def client(app):

# async with TestClient(app) as client:
# yield client

@pytest.fixture
async def client(app):
return TestClient(app)

test_db = factories.postgresql proc(
port=None,
dbname="test fast poetry",

)

@pytest.fixture(scope="session"
def event loop(request):

nmn

Create an isolated event loop for the session scope.

This fixture provides an isolated loop for test that require

asynchronous execution. The loop is created once per test session to
ensure test isolation and to prevent conflicts with the global event loop.

164
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:arg request: A pytest request object, not used in this func but
necessary for the fixture definition.

‘return:
Yields:
An instance of asyncio event loop
loop = asyncio.get event loop policy().new_event loop()
yield loop
loop.close()

@pytest.fixture(scope="session", autouse=True)
async def connection_test(test db, event loop):
with DatabaseJanitor(
host=test _db.host,
port=test_db.port,
user=test db.user,
dbname=test_db.dbname,
password=test db.password,
version='16",

):
connection_str =
f"postgresql+psycopg://{test _db.user}:{test db.password}@ {test db.host}:{test db.port}/{test
db.dbname}"
sessionmanager.init(connection_str)
yield
await sessionmanager.close()

@pytest.fixture(scope="function", autouse=True)
async def create tables(connection_test):
async with sessionmanager.connect() as connection:
await connection.run_sync(Base.metadata.drop_all)
await connection.run_sync(Base.metadata.create all)

@pytest.fixture(scope="function", autouse=True)
async def session_override(app, connection_test):
async def get db_override():
async with sessionmanager.session() as session:
yield session

app.dependency overrides[get db_session] = get db_override

@pytest.fixture
async def test session():
async with sessionmanager.session() as session:
yield session
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@pytest.fixture
async def admin_user(test session):
admin = User(

email="admin@example.com",
username="adminuser",
hashed password=hash password("password"),
role="admin",
created=utc_now(),
activation_token=new _token(),
activation_expire=utc_now() + timedelta(hours=3)

)

test_session.add(admin)

await test session.commit()
await test_session.refresh(admin)
return admin

@pytest.fixture
async def register user(client):
signup_data = Signup(
email="testuser@example.com",
password="testpassword",
username="testuser"
).model dump()

response = client.post("/auth/registration", json=signup_data)
assert response.status_code == 200

@pytest.fixture
async def register current user(
client,
email: str = "testadmin@example.com",
password: str = "password",
username: str = "testuser"

signup_data = Signup(
email=email,
password=password,
username=username

).dict()

response = client.post("/auth/registration", json=signup data)
assert response.status_code == 200

@pytest.fixture
async def login_admin_user(client, admin_user):
login_data = LoginArgs(
password="password",
email=admin_user.email
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).model dump()

response = client.post("/auth/login", json=login data)
assert response.status_code == 200

json_response = response.json()

assert "access_token" in json_response

assert "refresh_token" in json_response

return json_response|"access_token"]

.gitignore
__pycache /

*.py[cod]
*$py.class

# Distribution / packaging
.Python
build/
develop-eggs/
dist/
downloads/
eggs/

.eggs/

lib/

lib64/

parts/

sdist/

var/

* egg-info/
.nstalled.cfg
*.egg

# IDE files
Jddea/
.vscode/

alembic.ini
# 3aranbHa, €JMHA KOH]Irypariis 0a3u JaHuX.

[alembic]
# IUISIX 1O CKPUNTIB Mirparii
script_location = alembic

# ma0J0H, K1 BUKOPUCTOBYETHCS /7S TeHepallii Ha3B (ailiniB Mirparii; 3HaueHHs 3a
3aMoBUyBaHHAM: %%(rev)s_%%(slug)s

# BigKoOMEHTYHTe psSIOK HIDKYE, SKIIO BU Xo4ueTe, mo0 10 (haiaiB jogaBaiucs Aara i gac
# file_template = %%(year)d_%%(month).2d %%(day).2d_%%(hour).2d%%(minute).2d-
%%(rev)s_%%(slug)s

# sys.path, Oyne mogano a0 sys.path, sIKIo BiH MPUCYTHIH.
# 3a 3aMOBUYYBaHHSIM BKa3y€ Ha MOTOYHY POOOUY AUPEKTOPIIO.
prepend sys path =.
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# yacoBuii mosic 1St BimoOpakeHHs AaTH y (aiti Mirpartii

# a Takox iM'st paiiy.

# SIkmo BkaszaHo, moTpiOHa 6i6mioTeka python>=3.9 abo backports.zoneinfo.

# Yci HeoOX1IHI MAKYHKH MO>KHA BCTAHOBUTH, JoJaBIIH alembic[tz]’ mo BuMoOT pip
# cTpokoBe 3HA4YCHHS nepenaeTbes B Zonelnfo()

# 3aJIHINTE TTOPOXKHIM JIJISI MICIIEBOTO Yacy

# timezone =

# MakcMMaJIbHA JIOBXKWHA CUMBOJIIB, SIKI MOYKHA 3aCTOCYBATH JI0
# "slug" field
# truncate slug length = 40

# BCTaHOBITIOETHCS Y 3HAYCHHS «truey», o0 3aIyCTUTH CEPEeIOBHIIE i1 Yac
# xoMaHy 'revision', He3aJIeXKHO Bij aBTOTeHEparii
# revision_environment = false

# BCTAHOBITIOETHCS B 'true’, o0 103BOIUTH (ailu .pyc Ta .pyo 6e3
# BUXimHUH .py-Daiin, sikuii Oye BUSBIICHO SIK PeBi3ii B

# versions/ directory

# sourceless = false

# crienikariiro po3TanryBaHHs BepCii; 32 3aMOBYYBAHHSIM 11€ 3HAYCHHS

# no alembic/Bepciii. IIpu BUKOpUCTaHHI ACKIILKOX BEPCiit

# moYaTKOBI peBi3il CITiJ] BKa3yBaTH 3a JOIIOMOTOI0 Imapamerpa --version-path.

# PO3A1TBHUK HUIAXY, 10 BUKOPUCTOBYETHCA TYT, Ma€ OyTH PO3AUTEHUKOM, BU3HAUEHUM Y
napameTpi «version_path_separator» HUK4YeE.

# version_locations = %(here)s/bar:%(here)s/bat:alembic/versions

# pO3IIBHMK LUIAXY A0 BEpCil; sIK 3a3HAUYEHO BHUIIIE, 116 CUMBOJI, SKMI BUKOPUCTOBYETHCS /IS
pO3IITIEHHS

# version_locations. 3a 3aMOBUYBaHHAM Y HOBUX (haitnax alembic.ini BUKOPUCTOBYETBHCS «OS»,
KWW BUKOPUCTOBYE 0S.pathsep.

# SIkmio e K04 OMyCTUTH MOBHICTIO, Oy/ie MOBEPHYTO A0 YCHaJKOBAaHOI NOBEIHKU PO3OUTTS
Ha npoo1n Ta/abo KOMH.

# JlomycTUMUMM 3HaYeHHAMU 1718 version_path_separator €

#

# version_path_separator = :

# version_path_separator = ;

# version_path_separator = space

version_path_separator = os # Bukopucrosyiite os.pathsep. Kongiryparis 3a 3aM0oBUyBaHHSAM,
sIKa BUKOPUCTOBYETBHCS /11 HOBUX MTPOEKTIB.

# BCTAHOBJICHO Y 3HAU€HHS 'true’ U1 peKypCUBHOTO MOIYKY BUXITHUX (aiiniB
# y KO)KHOMY KaTaso3i «version_locations»

# HoBe B Alembic Bepcii 1.10

# recursive version_locations = false

# BUXiTHE KOAYBaHHS, IKE BUKOPUCTOBYETHLCS MTPU CTBOPEHHI (aiiIiB peBisiit
# Hamucadi 3 script.py.mako

# output_encoding = utf-8

# sqlalchemy.url = driver://user:pass@localhost/dbname



[post_write hooks]

# post_write_hooks Bu3Havae ckpuntu abo ¢yHkiii Python, ski 3amyckaroTscs

# y HOBOCTBOPEHUX CIICHAPISAX PEeBi3iid. 3BEPHITHCS A0 JOKYMEHTAIIIT Il OTPUMAHHS
JIOJAaTKOBOI

# nmetani Ta npuKIaan

# (popmaTyBaTu 3 BUKOPUCTAHHIM «HYOPHOTO» - BUKOPUCTATH OIryH console_scripts, mpotu
«YOPHOT» TOUKU BXOY

# hooks = black

# black.type = console scripts

# black.entrypoint = black

# black.options = -1 79 REVISION_SCRIPT FILENAME

# lint 31 cnpoOamMu BUIIPABUTHU 3a JOTIOMOTOI0 «HOPIKUKa» - BUKOPUCTOBYEMO OIT'yH exec,
BUKOHY€EMO JBIMKOBHH (aiin

# hooks = ruff

# ruff.type = exec

# ruff.executable = %(here)s/.venv/bin/ruff

# ruff.options = --fix REVISION _SCRIPT FILENAME

# Konoirypauis BeAeHHS KypHAITY

[loggers]
keys = root,sqlalchemy,alembic

[handlers]
keys = console

[formatters]
keys = generic

[logger root]

level = WARN
handlers = console
qualname =

[logger sqlalchemy]

level = WARN

handlers =

qualname = sqlalchemy.engine

[logger alembic]
level = INFO
handlers =
qualname = alembic

[handler console]
class = StreamHandler
args = (sys.stderr,)
level = NOTSET
formatter = generic
[formatter generic]
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format = %(levelname)-5.5s [%(name)s] %(message)s
datefmt = %H:%M:%S



171

JTIOJATOK B

JleMoHCTpawiitH1il MaTepial
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XapKiBChKUM HAI[IOHAJIILHUN YHIBEPCUTET Pail0€ICKTPOHUKH ‘

Kadenpa Kirap

Kgamijikaniitaa po6oTa Ha TeMy: ‘

Po3pobnenns mporpamMHOro 3abe3medeH s I aHAI3Y BXiTHO1

iH(opMmarii pobiTHHKA MpunanoOyaiBHOrO BUPOOHHUIITBA AT {
BUJIa4i 3aBJJaHb HA BUKOHAHHS

.

BukoHas:
(6 ymu AKTCI-21-2

A AHTOH Cepﬁm»m

AKTyaJIbHICTb pOOOTH

— ABTOMaTH3aIlisg poooTH MpuiIago0yaiBHOTO
BI/Ip06HI/IHTBa € KpHTH‘{HO BAXJIMBUMMU HJIA HpI/IJ'IaI[O6y}1iBHOFO
BHPOOHHMIITBA.

— [IporpaMHOTO 3a0€3MEYSHHS 103BOISIOTH CTBOPIOBATH
THYYKi, HaJ[iiHI Ta MacIITaboBaHi PillIeHHs.

— Pimenns i3 Bukopuctanss L1 3MeHITy0Th TFOACHKHIH (hakTop i
MiJBUIIYIOTh aBTOMATH3aIIiIO0.

— Ilepenbadeni QyHKITIT CHCTEMH SIKi € aKTyaIbHI Ha ChOTOIH.
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Meta, O0’ ekt Ta [IpeameT po3poOku

— Merta po6oTu: po3pobdka mporpaMHOro 3a0e3MneYeHHs s
ABTOMATH30BAHOTO aHAII3Y BXIJHUX JaHUX MPUIag00yIIBHOTO
BUPOOHMIITBA.

\) @
s‘:,"' ,
— OO0’ €eKT po3pOOKHU: aBTOMaTH3AaIlisI pOOOTH {

PHIIaI00yIIBHOTO BUPOOHHIITBA.

— [Ipenmet po3poOku: aHami3 BXiaHOT iHGopMaIllii poOiTHHKA \
JUTS BUJ1adi 3aB/IaHb HA BUKOHAHHS. '

P

3aBIaHHA:
— IIPOBECTHU aHaJ13 TEXHOJIOT1H MTYYHOTO
THTEJIEKTY Ta aHaJli3y JaHUX;
— pO3pOOUTH CTPYKTYpPHY CXEMY MaKeTy;
— BUOIp TexHoTiH Ta Mmoaem 11I;

— iHTerparis aBropusaiii Ta LLM
MOJEII;

— IIPOBCIACHHA TCCTYBAaHHSI.

¥ -




[Tpuxknaau
~ aBToMaru3ariii
™\ Moro API

ABTOMaTHYHE
pOCIi3HaBaHHS
MOBU

KoncranTna
KOHCTpYHOBaHa
BIZIIIOB1Ib B1J
MoJiel

JABTOMaTU4HE '
nponosRenns ceccii

Community.com

» SPace -
= date[§];
"3 Strepy uv, te
rature 4 i%n;m 3
5 %F\n\n
‘@_comparis
€_comparison|i
only(){char ar
;fseek(ptr, o, SEEK_CUR

;if (leng g
ecast_dataP{YLJI‘HQN

t temp, index, hum, wind, d

ObpaHi TexHo 10T

1A CTBOPEHHSA
3aCTOCYHKY

Python
FastAPI
PostgreSQL
Sqlalchemy
GPT-40-mini

<

4
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MonyJti mporpamu

IHopmauin ‘ |

Onosnty

-

Bxia/Pecctpauin —>| Cepisc Astopusaui/ |
A~ AstenTudiKauii

®yHkuioHan AeTopusauii/ABTeHTHIKaUi cepeicy

‘ Onosnenw Tokewy (Refresh)

Cxema

OTpumao

CnpoGa oTpuMaTH
fleosepiasimns Tokew ocTyny 3
Bxony caclt

He orpumano

— |
“ (Register) ‘ ‘me(mgm)‘ Buxia(Logout)| |

CTBOPWTYN TOKEH CKMRAHHA
napons (Make Password Reset
| Token)

npo cebe
(Me)

BwminuTH napons ( Reset

(Change Password)

npodine.
Profile)

@yhuionan User cepsicy

‘ User Cepaic

I

q — 3 LLM Cepsic

®yHuionan LLM cepsicy

Awanis sxigHoro pesiome a6o e
‘eHepauin 3aBAAHHA Ha OCHOBI
= | ARaxnx npauisHuka (CV
Hesy pestome (CV Give Task)

TeHepauin nepcoHaniaosaHoro MNepernAA icTopii renepauii
3aBRANHA ANA NPaUiBHAKE 3aspans KopoTysava(Task
(Give Task) History)

Auth cucremu

CnpoGa oHoenTh CTBOpeHH HOBOrO.
pedpetu TokeH Tokewa gocTyny

Baniginwi Toxen
Mepesipka
asTenTuuHoCTI
KopucryBava 3
Tokewa sa
KopucHUM
HaBaHTaXeHHAM IKLLO PEQPeU TOKeH BHUEPNaBen
Cnpo6a oTpumaTn
TokeH ocTyny 3
ceancy

He saniguwii Toxen

Ovpumari CTaopUTH HoBM

CreopwTH HOBMA
KopucTysaya s b} pedpeLs TokeH

ToKew pocTyny
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[Ipuknaau reHepaliii 3aBiaHb

BMCHOBKMU

BpewTi, 6yn10 CTBOPEHO 3pO3YMifIniA Ta MPOCTUIN B KOPUCTYBaHHI iHTEpdeiic, AKWiA
[03BOSIE 0C0H6aM 3 TEXHIYHMMM 3HAHHAMW BUKOPUCTAHHA GYHKLiOHANy JOAaTKY

By BUKOHaHI HAaCTyMHi 3aBAAHHS:

— MpOoaHani30BaHO CTaH aBTOMaTM3aLii Ha BUPOOHULTBAX;

— PO3MIAHYTO iCTOPitO PO3BUTKY LUTYYHOTO iHTE/NIEKTY;

— onucaHo KoHuenTt LLM Ta ix cTpyKTypYy;

— BUAINIEHO N/IOCKU 1 MiHYCU BUKOPUCTaHHA LLM Ha BUpobHUUTBI;
— 0bpaHo nnatdopmu i TexHONOTII, AKi ByayTb 3aCTOCOBaHI.

— 0brpyHTOBaHO BUBip NaaThopm Ta TEXHONOTIM;

— BU3HAYEHO CTPYKTYpYy NporpaMHoro 3abesnedeHHA 4/1a aHanisy iHbopmauiii;
— po3pobneHo iHTepdelic KopucTyBada NPorpamu;

— BU3HAY€HO ONTUMaNbHUIM CNocib aHanisyBaTy BXigHi gaHi;

— po3pobneHo nporpamy gns aHanisy BxigHoi iHbopmaui.

P
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. JlomaTkoBi
JIOKY- [lo3HaueHHs HaiimenyBanns , ,
B1JIOMOCTI
MEHTa
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