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CUCTEMA NPOTUAII NOBUIbHIA DoS-ATALI

3anpononosana cucmema npomudii nosinenum DoS-amaxam, saka npedcmagnsie coboio npoepamHo-anapam-
HUL KOMIIEKC, WO 3aNpo8aoiCyeEMbCsi 8 IHPOPMAYIUHO-MENEKOMYHIKAYIUHY cUcmemy.

Knrouosi crosa: nosinona DoS-amaxa, inghopmayiiina besnexa, Komn 1omepHa 3104UHHICb.

BecTtyn

IMocTanoBka mpobiaemu. B kinmi XX cTomiTTs
LIBHIKOTO PO3BUTKY HaOyBaroTh iH(OpMamiiiHi TeXHO-
JIOTi1,5Ki Bce OLIBIIE TOYMHAIOTH IPOHUKATH B YCi ce-
pH JIOACHKOI MisUIBHOCTI. 3 OXHOr0 OOKY, Iie MPHU3BO-
JUTh 10 3HAYHOTO IIiJBHIICHHS ¢()EKTUBHOCTI TpaIl B
HACJII/IOK BIPOB/KEHHSI CHCTEM aBTOMaTH3allil Ta 3a-
co0iB 00poOkH i mepenaui iHdopmarii. A 3 iHIIOro —
CTa€ MPUYMHOK BUHUKHEHHS TaKOT'O BUAY 3JOYHMHHOC-
Ti, sk iH(popManiitHa. Pa3om 3 TUM, pO3BHUBAIOTHCS 3a-
co0M HECaHKIIIOHOBAHOI'O JOCTYIY a0 iH(opMmarii Ta
MOPYILIEHHST Mpane3faTHoCcTi  iHopMaliiHO-TeneKo-
MYHIKaIlIHHUX CUCTEM, SIKi CTAHOBJISATH iCTOTHY 3arpo3y
iHpopManiiHiil Oe3rneni iH(oOpMaliiiHO-TETeKOMYHiKa-
LIAHUX CHCTEM SK BEIHKHX KOPITOpAIlii, TaK i JIepKan-
HUX YCTAaHOB, MPO IO CBIMYMTH 3HAYHA KITBKICThH YCIi-
IITHO MPOBEACHUX KiOEPHETHYHHX aTaK [0 BChOMY CBITI.

Amnaui3 giteparypu [1 — 8] nokaszas, mo icHye
BeJIMKa KUIBKICTh 3arpo3 iHdopMartiiiHii 6esmert. Toc-

TIHHO 3’SIBJISAIOTHCS HOBI BUIM KiOEpHETHYHHX aTaK.
OnHUMHU 3 HAWOUIBII PO3MOBCIO/PKCHUX BHIIB aTak €
aTaky THITY «BiMOBa B 00cimyroByBauHi» (DoS-atakn).

Ha renepimHiii yac BijoMa 3Ha4yHa KiJIbKIiCTh
croco0iB peaiizalii naHoi artaku. ICHYIOTH 3aco0u
BHUSIBJICHHSI Ta MPOTHIII yciM BiZOMHUM peai3alism
DoS-ataku, kpiM noBinbHOI DoS-ataku, 1o peanisy-
€ThCS 3aBJSIKA 0COOJIMBOCTAM ()YHKIIOHYBAHHS MPO-
tokony TCP.

OcHOBHa YacTuHa

[MoinbHa DoS-ataka BUKIMKA€E CTIHKY BiIMOBY B
00CITyroByBaHHi JIETITHMHAM KOPUCTYBadaMm, 10 00y-
MOBJIIOETBCSI OCOOJIMBOCTSIM (PYHKI[IOHYBaHHSI MPOTO-
koy TCP. 3Bijmcu BUTIKa€ HEOOXITHICTh HEralHOTO Ti
OJIOKYBaHHS MICJIsl BUSIBICHHS (pakTy HasBHOCTI JaHOI
aTaKy Ta JpKepel IIKiUTHBOro Tpadiky.

Jiss 1bOTO MPONOHYETHCSI 3aCTOCOBYBATH TaKy
CTPYKTYpY 1H(pOpMaIiiHO-TeIeKOMYyHIKaiiHOi CHC-
TeMH, SKa IToKa3aHa Ha puc. 1.

Puc. 1. Ctpykrypa ITKC, mo 3a0e3nedye 610KyBaHHs MOBiIbHOI DoS-aTaku

Amnaizatop Tpadiky HpeacTaBise COOOH EIeKT-
POHHO-O0YMCITIOBANIBHY MAIMHY 31 CIIEI[ialIbHAM IIpO-
rpaMHUM 3a0e3neucHHSIM. BiH anamizye Tpadik, IIo
MOCTYTIA€ HAa CepBEp, Ha MPEIMET HAsIBHOCTI IIKiTHBO-
ro Tpadiky, SKHH BiAPaBICHUNA 3JTOBMHUCHHKOM IS
peamizauii moBibHOI DoS-ataku. Skmo Takuit Tpadik

BUSBJIEHHH, TO BiH BHKOHYE IOMIYK JOKEPES HIKiTHBO-
ro Tpadiky 3 METO0 iX MOMAIBIIOTO OIOKYBAHHS.

Komyratop 3’eqHye po0OoYi CTaHIIi1, 110 BXOIATH Y
cKJIan iH(pOpPMaIiHHO-TeICKOMYHIKAIIHHOI CHCTEMH Ta
cepBep 3 MapuIPYTH3aTOPOM Ta MPOrPAMHUM HLTHO30M,
110 3’€JIHYIOTh CHCTEMY 3 30BHIIITHBOIO MEPEKEIO.
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Kibepnemuxa ma cucmemnuii ananiz

Mapuipyru3aTop € KpaiHBOIO TOYKOI iH(popMa-
i HO-TEJICKOM YHIKAIIIHHOI CUCTEMH Ta 3’€IHYE OCTaH-
HIO 3 i1 30BHILTHIMH KOPUCTYBa4aMHu.

[IporpamMuumii NUTIO3 3aCTOCOBYETHCS TpU (HOPMY-
BaHHI aJbTEPHATUBHOTO IUBIXY Iepenadi indopmarii Ta
MacKyBaHHs TiJl cepBep A Iepeaapecanii Ha HbOTrO
LIKIJUTUBOTO TpadiKy 3 METO0 13011 BiJ HBOTO cep-
BEPY Ta OCHOBHOI'O KaHaJy 3B sI3KY.

Zo1

720

330BHI iH(OpPMAIITHO-TEJICKOMYHIKAIIHHOT CHCTe-
MU 3HAXOIATHCSA 11 JICTITUMHI KOPUCTYBadi Ta JKepesa
LIKIUIUBOro TpadiKy, M0 TeHEPYEThCS 3 METOI0 3[IiHc-
HEHHsI 3JIOBMHUCHUKOM MoBUIbHOI DoS-ataku. [Ipu yomy
TCHEPYBaHHS TaKOro Tpa(iKy MOXKe 3TIHCHIOBATUCS SK
omHoro EOM Tak i minoro Mepeskero (botnet). Posrisiae-
MO TpadoBy MOJCTh POOOTH MeEXaHi3My OJIOKYBaHHS
LIKiUIMBOTrO Tpadika, Mo MpeACTaBlIeHa Ha PUC. 2.

Puc. 2 I'pachoBa Mozenib poOOTH MeXaHi3My OJIOKYBaHHSI LK [UTUBOTO Tpadika

Cran By — B 0a3i maHUX MICTATHCS JPKEpena IIKiJ-
JUBOTO Tpadiky.

Cran B; — 3unryBanns 3 BJI mkepen MIKiIIHBOrO
Tpadiky.

Cran B, — BiIK/IFOYEHHSI TOPTA KOMYTAaTOpa, 3 KO-
T'0 HaJIXOMUTh IIKIUTUBUH Tpadik.

Cran B; — BignpaBiieHHs] TakeTiB IO 3alMTax arta-
KYIOUYMX Ha IPOrpaMHUMH IILITIO3.

Cran B, — miaMiHa y BUXITHHX TaKeTax BUXITHOT
aJIpecH cepBepa Ha aJipecy NporpaMHoOro HLT03y.

[epexin zo— B 0a3i qaHMX BiZICYTHI JDKepena MIKi-
JUTUBOTO Tpagiky.

[epexin zy— HkepenaMu WIKiUIUBOrO Tpadiky €
EOM 3 30BHIIIHBOT Mepexi.

[epexin zyp, — IKepenoM IIKiIIUBOro Tpadiky €
EOM 3 BHyTpimHb0i Mepexi iHpopMaiiiHO-TeIeKoMY-
HIKaIIifHOT CHCTEMHU.

[epexin z,) — NOBEpHEHHsI 10 3YMTYBaHHA 3 0a3u
JaHUX JDKEpes UK UTUBOro Tpadiky.

[epexin z;;— movaTd BiIIpaBIICHHS IAKETIiB IO
3aMuTax aTaKylo4YuX Ha MPOrPaMHHMA IILTIO3.

Iepexin z34 — MOYATH MiAMIHY Y BUXIIHUX ITaKe-
TaxX BHUXIJHOI aJpecu cepBepa Ha ajpecy MporpaMHOro
LLTIO3Y.

ANTOpUTM OJIOKYBaHHS JKEpes IIKiJUIMBOrO Tpa-
¢ixy npencrasieHuii Ha puc. 3.

TakuM 4MHOM, TiCIs BUSIBIICHHS JDKEPEIN IIKiIU-
Boro Tpadiky 34iHCHIOETBCS 3aIlyCK MeXxaHi3My ix Oio-
KyBaHHSL.

3 moYaTKy HepeBipsIe€ThCS HAsBHICTH BiIIOBITHUX
3amuciB y 0a3i maHux. [licnmst mporo 3’siCOByeThCS MO-
XODKEHHS IIKIITTUBOTO Tpadiky.

Sxmo mkepenom € EOM 3 BHYTpIIIHBOI Mepexi,
MIPOBO/IUTHCS BIAKIIIOUEHHS BIATIOBIJHOTO TIOpPTa KOMY-
Tatopa. Skmo mxepeao — EOM 3 30BHIIIHBOI Mepexi,
TO IIPOBOJMTHCS 3YUTYBAaHHsS 3 0a3M NaHWUX BUXITHUX
MPOTPAMHUX TOPTIB, 3 SKHX NPUXOJUTH IIIKiIJTHBHA
Tpadik. Jam makeTu-BiAMOBiAL, IO apecoBaHi aTaKy-
IOYUM, BIANIPABIAIOTHCS Ha MporpamMHuid mnuto3. Ha
HBOMY MPOBOAUTHCS MifAMiHa Buxiguoi IP-ampecu cep-
Bepy Ha ajpecy nporpamHoro numosy. lle 3abe3neuye
MacKyBaHHs CEpBEpY 1 MOJaJIbIle aJpecyBaHHs MIKi-
JTUBOro Tpadiky Ha MPOrpaMHMH IILTIO3, B TOW Yac, sIK
JIETITUMHI KOPUCTYBa4i CUCTEMH MPOIOBKYIOTH 00CITy-
TOBYBATUCS, OOMIHIOIOUHCH JAaHUMHU 3 CEPBEPOM dYepe3
MapuIpyTU3aTop.

BucHoBKMu

TakuM 4MHOM, 3 PO3BHTKOM iH(OpMaLiHHUX TeX-
HOJIOTIH 3’SIBIISIOTBCS HOBI IIISIXM HECAHKIIOHOBAHOT'O
JOCTYIy 110 1H(OopMaIii Ta MopyIIeHHs mpale3aaTHOCTI
iH(pOpMaIiifHO-TeIeKOMYHIKaliifHuX cucreM. OqHUM 3
TaKuX IUIXIB € oBiIbHa DoS-ataka. byma 3anpomnoHo-
BaHa cHcTeMa NpoTHAii moBimbHUM DoS-atakam, ska
MIPE/ICTaBIIsIE COOOI0 MPOrpaMHO-anapaTHU KOMILIEKC,
IO BIIPOBAa/[PKEHWH B iH(OPMAIifHO-TEIeKOMYHiKa-
uiiiny cucremy. Jlana cucrema peajizye MeXaHi3MH:
aHaJIi3y BXiJHOro Tpadika, BUSIBICHH JHKEPEN LIKiIIH-
BOro Tpadiky Ta ioro 6JI0KyBaHHS.

Taxk sk JpKepenoM MmIKiTuBoro Tpadiky Moxe 0y-
TH HE TUIBKM 30BHINIHIN KopucryBady, ane it EOM 3
BHYTPIIIHBOI Mepexi iH(pOpMaIifHO-TeIeKOM yHIKaIiHi-
HOI CHUCTEMH, TOMY TepeadadyeHo JBa MexaHi3Mu OJio-
KYBaHHSI: BHYTPIIIIHBOTO JDKEpPENa Ta 30BHILIHBOTO.
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A

Jhkepena mkimiuBoro Tpadiky
npucyHi B BJ{

H1 ATaka 3 30BHIIIIHOTO

JoKepena

BigmoueHBs mopTa KOMyTaropa, 3 siKoro HaJXo/HTh 3uuryBanHs 3 BJI mopTiB — pKepet MIKiUTHBOTO
WIKiAM B Tpadik Tpadiky

+

BinnpapneHHs MaKeTiB MO 3aNMTaM aTaKylO4YMX Ha
TIPOrpaMHHA i MapIIp yTH3arop

+

ITinMiHa y BUXiHHMX MakeTax Ha Np OrpaMHOMY
Map mpy3aTopi BuXinHoi IP-anpecu ceppepa
aJIpecolo MPOrpaMHOTO MapIpy TH3aTOpa

Jlomamcst HOBi JpKepera K iIJIMBOr o
Tpadiky

\ 4

Puc. 3. Anroputm GJI0KYBaHHSI IIKiJUIUBOTO Tpadiky
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CUCTEMA NPOTUBOOEUCTBUS MEONEHHOW DoS-ATAKE
W.B. Py6an, E.C. Jlomakos

Ilpeonodxcena cucmema npomusooeiicmeus meonennvim DoS-amaxam, komopas npedcmasnsem co60u NPocPAMMHO-
annapammuwlii KOMIIEKC, GHeOPAEMbLIL 6 UHPDOPMAYUOHHO-MENEKOMMYHUKAYUOHHYIO CUCTIEMY.
Kniouesvie cnosa: meonennas DoS-amaka, ungopmayuonnas 6e30nacHocnb, KOMILIOMEPHAsL NPECHYRHOCHTb.

THE SYSTEM OF COUNTERACTION TO SLOW-RATE DoS-ATTACK
I.V. Ruban, Y.S. Loshakov

The system of counteraction to slow-rate DoS-attack which is the program-device complex implemented to information-
telecommunication system has been offered.
Keywords: slow-rate DoS-attack, information security, computer crime.
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