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ДОДАТОК А 

Графічний матеріал атестаційної роботи 
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ДОДАТОК Б 

Лістинг вихідного коду програми 

 

 

close all;  

clear all;  

clc;  

pause(0.1);  

%% config  

bit = 1;  

%% import lib  

%%path('stego',path);  

%%path('analyze',path);  

imageFolder = 'images';  

saveFile_old = 'RESULT3.mat’;  

saveFile = 'RESULT4.mat';  

forceBlackWhite = 0; % convert images to gray !  

graph3d = 0; %% plot 3d graph instead of 2d  

%% console output:  

%% OX line:  

%% 1-monotone  

%% 2-dispersion  

%% 3-entropy  

%% OY line:  

%% x – chi–square  

%% r – regular group (RS analysis)  

%% s – singular group (RS analysis)  

graph = '123xrs';  

%%  

analyzeResult = [];  

path = [pwd,'\',imageFolder,'\'];  

%% scan folder  

if (exist(saveFile,'file'))  

%% load calculated data  

disp('Previous calculation loaded); ’  

load(saveFile,'analyzeResult');  

else if(exist(saveFile_old,'file'))  

%% load calculated data 

disp(['Previous calculation loaded (', saveFile_old, ' now deprecated. 

New calculations will be saved as ',saveFile, ')'] );  

loadedData = load(saveFile_old,'analyzeResult');  

analyzeResult_old = loadedData.analyzeResult;  

analyzeResult = zeros(6, size(analyzeResult_old, 2));  

analyzeResult(1,:) = analyzeResult_old(1,:)*100; %% immonot  

analyzeResult(2,:) = analyzeResult_old(2,:); %% d  

analyzeResult(3,:) = analyzeResult_old(3,:); %% ent  

analyzeResult(4,:) = 100*(analyzeResult_old(5,:)-

analyzeResult_old(4,:)); %% chi2 (take the difference)  

analyzeResult(5,:) = 

100*(analyzeResult_old(6,:)./analyzeResult_old(8,:)); %% ps_reg (the 

difference)  

analyzeResult(6,:) = 

100*(analyzeResult_old(7,:)./analyzeResult_old(8,:)); %% ps_sing (the 

difference)  

%% v3: analyzeResult = [analyzeResult,[immonot; d; ent; chi2_orig; 

chi2_enc; dR; dS; N]]; %#ok<AGROW>  

%% v4: analyzeResult = [analyzeResult,[immonot*100; d; ent; 

100*(chi2_enc-chi2_orig); 100*dR./N; 100*dS./N ]]; %#ok<AGROW>  

else  
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if(forceBlackWhite)  

disp(['Colored images will be converted to gray. It can save time']);  

else  

disp(['Working with colored images. Take a quite, it will take much more 

time...']);  

end;  

%% calculate data  

filename_arr = dir(path);  

n = length(filename_arr);  

for i=1:n  

filedata = filename_arr(i);  

if filedata.isdir>0 continue; end;  

%% skip folder  

[pathstr,name,ext] = fileparts([filedata.name]);  

if(strcmp(ext,'.png') && strcmp(ext,'.bmp') ) continue; end;  

%% skip non-images  

disp('-----------------------------');  

disp(['Loading image: ', name,ext, ' (',num2str(i),' of 

',num2str(n),')']);  

image = imread([path,'\',name,ext]); 

if(length(size(image))==3 && forceBlackWhite)  

%%make it black & white  

image = rgb2gray(image);  

end;  

%% resize image to make size equivalent  

%% image = imresize(image,[480 640]);  

imshow(image);  

disp(['Analyze image...']);  

pause(0.1);  

[immonot, d, ent, chi2_orig, chi2_enc, dR, dS, N] = 

image_analyze_complex(image, bit);  

%% chi2_enc-chi2_orig (take the difference)  

%% dR, dS (the difference)  

analyzeResult = [analyzeResult,[immonot*100; d; ent; 100*(chi2_enc-

chi2_orig); 100*dR./N; 100*dS./N ]]; %#ok<AGROW>  

disp(['monotone: ',num2str(immonot), ' (', num2str( ceil(immonot*100)), 

'%)']);  

disp(['dispersion: ', num2str(d)]);  

disp(['entropy: ', num2str(ent) ]);  

disp(['’and: ', num2str(chi2_orig), ' -> ', num2str(chi2_enc), ' (', 

num2str( ceil(chi2_orig*100)), '% -> ', num2str( ceil(chi2_enc*100)), '%)']);  

disp(['regular group changes: ',num2str( dR ), ' (',num2str( 

round(N\dR*10000)/100),'%)']);  

disp(['singular group changes: ',num2str( dS ), ' (',num2str( 

round(N\dS*10000)/100),'%)']);  

pause(0.1);  

end; end;  

close all;  

%% save result  

save(saveFile,'analyzeResult');  

end;  

%% plot graphics  

disp('-----------------------------');  

disp(' construct graphs...');  

if (graph3d)  

error('not implemented');  

else  

param_map = struct('f1', 1, 'f2', 2, 'f3', 3, 'x', 4, 'r', 5, 's', 6); 

param_label = struct('f1', 'Monotone (%)',...  

'f2', 'Dispersion',...  

'f3','Entropy',...  

'x', 'Chi–square changes (%)',...  

'r', 'regular group changes(%)',...  

's', ' regular group changes (%)');  
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param_lim = struct('f1', [0, 100],...  

'x', [0, 100],...  

'r', [0, 100],...  

's', [0, 100]);  

graph_style = 'd';  

%% only for OY  

param_color = struct( 'x', 'k',...  

's', 'r');  

pairs = l_pairs(graph);  

for i=1:length(pairs)  

%% parse config  

graph_config = pairs(i,:);  

ox_p = ['f', graph_config(1)]; %% digit  

oy_p = graph_config(2); %% letter  

%% verify reqirements  

if(~isfield(param_map, ox_p))  

error(['Invalid graph param: ',ox_p]);  

end;  

if(~isfield(param_map, oy_p))  

error(['Invalid graph param: ',oy_p]);  

end;  

%% color  

color = graph_style;  

if(isfield(param_color, oy_p))  

color = [color, getfield(param_color,oy_p)]; %#ok<AGROW,GFLD>  

end;  

%% get values  

ox_values = analyzeResult( getfield(param_map,ox_p) ,:); %#ok<GFLD>  

oy_values = analyzeResult( getfield(param_map,oy_p) ,:); %#ok<GFLD>  

%% PLOT  

figure();  

plot(ox_values,oy_values, color);  

grid on; 

%% labels  

if(isfield(param_label, ox_p))  

xlabel( getfield(param_label,ox_p) ); %% #ok<GFLD>  

end;  

if(isfield(param_label, oy_p))  

ylabel( getfield(param_label,oy_p) ); %% #ok<GFLD>  

end;  

% limits  

if(isfield(param_lim, ox_p))  

xlim( getfield(param_lim,ox_p) ); %% #ok<GFLD>  

end;  

if(isfield(param_lim, oy_p))  

ylim( getfield(param_lim,oy_p) ); %% #ok<GFLD>  

end;  

end;  

end  

disp('Done');  

%%  

disp(['[', datestr(clock), ']',' Done!']); 

function new_str = lorem_ipsum(str, charlength)  

%% new_str = lorem_ipsum(str, charlength)  

%% more description will be later...  

new_str = '';  

repeat = ceil(charlength/length(str));  

for i=1:repeat  

new_str = [new_str,str];  

end;  

%%cut unnecessary symbols  

new_str = new_str(1:charlength);  

end  

%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%% 
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function pairs = l_pairs(str)  

%% pairs = l_pairs(str)  

%% split string into pairs of letter+digit  

pairs = [];  

char_offset = 1;  

while(1==1) 

char_pos = lookup_char(str, char_offset);  

if (char_pos>0)  

digit_offset = 1;  

while(1==1)  

digit_pos = lookup_digit(str, digit_offset);  

if(digit_pos>0)  

%% char and digit found  

pairs = [pairs; [str(digit_pos), str(char_pos)]];  

digit_offset = digit_pos+1;  

else  

break;  

end;  

end;  

char_offset = char_pos+1;  

else  

break;  

end;  

end;  

end 

function pos = lookup_char(str, offset)  

for pos=offset:length(str)  

letter = str(pos)*1-'0';  

if(letter>=0 && letter<=9)  

%% digit  

else  

%% char  

return;  

end;  

end;  

pos = -1;  

end  

%% induss code :)  

function pos = lookup_digit(str, offset)  

for pos=offset:length(str)  

letter = str(pos)*1-'0';  

if(letter>=0 && letter<=9)  

%% digit  

return;  

else  

%% char  

end;  

end;  

pos = -1;  

end 

%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%% 

function [H] = imhist3(image)  

%% H = imhist3(image)  

%% imhist for colour images. return array of hist  

%% s = size(image);  

%% H = [];  

%% for i=1:s(3)  

%% H = [H, imhist(image(:,:,i))];  

%% end;  

if(length(size(image))~=3)  

error('not implemented');  

end;  

H = int32(zeros(256,256,256));  

for i=1:size(image,1)  
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for j=1:size(image,2)  

pixel = image(i,j,:);  

H(pixel(1)+1, pixel(2)+1, pixel(3)+1 ) = H(pixel(1)+1, pixel(2)+1, 

pixel(3)+1 ) + 1;  

end;  

end;  

%% if (nargout == 0)  

%% plot_result(x, y, map, isScaled, class(a), range);  

%% else  

%% yout = y;  

%% end  

end  

%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%  

Исходный код image_ps.m:  
function [dR, dS, N] = image_ps(image, blocksize)  

%%% function [R_plus, R_minus, S_plus, S_minus, U_plus, U_minus, 

N_group] = image_ps(image, blocksize)  

%% [R_plus, R_minus, S_plus, S_minus, U_plus, U_minus] = image_ps(image, 

blocksize)  

%% image - image  

%% R_plus, R_minus – regular groups  

%% S_plus, S_minus - — singular groups  

%% U_plus, U_minus – not used groups  

%% N_group – common number of groups  

%% blocksize - size of block. must divide on 2  

if(blocksize<=0 || mod(blocksize, 2)) 

error('Block size must divide on 2 (like 2*n)');  

end;  

if(mod( size(image, 1), blocksize) ~=0)  

error(['You must block size aliquot to image width (n*blocksize=width). 

Cannot use blocksize ', num2str(blocksize), ' for image with width ', 

num2str(size(image, 1))] );  

end;  

%% theoretical values (average)  

if(length(size(image))==2)  

[dR, dS, N] = image_ps_layer(image, blocksize);  

else  

res_r = zeros(1,3);  

res_s = zeros(1,3);  

[res_r(1), res_s(1), N] = image_ps_layer(image(:,:,1), blocksize); % R  

[res_r(2), res_s(2), N] = image_ps_layer(image(:,:,2), blocksize); % G  

[res_r(3), res_s(3), N] = image_ps_layer(image(:,:,3), blocksize); % B  

dR = sum(res_r);  

dS = sum(res_s);  

N = N*3;  

%p = p/3; % because 3 layer  

%histval = imhist3(image);  

end;  

end  

function [dR, dS, N] = image_ps_layer(image, blocksize)  

if(length(size(image))~=2)  

error(['You must pass only one layer (R, G or B) for colored images']);  

end;  

%% invert last bit  

image_one = invert_bit(image);  

%% invert +1  

image_minus_one = invert_bit_plus_one(image);  

%% select sum of changes  

%% more: http://network-journal.mpei.ac.ru/cgi-

bin/main.pl?l=ru&n=11&pa=13&ar=4  

s = size(image);  

L = floor( s(1)/blocksize); % count block in one row  

N = L*s(2); %result block count  
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f_original = zeros(L, s(2) ); 

f_one = zeros(L, s(2) );  

f_m_one = zeros(L, s(2) );  

for i=1:L  

diapason = (i-1)*blocksize+1:i*blocksize;  

%% SUM HERE. can be dispersion  

f_original(i,:) = sum( image(diapason, :),1);  

f_one(i,:) = sum( image_one(diapason, :),1);  

f_m_one(i,:) = sum( image_minus_one(diapason, :),1);  

end;  

%% count groups  

R_plus = sum(sum(uint8( f_one>f_original ))); %% regular groups  

S_plus = sum(sum(uint8( f_one<f_original ))); %% singular groups  

%% U_plus = sum(sum(uint8( f_one==f_original ))); %% not used groups  

R_minus = sum(sum(uint8( f_m_one>f_original ))); %% regular groups  

S_minus = sum(sum(uint8( f_m_one<f_original ))); %% singular groups  

%% U_minus = sum(sum(uint8( f_one==f_original ))); %% not used  

%% difference on level of direct and indirect groups  

dR = -(R_plus-R_minus);  

dS = S_plus-S_minus;  

%dU = U_plus-U_minus;  

%% disp([num2str(dR), ' / ', num2str(dS), ' / ', num2str(N)]);  

end  

function image_one = invert_bit(image)  

%% invert last bit  

image_one = bitset(image, 1, 1-bitget(image, 1));  

end  

function image_minus_one = invert_bit_plus_one(image)  

%% invert +1  

image = uint8(image); %% VERY important  

%% e bit plus one  

ones_layer = image.*bitget(image, 1);  

%% convert 1->2, 3->4, ..., 253->254, 255->255 (! we cannot exceed upper 

255!!!)  

ones_layer = ones_layer+1;  

%% convert 255->0,  

ones_layer = ones_layer.*(1-bitget(ones_layer, 1)); 

%% convert 0->255,  

zeros_layer = 255.*uint8(image==0);  

%% convert 2->1, 4->3, ..., 254->253, 0->0 (! we already convert it, so 

- just ignore)  

odd_layer = image.*(1-bitget(image, 1));  

odd_layer = odd_layer-1;  

%%combine layers  

image_minus_one = ones_layer+zeros_layer+odd_layer;  

end  

%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%% 

function [monoton] = image_monotonn(image, histval)  

%% calculate image monotonnost'  

%% histval - calculated image histogramm. can save a bit processor time. 

You can simply pass [] (empty array) to calculate it  

%% [monoton] = image_monotonn(image)  

if(numel(histval)==0)  

%% recalc histogramm  

if(length(size(image))==2)  

%% grayscale image is easier  

histval = imhist(image);  

else  

%% colour image is more difficult  

histval = imhist3(image);  

end;  

end;  

if ( length(size(image))~=length(size(histval)) )  

error('histval must be calculated from image via hist or hist3');  
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end;  

if (length(size(image))==2)  

%% grayscale image is easier  

%% histval = imhist(image);  

%% perfomance trick: value passed here  

%% monoton = max(histval)/numel(image);  

%% get index of max element  

maxval = max(max(max(histval)));  

imax = find(maxval==histval, 1); % much faster than for-end loop  

scale = ones(256, 1); 

for i=1:256  

scale(i) = 1 - exp( abs(imax-i)/256 )/exp(1); % Gaussian attenuation  

end;  

monoton = sum(histval .* scale)/numel(image);  

%% disp([' Monochrome image']);  

else  

%% colour image is more difficult  

%% histval = imhist3(image);  

%% perfomance trick: value passed here  

%% get index of max element  

maxval = max(max(max(histval)));  

indexmax = find(maxval==histval, 1); %% much faster than for-end loop  

kMax = floor(indexmax/(256*256))+1;  

jMax = floor( (indexmax-(kMax-1)*256*256) /256)+1;  

iMax = indexmax-(kMax-1)*256*256 - (jMax-1)*256;  

[iMax, jMax, kMax]  

%% too hard to calculate. load preset  

%% on recalc - it will recalculate about 1-3 minute  

%% scale = ones(256, 256, 256);  

%% for i=1:256  

%% for j=1:256  

%% for k=1:256  

%% scale(i,j,k) = ( 1- sqrt( (i-1)^2+(j-1)^2+(k-1)^2)/(255*sqrt(3)) )^3 

; %% parabolic attenuation  

%% scale(i,j,k) = exp(-( sqrt( (i-1)^2+(j-1)^2+(k-1)^2)/(255*sqrt(3)) 

)^2 ) ; %% gaussian attenuation  

%% end;  

%% end;  

%% end;  

%% figure; surf(1:256, 1:256, scale(:,:,1))  

%% figure; surf(1:256, 1:256, scale(:,:,128))  

%% scaleInt = int8(scale*127); % save a lot of memory  

%% save('gaussi3d.mat', 'scaleInt')  

load('gaussi3d.mat','scaleInt');  

scale = int32(scaleInt);  

histval = int32(histval);  

%% cube sum  

monoton = 0;  

monoton = monoton + sum(sum(sum( histval(iMax:256, jMax:256, 

kMax:256).*scale(1:(256-iMax+1), 1:(256-jMax+1), 1:(256-kMax+1)) ))); 

monoton = monoton + sum(sum(sum( histval(iMax:-1:1, jMax:256, 

kMax:256).*scale(1:iMax, 1:(256-jMax+1), 1:(256-kMax+1)) )));  

monoton = monoton + sum(sum(sum( histval(iMax:256, jMax:-1:1, 

kMax:256).*scale(1:(256-iMax+1), 1:jMax, 1:(256-kMax+1)) )));  

monoton = monoton + sum(sum(sum( histval(iMax:-1:1, jMax:-1:1, 

kMax:256).*scale(1:iMax, 1:jMax, 1:(256-kMax+1)) )));  

monoton = monoton + sum(sum(sum( histval(iMax:256, jMax:256, kMax:-

1:1).*scale(1:(256-iMax+1), 1:(256-jMax+1), 1:kMax) )));  

monoton = monoton + sum(sum(sum( histval(iMax:-1:1, jMax:256, kMax:-

1:1).*scale(1:iMax, 1:(256-jMax+1), 1:kMax) )));  

monoton = monoton + sum(sum(sum( histval(iMax:256, jMax:-1:1, kMax:-

1:1).*scale(1:(256-iMax+1), 1:jMax, 1:kMax) )));  

monoton = monoton + sum(sum(sum( histval(iMax:-1:1, jMax:-1:1, kMax:-

1:1).*scale(1:iMax, 1:jMax, 1:kMax) )));  
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%% remove doubled plains  

monoton = monoton - sum(sum( histval(iMax:256, jMax:256, 

kMax).*scale(1:(256-iMax+1), 1:(256-jMax+1), 1) ));  

monoton = monoton - sum(sum( histval(iMax:-1:1, jMax:256, 

kMax).*scale(1:iMax, 1:(256-jMax+1), 1) ));  

monoton = monoton - sum(sum( histval(iMax:256, jMax:-1:1, 

kMax).*scale(1:(256-iMax+1), 1:jMax, 1) ));  

monoton = monoton - sum(sum( histval(iMax:-1:1, jMax:-1:1, 

kMax).*scale(1:iMax, 1:jMax, 1) ));  

monoton = monoton - sum(sum( histval(iMax:256, jMax, 

kMax:256).*scale(1:(256-iMax+1), 1, 1:(256-kMax+1)) ));  

monoton = monoton - sum(sum( histval(iMax:-1:1, jMax, 

kMax:256).*scale(1:iMax, 1, 1:(256-kMax+1)) ));  

monoton = monoton - sum(sum( histval(iMax:256, jMax, kMax:-

1:1).*scale(1:(256-iMax+1), 1, 1:kMax) ));  

monoton = monoton - sum(sum( histval(iMax:-1:1, jMax, kMax:-

1:1).*scale(1:iMax, 1, 1:kMax) ));  

monoton = monoton - sum(sum( histval(iMax, jMax:256, kMax:256) .*scale( 

1, 1:(256-jMax+1), 1:(256-kMax+1)) ));  

monoton = monoton - sum(sum( histval(iMax, jMax:-1:1, kMax:256) .*scale( 

1, 1:jMax, 1:(256-kMax+1)) ));  

monoton = monoton - sum(sum( histval(iMax, jMax:256, kMax:-1:1).*scale( 

1, 1:(256-jMax+1), 1:kMax) ));  

monoton = monoton - sum(sum( histval(iMax, jMax:-1:1, kMax:-1:1).*scale( 

1, 1:jMax, 1:kMax) )); 

%% add lines summed:  

monoton = monoton + sum( histval(iMax, jMax, kMax:256) .*scale( 1, 1, 

1:(256-kMax+1)) );  

monoton = monoton + sum( histval(iMax, jMax, kMax:-1:1).*scale( 1, 1, 

1:kMax) );  

monoton = monoton + sum( histval(iMax, jMax:256, kMax).*scale(1, 1:(256-

jMax+1), 1) );  

monoton = monoton + sum( histval(iMax, jMax:-1:1, kMax).*scale(1, 

1:jMax, 1) );  

monoton = monoton + sum( histval(iMax:256, jMax, kMax).*scale(1:(256-

iMax+1), 1, 1) );  

monoton = monoton + sum( histval(iMax:-1:1, jMax, kMax).*scale(1:iMax, 

1, 1) );  

%% compensate central point  

monoton = monoton - sum( histval(iMax, jMax, kMax).*scale(1, 1, 1) );  

%% normalize  

monoton = monoton/(size(image,1)*size(image,2));  

monoton = monoton/127; %% see algoritm of calc scaleInt matrix  

%% monoton = sum(histval .* scale)/numel(image);  

%% disp([' Colour image']);  

end;  

end  

%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%% 

function [str, newoffset] = image_extract(image, offset, bit, bytecount)  

%% [value, newoffset] = image_extract(image, offset, bit)  

%% rarray - image data is inserted  

%% value - value that is built  

%% size - type value for the size (in bytes)  

%% offset - offset from beginning  

%% bit - number of bit to be embedded  

%% wrarray - with built-in image data  

%% newoffset 

%% bitget(A,BIT) gets the bit at position BIT  

%% return 0 or 1.  

str = '';  

for i=1:bytecount  

value = 0;  

for b=1:8 %*2 %2-byte character available  

value = bitset(value, b, bitget(image(offset+b-1), bit) );  
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end;  

str = [str, char(value)];  

offset = offset+8;  

end  

newoffset = offset;  

end 

function [ent] = image_entropiya(image, histval)  

%% calculate image entropiya  

%% histval - calculated image histogramm. can save a bit processor time. 

You can simply pass [] (empty array) to calculate it  

%% [ent] = image_entropiya(image)  

image = bitget(image, 1)*255; % make image from bitcut  

%% perfomance trick: value passed here  

if(numel(histval)==0)  

%% recalc histogramm  

if(length(size(image))==2)  

%% grayscale image is easier  

histval = imhist(image);  

else  

%% colour image is more difficult  

histval = imhist3(image);  

end;  

end;  

%% remove zeros (it will be limits to zero, but matlab cannot calculate 

limits)  

nonzero_index = find(histval~=0);  

n = numel(nonzero_index);  

p = zeros(1, n);  

for i=1:n  

p(i) = histval(nonzero_index(i));  

end;  

p = p./(size(image,1)*size(image,2)); % possibilty  

ent = sum(p.*log(1./p)/log(2));  

end 

function [image_embed, newoffset] = image_embed(image, value, bit, 

offset)  

%% [image_embed, newoffset] = image_embed(image, value, bit, offset)  

%% rarray - image data is inserted  

%% value - value that is built  

%% size - type value for the size (in bytes)  

%% offset - offset from beginning  

%% bit - number of bit to be embedded  

%% wrarray - with built-in image data  

%% newoffset  

%% BITSET(A,BIT,V) sets the bit at position BIT to the value V.  

%% V must be either 0 or 1.  

image_embed = image;  

for i=1:length(value)  

for j=1:8 %*2 % 2-byte character available  

image_embed(offset) = bitset(image(offset), bit, bitget(1*value(i), j) 

);  

offset=offset+1;  

end;  

end;  

newoffset = offset;  

end 

function [D, M] = image_dispersion(image)  

%% [D, M] = image_dispersion(image)  

%% more description will be later...  

%% M - mat.ogidanie (mean)  

%% D - dispersion (var)  

%% more: http://network-journal.mpei.ac.ru/cgi-

bin/main.pl?l=ru&n=11&pa=13&ar=5  

image = bitget(image, 1)*255; % make image from bitcut  
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M = mean(double(image(:)));  

%% M = mean(mean_blocks);  

D = var(double(image(:)));  

%% D = var(mean_blocks);  

end  

%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%% 

function p = image_chi2 (image)  

%% p = image_chi2(image)  

%%image - image  

%% histval - calculated image histogramm. can save a bit processor time. 

You can simply pass [] (empty array) to calculate it  

%% p - probability of having stegocontainer, embedded by LSB method 

inside image  

%% p - chi2 dispersion [0,1]  

%% more: http://users.ece.cmu.edu/~adrian/487-s06/westfeld-pfitzmann-

ihw99.pdf  

%% https://ru.wikipedia.org/wiki/Критерий_согласия_Пирсона  

%%theoretical values (average)  

if(length(size(image))==2)  

%% grauscale image is easier  

p = image_chi2_layer(image);  

else  

p=0;  

p = p + image_chi2_layer(image(:,:,1)); % R  

p = p + image_chi2_layer(image(:,:,2)); % G  

p = p + image_chi2_layer(image(:,:,3)); % B  

p = p/3; % because 3 layer  

%% colour image is more difficult  

%% histval = imhist3(image);  

end;  

end  

function p = image_chi2_layer(image)  

histval = imhist(image);  

hist_size = numel(histval);  

%% n = sum(h)/2; % correct, but difficult to uderstand  

%% n = numel(image)/2;  

pairs_theory = ( histval(1:2:hist_size)+histval(2:2:hist_size) )/2;  

pairs_sum = sum(pairs_theory); %% correct  

%% practical values  

pairs_practice = histval(2:2:hist_size);  

%remove zeros (it will be limits to zero, but matlab cannot calculate 

limits)  

nonzero_index = find(pairs_theory~=0);  

pairs_theory_wo_zero = pairs_theory(nonzero_index); 

pairs_practice_wo_zero = pairs_practice(nonzero_index);  

%% x^2  

p = 1 - sum( (pairs_practice_wo_zero-

pairs_theory_wo_zero).^2./pairs_theory_wo_zero )/pairs_sum;  

end 

function result = image_bitshift_cycle(image, n, n0)  

%% pos = e_strfind(str, find)  

%% more description will be later...  

result = image;  

if(n>=0)  

for i=1:n  

result = bitget(result(:),n0) + bitshift(result(:),1);  

end;  

else  

for i=1:-n  

result = bitshift( bitget(result(:),1), n0-1) + bitshift(result(:),-1);  

end;  

end;  

end 

image_analyze_complex(image, bit)  
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%% [] = image_analyze_complex(image)  

%% more description will be later...  

encode_str = ['Steganography is the art and science of writing hidden 

messages in such a way that no one, apart from the senderand intended 

recipient, suspects the existence of the message, a form of security through 

obscurity. The word steganography is of Greek origin and means "concealed 

writing" from the Greek words steganos (????????) meaning "covered or 

protected", and graphei (?????) meaning "writing". The first recorded use of 

the term was in 1499 by Johannes Trithemius in his Steganographia, a treatise 

on cryptography and steganography disguised as a book on magic. Generally, 

messages will appear to be something else: images, articles, shopping lists, 

or some other covertext and, classically, the hidden message may be in 

invisible ink between the visible lines of a private letter.']; 

%% bit = 1;  

%% create string to completely fill container  

n = floor( numel(image) / 8);  

fillfile_encode_str = lorem_ipsum(encode_str, n );  

%% embed  

image_encoded = image_embed(image, fillfile_encode_str, bit, 1); %% 1 - 

offset  

imshow(image_encoded);  

pause(0.1);  

%% shift img  

image = image_bitshift_cycle(image, bit-1, 8);  

%% HELPER (for faster calculating  

if(size(image,3)==1)  

%% grayscale image is easier  

histval = imhist(image);  

else  

%% colour image is more difficult  

histval = imhist3(image);  

end;  

%% monotonnost'  

immonot = image_monotonn(image, histval);  

%% meanr and dispersion  

[d, m] = image_dispersion(image);  

%% entropiya  

ent = image_entropiya(image, histval);  

%% chi2  

chi2_orig = image_chi2(image);  

chi2_enc = image_chi2(image_encoded);  

%% ps  

[dR_orig, dS_orig, N] = image_ps(image, 4);  

[dR_enc, dS_enc] = image_ps(image_encoded, 4);  

dR = abs(dR_enc - dR_orig);  

dS = abs(dS_enc - dS_orig);  

end 


