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Analysis of electronic locks existing systems

Andrii Lvov, Svetlana Sotmik

Department CITAR, Kharkiv National University of Radio Electranics, Llkcraine,
Kharkiv, av. Nauki. 14, emaik svetlsns sobnikimnere ua

Amotarfon: The aim of this work is to develop lecking device:
contrel  systemn that inchedes personalimtion function. Swech
solmtion & especially relevant for mansgers who want 1o
Comy tly conirod lance of workspaces or restricted
aress. Orameers of warchouses, a'-l:l'llre:.lubntul-nnes..u-nqu
affices often need mformation about who visits these premises.
and when, but do not always have ability to obiain ssch data
prompily.

The propesed systen not only provides this opportunity, but
also ensures convenient comtrl  through  use of modem
technologies. This project bas orested system that, ahhough it
has apalogues on market, is casy to wse and affordable. The
shudy focused on introduction of perscnalizstion technology and
replacement of troditicnal keoys to open doors using radic
frequency sdentification (RFILY), which = already widely used
in modern worlkd.

Key wordy: Radio Frequency [Dentificatson. door ook,
aptimizing, mformatson.

[ INTRODUCTION

I podays digital ape, security and access control 1sswes
are becoming |r|:.rm|.115|'\.- mmportant [1-3]. As number of
users amd their needs incrsse, modem electronie locks
are beooming increasingly complex, which poses new
chalbenpes for developers of such systems, particulady i
combext of ensuring relmabality, secunty, and ease of use.

One of arcas of development of electromie locks 1
integration  of  intelligent  tools, swech  as  amificial
intelligemce, machine learnmg, and natural  languags
processing,  which  are  becoming puerm;u.i:ilu For
optimizing these systems. The use of such technologs

Tharel’nne in  face of in::neasi:ng 5u_'l..|.ri.1!.- and

|=|.|uu relevance of analj.l:h'ng zxi&ling
electronse bock sysloms becomes abvious. The inl:egm.liun
ol inlu'lig:nl tools, sulomation, and robotics apsens up
mew  borizons for i.'ll.l.'.l'ml-llg relial:l'th'q,l, sp-nﬂl.. and
:l'rn.'m-_l,l of elecironic locks while pml.-illing A LTI
ST COMVERIEIGE.

IL ANALYSIS OF PRINCIPLES OF
OPERATION OF ELECTRIC LOCES

Al 18 cone, electric lock s executive clement of sccess
contral  and management  system (ACS),  which s
ll:n‘gr.ﬂl Ly previent unauthorized persons firanm Enteri.ng
pm:ml'n's. In gznend.. electre bock i3 almost mo different
from n:gul-:r one, Sulfice i o say thar -EI.-EL"LTI"L‘ bocks can
also be mortise aml Ahec) can be ap 1 wath p1.|:|h
or fixed handles, au:nl can be up:nml with ]ﬂr\- Mn:ﬂ uf
thise devices have pupul-r dlirmensi of won
mechanical locks — backsers, center spacing, and bar
smzes. The main dfference i3 additional control method.

To operate electrical part, lock must be supplied with
power sounce, which 15 conmected o contred device on
other side. These devices can be vamous elements of
access conlnal system that person mieracts with 1o get
mio room: magmebe cand neader, biometre sensor, code-
entry keyboard, key fob, bunon, or even memote control
with smanphone. The lock opens or chses when electne
current 5 applied or memed off This creates main

aadls and reason why such locks are used — they

makes il possible o create automated aceess contral
S/slerms that u.l.g,ul.f'rmﬂly increase  work eﬁ'u_uem_}-
erLirILi:Zing LTDFH.L'[ of human factor and :ru]'LLL'irlg rsk of
EITOr.

Avutomation of  lodk
ImC s :q:luml of b user i and reducs
lame :penl:unl’]lzir . Bk luri i
narm, contribube 1o |kh:|up|nﬂ1.l of autonomous :q.lsliﬂ'us
capable of performing complex access control asks in
real time The u'l'L:grﬂlum of these I:ﬂ.hrnuluglc: creales
new, more adapiive and flexible electronse lock systems
that not enly perform task of opening or closing doors,
but are al:o able 1o antscipate user peeds based on
analysis of their behavior amd context of use.

[t's alse worth notng that autemation its1f s key trend
in modem echnology that can agmfcanly improve
mamagement of elecironic locks. The use of awomated
solutions  helps o reduce cost of operstion and
while ine level of secwrity and
syslem performance [6-10]. Automation makes il possible
1o efficiently manage large networks of locks, coordinate
their npen:l[il:m.. and prul-ide instanl socess o syl
atabus  data,  which k bk
lm.nﬁpu:zrllm-llumhlﬂlmj_

pris
<1

TS

allnw you b open door remotely and withowl using
mechanieal h-_'}- The pcnrluple of elecine locks q_:!n:llu:m
in Fig. 1.

- : t}#

Chatsi
Fig. 1. Principle of electric backs operation

The msin Ihjng o msed o know abour npﬂu[inn of
electrie locks d:pzmllrlg ML PR mppl}' ar removal is
that they are divided inte “normally closed™, “normally
open’ and “universal™,

Nm‘u.all}l closed meeans that lock is unlocked when
ebectrical sipaal is applied Tn its sboemoe, lock b closed

Mormally unlocked. When electrical signal is present,
Lok remains closed, and when signal is stopped, il opens.
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UnwcrmL Such devices havea swm:h that allows you
A |y sel A -4 ' ! A

101 P

L

ITIL INSTALLATION FEATURES OF
ELECTRIC LOCKS

When installing electrone locks, 11 s important not
oaly to choose reliable system, but also 10 perform
installation work comrectly. The guality of installation
directly affects functiomlity and durabilnty of lock, as
well as its secunty and ease of use. Fadurz lu cumply
with technological requs dh can
lead 1o system malfunctions, reduced security, or
premature equipment wear. In this section, we'll look at
key features of mselling electric Jocks thar will ensure
optimal operation of access control system and avosd
common mustakes

To btgin with, let's ider first op 1 -
hanical lock switching scheme, which
can be used to provide remote door opening (Fig. 2) [11-
13]. Among peculiarities. it should be noted that
sufficiently powerful power supply is required for stable
operation. Also note that long press on button (more than
3-5 seconds) will in most cases cause lock's retraction
relay 1o burn out.

Schy

S

Bumom s open ke k

Electromechasscal lock
Poser source ;
“12V
Ganeral

Fig. 2. Cannecting clectromechanical lock using power supply
unit for renxate door opening

Next, let's review Scheme 2 for electromechamical lock
in more correct version, using lock control unat (LCU)
(Fig. 3) [11-13]. This opton allows you to use
conventional power supply, and also himits duration of
voltage supply 1o lock stselfl In this case, lock control
unit 1s placed in lock body or in close proxmmity 10 it
Among dissdvantages of this installaton s failure of
security lock. whach 1s comemon due to ther low cost and
quality of assembly, which. however, depends on

delivery batch.
Lock controd unit
Flectromechaescal lock
Power someve A
2V —————————— S
Generul l\ J <
Pamon 10 open bk
Fig 3.C ing cl hanscal lock using power
supply unit and 1 unit for door opening

The third option 15 Figure 3. and here you can see
“classsc™ (and already ouuhled) cunncdwn scheme for
video 1 ym and elec scal lock (Fig 4) [11-
13]. This type of comnecton was wadely used before
appearance of lock control units (LCUs) on market. and it
bas same design flaws as option shown in Scheme (Fig.
2) [11-13]). It should be noted that moest modem intercom
systems control lock using call panel.

Power source
2V
Cienerad

Fig 4.C ng <l h 1 lock to mtercom for
l!moi:doa'opaung using power supply unit

The fourth option — Scheme 4 reflects modem (and
most correct) option for connecting video mlercom and
electromechamcal lock (Fig. S).

Ssterooes iilon
Vidoo

Call bar

Elocnuvenochasical lock

Lock control wns " —
[ o
Fig 5. C 2 clec hanical Jock to i foe

remote opening of door using LCU

The advantage of this scheme. in addition to those
described in explanation 1o scheme 2, 15 that there s no
need to lay additional cable froem intercom to call panel -
to provide power to lock.

IV. OVERVIEW OF TYPES OF
ELECTRONIC LOCKS

In modem access comtrol systems, electronic locks
play key role, offering wide range of solutions for
different needs. The choice of appropriate type of lock
depends on many factors, such as securily requirements,
type of room. and features of use.

There are several main types of electronic locks, each
of which has its own advanmtages and scope of
applicstion.

So. let's review most common types of electronic locks
to & ine therr functionality and capabilities, as well
as analyze which of them are most suntable for specific
operating conditions.

One of the most common types of electronic locks are
combination locks (Fig. 6) [14, 15]. They work on basis
of entening pre-set code. This is fairdy easy-to-use option,
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as user doesn’t need to carry physical key or other media
1o access. For most part, these locks are used in buildings
where speed and case of access are important, such as
apariment buildings or offices with large number of
users. However, combination locks also have their
drawbacks. For example, there 15 nsk that attackers may
pick up code or otherwise obtamn it. so it's important Lo
change codes regularly to provide addstional protection.

Fig. 6 Code lock

Another type of electrome locks are systems that use
radio frequency identification (RFID) or magnetic cards
(Fig. 7). In this case, user attaches card or key fob to
special reader to open lock. This approach 1s very popular
m hotels, offices, and factlities with large number of
people. RFID-based locks are convement becawse they
provide quick access and can be configured for speaific
duration of card, for example, for guest access. However,
these systems also have their drawbacks, includng nsk of
losing or copying card, which can pose threat to secunty
of facility.

Fig. 7. RFID lock

One of most modern and secure options for electronic
locks 18 biometne systems (Fig. 8) They work based on
recognition of person'’s umique charactenstics, such as
fingerprints, face, or s The mam advantage of such

26

locks 1s high secunty, since bxometric data cannot be Jost
or copied, as is case with cards or keys. In addition, such
systems are often wed in conjunction with other access
methods, such as passwords or RFID cards, which
increases overall kevel of protection. However, biometnc
locks are more expensave than traditional electronie
systems and may have limitations due to recognition
errors, such as skin dsmagor change i user's appearance.

Fig. 8. Biometracal lock

In recent years, smart locks (Fig. 9), which work
through mobile applications wing Bluetooth or Wi-Fi
technologies, have become very popular. Such locks
allow user to remotely control access to room vis
smartphone, whach 15 especially convement in cases
where it is necessary 1o grant access 1o another person or
track use of lock in real ime. Smart Jocks integrate info
smart home systems, ensuring synchronization with other
devices such as surveillance cameras or alarm systems.
However, they also have therr weaknesses, as they need
comstant access 1o Internet or battery power 1o work
comectly, which can lead to temporary loss of access due
to technical failures or exhaustion. Additionally, these
syslems can be targeted by hackers, making them
vulnerable to cyberattacks.

Fig. 9. Wi-fi lock

In addition 1o bask: types of locks, there are combined
systems that combine several authentication methods
such as entering code, attaching card, or using biometric
data. Such solutions allow for increased secunty, as users
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need to go through several layers of protection to gan
aceess o premises. These systems ane most often used in
facilities with increased secunty nequirements, such as
banks, government agencies, or large corporate offios.

Inn general, choiee of electrons: lock system dipends on
specifics of object, security needs, and ease of use. Each
type of lock has s own advantages and disadvantages,
and final solution mudt consder halince between cost,
comvenience, and level of probection required  for
particular situation.

V. CONCLUSIONS

In this analysis, principles of operation and festures of
installation of electric locks were considensd, as well as
overview of different types of electronic locks was
provided. This comprebensive review serves several
important purposes. Frrstly, ot helps 1o understand basic
mechanisms and advantages of elecire Jocks in socess
control systems. Second, it highlights eritical mstallation
comsideralions to ensure aptimal functionality, safety, and
longeviy of these systems. Fnally, by ressarching
different types of electronic locks - from combination
and RFID locks o biometric and smart lock systems — we
have providied framewark for selecting most suitable lock
based on specific security needs, usage scemanos, and
technological preferences. This nesearch s eriical 1w
making mformed decisons in implementing efficent and
effective  access  control  solubions  in varety  of
applications, from residential 1@ commercmal high-
SEUrLY environmenls.

Addinonally, this snady emphasizes importance of
balancing  secunty, comvenience, and cost when
implementing electronic lock systems. We've discussed
how different types of locks can be integrated into
broader sscurity ecosystems, such as video intercoms and
amart home  networks,  showcasing  versatility  and
adaptability of modem scosss control solutsons, The
analysis of installation schemes and common patfalls
servis as practical gode for professomals m feld,
helping to avoul potenizal isoes and ensure reliable
syslemn performance.
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Pucynok A.9 — YerBepTuii apkyii
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Ne Ilo3naueHHs HaiimenyBanns . Hlon .
B1JIOMOCTI
TeKkcToBl JOKYMEHTHU
1 ['TOIK. 443221.014 113 [TosicHIOBaJIbHA 3aMKCKa 53 c., . A4
2 JloJ1aTKOBI MaTepiaan
JleMoHCTpatiiHun y ¢opmarti 12 ¢ ., ¢.
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pe3eHTallii
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; i CHCTEMH YIIPABIiHHS
H. xoutp. [Crapomy6ues M.T'. CKITA[HUM XHYPE
CJICKTPOHHUM
3areep.  |[Hepmopnos LIII. o Kadenpa KITAP
Arduino 3
BUKOPUCTAHHAM

IITYYHOTO IHTENEKTY




