JIOJATOK A

['padiunnmii matepian kBanidikaiiiHoi poooTH
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XapKiBCchbKHIl HamioHAABHWI YHIBEpCHTET
PATIOCICKTPOHIKH

Kadgenpa EOM
Keanigixauiiina pobora

Wemoou suasieHHa amax Ha Koun rHH‘Ht’IEJ'H_].'

CUHCMEMY 3 BUKOPUCMANHAM MAQWUNNHO20 HABYANNA

Buneae: KepipanNE:
ol rp. CIIs-23-5 3., K.TH.. Kpasgenro [T.Oy,
Hmrergo C.M,

06 ’exm 0ocniocenns ma mema pobomu

MeTtoro kBamidikaiiiiHoi poboTn € po3podka, oOIPYHTYBaHHA Ta MpaKTHJIHA peati3allii MeTOoxy

BHABIEHHS aTaK Ha KOMII'IOTepHY CHCTeMY 3 BUKOPHCTaHHAM aITOPHTMIB MAITHHHOTO HaBYAHHS, 1[0

3abe3neuye MiJBUIEHAS TOTHOCTI, aIalITHBHOCTI Ta IIBHKOCTI pearyBaHHs CHCTeM iH(opMamiitHol

0e3MeKH B yMOBAX BICOKOI CKIIATHOCTI Ta JHHAMIYHOCTI CyJacCHUX MepeKeBIX CepelOBHIIL

OG’ekTOM JOCTiKEHHS € TpoIlecH MOHITOPHHIY, aHANI3y Ta Kiacugikamii MepexeBoro Tpaiky B

KOpIOpPaTHBHHX KOMII'IOTepHHX CHCTeMaX JUIi BHABJIEHHH IOTeHIUHHO INKiJJIHBOI aKTHBHOCTI Ta

Kibep3arpos.

3aBIaHHA:

» 3IICHATH aHaji3 CyJacHHX MeTOJiB BHABIEHHA arTak, 30KpeMa 3 ypaxXyBaHHAM 3aCTOCYBaHHA
iHTeNeKTyanbHIX TeXHOJOTIIT;

» JIOCTIUTH IIyONiuHi JaTaceTH Ta BH3HAYHTH KpHTepil A14 moOyloBH HaBUYANHHHX i TeCTOBHX
BHOIPOK;

» oOIpyHTYBaTH BHOIp alTOpPHIMY MAaNINHHOTO HABYAHHA, NPHUAATHOIO IUIA 3a1ad BIABICHHA
aHOMAJIiH ¥ MepeskeBOMY Tpadiky;
» peami3yBaTH 3alpoONIOHOBaHMII MeToq B cepefoBmmli Google Colab i3 BHKOpHCTaHHAM

iHcTpy™menTiB Python;
TIPOBECTH MOPIiBHANBHHI aHANi3 e(eKTHBHOCTI po3po0IeHOT0 MeTOAy BiIHOCHO TpaJHIiitHHX
MoJieneil 3a KITII0BHMH MeTPHKaMH (TOUHICT, ToBHOTA, F1, AUC);

Y
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Metoau 0OpoOKH Ta aHaI3y JaHUX B
KOPIIOPaTHUBHUX MEpExkax

GasH IaHHX

Mertoan 06po0KH Ta aHaII3y JaHHX B KOPIIOPAaTHBHHX Mepeskax —

[ Meroau 36opy Ta nonepeHs0i MeTo1H 36e pirasHa 1aHHX MeToaH aHATIZY JAaHHX -
06 pobKH IaHIX

ol Meroa sSopy nep Po3noaiteni Ta HeHTpaTi3oBaHi OL AP-TexHomomi "

> oumMmeHH ., HOpMaTilalid Ta
ditsTparin

Texnonorii nonepenHLoi 06po OkH:

BHKOPHCT aHHA XMaPHHX CXOBHIN

IncTpyMeHTH Ta MeToH Data
ining

MeToaH CTHCHEHHA Ta arperatii
JAHX

< MeToIH MAIHHHOTO HABYAHHA Ta

Big Data

MTYYHOTO IHTEAEKTY

K1JIbKICTE aTak Ha OJIHY OpraHi3ailiio 3a

2024/2025(1 xBapTain)

Cepenns KiNbKICTL aTaK Ha OAMY OPraHizauiio (Ha TvxaeHs)

2119

Q3 2024
Nepioa
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MeTtonu BUSIBJICHHS K10ep3arpos

Meroa Omuc
CHIHATYPHMI B 3arpos 3a B atak (curnatypanu). Edexnimagi 1ns 6 3arpos.
EBPUCTMUHMIA AHa/m3 mMIospunex 03xaK 663 NosHol BANOBIHOCTI T 1715 HOBIX Bapiauiil aTak.
n i B i Bi1 HOp i THKH KOPHCTYBa4a 360 CHCTEMI.
MaLMHHE H3BUAHHA A MHE Ha 0Bcarax gam ans nobyaosu it k.
LUTYuHWA IHTeNEKT TaHHA TOPIIHI, X i, 110 MOXYTh NPOTHOYBATH 32rPO3i.
IHTerposaHi cucremu (IDPS) KoMOHYB2HHA KULKOX METORIE (CHrHATYPHIL i ML)y il CHCTeMI.
CurHaTypHui Asmmipycs 62am, IDS Timy Snort BrCOKa TOYHICTS 404 BY aTak, MEHAKICTS He imoni aTaKku
EBDUCTHYHMIA Amams aiit nporpanm, Sandbox-cTp M iCTH HOBi 3arposu X i crp
n i i UEBA. asams npodiio aKTHEHOCTI KOPHCTVBa4a Brcoka edexTHERICTS POTH I aTak TTotpedyve HaraTo iCTOPHIHIX JaHIX
BYGHHA Decision Trees, Random Forest. SVM. K-Means A icTs, pobora 3 big data CKIanHiCTh HANAIITYBAHAA PECYPCOMICTKICTS
LUITYSHUA iHTEARKT Deep Leaming, Reinforcement Leamnmg, AutoML TTporHosyBaKHA, aBTOMaTH3AINA Torpeba v 0BCATAX JAHIX, PECYPCH
IHTerposaHi cucremu (1DPS) Suricata, Zeek. Snort + SIEM iuTerpams 3 iCTh, THYMKICTD KIAJHICTS [HTETpali, BapTicTh

ITopiBHSUILHMI aHAJII3 CUCTEM BHUSIBJICHHS

aTrakK

Cucrema Dyuxmionaa
Snort Mepexxesuit aHanis Tpadixy, BHABNCHHA aTak 3a curHarypamu. [linTpumye peansunii gac, norye 0OpobKy naketis
Suricata | Bucoxomeuaxicua IDS/IPS, 6ar 0TO4HA 0OpobKa, MITP curHaryp Snort, DPI, TLS-ananis, 6ararogop nor
Bro (Zeek) Mep IDS 3 ITHYHMM YXHIOM: 00poOKa NIOTIKM Ceciil, CueHap AHaN3, MOBEAIHKOBA aH
OSSEC HIDS - BuaB/eHHS BTOPrHeHb Ha OCHOBI aHANI3Y JIOTiE, dailnie, peecTpy, rootkit’s, miaTp LISHTpAN3 ) ITOPHHTY
Prelude Tli6punna cucrema IDS/IPS 3 nintp areHTiB, JI0T KOPeNALIEIO MO, HTETPALIEO 3 IHITHMH CHC
Cucrema Iep "
Snort ITpocToTa KOHPTypaLli, MHUPOKE MOMMPEHHS, aKTHBHA CMITBHOTA
Suricata Bucoxa npoayKTHBHICTS, posmupesi Mmoxumsocti DPI, 6araronorounicts
Bro (Zeek) I'nnboxa aHaniTHKA, CUSHAPHE BHABJIEHHS, BHCOKA THYYKICTD
OSSEC Komnurekcruit minxia 1o ITOPHHTY XOCTIB, BIIKPHTHIT KO, MIATP rootkit-asanisy
Prelude IMoTy:xkHa apxiTeTypa, CyMicHICTS 3 iHmumy [DS, posmupena kopenauia
Cucrema 3acrocyBanBs
Snort KoprnopatueHi Mepesi, 3aXHCT cepepi iTop D pa Mepexi
Suricata Toty:xHi Mepexesi cep 1ma, MPOBANEPH, AATa-LEHTPH, KPHTHYHI iHPPacTPYKTYPH
Bro (Zeek) AHaNTHYHI USHTPH 0e3nexH, JOCITHHLBK YCTAHOBH, MOBENIHKOBA AHANTHKA Tpadi
OSSEC Cepeepu, pododi cTaHuil, cepenoenma 3 notpedoro & HIDS, sinnoeinnicts PCI-DSS
Prelude Oprasizauii 3 NOTPetor LIEHTPANIZ0BAHOT0 AHANY, IHTErPALIA 3 30BHIHIMM LKepeIaMi
Crcrema Hexoaixun
Snort JIinme oNHOHMTKOBA 06POOKA, CKIATHICTD 3 BEMHMKOK KUIBKICTIO Tpadi
Suricata binsma ¢ iCTh Y HATAmT i, BMIMa BUMOTa 10 pecypcis
Bro (Zeek) Bucoruit nopir BXOKeHH4, noTpeda B HatamT i apiis
OSSEC JInme HIDS, o6 iCTh ¥ Mep y aHamisi
Prelude Cxnannicts koH$irypauii, norpeda s rau6: VY PO3YMIHHI aPXITEKTYPH
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PO3pO6J'IeHI/Iﬁ MCTOA BUABJICHHSA aTaK

Iumopt Ta nonepenHs obpobka Koayeanms knacie winsosoi Pose s3amHa npobnemy
| naHIn I_‘l . I—-l MacmrabysaHn ozHaK I—-l e wracis
! 1 I
B axocti axepena odpamo aaracer CIC- Tlpusens s s sHavens 10 MO 2ANA0NY.

IDS2017, mcudi penpeseMTye cyRmcHi aTaxi B
yuoEax peansnoro Tpadexy. JasanTanenny,
nonepennsll ARATS | OWMmeRRA BabOPY
BOYAE OOPODK YA POM I EHEX SHANERD,
GUTAT PRI HEKOPEXTHID. JAMICIE,

miranay, 2 Taxox llnynum'onia. o He
HECHVTE ARATITHRROTO BABANTAN CHHA

Y puacax Giwapwod wracudixani, axTHERICTS

Lle 2ounonae SMenunITH BOARS DN YDA HY Jaeroco weron SMOTE, axudt

K78 CHIKYTIA R " BOpMATAA” 460 "aTaxa”, O3HAX 3 BTMKIDIN WHCHOBIDN SHAREHNNME, EITYSHO FENEPYE JPUIKR AN MeRI

Taxe copomenns oOIBOmNE £ aeTEY i e oo aacs,

MOZEM 3 ERCOXKDI TOWRICTIO, OFLENTOBMNI HA. sanewaTs Bl BTNl MiN BETOPIME, 3 SuSipay 74 DUBMIVIONH YRrATLEIOIONY
faxtiz i A |aTHICTH MOREM

MeTomE

L|06pm IAHIX 1M1 TPEHYBaHHT -rn|4_| Buxopucrana Random Forest

|“| Owiria edexnimHoCT Mogen

-

-

Jami

i P 1]
Tec oy Buipen ¥ nponopud 80:20. Ls

CepEOOBIImA 21X 00 GYI0BN MODET T8 Y
OEPEMAro DUITPVNTE LN He3ATER R0
mepeEipal & NPORVKTHBAOCT

. Ancaunesndi weTon, madi cTEopoe TOUHCCTH, DOBROTH , TOUOCTI Nepenfanenny
MHOKHY OSPES [IDEKD TA BUKOPIETOBYE 1a Fl-Mipst, o 5038008 KOMAREKEHO
IpMNIID TOADCYERINA LT OCTAT 0NN PANTERI VN i
3200 3MEUYE CTBOPEHAN HASHATBHOFO scandl Lleli mmin i inenTHGICYBATH . 0 COPAEXEI 3TANL, TAX

JaificaroeTsen 33 AONOUCTON METPRE

o nep £ mopuansmudll tpadix. Taxom
3 DMK KiK. n T MATEILA 304 axa
XOPOLICKD 1M TEPIPETOBMEICTIO MBOWNO DeMOMCTPYE KUTBEICTS TPABIUTSINY T2
DoMEmE OB KacHgiranil,

import pandas as pd
import numpy 35 np

[IporpaMua peami3aiis

Brokn gaiity .ipynb

import matplotlib.pyplot ss plt ', 2 H : .
il ¢+ immopr 6ibmioTek;
from sklearn.model_selection import train_test_split .
: x ::i::-vrevrqes:: r:»m RIOMRXSCALER: e +*  OYHIIEHHA Ta MiITOTOBKA JaHIIX;
from sklearn.metrics Import classification_report, confusion_matrix o .
from sklearn.linear_model import LogisticRegression % Macm'faﬁyBaHHﬂ O3HaK;
from sklearn.tree import DecisionTreeClassifier
from sklearn.svm import SVC *, - .
e i oot astat o ++ OamaHCyBaHHA BHIOIpKII;
from sklearn.metrics import accuracy_score, f1_score, roc_curve, auc
from collections import Counter % p03ﬂiJIeHHX BHﬁipKII'
fron isblearn.over_sampling inport SMOTE ?
e aBYAHHS 1
data = pd.read_csv('/content/ -workingHours.pcap_ISCX.csv') M H MOlIeJIl,
print{data.shape) D
data.head() ** TIPOTrHO3YBAHHA Ta TECTYBaHHA,
(145755, 79) Y . . . .
** BI3yali3allsd pe3ylnbpTaTiB.

index Port Flow Duration Total Fwd Packets Total Packets Total Length of Fwd Packets Total

0 80 38308 1 1 6

1 389 479 " 5 172

2 88 1095 10 ] 3150

3 389 15206 17 12 3452

4 88 1092 9 6 3150
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True label

Bizyamizamisi oOpaHHX 03HaK MEPEKEBOro Tpadiky

Distributions

2-d distributions

Time series

Values

Marpuiig mnyranuau Ta ROC-kpuBa

MaTpuus 3miwysaHHa: Random Forest

Benign

Attack A

Attack

Ber;ign
Predicted label

14000

12000

10000

8000

6000

4000

2000

True Positive Rate

1.0 1

0.8 4

0.6 1

0.4 1

0.2

0.0 1

ROC-kpuBa po3pobneHoro metoay

= Random Forest (AUC = 1.00)

0.2 04 0.6 0.8 1.0
False Positive Rate
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OOpaHi BaXXJI1B1 O3HAKH

importances = model.feature_importances_
indices = np.argsort(importances)[-18:] # Ton-1@ o3xax

plt.figure(figsize=(10,6))

plt.barh(range(len(indices)), importances[indices], align='center')
plt.yticks(range(len(indices)), [X.columns[i] for i in indices])
plt.title('Ton-10 saxnusux o3mak')

plt.xlabel('BaxansicTe')

plt.show()

Ton-10 BaXXMBUX 03HaK

Bwd Packets/s

Min Packet Length

Max Packet Length
Destination Port

Avg Bwd Segment Size
Average Packet Size
Bwd Packet Length Std
Packet Length Mean
Bwd Packet Length Max

Packet Length Std

0.00 0.01 0.02 0.03 0.04 0.05 0.06 0.07 0.08
BaxknueicTe

[TopiBHSIHHS ICHYIOUHMX MOJICIICH 3 pO3p00OIICHIM
METOJIOM

MopisHAHHA Moaeneit: Accuracy Ta F1 Score

N Accuracy
BN F1 Score

I

1.0 1

0.8 1

o
o

3HaveHHs

14
>

0.2 4

0.0
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Anpobayis

METHODS OF DATA PROCESSING AND ANALYSIS IN A CORPORATE NETWORK
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Introduction
In the current coatext of busieess digital transfor-
mation, corporate petworks have Secome a key emy.
fonment foe the generticn, transmissica, storage, and
eocessing of information. They serve ost only @ &

within corporate aetaorks generates the
meed for efficsent, scalable, and secure methods of data
peoceming

Moders coeporate netweeks are characterized by
complex architectures, beterogeseity of data scurces,
and the necessity 1o handle vancs types of data - from
sumerical tables aad Jogs 10 unstructired text, images,

Toe furber analy.

mmv\m-nlmmdmtm(\m A, GCP) and o0 presmines sobations.
The efcavenenof i OCAP nd mochinelumn i sl seoceum, i ealated The e o b
of insplemmtiog oy

-um..mqou»mrmotumu

The resuits
o nbaatan vy s ¥ imsplement analytical sobstioss
houd techelogies, dats storage, OLAP, machine leursing, infee-

Y. ameymusanon ypeoggdy. —— Big Dues

data Bfecycle: from collection and predmumary clesning
o mmalyteal processing. visualization, and protectios.

A critical composest of this process s data pee-
peocessing. which ensures he qualty of efsemation for
further asalyss. Methods wach as normalizaticn, aggre-

Sorms. Additiceally, at the data wiceage wage, the choice
nfrastrocture

of agpeopeute (on cioud, e
Bybeid) and the assucance of data avaddability and integ-
rity are of fandamental

Amalytical processing tools play & crucial role in
corporate information systems, isclodung OLAP models
1. n.nu.., tectologses (2], and modern mackme
Tearming meods (3], which mot caly anatyze large vol-
wmes of data bot aleo idesify enerae fce.
casts, asd support well-frunded minagerial decssins
Theratoce, connderable atteston 1 also given 1o plat-

methods and tools bsed at all stages of e sfoemation
lfecyle, asd explores ways 10 impeove the efficiency
and security of working Wik corporste data i large-
wale mformatca entwcaments

Analysis of Recent Research and Publications.
Recest sesearch haghlights that effectise data peocessing
within corpocate etworks # crically important foe

rovimcn of relisble setwork commumication e key
apects i achievg compenive advastages At the
same tume, the Of these techsslogies is
n«-p-uwmn-m_n-u.-«m the
of heterogenecus sources, aad resource
wumummwmmmm»
opment of effectre strategies.
Article (4) explores the mmpact of real-time data

saking
¥a, Apache Flink, Google Clovs Dataflow, and Spark
Srvaming. which enshe companie t tepoud quickly
macket changes, cptimize cperations, asd improve
i i mmnu-n\mnp..m
tiom chalienges, incloding data itegration, scalability,
data quality, and secunty
Artcle 5] focuss cn factors affecting data pro-
coming efficwncy, woch 48 voleme, variety, velocity,
and verscity. It examuses optemization techaiques, is-
cluding hacdware umprovements, software innovasons,
04 archatectaal appeoaches such s Sumbuted comps-
Specs

o scurces, 1nd the assesnce of esergy efficiency
and data confideatiaity.

Atticle (6] analyzes the use of cloud techaologses
for peccessing large volumes of ndustrial dets. It dis-
cusses e advantages of ciood platforms m easuning
efficsency, secunty, and cost-effectiveness of dta pro-
ceming, a1 well s challenges related 10 data securiey,

anificul intelligence and machine leaming in this do-
wain

Article [7) addresses the impact of modesm fech.
sologies such @ hypes sutomanon, process susng, and
gerdictie menstenng cn busieess process management
It emphasszes the smportance of imegrating data from
vanous sowrtes 1o optamize peocesses and sopport welk-
mformed dec:

Article (8] presents & method foe geedicaive re.

sesatity oF spevicn Tha smady hishlishos tha imnortamcs

the coepoeatn aetwork serws not caly a3 & channel for
mfoematon trasmission, but also as & fall-Sedged in-
formatsen asd atrca enzommest formag the
fomdation of an orgamzaon’s iersal nlu.nd

financial actmitses, customer bases, marketng sate.
e, aed mece

Corpocate networks aee typwcally busit on a multi-
Bevel architectore that wciodes focal, wide ares, and
virtoal pervate networks. The main goal of such a srue-
Pace 5 1o provade stable access 8o aformaticn rescurces
rogacdions of the wamr's phywical Jocation. The architec-
tare of 4 corporate setwork may be cemtralized (with 8
vngle data ceater) o distribeted (with multiple cospu-
ting nodes) The data cxculating within comperate pet-
woeks 45 highly diverse in Soth sructure and onps. It

can be teoadly categorized a1 structured, unstructured,
of sermi-stroctared. T addition, data may be histerical,
cperationl of streaming, differeat pro-

wsens) and external (wteractions with clieats, suppliees,
cloud services), Each type of flow has speceic reguire-
wients i terms of tramimission latescy, relsbility and
fault tolerance. scalbulty, and securtty. Procesng voch

affic mcaitorag tools toad balancing #3
tems, and the application of access costrol asd encryp-
tioa policies.

Gitea the prowing mamber of devices and wer-
o :crpel- setworks are mereasingly wtegrating
edge computing. udlnnnarnup
(hr}(w(ﬂ which expend the possdilties for
data coliection aad precessing deectly at e network

The iatial age of corpormte data peocessing i
ruesal for seheequent smalytcs, a1 it 4 ot this stage that
the raw data vets are formed, determining the qualty of
asalytical imsights, the accuacy of forecass, and the
effectivesess of decisscmabiag Dats collection and

preprocesmg hes ichade & range of techaical
and logical processes amed at tansforming usstruc-
tuced or raw data streams jato siructured, cless, and
analy ceady formats

comorate emcamest, data may onginste
from & wide vanety of sources: software systems, mter.
ual registers, evest logs, APT requests, oT device sen-
s0m, metwork traffic, of extersal information systems.
To integate vuch heterogencous sreams, b following

o maad! sroet snd ransastinn Inssing

Rossikhin V_, Tarapata Y., Iashchenko O. Methods of data processing and analysis in acorporate network.
CucTemH yIpaBIiHHA, HaBiranii Ta 38° 43Ky, Bun3. [loaraea, 2025. C. 171-176.

Bucnoeku

V nmpoueci BHKOHaHHA KEami(iKamfisHoi podoTH 0VIo 30ificHeHO KOMIUISKCHE JOCIYTEEHHA NITX0MIE 10 EHABISHHT aTaK v
KOMI IOTEPHHX CHCTEMAX 3 BHEOPHCTAHHAM CYYACHHX TEXHOIOTIH MAINHMHHOTO HAEYAHHA. |eopeTHYIHHH aHAM: [OKAZaE, OO
KIAacHYHI IHCTPYMEHTH CHCTEM EHAEISHHA ETOPTHeHB, Taki 4K Snort, Suricata, Bro Ta 1Hmi, noTpe0yioTe JONOBHEHHA
iHTeIeKTYaIbHEMH ANTOPHTMAMH, 30aTHHMH aJallTHEHO pearyBaTH Ha HOBi THIH 2arpo3 i BHABIATH HETHIIOEY NOBE[IHKY E
peANBHOMY 9act.

V memax pobori OvIo oDrpyHTOBaHO EHOIp MeTOIY MAIIHHHOTO HABYAHHA Ha OCHOEBL anropHTMy Random Forest ax
OCHOBHOTO 714 MODVIOEH Momem EracHdikami Mepexeroro tpadiky. [Ipoeegeno 301p, ouHIIeHHA, aHATIZ 1 HONEpeqHI0 0OPODEY
OaHWX Ha OCHOE1 peansHoro Habopy CICIDS2017, iz eumopmcrammam cermeHty Wednesday-workingHours peap ISCX csv.
Ocobnuey yeary 0yIo OpHAUTEHO DaTaHCYEAHHE BEHOIpEH 3a gomosmorok SMOTE ra mMacmTatOveaHHID 03HAK 414 NOKpANIeHHE
V2TrOLHEHOCT] MOAeIeH.

Pozpobnenmii MeTon peamzoeaHo B cepegoenmi Google Colab 1z ukopucranmam Python-010moter scikit-learn, pandas,
matplotlib, seaborn, a Tawkms IHCTPYMEHTiE 04 ABTOMATHIOBAHOIO EIIVANBHOTO aHamizy. [IpopemeHe eKCHepHMEeHTAIBHE
TEeCTYEAHHA MPOISMOHCTPVEAN0 EHHATKOEY edeKTHEHICTE MOIEIL NOKAZHHE To9HocT1 Ta F 1-Mmipa nepeemmum 0.99, a moma mig
ROC-kpuecw gocarma 1.00. ITopiemanesuii aHams 3 1HIIMME DOOVIApHEMH ElacHbiatopams (Logistic Regression, Decision
Tree, SVM, KNN) miareepase nepegary pospo0IeHOTo METOLY 32 ECIMA KIHOIOBHMH MeTPHEAMH.

Bizyamizamia pesyIBTaTiE, BEIOYARYH MarpHmeo smimyveadsdg, ROC-kpuei, rpadiks a#IHEOCT1 03HAK Ta NOPIEHAHHA
MogeneH, JOIEOIHIA [IHOME IHTEPOPETVEATH NOBSTIHKY MOJETl Ta ii 3QaTHICTE VIAralbHIOBATH 3AM€HHOCTL V BXITHHX JaHHX.
Jocmmsennd mMATEepIEIo, mo MeTom Ha ocHoel Random Forest € me mume edextHEHEM, ame i IPHIATHEM 3714 OpakTHIHOTO

ENpPOBATHEHAA E ABTOMATHIO0EAH] CHCTEMH KiDEep3aXHCTV 3 MOZIHEICTIO NOJANBIIOND MACIITAOVEAHHA Ta IHTETpaUii 3 XMapHOH

1HGPACTPYETVPOIO.
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JIOJIATOK B

[Iporpamuuit Koz

b.1 BcranoBnenHs 6101i0TeK Ta 3aBaHTAKCHHS 1aTaceTy

import pandas as pd

import numpy as np

import matplotlib.pyplot as plt

import seaborn as sns

from sklearn.model selection import train test split
from sklearn.preprocessing import MinMaxScaler

from sklearn.ensemble import RandomForestClassifier
from sklearn.metrics import classification report,
confusion matrix

from sklearn.linear model import LogisticRegression
from sklearn.tree import DecisionTreeClassifier

from sklearn.svm import SVC

from sklearn.neighbors import KNeighborsClassifier
from sklearn.metrics import accuracy score, fl score,
auc

from collections import Counter

from imblearn.over sampling import SMOTE

data = pd.read csv('/content/Wednesday-
workingHours.pcap ISCX.csv')

print (data.shape)

data.head ()

B.2 OuuiiienHs 1aHUX Ta KOAYBaHHS MITOK KJIaciB

# BupmajisgemMo HyJIbOB1 abo nycTi =3HAUEHHS
data.replace([np.inf, -np.inf], np.nan, inplace=True)
data.dropna (inplace=True)
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roc_curve,

# BupmanmuMo HenoTpi®Hi TekcToBli ab®o imeHTubdikauimHi nosnsa
cols to drop = ['Flow ID', 'Source IP', 'Destination IP',

'Timestamp']

data.drop (columns=cols to drop, inplace=True, errors='ignore')

data['Label'] = data['Label'].apply(lambda x: 0 if x == 'BENIGN'

else 1)



b.3 Peamnizanis Mmetoay Ta aHali3 pe3ysbTaTiB

data.columns = data.columns.str.strip()
data.drop(columns=['Flow ID', 'Source IP', 'Destination IP',
'Timestamp'], inplace=True, errors='ignore')
data.replace([np.inf, -np.inf], np.nan, inplace=True)
data.dropna (inplace=True)

# TlepexoHyeMOCH y MpPaBUIbHiNM HazBl cToBMNIS MiTOk
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data['Label'] = data['Label'].apply(lambda x: 0 if x == 'BENIGN'

else 1)

X = data.drop('Label', axis=1)

y = data['Label']

scaler = MinMaxScaler ()

X scaled = scaler.fit transform (X)

class counts = Counter (y)

print ("KinepxkicTe 3paskik y KOXHOMy kjaci:", class counts)

minority class count = min(class counts.values())
if minority class count > 1:
k neighbors = min (5, minority class count - 1)

smote = SMOTE (k neighbors=k neighbors, random state=42)
X bal, y bal = smote.fit resample (X scaled, vy)
print ("SMOTE sactocorano:", Counter (y bal))
else:
print ("SMOTE He 3acTOCOBaHO — 3aMajio 3paskiB MeHmocTi.")
X bal, y bal = X scaled, y
X train, X test, y train, y test = train test split(X bal,
y bal, test size=0.2, random state=42)
models = {
'Random Forest': RandomForestClassifier (n estimators=100,
random state=42),
'Logistic Regression': LogisticRegression (max iter=1000),
'Decision Tree': DecisionTreeClassifier(),
'SVM (Linear)': SVC(kernel='linear'),
'KNN': KNeighborsClassifier ()
}

results = []

for name, model in models.items{() :
model.fit (X train, y train)
y _pred = model.predict (X test)

acc = accuracy score(y test, y pred)
fl1 = f1 score(y test, y pred)
results.append({'Model': name, 'Accuracy': acc, 'Fl Score':

f1})

results df = pd.DataFrame (results)

results df.set index('Model') .plot (kind='bar', figsize=(10,6))
plt.title('llopiBHauHa momesieri: Accuracy Ta Fl Score')
plt.ylabel ('3HaueHHsa")



plt.grid(True)

plt.xticks (rotation=45)

plt.show ()

rf model = RandomForestClassifier (n estimators=100,
random state=42)

rf model.fit (X train, y train)

y proba = rf model.predict proba (X test) [:,1]

fpr, tpr, = roc curve(y test, y proba)
roc_auc = auc (fpr, tpr)

plt.figure(figsize=(6, 5))

plt.plot (fpr, tpr, label=f'ROC-kpmpa (AUC = {roc auc:.2f})"')

plt.plot ([0, 11, [0, 11, 'k--")

plt.xlabel ('False Positive Rate')

plt.ylabel ('True Positive Rate')

plt.title ('ROC-xpmBa Random Forest')
plt.legend(loc="lower right')

plt.grid(True)

plt.show ()

from sklearn.metrics import ConfusionMatrixDisplay

rf model = RandomForestClassifier(n estimators=100,
random state=42)

rf model.fit (X train, y train)

y pred rf = rf model.predict (X test)

ConfusionMatrixDisplay.from estimator (rf model, X test,
display labels=['Benign', 'Attack'], cmap='Blues')
plt.title ("MaTpuusa 3MimyBaHHs: Random Forest")
plt.grid(False)

plt.show ()

y _proba rf = rf model.predict proba (X test) [:, 1]
fpr rf, tpr rf, = roc curve(y test, y proba rf)

roc_auc_rf = auc(fpr rf, tpr rf)

plt.figure(figsize=(6,5))

plt.plot (fpr rf, tpr rf, label=f'Random Forest (AUC =
{roc_auc rf:.2f})")

plt.plot ([0, 11, [0, 1], 'k--")

plt.xlabel ('False Positive Rate')

plt.ylabel ('True Positive Rate')

plt.title ("ROC-kxpuBa pPoO3pPOBIJISHOTO MeTony')
plt.legend(loc="lower right')

plt.grid(True)

plt.show ()

y test,



