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Abstract. Lightweight cryptography plays a critical role in
securing devices with limited computational power and
memory, such as those found in the Internet of Things (loT),
smart cards, and embedded systems. The National Institute of
Standards and Technology (NIST) has recognized this
growing need and initiated the Lightweight Cryptography
Project to develop secure, energy-efficient cryptographic
standards. Among the selected algorithms, Ascon stands out as
a prime example of lightweight cipher design. However,
despite their resource efficiency, lightweight cryptographic
algorithms must still be resistant to advanced attacks,
including differential-linear cryptanalysis, a sophisticated
hybrid approach that combines differential and linear
methods. This paper presents a comprehensive analysis of the
techniques used to evaluate the resistance of lightweight
symmetric ciphers to differential-linear cryptanalysis,
identifying key vulnerabilities and proposing methods to
enhance their security.
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. INTRODUCTION AND PROBLEM STATEMENT

As devices with limited resources become more integrated
into modern infrastructures, the need for lightweight
cryptographic  solutions grows. These devices, often
constrained by low power consumption, limited processing
capacity, and minimal memory, require cryptographic
algorithms that offer both efficiency and robust security.
However, balancing these competing demands is a significant
challenge. Lightweight ciphers, designed to function under
such restrictions, are often more susceptible to certain types of
cryptographic attacks, such as differential-linear cryptanalysis,
which exploits both differential patterns in the data and linear
approximations of the cipher's operations [1].

Differential-linear cryptanalysis, first introduced in the
early 1990s, has proven particularly effective against block
ciphers with reduced complexity. Lightweight cryptographic
algorithms, due to their need for simplicity and efficiency, are
prime targets for such attacks. This paper examines the
methods used to evaluate and enhance the resistance of
lightweight symmetric ciphers, with a focus on ensuring
security against differential-linear attacks, which remain one of
the most powerful techniques in cryptanalysis.

Differential and Linear Cryptanalysis: To evaluate the
resistance of lightweight ciphers, it's important to understand
the mechanics of the attacks they are designed to thwart [2]:

— Differential Cryptanalysis: This attack leverages the
differences between input pairs to trace patterns in the resulting
outputs, allowing attackers to make educated guesses about the
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secret key. The attack focuses on how small changes in the
input can produce predictable differences in the output, helping
attackers reduce the number of potential keys.

—Linear Cryptanalysis: In contrast, linear cryptanalysis
attempts to find linear relationships between the bits of the
plaintext and ciphertext, which occur with a probability higher
than random chance. By identifying these patterns,
cryptanalysts can narrow down the search space for the key.

— Differential-Linear Cryptanalysis: The differential-linear
attack combines these two methods, using differential
cryptanalysis for the early rounds of the cipher and linear
cryptanalysis for the later rounds. This combination increases
the probability of success by exploiting weaknesses at both
ends of the encryption process.

Evaluation of Lightweight Ciphers: The methodology for
testing cipher resistance to differential-linear cryptanalysis
involves both theoretical analysis and practical testing [3]:
Block Size and Rounds: Lightweight ciphers often use
smaller block sizes and fewer rounds than their more complex
counterparts. While this increases efficiency, it also reduces the
amount of diffusion and confusion within the cipher, which can
make it easier for attackers to exploit differential or linear
weaknesses. By increasing the number of rounds or adjusting
block sizes, designers can significantly enhance the cipher's
resistance.

S-Boxes and P-Boxes: The substitution-permutation
network (SPN) structure of lightweight ciphers relies on the
strength of S-Boxes (substitution boxes) and P-Boxes
(permutation boxes) to create non-linear and linear
transformations. Simpler S-Boxes, often used to reduce
computational overhead, may provide insufficient non-
linearity, making the cipher more vulnerable to differential-
linear attacks. Evaluating and optimizing the structure of S-
Boxes and P-Boxes is crucial for improving cipher resilience.
Energy and Memory Constraints: One of the key
challenges in designing lightweight ciphers is optimizing for
minimal energy consumption and memory usage without
compromising security. Ciphers optimized for low power
devices, such as those found in 10T systems, often operate with
reduced complexity, which can leave them more exposed to
cryptographic attacks [4].

Ascon, a lightweight cipher designed for resource-
constrained environments, was selected as the winner of the
NIST Lightweight Cryptography Project. Ascon employs an
SPN structure, with both substitution and permutation steps
designed to maximize security while minimizing computational
resource usage. In this study, we applied differential-linear
cryptanalysis to Ascon to assess its resistance [5]:

Block Size and Structure: Ascon uses relatively small
blocks and a minimal number of rounds to ensure fast
processing. However, our analysis showed that despite these
design choices, Ascon's non-linear S-Boxes and effective
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diffusion mechanisms provide robust resistance to differential-
linear cryptanalysis.

Number of Rounds: Increasing the number of
encryption rounds significantly reduces the cipher's
vulnerability. Our analysis of Ascon confirmed that its default
number of rounds strikes a balance between security and
efficiency, offering strong resistance without excessive
resource consumption.

Efficiency vs. Security Trade-offs: As with many
lightweight ciphers, Ascon's designers made trade-offs to
ensure efficiency, particularly in low-power devices. However,
the structure of Ascon ensures that it remains resistant to
advanced cryptanalytic techniques, even under these
constraints [6].

The resistance of lightweight symmetric ciphers to
differential-linear cryptanalysis is a critical consideration in the
design of secure cryptographic algorithms for constrained
devices. As lightweight cryptography becomes more integral to
securing loT devices, embedded systems, and other low-power
applications, it is essential to maintain a strong balance
between efficiency and security.

Our study highlighted several key factors that influence the
resistance of lightweight ciphers, including block size, round
structure, and the design of S-Boxes and P-Boxes. While the
Ascon cipher demonstrated strong resistance to differential-
linear attacks, continued research is needed to further refine
lightweight cryptographic algorithms. This includes exploring
adaptive techniques that can dynamically adjust their
encryption complexity based on the threat landscape, as well as
developing new cryptographic primitives that offer enhanced
security without significantly increasing computational costs.

Future Research Directions:

CONCLUSIONS

49

Adaptive Cryptographic Algorithms: Future ciphers could
incorporate adaptive techniques that allow them to modify their
encryption processes based on detected threats, further
increasing resistance to differential-linear attacks.

Advanced S-Box Designs: Developing more complex,
yet resource-efficient, S-Boxes can provide better protection
against combined cryptanalysis methods.

Machine Learning for Attack Detection: Machine
learning could be employed to automatically detect potential
vulnerabilities in lightweight ciphers, allowing for real-time
adjustments to encryption processes.

Quantum-Resistant Lightweight Ciphers: As quantum
computing advances, lightweight cryptography will need to
evolve to remain secure in a post-quantum world.

The ongoing challenge is to ensure that lightweight
cryptographic algorithms, which are essential for modern
technologies, remain robust against ever-evolving cryptanalytic
techniques, while also adhering to the strict resource
constraints of the devices they are designed to protect.
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