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This report discusses the growing popularity of smart homes with the
development of the Internet of Things (1oT), which offers a variety of solutions
to help people in their daily lives. Smart homes are designed to perform functions
such as security, privacy, energy management, and other functions based on the
needs of the homeowner. The aim of this work is to study the issue of privacy and
security in smart homes, as well as to identify potential types of attacks and
countermeasures. It also discusses various types of attacks, including physical
attacks, denial-of-service attacks, and man-in-the-middle attacks, and suggests
defence methods such as cryptographic algorithms to protect the storage and
transmission of information.

Ha cworoguimHii aeHb, 3 po3BuTkoM iHTepHeTy pedeit (IoT), posymHi
OyIUHKH CTal OUIbII JOCTYIMHUMHU Ta MOMYJSAPHUMHU cepen crokupadiB. [oT
MPOIOHY€E O€371Y pillleHb, AKI MOXKYTh JIONOMAaratv JIOASM Y MOBCSKIECHHOMY
KUTTI. PO3yMH1 OyIMHKM € OJTHUM 13 HalKpauux BapiaHTiB. SIK mpaBuiio, Taki
OYJIWHKH TIPOCKTYIOThCS JJIi BUKOHAHHS TMEBHUX (YHKIIINA, TaKUX SK Oe3reka,
KOH(D1ICHIIIHICTD, YIIPABIIHHS €HEPTOCMOKUBAHHSAM, Ta THINX (PYHKITIH.

Mertoro 1i€i AOMOBiNI € JOCHIKEHHS MUTAHHS KOH(DIIEHIIMHOCTI Ta
0e3neKu po3yMHOro OyAMHKY, a TaKOX BUSBIICHHS MOXKIIMBUX BHJIIB aTak Ta
¢bi3uuH1 ataku, ataku TUMY “BiaAMoBa B oOcimyroByBanHi” (DoS), “moauna
nocepeauHi” Ta iHmi[1].

be3npoToBa ceHcopHa crcTeMa MOKe OyTH BpasJivBa JI0 aTak TUITY “BiAMOBa
B 00CJIyrOBYBaHHi”, sika BiI0YBa€ThCS KOJU 3I0BMUCHUK BUKOpUcTOBYe [TK miis
nepeaayl MoBiIOMJICHHS 3a/Jis1 BTPY4YaHHs B pajioyacToTHUM kaHai. Lls ataka
3MIMCHIOEThCS TIISXOM Oe3mepepBHOI  mepenadl  MOBIIOMJIICHb 3 METOHO
NEPEeBAHTAXXEHHS KaHay, 1110 MPU3BOIUTH 10 HEKOPEKTHOT pOOOTH aTYHKa, TaK
SK BIH HE MOXKe mepenatu indopmaliiro Ha cepBep[2].

ATaku Tuiy “NmoJIMHa MOCEepeArHI” TaKOX BIUIMBAIOTH HAa pOOOTY BCi€l
cucteMu. B 3a1exHOCTI BiJ TOrO, JJIsl YOTO 3TOBMUCHHUK MTPOBOAMTDH aTaKy, Iijb
Moske pi3HUTHCA. Hampukiaz, Ko aTaka HampaBjeHa Ha MOPYLIEHHsS poOoTH,
1€ MOJKE€ 3IMCHIOBATHCS MIJITXOM BIAMPABKU XHOHUX JTAHUX.

165


mailto:vladyslav.poddelskyi@nure.ua

®di3u4HI aTaKd CTOCYIOTHCS MOXKJIMBOCTI 3JJOBMUCHUKA OTpUMAaTH (H13WUHUN
JIOCTYIT 10 CEHCOpiB Ta MpHUCTpoiB. Lleit mocTym mae 3Mory psimy arak OyTw
COpSAMOBAaHUMHU Ha 3HUIIEHHS a00 BHUKPAJACHHA MPHUCTPOIB, HE3aKOHHY
Moau(dikaIio Koay i oTpuMaHHs KOHQiIeHIiHHOT iHpopMarllii, Takoi K JaHi
aBTOpH3aIlii, KpunrorpadidyHi KUl TOIIO.

B poGoti Oyio po3risHYyTO METOAM 3aXUCTY BiJ OUIBIIOCTI BHUIIB aTak.
KmtouoBum mMetomom it 3a0e3medeHHs Oe3meku Bim  kibepatak €
kpuntorpadiunuit meroa. Kpunrorpadiuai anroputMu BUKOPUCTOBYIOTBCS IS
oesrmeuyHoro 30epiraHHs Ta mepemadi  iH@opmarii. IcHye 1Ba Metoau
KpunTorpaiuHoro mu@pyBaHHS — 1€ CUMETpPUYHE Ta AaCHUMETPHUYHE.
CuMeTpuyHUN aNropuT™M MWHUQPPYBaHHS BUKOPUCTOBYE OJMH KIIOY, a
ACUMETPUYHUI aJTOPUTM BUKOPUCTOBYE 1B Pi3HI[3].

KpunrorpadiuHi airopuT™u 3 aCHMETPUYHUM KIIFOYEM NOTPEOYIOTh OLIbIIIe
OOYHUCITIOBANILHOT TOTYXXHOCTI Ta TIaM ATi, HDK CHMETPUYHI aJITOPUTMH.
CumerpuuHuil MeTo WUpPyBaHHA OUIbII MIAXOAUTD Ui CUCTEMHU PO3yMHOIO
OyAMHKY, OCKUIbKH JATYUKA HE MAlOTh JIOCTaTHBO PECYPCIB ISl BUKOHAHHS
CKJIQJHOI Ta PECYpPCOEMHOI KpUNTOrpadii 3 BIIKPUTUM KIFOUEM.

TakuMm ynHOM, MOYKHA 3pOOUTH BUCHOBOK, 110 3aBJSKH PO3BUTKY [HTEpHETY
peueit (IoT) po3yMHi OyAMHKH CTaly JY)K€ MOMYJISIPHUMHU CEpell CIIOKUBAYIB.
BoHu MOXyTbh 3HaYHO MOJIETTLIUTH MOBCSAK/IEHHE KUTTS, 3a0€3Meuyoun Oe3IeKy,
KOH(1IEHIIIMHICTh, YNPABIiHHA €HEPrOCIOXUBAaHHAM Ta 1HIN QyHKIi. OIHAaK,
BOHU MOXYTbh OYTH BpazJIMBUMHM JI0 PI3HUX BHUJIB KiOepaTak, Takux siK (i3udHi
ataku, ataku tuny DoS Ta ataku TNy «I0auHa nocepeauHi». g toro, moo
3aXMCTUTH CUCTEMY BiJI ITUX aTaK, HEOOXIIHO BUKOPUCTOBYBATH Kpunrorpadivxi
METOAM Ta IHII METOoaU 3axucTy. Kpim Toro, ciijg IOTpUMYBAaTHCS 3aXOJiB
0e3MeKH, TaKUX K KOHTPOJb JOCTYIY Ta 3aXUCT MEPEXI Bl 3JIOBMUCHHKIB.
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