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Abstract—This document presents the synthesis and
analysis of the optimal interrogation signal detector in
aircraft transponders of interrogation radio engineering
systems under the action in the interrogation channel of
interrogation signal streams emitted both along the main and
side lobes of the interrogator antenna, as well as deliberate
uncorrelated and correlated interference. It is shown that
taking into account the elements and their arrangements in
the structure of the detector that evaluate the amplitudes of
useful signals, as well as the excess of the amplitudes of
superimposed interfering signals over them, makes it possible
to stabilize the probability of false alarm when useful request
signals are detected and, as a result, to improve the quality of
detection of interrogation signals in aircraft responders.

Keywords—radio engineering systems (RES), aircraft
transponder, request signals (RS), air traffic control (ATC).

REFERENCES

[1] F. Neindre, G. Ferre, D. Dallet, F. Letellier and K. Pitois, "A
Successive Interference Cancellation-based Receiver for Secondary
Surveillance Radar”, |EEE Transactions on Aerospace and
Electronic  Systems, pp. 1-12, 2022, pp. 1-12 DOL:
https://doi.org/10.1109/TAES.2022.3193649.

[2] 1. Swvyd, I. Obod, O. Maltsev, O. Vorgul, V. Chumak and B.
Bakumenko, "Estimation of the Spatial Coordinates of Air Objects
in Synchronous Radar Networks for Airspace Observation", 2021
IEEE 8th International Conference on Problems of
Infocommunications, Science and Technology (PIC S&T), 2021, pp.
425-428, DOI: https://doi.org/10.1109/PICST54195.2021.9772227.

[3] M. Leonardi and D. Fausto, "Secondary Surveillance Radar
Transponders classification by RF fingerprinting”, 2018 19th
International Radar Symposium (IRS), 2018, pp. 1-10, DOI:
https://doi.org/10.23919/IRS.2018.8448244.

[4] 1. Obod, I. Svyd, O. Maltsev, O. Vorgul, G. Maistrenko and G.
Zavolodko, "Optimization of Data Transfer in Cooperative
Surveillance Systems”, 2018 International Scientific-Practical
Conference Problems of Infocommunications. Science and

2022 IEEE 9th International Conference on

Problems of Infocommunications. Science and Technology

(5]

(6]

(71

(8]

(9]

[10]

[11]

[12]

[13]

Technology (PIC  S&T), 2018, pp. 539-542,
https://doi.org/10.1109/INFOCOMMST.2018.8632134.

X. Du, K. Liao and X. Shen, "Secondary Radar Signal Processing
Based on Deep Residual Separable Neural Network", 2020 IEEE
International Conference on Power, Intelligent Computing and
Systems (ICPICS), 2020, pp. 12-16, DOI:
https://doi.org/10.1109/ICP1CS50287.2020.9202372.

1. Svyd, I. Obod, O. Maltsev, V. Andrusevich, B. Bakumenko and
O. Vorgul, "Optimal Measurement of Signal Data Parameters of
Requesting Radar Systems", 2021 |EEE 3rd Ukraine Conference
on Electrical and Computer Engineering (UKRCON), 2021, pp.
138-141, DOl:
https://doi.org/10.1109/UKRCON53503.2021.9575235.

J. Pollack and P. Ranganathan, "Aviation Navigation Systems
Security: ADS-B, GPS, IFF", in International Conference on
Security & Management, SAM'18, International Conference on
Security & Management, SAM'18, Las Vegas, Nevada, USA, 2018,
pp. 129-135.

I. Obod, I. Svyd, O. Maltsev and B. Bakumenko, "Comparative
Analysis of Noise Immunity Systems Identification Friend or Foe",
2020 IEEE 40th International Conference on Electronics and
Nanotechnology ~ (ELNANO), 2020, pp. 751-756, DOI:
https://doi.org/10.1109/ELNANO50318.2020.9088856.

H. Duan, Y. Cheng, B. Shen, K. He and G. Bai, "LFM Interference
Cancellation Algorithm Based on MDPT-WC for Mark XIIA Mode
5", 2020 IEEE 20th International Conference on Communication
Technology ~ (ICCT), 2020, pp.  246-252,  DOI:
https://doi.org/10.1109/ICCT50939.2020.9295892.

I. Obod, I. Svyd, O. Vorgul, O. Maltsev, O. Datsenko and N.
Boiko, "Optimization of Data Processing Structure for Multi-
Position Radar Surveillance Systems", 2021 IEEE 3rd Ukraine
Conference on Electrical and Computer Engineering (UKRCON),
2021, pp. 133-137, DOl:
https://doi.org/10.1109/UKRCON53503.2021.9575286.

Y. Jiang, Z. Yang, C. Bo and D. Zhang, "Continuous IFF Response
Signal Recognition Technology Based on Capsule Network®,
Lecture Notes of the Institute for Computer Sciences, Social
Informatics and Telecommunications Engineering, 2021, pp. 455-
468, DOI: https://doi.org/10.1007/978-3-030-90196-7_39.

I. Svyd, |I. Obod and O. Maltsev, "Interference Immunity
Assessment Identification Friend or Foe Systems", Data-Centric
Business and  Applications, 2021, pp. 287-306, DOI:
https://doi.org/10.1007/978-3-030-71892-3 12.

R. Morales-Ferre, P. Richter, E. Falletti, A. de la Fuente and E.
Lohan, "A Survey on Coping With Intentional Interference in

DOl:

PI1C S&T 2027

979-8-3503-9891-5/22/$31.00 ©2022 IEEE


https://doi.org/10.1109/PICST57299.2022.10238515
https://ieeexplore.ieee.org/document/10238515
https://doi.org/10.1109/TAES.2022.3193649
https://doi.org/10.1109/PICST54195.2021.9772227
https://doi.org/10.23919/IRS.2018.8448244
https://doi.org/10.1109/INFOCOMMST.2018.8632134
https://doi.org/10.1109/ICPICS50287.2020.9202372
https://doi.org/10.1109/UKRCON53503.2021.9575235
https://doi.org/10.1109/ELNANO50318.2020.9088856
https://doi.org/10.1109/ICCT50939.2020.9295892
https://doi.org/10.1109/UKRCON53503.2021.9575286
https://doi.org/10.1007/978-3-030-90196-7_39
https://doi.org/10.1007/978-3-030-71892-3_12

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

PI1C S&T 2027

Satellite Navigation for Manned and Unmanned Aircraft”, IEEE
Communications Surveys & Tutorials, vol. 22, no. 1, pp. 249-291,
2020. DOI: https://doi.org/10.1109/comst.2019.2949178.

I. Svyd, I. Obod, O. Maltsev, O. Vorgul, I. Vorgul and I. Shevtsov,
"Method for Increasing the Interference Immunity of the Channel
for Measuring of the Short-Range Navigation Radio System", 2022
IEEE 16th International Conference on Advanced Trends in
Radioelectronics, Telecommunications and Computer Engineering
(TCSET), 2022, pp. 802-807, DOLl:
https://doi.org/10.1109/TCSET55632.2022.9767069.

O. Sauta, A. Shatrakov, Y. Shatrakov and O. Zavalishin, "Short-
Range Navigation Systems", Principles of Radio Navigation for
Ground and Ship-Based Aircrafts, 2019, pp. 31-42, DOI:
https://doi.org/10.1007/978-981-13-8293-2_3.

I. Obod, I. Svyd, O. Maltsev and S. Starokozhev, "The Effect of
Masking Interference on the Quality of Request Signal Detection in
Aircraft Responders of the Identification Friend or Foe Systems",
2020 IEEE International Conference on Problems of
Infocommunications. Science and Technology (PIC S&T), 2020, pp.
721-726, DOI: https://doi.org/10.1109/PICST51311.2020.9467955.

M. Leonardi, L. Di Gregorio and D. Di Fausto, "Air Traffic
Security: Aircraft Classification Using ADS-B Message’s Phase-
Pattern”, Aerospace, vol. 4, no. 4, p. 51, 2017. DOl
https://doi.org/10.3390/AEROSPACE4040051.

M. K. Abdul-Hussein, O. Strelnytskyi, I. Obod, I. Svyd and H.
Alrikabi, "Evaluation of the Interference’s Impact of Cooperative
Surveillance Systems Signals Processing for Healthcare",
International Journal of Online and Biomedical Engineering

(iJOE), wvol. 18, no. 03, 2022, pp. 43-59, DOL:
https://doi.org/10.3991/1JOE.v18i03.28015.
A. Nicolussi, S. Tanner and R. Wattenhofer, "Aircraft

Fingerprinting Using Deep Learning”, 2020 28th European Signal
Processing Conference (EUSIPCO), 2021, pp. 740-744, DOI:
https://doi.org/10.23919/EUSIPCO47968.2020.9287691.

T. Otsuyama, J. Honda, J. Naganawa and H. Miyazaki, "Analysis of
signal environment on 1030/1090MHz aeronautical surveillance
systems," 2018 IEEE International Symposium on Electromagnetic
Compatibility and 2018 IEEE Asia-Pacific Symposium on
Electromagnetic Compatibility (EMC/APEMC), Singapore, 2018,
pp. 71, DOI: https://doi.org/10.1109/ISEMC.2018.8394048.

I. Svyd, I. Obod, O. Maltsev and A. Hlushchenko, "Secondary
Surveillance Radar Response Channel Information Security
Improvement Method", 2020 IEEE 11th International Conference
on Dependable Systems, Services and Technologies (DESSERT),
2020, pp. 341-345, DOI:
https://doi.org/10.1109/DESSERT50317.2020.9125018.

S. Pleninger and M. Strouhal, "Activities for 1030/1090 MHz
Spectrum Saturation Alleviation", MAD - Magazine of Aviation
Development, wvol. 1, no. 2, 2013, p. 7, DOL
https://doi.org/10.14311/mad.2013.02.02.

T. Otsuyama, J. Naganawa, J. Honda and H. Miyazaki, "Measuring
Signal Environment in the Aircraft Surveillance Frequency by
Flight Experiments”, 2018 International Symposium on
Electromagnetic Compatibility (EMC EUROPE), 2018, pp. 44-47,
DOI: https://doi.org/10.1109/EMCEurope.2018.8485178.

[24]

[25]

[26]

[27]

(28]

[29]

(30]

(31]

(32]

(33]

(34]

(39]

October 10-12, 2022

C. Reck, U. Berold and L. -. Schmidt, "Detection of SSR signals in
multipath airport environments by a multichannel receiver," 2010
Asia-Pacific Microwave Conference, 2010, pp. 1685-1688.

V. Semenets, I. Svyd, I. Obod, O. Maltsev, O. Vorgul and B.
Bakumenko, "Comparative Quality Processing Analysis of Request
Signals in Secondary Radar Systems", 2021 IEEE 8th International
Conference on Problems of Infocommunications, Science and
Technology (PIC  S&T), 2021, pp. 516-520, DOI:
https://doi.org/10.1109/P1CST54195.2021.9772158.

N. Kumar, B. Jha and A. Sharma, "L Band Array Antenna for
Combined Interrogator Transponder (CIT) suitable for airborne
applications”, 2021 IEEE Indian Conference on Antennas and
Propagation (InCAP), 2021, pp. 835-838 DOl:
https://doi.org/10.1109/InCAP52216.2021.9726430.

T. Otsuyama, J. Naganawa, J. Honda and H. Miyazaki, "An
analysis of signal environment on 1030/1090MHz aeronautical L-
band systems", 2017 International Symposium on Antennas and
Propagation (ISAP), 2017, pp. 1-2, DOl:
https://doi.org/10.1109/ISANP.2017.8228911.

I. Svyd, I. Obod, O. Maltsev, O. Vorgul, V. Chumak and A.
Sierikov, "Analysis of the Impact of Interference on the Time
Position of Signals in Requesting Airspace Observation Systems",
2021 IEEE 8th International Conference on Problems of
Infocommunications, Science and Technology (PIC S&T), 2021, pp.
470-474, DOI: https://doi.org/10.1109/PICST54195.2021.9772138.

A. Strelnitskiy, V. Shokalo, E. Yagudina and M. Abdul-Hussein,
"Method of calculating the detection zone boundaries of the
Rayleigh Wi-Fi wireless channel with quasi-static fading”,
Radioelectronics and Communications Systems, vol. 55, no. 10,
2012, pp. 452-457, DOI:
https://doi.org/10.3103/s0735272712100032.

J. Gao, J. Zou and N. Guo, "A Secondary Surveillance Radar Data
Analysis Technique Based on Geometrical Method", Lecture Notes
in  Electrical Engineering, 2019, pp. 707-715, DOl:
https://doi.org/10.1007/978-981-13-6508-9_85.

V. Semenets, I. Svyd, |. Obod, O. Maltsev and M. Tkach, "Quality
Assessment of Measuring the Coordinates of Airborne Objects with
a Secondary Surveillance Radar", Data-Centric Business and
Applications, 2021, pp. 105-125, DOI: https://doi.org/10.1007/978-

F. Baccelli and P. Brémaud, "Poisson Streams", Palm Probabilities
and  Stationary  Queues, 1987, pp. 84-94, DOI:
https://doi.org/10.1007/978-1-4615-7561-0_18.

1. Obod, I. Svyd, O. Maltsev and B. Bakumenko, “Spatial Methods
for Increasing the Bandwidth of a Mobile Information Network",
2020 IEEE 15th International Conference on Advanced Trends in
Radioelectronics, Telecommunications and Computer Engineering
(TCSET), 2020, 50-54, DOl:
https://doi.org/10.1109/TCSET49122.2020.235388.

V. Zhyrnov and S. Solonskaya, "Semantic analysis of fluctuations
of a radar pack for identification of air objects", Radiotekhnika, no.
203, 2020, pp. 197-203, DOI:
https://doi.org/10.30837/rt.2020.4.203.22.

S. Solonskaya and V. Zhyrnov, "Semantic technology in a survey
radar at aircrafts detection and recognition", Radiotekhnika, vol. 1,
no. 196, 2019, pp. 32-37, DOl:
https://doi.org/10.30837/rt.2019.1.196.03.

Kharkiv, Ukraine


https://doi.org/10.1109/comst.2019.2949178
https://doi.org/10.1109/TCSET55632.2022.9767069
https://doi.org/10.1007/978-981-13-8293-2_3
https://doi.org/10.1109/PICST51311.2020.9467955
https://doi.org/10.3390/AEROSPACE4040051
https://doi.org/10.3991/ijoe.v18i03.28015
https://doi.org/10.23919/Eusipco47968.2020.9287691
https://doi.org/10.1109/isemc.2018.8394048
https://doi.org/10.1109/DESSERT50317.2020.9125018
https://doi.org/10.14311/mad.2013.02.02
https://doi.org/10.1109/EMCEurope.2018.8485178
https://doi.org/10.1109/PICST54195.2021.9772158
https://doi.org/10.1109/InCAP52216.2021.9726430
https://doi.org/10.1109/ISANP.2017.8228911
https://doi.org/10.1109/PICST54195.2021.9772138
https://doi.org/10.3103/s0735272712100032
https://doi.org/10.1007/978-981-13-6508-9_85
https://doi.org/10.1007/978-3-030-71892-3_5
https://doi.org/10.1007/978-3-030-71892-3_5
https://doi.org/10.1007/978-1-4615-7561-0_18
https://doi.org/10.1109/TCSET49122.2020.235388
https://doi.org/10.30837/rt.2020.4.203.22
https://doi.org/10.30837/rt.2019.1.196.03

