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The given work is devoted to construction of model informational safety
in ITS on the basis of carrying out of testing. The purpose of the work is
creation of protected ITS system from the malefactor by research of various
attacks for ITS system. The software is developed, permitting to create the
protected information system.



C pazsutuem HTC npennpusatuii BO3HMKaeT mnpodiiema obecneueHus
uHpopmarmonnoit 6ezonacHoctu (UB). Pazpaboranbl 1 akTHBHO TPUMEHSIOTCS
Pa3TUYHBIC TEXHOJIOTH, METOMbI, MEXAHW3Mbl W CPEACTBA O00ECIICUCHUS
nHOpPMAITMOHHON 0€30MacHOCTH B MH(OPMAIMOHHO-TEJICKOMMY HUKAIIMOHHBIX
cuctemax (MUTC). Omgnoit u3 texnonoruit 6e3omacaoctn uHdopmarmu 8 UTC
ABJIACTCS] TECTUPOBAHKUE TIPOTPAMMHBIX MTPOIYKTOB, TEXHUUECKUX CPEACTB U JIP.
Ha MPEIMET YCTOMYMBOCTH K aTakaM 3JIOYMBINIUICHHWKA B Takux cucremax. K
W3BECTHBIM TEXHOJIOTHSIM TECTUPOBaHHWSA OTHOcsATCS: Penetration testing
methodology, NIST-SP, OSSTMM wu apyrue.

B gokmane onpeneneHsl LMW, JOCTHralOIMEcid  MPOBEACHUEM
tectupoBanusi. K HHM B YacTHOCTH OTHOCSTCS. TIOBBIINICHUE YPOBHA
3AMUMIEHHOCTH TEXHUYECKUX CHUCTEM; WACHTH(DUKAIAA YA3BUMOCTEH, OIECHKA
PHCKOB, HAJUYME€ CHCTEM 3alllUThl C TOATBEPKACHHBIM COOTBETCTBHEM,
YJIYUIIEHUE OPTaHU3AUOHHON COCTABJISIFONIEH 3aIUThI U AP.

Omaum 13 cnoco0oB HapymeHnus pexuma Ub aBnsercs mpoHUKHOBEHHE
3JIOYMBIIIUICHHWKA B cucTeMy. [loaTOMy B JoKiane 3HAYMTEIHPHOC BHUMAHHE
yAensAeTCs NaHHOH cpepe TECTUPOBAHHUA.

OGnacth UCCIIETIOBAHUS TECTUPOBAHUS Ha MIPOHUKHOBEHUE
3JIOYMBIIJICHHUKA B CUCTEMY MpPEACTABJCHA B BUJE CEKIMH: 0O€30MaCHOCTb
WH)OPMAITMOHHBIX ~ PECYPCOB, HMHTEPHET  OE€30MacHOCTh, 0OE30MacHOCTH
IIPOLIECCOB  CUCTEMBI, 0€30MacHOCTh NEPENAaYu JIaHHBIX, 0€30MacHOCTh
OecrpoBOAHBIX ceTeit; pu3nueckas 6e30MacHOCTb.

Kaxnas obmactb coaepkuT HA0Op HEOOXOJMMBIX IIaroB, KOTOPBIE
MO3BOJISIIOT TPEAOTBPATUTh TMPOHWUKHOBECHHUE 3JIOYMBINIJICHHUKA B CUCTEMY H
onpenenaoTes s KoukpetHoit UTC.

ABTOpamMu MPUBEICHHI TPAKTHYECKUE PEKOMEHIAIMHA TI0 UCTIOJIE30BAHUIO
METOJIOB TECTUPOBAHUA W O0CCHEUCHUIO O€30MAaCHOCTH KOPIOPATUBHOM CETH
OpraHu3aluy.



