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ANALYSIS OF REALIZATION AND METHOD OF
DETECTING LOW-INTENSITY HTTP-ATTACKS.
PART 2. METHOD OF DETECTING SLOW HTTP
ATTACKS
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Abstract - Analysis of the implementation specifics Slow HTTP- attacks allowed to allocate a set of features, based on which is possible to
detect this type of attack. The model of the web- server’s behavior when implementing Slow HTTP- attack was created. The model is based on
Markov chains using the machine as a means of describing the web-server transitions between states. The formulary relations allowing to
calculate the probability of transition of web-server into overload condition for known values of intensities Incoming and outgoing requests
were derived. Definable relations allowing to calculate the transition to web-server overload condition using the method of generating functions
were withdrawn.

Anomauisa — Ananis ocodoausocmeti pearisayii Slow HTTP - amax do- Annomavus — Anarus ocoderrocmer: pearusavyuu Slow HTTP-amax nos-
360AU6 GUOIAUMY HADIP 03HAK, HA NIOCMABT AKUX MOKAUGE SUSIEACHHS 60AUA 6bI0eAUNID HAOOP NPUSHAKOS, HA OCHOGAHUU KOMOPLIX 603MOXKHO 00-
amax danozo mumny. Pospobaero moderv web -cepsepa npu pearisauii Hapyxkerue amax 0anrozo muna. Paspabomara moderv web-cepsepa npu pe-
Slow HTTP - amaxu. ModeAv 3acHo6ana na 6uKopucmanti anapany arusaruu Slow HTTP-amaxu. Modeab 0cHO6aHA HA UCNOALIOBAHUU ANNA-
Mapriscokux Kia, sk 3aco0y onucy nepexodis web - cepsepa mix cma- pama Mapkosckux ueneil kax cpedcmea onucanusl nepexodos web-cepsepa
Hamu . Busedeno anarimuumi cnigsioHoueH s, w0 00360A510Mb po3- Mexdy cocmosHusMu. Boieedenvr coommouienus, no3eoAstoujue paccui-
paxysamu itmosipricmy nepexody web - cepéepa 6 cman nepesanma- mamb 6eposmHocHb nepexoda web-cepeepa 6 cOCMOsHUe NepezpysKiL Npi Us-
KeHHs npu BI00MUX SHAUEHHAX iHMeHCUgHOCHel! HA0X00XKeHHS 1 00- BeCHbLX SHAYEHUAX UHIMEHCUSHOCTeT! nocynAeHus u 00pabomku sanpo-
pobKu sanumis. Busederio anarximuuni cniégioHouLeHHs, U0 0036025~ co6. Buisederior sasucumocmu, no36oAstoujUe paccuumamy pems nepexooa
10mb pospaxysamu uac nepexody web -cepsepa 6 cman nepesamma- web-cepéepa 6 cocmosHue nepezpysku npu NOMOULL Menoda npouse00AuUx
KeHHSL 30 0010M02010 Memody 6UPOOHUMUX PYHKIIT. Pyrryui.
Introduction

The main implementation feature of DoS-attacks on network and transport layers is
generating significant traffic, which allows blocking the bandwidth of attacked site. Abrupt
generation of large amounts of traffic causes anomalies in statistical description. Modern
IDS's are directed towards discovering such anomalies [1].For this purpose they use wavelet
analysis, regression analysis, etc. [2]

Slow HTTP-attacks differ from simple DoS-attacks by the absence of such large
amounts of traffic. Thus, all means that are aimed at detecting and preventing DoS-attacks
on network and transport layers are low efficient in this case.

Consequently, it is necessary to develop a mathematical model, which will formalize
this type of attacks, as well as to develop an algorithm to detect it.
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I. Slow HTTP-attack detection model

Investigations of this attack type’s nature showed that during implementation of such
attacks the flow of attacker's requests can be considered as the simplest one.

Parameters of http-requests (length, data reception rate, size of received data and de-
lay between acknowledgments) are identical and constant. This fact allows describing at-
tacked Web-server as a queuing system of M/M/N type, where N stands for maximum num-
ber of concurrent http-requests (maximum number of processes (threads) that can be run
simultaneously by Web-server). For example, for Apache server it can be replaced by «Max-
Clients» parameter from the configuration file «http.conf».

The presence of buffer can be neglected in this case since it does not affect the fact of
launching an attack, but affects only its duration. Hence, the graph of attacked web-server
states can look like as shown in Fig. 1.
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Fig. 1. Tagged graph of Web-server state transition

The states of the web-server are:
So - 0 requests are being served;
S1-1request is being served;

Sw1 - n-1 requests are being served;

Sn - n requests are being served, server is overloaded.

The parameters of the model are:

1n - maximum number of concurrent http-requests;

K - current number of concurrent http-requests;

A - arrival rate of http-requests;

U - intensity of http-request serving.

According to the mass service theory, one of two events which lead to change of web-
server state can occur at the same time:

- http-request inflow, that leads to transition to a neighboring state; if server is in a
state S , its state does not change which corresponds to denial of service;

- completion of http-request serving and transition to a state with a lower number.

The above arguments allow using the Erlang's formula to calculate probabilities for
each (k-th) state (p,) of Web-server:
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Expression (1) allows associating request arrival rate (A ) with request serving rate () [3].

As was mentioned in [4], the feature of slow-http attacks is not a significant increase of the
input stream intensity, but drop of served http-requests number with a steady input stream.

Fig. 2 shows the probability distribution of Web-server states during normal operation
mode (a), and during the implementation of slow-http (slow head) attacks (b-d).
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Fig. 2. Graph of web-server state distribution for different values of a

As can be seen from the graph shown in Fig. 2, probability distribution of Web-server
states shifts to the right during attack implementation. Hence, slow-http attack detection
system can calculate this parameter in real time and generate warnings.

The disadvantage of this approach is inability to assess the time when server status
changes to “overloaded”. It is proposed to use the generating functions method to overcome
this problem [5].

According to this method system is represented by a set of states and characteristics of
transitions between them written as: f(p,,t,)=p,z", p, - probability of transition to state i,
t. - transition time to state i.

Previously obtained web-server state model, provided in the form of a Markov chain,
was displayed using the method of generating functions in order to obtain probability-time
graph presented in Fig. 3.
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Fig. 3. Probability-time graph of Web-server state transitions

According to the methods of probability-time graph conversion, it can be converted to
the form shown in Fig. 4.
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Fig. 4. Transformed probability-time graph of Web-server state transition
Generating function of this graph is:
Fi(z)=(}.  Pz")1-Pz")". 3)

Transit time to the overloaded state of attacked server can be determined using this
expression:
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Fig. 5 shows the dependence of transit time to the overloaded state of Web-server on
intensity ratio of the input and output streams.
The analysis of this dependence shows that it is non-linear and therefore, for effective
prevention of such attacks, detection system must be activated before a reaches the value of
500. After this value, an abrupt acceleration of server overload occurs, and server cannot

continue to serve users [6].
Conclusion

Implementation model of Slow HTTP-attacks, developed using Markov chains and
queuing systems theory, allowed to obtain the initial data for attack detection model that
uses the method of generating functions.

Such attack detection model allows measuring the transition time to overloaded con-
dition of attacked system. This can be used for attack prevention algorithms.
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Fig. 5. The dependence of transit time to the overloaded state of Web-server on intensity
ratio of the input and output streams.

However, this model has some drawbacks, such as:

- the inability to track the location of attacker's host;

- the absence of legitimate traffic distinguishing mechanism in case of a bad client's
link or during high user activity.

These disadvantages are the prerequisites for further improvement of the model. The
improvement of this method is planned at the next stage of research, which will eliminate
the above disadvantages and allow further using the model as low intensity attack detection
system on application layer or as an additional tool for existing IDS-systems.
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