JOJIATOK A IIporpamuuii Kkoj

A.1 Peamizariis po6oTH 3aCTOCYHKY

Jlictaur 1.1 — Kunac traffic_analyzer.py

import pyshark

from packet sniffer.sniffer mode import SnifferMode
from pcap handler.feature preparer import Preparer
from idnn.core import Predictor

from idnn.core import Trainer

import argparse

predictor = Predictor()
preparer = Preparer()
trainer = Trainer ()

capture: pyshark.capture

def

def

def

train(filename) :
trainer.train(filename)
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prediction with data (packet data, additional packet data):
predictor.make prediction(packet data, additional packet data)

handle sniffed data(packet):
preparer.start feature extraction (packet,

callback=prediction with data)

def

live traffic capture(interface=None) :
global previous packet timestamp, iat, capture
if interface is None:
interface = SnifferMode.online.interface
capture = pyshark.LiveCapture (interface=interface,

include raw=True)

def

def

for packet in capture.sniff continuously() :
handle sniffed data(packet)

pcap_traffic(file=None) :
if file is None:
file = SnifferMode.offline.interface

use json=True,

capture = pyshark.FileCapture(file, use json=True, include raw=True)

for packet in capture:
handle sniffed data (packet)

start sniffer (mode) :

if mode == SnifferMode.online:
live traffic capture()

else:
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pcap_traffic()

def cli(input file, input interface):
if input file is not None:
pcap_ traffic(file=input file)
else:
live traffic capture(interface=input interface)

def main() :
parser = argparse.ArgumentParser ()

input group = parser.add mutually exclusive group (required=True)
input group.add argument (

"_i"’

"-—interface",

action="store",

dest="input interface",

help="Cherimoya will capture online packet data from

INPUT INTERFACE",

)

input group.add argument (
ll_fll’
"__file",
action="store",
dest="input file",
help="Cherimoya will capture offline packet data from .pcap
INPUT FILE",
)

args = parser.parse_args()

try:

cli(args.input file, args.input interface)
except KeyboardInterrupt:

capture.close()

if name == ' main ':

main ()

Jlictaur 1.2 — Knac feature extractor.py

import pyshark
from pcap handler.packet data import PacketData
from pcap handler.feature extractor base import BaseFeatureExtractor

class FeatureExtractor (BaseFeatureExtractor) :

def get data(self) -> PacketData:
return self. get packet data()

def assign_tcp flags(self, packet):
self. extract tcp flags (packet)

def assign_flags_ count(self, ack, syn, fin, rst, urg):
self. extract flags count (ack, syn, fin, rst, urg)



def extract feature(self, **kwargs):
self. extract features (**kwargs)

def assign layer flags(self, packet):
self. determine layer flag(packet)

Jlictaur 1.3 — Knac feature extractor base.py

from enum import Enum
from pcap handler.packet data import PacketData
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from pcap handler.dynamic features extractor import DynamicLengthFeature

from pcap_ handler.dynamic features extractor
DynamicMeasurementFeature

class FeatureKwargsKey (Enum) :

import

proto = 'proto'
iat = 'diat'

length

= 'length'

measurements = 'measur'
duration = 'duration'
flow duration = 'flow duration'

rate =

'rate’

srate = 'srate'

drate = 'drate'

header length = 'header length'
total size = 'total size'
number = 'number'

class BaseFeatureExtractor:

def init (self):
self.packet data = PacketData()

def extract features(self, **kwargs):
for key in kwargs.keys():

self.packet data.

self.packet data.

self.packet data.

self.packet data.
el)

self.packet data.

self.packet data.

match key:
case FeatureKwargsKey.proto.value:

set protocol type (kwargs|[FeatureKwargsKey.proto.value])
case FeatureKwargsKey.iat.value:

set iat (kwargs[FeatureKwargsKey.iat.value])

case FeatureKwargsKey.length.value:
stat = kwargs|[FeatureKwargsKey.length.value]
self. extract statistic(stat)

case FeatureKwargsKey.measurements.value:
stat = kwargs|[FeatureKwargsKey.measurements.value]
self. extract measurements (stat)

case FeatureKwargsKey.duration.value:

set duration (kwargs[FeatureKwargsKey.duration.value])
case FeatureKwargsKey.flow duration.value:

set flow duration (kwargs|[FeatureKwargsKey.flow duration.valu
case FeatureKwargsKey.rate.value:

set rate (kwargs|[FeatureKwargsKey.rate.value])
case FeatureKwargsKey.drate.value:

set drate (kwargs[FeatureKwargsKey.drate.value])
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case FeatureKwargsKey.srate.value:

self.packet data.set srate(kwargs|[FeatureKwargsKey.srate.value])
case FeatureKwargsKey.header length.value:

self.packet data.set header length(kwargs[FeatureKwargsKey.header length.valu
el)
case FeatureKwargsKey.total size.value:
self.packet data.total size
kwargs [FeatureKwargsKey.total size.value]
case FeatureKwargsKey.number.value:

self.packet data.set number (kwargs[FeatureKwargsKey.number.value])

def extract tcp flags(self, packet):
self.packet data.set fin flag(packet)
self.packet data.set syn flag(packet)
self.packet data.set rst flag(packet)
self.packet data.set psh flag(packet)
self.packet data.set ack flag(packet)
self.packet data.set ece flag(packet)
self.packet data.set cwr flag(packet)

~ o~ o~~~ —~

def determine layer flag(self, packet):
self.packet data.set is http(packet)
self.packet data.set is https (packet)
self.packet data.set is dns (packet)
self.packet data.set is smtp (packet)
self.packet data.set is ssh(packet)
self.packet data.set is irc(packet)
self.packet data.set is tcp(packet)
self.packet data.set is udp (packet)
self.packet data.set is telnet (packet)
self.packet data.set is dhcp (packet)
self.packet data.set is arp(packet)
self.packet data.set is icmp (packet)
self.packet data.set is ipv (packet)
self.packet data.set is llc(packet)
def extract statistic(self, stat: DynamicLengthFeature):
self.packet data.min stat.min packets

self.packet data.max stat.max packets

self.packet data.avg stat.mean packets

self.packet data.total sum stat.sum packets
self.packet data.

std stat.std

def extract measurements(self, stat: DynamicMeasurementFeature) :

self.
self.
self.
self.
self.

def

self.
self.
self.
self.
self.

packet data

packet data.
packet data.
packet data.
packet data.

extract flags count (self,
packet data.
packet data.
packet data.
packet data.
packet data.

# GET PacketData

def get packet data(self)

.set magnitude (stat.magnitude)
set radius(stat.radius)

set covariance (stat.covariance)
set variance(stat.var_ratio)
set weight (stat.weight)

ack, fin,
ack

syn

fin

rst

urg

syn, rst, urg):

ack count =
syn_count
fin count
rst count

urg count

-> PacketData:

return self.packet data
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Jlictaur 1.4 — ®aiin feature preparer.py

import dpkt

from pcap handler.dynamic features extractor import DynamicFeatures

from pcap handler.qualifier import TransportlLayer

from pcap_handler.connectivity features extractor import
ConnectivityFeatures

from pcap handler.flow extractor import FlowExtractor

from pcap handler.feature extractor import FeatureExtractor

from pcap handler.packet data import AdditionalPacketData

class Preparer:

def init (self):
self.first pack time = 0
self.flow duration = 0
self.rate, self.srate, self.drate = 0, 0, O
self.ethsize = []
self.src ports = {}
self.dst ports = {}
self.tcp flows = {}
self.udp flows = {}
self.src _packet count

{} # saving the number of packets per
source IP

self.dst packet count = {} # saving the number of packets per
destination IP

self.dst port packet count = {} # saving the number of packets
per destination port

self.src_ip byte, dst ip byte = {}, {}

self.tcp flow flags = {} # saving the number of flags for each
flow

self.ips = set() # saving unique IPs

self.number of packets per transaction = 0 # saving the number

of packets per transaction
self.incoming pack = []
self.outgoing pack = []
self.src_to dst pkt, self.dst to src pkt = 0, 0
self.additional data = AdditionalPacketData/()

def erase length (self):
self.ethsize = []
self.incoming pack = []
self.outgoing pack = []

def start feature extraction(self, packet, callback):
ack count, syn count, fin count, urg count, rst count = 0, 0, O,

extractor = FeatureExtractor ()
ts = float(packet.sniff timestamp)
raw_data = packet.get raw packet()
packet frame size = 0
dpkt eth = None
if hasattr(packet.eth, 'trailer raw'):
trailer = packet.eth.trailer raw[0]
raw_hex = raw_data.hex().removesuffix(trailer)
packet bytes = bytes.fromhex (raw hex)
packet frame size = len(packet bytes)
dpkt eth = dpkt.ethernet.Ethernet (packet bytes)
else:
packet frame size = len(raw_data)
dpkt eth = dpkt.ethernet.Ethernet (raw data)

extractor.extract feature(total size=packet frame size)



if hasattr (packet, 'ip") or hasattr (packet,

hasattr (packet, 'arp'):
self.ethsize.append (packet frame size)

srcs = {}
dsts = {}
if len(self.ethsize) % 20 == 0:

packet length feature
DynamicFeatures.dynamic calculation(ethsize=self.ethsize)

packet measur stats
DynamicFeatures.dynamic_streams (incoming=self.incoming pack,

outgoing=self.outgoing pack)

extractor.extract feature (length=packet length feature,

measur=packet measur stats)

self.erase length(()

self.first pack time = 0
last pack time = ts

iat = last pack time - self.first pack time
extractor.extract feature(iat=iat)
self.first pack time = last pack time

else:

packet length feature =

DynamicFeatures.dynamic calculation(ethsize=self.ethsize)

extractor.extract feature (length=packet length feature)

last pack time = ts
iat = last pack time - self.first pack time

extractor.extract feature(iat=iat)

dpkt packet=dpkt eth)

self.first pack time = last pack time
connectivity = ConnectivityFeatures (packet,
src = connectivity.get source ip()

dst = connectivity.get destination ip()

if src in dsts:

self.outgoing pack.append (packet frame size)
else:

dsts[src] = 1

self.outgoing pack.append(packet frame size)

if dst in srcs:

self.incoming pack.append (packet frame size)
else:

srcs([dst] =1

self.incoming pack.append(packet frame size)

packet measur stats =

DynamicFeatures.dynamic_streams (incoming=self.incoming pack,

outgoing=self.outgoing pack)

extractor.extract feature (measur=packet measur stats)

connectivity = ConnectivityFeatures (packet,

dpkt packet=dpkt eth)

proto = connectivity.get protocol type()
self.additional data.proto = proto
duration = connectivity.duration ()

extractor.extract feature (proto=proto, duration=duration)



packet) :
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extractor.assign layer flags (packet)

src_ip connectivity.get source ip()
dst ip = connectivity.get destination ip()

self.additional data.src ip = src_ip
self.additional data.dst ip dst ip

if connectivity.related to tranport (TransportLayer.udp,

src_port connectivity.get source port()
dst port = connectivity.get destination port()

self.additional data.src_port = src_port
self.additional data.dst port = dst port

flow sorted ([ (src_ip, src port), (dst ip, dst port)])
flow = (flow[0], flow[1l])
flow data = {
'byte count': packet frame size,
'ts': ts
}
if self.udp flows.get (flow) :
self.udp flows[flow].append(flow data)
else:

self.udp flows[flow] = [flow data]

packets = self.udp flows[flow]

self.number of packets per transaction

flow _byte, self.flow duration,
FlowExtractor.get flow duration(self.udp flows, flow)

len (packets)
idle time

self.src to dst pkt, self.dst to src pkt

FlowExtractor.get src dst packets(self.udp flows, flow)

extractor.extract feature(flow duration=self.flow duration,
header length=flow byte)

packet) :

elif connectivity.related to tranport (TransportLayer.tcp,

src_port connectivity.get source port()
dst port = connectivity.get destination port()

self.additional data.src_port = src_port
self.additional data.dst port dst port

flag values = connectivity.get flag values (dpkt eth)

flow = sorted([(src ip, src port), (dst ip, dst port)])
flow = (flow[0], flow[1l])
flow data = {
'byte count': packet frame size,
'ts': ts
}

if self.tcp flows.get (flow):
self.tcp flows[flow].append(flow data)
# comparing Flow state based on its flags
ack count, syn count, fin count, urg count, rst count

self.tcp flow flags[flow]

ack _count, syn count, fin count, urg count, rst count

= FlowExtractor.compare flow flags (packet,

ack count,



syn_count,
fin count,
urg_count,
rst count,

flag values)

ack count,
syn_count,
fin count,
urg_ count,
rst count,

flag values)
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self.tcp flow flags[flow] = [ack count, syn count,
fin count, urg count, rst count]

else:
self.tcp flows[flow] = [flow data]

ack count, syn count, fin count, urg count, rst count
= FlowExtractor.compare flow flags (packet,

self.tcp flow flags[flow] = [ack count, syn count,
fin count, urg count, rst count]

extractor.assign tcp flags (packet)

extractor.assign flags count (ack count, syn_count,
fin count, rst count, urg count)

packets = self.tcp flows[flow]
self.number of packets per transaction = len (packets)
flow byte, self.flow duration, idle time

FlowExtractor.get flow duration(self.tcp flows, flow)

self.src_to dst pkt, self.dst to src pkt

FlowExtractor.get src dst packets(self.tcp flows, flow)

extractor.extract feature(flow duration=self.flow duration,

self.flow duration

header length=flow byte)

if self.flow duration != 0:
self.rate = self.number of packets per transaction

self.srate = self.src to dst pkt / self.flow duration
self.drate = self.dst to src pkt / self.flow duration

extractor.extract feature (number=len (self.ethsize),
rate=self.rate,
srate=self.srate,
drate=self.drate)

packet data = extractor.get data()
callback (packet data, self.additional data)
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Jlictaur 1.5 — Kinac core.py

import time

sklearn.preprocessing import StandardScaler

tgdm import tgdm

sklearn.model selection import train test split

sklearn.ensemble import RandomForestClassifier

from sklearn.metrics import accuracy score, fl score, precision score,

from
from
from
from

recall sco

re

import pickle

import optuna

from idnn.intermediate model import TTS
from idnn.constants import Attack, mapping

class Trainer:

NA'")

def init (self):
self.model = None
self.df = pd.DataFrame /()
self.tts: TTS

def

def

def

def

self.scaler = StandardScaler ()
self.maximize = 'maximize'
self.num trials = 10

self.study = optuna.create study(direction=self.maximize)
self.model trained = False

read dataset (self, name):

print ('Start dataset allocation')

start time = time.time()

self.df = pd.read csv(name)

end time = time.time ()

execution time = end time - start time

print (f"Proccessed CSV DataFrame time: {execution time}")

mapper (self) :
print ('Mapping label class values')
self.df["label'] = self.df['label'].map (mapping)

preprocess (self):
print ('Preprocess dataframe. Reset indexes, drop duplicates, drop

self.df = self.df.dropna/)

self.df
self.df

self.df.reset index (drop=True)
self.df.drop duplicates ()

features (self):

print ('Sklearn train test process')
target column = 'label'

X = self.df.drop(target column, axis=1)

y = self.df[target column]
start time = time.time ()
X train, X test, y train, y test = train test split(X, vy,

train _size=0.2,
self.tts = TTS(X train, y train, X test, y test)

end time = time.time ()

execution time = end time - start time

print (f"Proccessed TRAIN TEST SPLIT Time: {execution time}")

def

random_ state=12)

make scale(self):

print ('Transform values with Scaler features')

start time = time.time ()

self.tts.x train = self.scaler.fit transform(self.tts.x train)



def

log=False)

log=False)
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self.tts.x test = self.scaler.transform(self.tts.x test)
end time = time.time ()
execution time = end time - start time

print (f"Proccessed StandardScaler Time: {execution time}")

hyperparameters (self, trial):
print ('Inject hyperparameters')
max depth = trial.suggest int('max depth', 2, 32, log=False)

max features = trial.suggest int ('max features', 2, 4e,
n_estimators = trial.suggest int('n estimators’, 3, 30,
classifier = RandomForestClassifier (max features=max features,

max_ depth=max depth, n estimators=n_estimators)

def

classifier.fit(self.tts.x train, self.tts.y train)
accuracy = classifier.score(self.tts.x test, self.tts.y test)
return accuracy

optunate (self):
print ('Optunate hyperparameters')
with tgdm(total=self.num trials) as progress_bar:
def callback(study, trial):
progress bar.update (1)

self.study.optimize (self.hyperparameters,

n trials=self.num trials, callbacks=[callback])

def

print (£'BEST TRIAL: {self.study.best trial}')

start train(self):

print ('Start train')

max features = self.study.best trial.params|['max features']
max depth = self.study.best trial.params['max depth']
n_estimators = self.study.best trial.params['n estimators']

self.model = RandomForestClassifier (max features=max features,
max depth=max depth,
n estimators=n_ estimators,
verbose=2)

self.model.fit (self.tts.x train, self.tts.y train)

model train = self.model.score(self.tts.x train,

self.tts.y train)

def

model test = self.model.score(self.tts.x test, self.tts.y test)
print (f'Train Score: {model train}\nTest Score: {model test}')
self.model trained = True

show metrics (self):
if self.model trained is False:

y_pred.round()))

return
X test = self.scaler.transform(self.tts.x test)
y_pred = self.model.predict (X test)
print ("Accuracy:", accuracy score(self.tts.y test,
print ("Precision:", precision_ score (self.tts.y test,

y _pred.round(), average='macro'))

print ("Recall:", recall score(self.tts.y test, y pred.round(),

average='macro'))

print ("F1 Score:", fl score(self.tts.y test, y_pred.round(),

average='macro'))

def

save (self, path):
with open(path, 'wb') as f:
pickle.dump (self.model, f)



def train(self, dataset name):

self.
self.
self.
self.
self.
self.
self.
self.

read dataset (dataset name)
mapper ()

preprocess ()

features ()

make scale()

optunate ()

start train()

show metrics()
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XapKiBCbKHIA HAI[IOHATIBHUM YHIBEPCUTET PAIiOCIEKTPOHIKU
Kadbeapa EOM

Moneis Ta METOIU BUSABJICHHS
IIAPOKOMACIITA0HO1 aTaku B cepegoBuiil loT

Kgamnigikamiitna po6ora
Jpyruii (MaricrepbCckuii) piBeHb

AKTyaabHICTh

« Pocryua KiIbKICTh PUCTPOIB, IIHA 1 BAXKIMBICTH 1H(OpMallii 301bI1Iye
PHU3HK KiOep3arpo3 1 BUKpaJIeHHIO iH(opMallii B KOpUCHUX HUIsX. Buxomsuu
3 IIBOTO, PO3POOKA IHTEIEKTYAIbHIX METO/IIB Ta CHCTEM BUSBIICHHS
BTOPTHEHB 1711 TpucTpoiB loT cTae HeoOXimHOO IS iX €hEeKTUBHOTO
3aXHCTY.

. Tewma Ge3nexn iH(pOPMAILIHHOTO CEPEAOBHUIIA CTAE Aeai aKTYaIbHOIO 1
KibepOe3mneka Ha0yBa€e KUTTEBOT BAXKIMBOCTI, 3 oy Ha Te mio [oT €
JIpaifBEpOM MTPOMHCIIOBOI PEBOIIIOIIIT Ta CUCTEMOIO ISl 300pY )KUBUX JIAHUX.

TakuM 4rHOM, cHCTEMa BUSIBJICHHS BTOPTHEHB € HEOOXITHOIO JIst
BUSIBJICHHS 1 3aXHUCTY MEPEXKi Ta TIOB’ sI3aHUX CHCTEM BiJl TOTOYHHX 1
MaiiOyTHIX Kibeparax. 2
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Mera Ta mocTaHOBKa 3aj1ayl

MeTtoto 1aHoi poOOTH € 3aNPONOHYBAHHS CUCTEMHU
BUSIBJICHHSI BTOPTHEHB B PEXKUMI PEIbHOTO Yacy, sKa Oyme
HaBUCHA Ha HAOOPI1 3 BEJIMKUM OOCITOM JIaHUX, 3a
JIOTIOMOTO0 HEHPOHHOT MEPEKi 3 BUKOPHUCTAHHAM
aHcaMOJIEBOr0 METO/Iy MAllIMHHOTO HaBYaHHS.

3agada 11i€i poOOTH CKIIAIa€ThCs 3 IPOBEACHHS aHATI3Y
ICHYFOUMTX KOHIICMI[IH Ta METO(IB BUSBJICHHS BTOPTHEHD B
iHppacTpykTypi [0T Ta po3poOIICeHHS BIaCHOI CUCTEMU
BUSIBJICHHSI BTOPTHEHB 1 CTBOPEHHS MMPOTPaMHOTO
3a0e3neuenHs y Bunsial CLI inTepdeiicy.

MGTOI[I/I CHUCTCM BUABJICHHA BTOPI'HCHB

CucrteMu BUSIBIIEHHS! BTOPTHEHb MOXKYTh BUKOPHCTOBYBATH Pi3HI METOAM, TaKi
SIK CHTHATypHUH aHaJi3, BUSBJICHHS aHOMaJili, BAKOPUCTaHHS 1HTEIEKTyaTbHUX
TEXHOJIOT1H, BKJIFOYAI0UX MAlIMHHE HAaBYaHHS Ta €BPUCTHYHUN aHAI3.

3a3Buuail CUCTEMU BUSBIICHHS] BTOPTHEHb BUKOPHUCTOBYIOTH JIBa OCHOBHI
MIAXOAU JUIs BUSBJICHHS MOTEHLIHHUX 3arpo3:

« CurnHatypHuil aHaJi3 — METOJ KU TPYHTYETHCS HA BUKOPUCTaHHI BU3HAYEHUX
cUrHaTyp a0o MaTepHiB I iIeHTU(IKAIIX a00 Po3IMi3HaBaHHS KOHKPETHHX
BiIOMUX 3arpo3. CUTrHaTypu MOXYTh MPEACTABIATH 3 ce€0€ KOHKPETHI MPUKIIAIH
a00 BHpa3u B LIKIJIMBOMY MPOrPaMHOMY KO/, YHIKaJIbHI XapaKTEPUCTUKH TOTO
9H {HIIIOTO BIpYCY 4M CrIocOOM BTOPTHEHHS, SIKi paHile Bxe Oy BU3HaueHi abo
BuBYeHi. IDS 3acTocoBye 11i CHTHATYpH JUIs TIOIIYKY BXITHUX JaHUX YU
AKTUBHOCTH B MEPEXi, SIKi BI/IMTOBIAIOTh 3a3HAYEHUM CUTHATYpaM.

4
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MCTOI[I/I CHUCTCM BHUABJICHHA BTOPI'HCHB

- Busienienns anomanii — MeTox KM 0asyeThCs Ha aHaIli31 3BMYAMHOL
MOBEIIHKU MEPEKi, CUCTEMH, KopI/ICTyBaqlB 4l iHIUX 00’ ekTiB. Cucrema
MeTony Oyaye MOAeNb TaK 3BaHOl ,HOpMH'* Ha OCHOBI ICTOpPHYHHX [JaHKX,
(boKycyeThcs Ha BUABJICHHI HE3BUYAHOCTEH, BIIXWIIEHHIO B1JI LII€1 HOPMH,
sIKe MOXke OyTH O3HAKOIO HOBHUX 3arpo3 abo mijosp.

Jlo HifXOiB BUSIBICHHS MOXKEMO BIJAHECTU: CTATHCTHYHI METONH, MCTOIH
MAIlIMHOTO HABYAHHS, METO/M MOPiBHHSA 3pa3KiB. BusBIeHHs aHOMATi
MOXKE TIPOBOJIUTCS HA OCHOBI MAaTEPHIB MEPEKEBOT0 TpadiKy, HEMPABUIHLHUX
aapec abo MopTiB, HE3BUYHUX 00’ €MiB TaHUX, aHAJI3 JoT (aliiB.
3acTocyBaHHS LIbOI'O METOY JOMOMOIa€ BUSIBIISITH aTakH, sIKi MOXKYTh OyTH
HEBIJIOMUMU Ta Hemepea0aueHuMU, 10 pOOUTh HOro e)eKTUBHUM 1
KOPHCHHUM JIJI 3aXUCTY BiJl HOBUX aTak Ta 3arpos.

MamuHaHe HaBuaHHA B IDS

MaiiiiHHe HaBYaHHS BIJITPa€ BaXKIIMBO POJIb Y MOKPAIICHH]
e(eKTUBHOCTI Ta a/IaITUBHOCTI B CUCTEMAaX BUSBIICHHS BTOPTHEHb.
Bowo no3Boisie ciucremam aHaII3yBaTH JAaHl, HABYATUCS HA X OCHOBI Ta
BUSIBJIATH HOB1 HEB1IOMI 3arposu, KﬂacnquyBaTH o/l K Oe3IIeuH1 Yu
m):[ospun HaBuanus Mozeni Ha OCHOBI ICTOPMYHHUX [JAHHX T2
TIOBE/IIHKH JIOTIOMOT'a€ aBTOMATUYHO PO3MI3HATH HOBI aTaKu YH
3arpo3mu.

Maruvnne HaB4aHHs €)EKTUBHO NPALIOE 3 BENMKUMH 00CSAraMu JJaHUX,
L0 IO3BOJISIE BUSIBILITH CKJIa/IHI IIATCPHHU Ta B3aEMOZII, SIKI MOXKe OyTH
BaKKO BUSIBUTH 3a JOIIOMOTOI0 TPAIUIIIHHIX METOIIB. 3aCTOCYBaHHS
ML no3Borisie cTBOproBaTH iHTENEKTyallbH1 IDS, siei MoxXyTh
B3a€EMOJIIATH Ta PO3MI3HABATH aTaKd HA BUCOKOMY PiBHI.
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[lopiBHSIHHSI HEHPOMEPEXK /1151 BUSHAYCHHSI
HaOIBII H1AX0KO01

Train Test | Accuracy
Score | Score

XGBClassifier 0.9999 0.9950 0.9950 0.8501 0.7648 0.7945

VotingClassifier 0.9882 0.9864 0.9864 0.8077 0.7825 0.7641

AdaBoostClassifier 0.9756 0.9756 0.9756 0.7986 0.7437 0.7273

GradientBoost 0.9999 0.9940 0.9940 0.8556 0.8509 0.8528
Acc = KIJIBKICTh MpaBUJIbHUX Mlepe/i6aueHb Fo= 2 —9x precision X recall
= T 3aranbna KibKICTH nepej6adeHb ! 1o 1 precision+recall
TP recall " precision
Pr=——— T
TP + FP

ApXITEKTypa HEUPOHHOI MEPEKI

Habip naHnx

B xomi nochimkeHb Oylno BHPIIICHO
BUKOPHCTOBYBAaTH MOJIENIb aHCaMOJIEBOTO
meroqy RandomForest. Bin moxa3zas
HaMKpaIi MOKa3HUKY 3 YCIiX IHIITNX. N, oavax N, oatak N, oara

]_[C METOJA MallMHOI'0 HaB4YaHH, SIKAM ; i g ; £ %

BHKOPHCTOBYEThCS JUTs Kiacudikarii Ta

perpecii. Bin € Tumowm i Binnosinae psmy Repeso 1 Repeso2 Repeson
KiacudikatopiB  JiepeBa  pillleHb Ha
pi3HUX miABHOIpKax HAOOpy JaHHX.
BukopucroBye TexHIKY BHIAIKOBOCTI i

yCepeAHEHHs IUISl MiIBUIICHHS TOYHOCTI nf;:ﬂi; .,
MIPOTHO3YBaHHS, MOKPAIICHHS

MPOAYKTUBHOCTI Ta cTabUILHOCTI \
MO)ICJIi. Bvpiwanbhuii

Knac
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Apxitekrypa [DS

CUCTEMA BUABNIEHHA BTOPIHEHb

HEMPOHHA MEPEXA
RANDOM FOREST

BianpasneHHA 03HaKk

CLI
(Command-line interface)

AHANI3ATOP MNAKETIB
(Packet Sniffer)

% CnoBilLeHHA KopUcTyBava

Po3po0ka mporpaMHOro 3a6esnequH;1

:-
I::| =, NumPy
pandas
OPTUNR .en .
matpltlib @ seaborn

| SciPy
d 10
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CLI ( IaTepdeiic KoMaHIHOTO PSIKA)

ZS!

BucHOBKH

vy HaCJ'IiI[OK MMPOBEACHUX I[OCJ'IiI[)KCHB i POBMIIAHYTHUX KOHIICHHifI nepeaoBUX CUCTEM Ta MeTO}:[iB

BUSBIICHHsI aTak B iH(pacTpykTypi loT, Oylo 3amporoHOBaHO BIAcHY CHCTEMY BHSBIICHHS
BTOPTHEHb B pealbHOMY dYaci, sika 0a3yeThCs Ha METOJi BHSBIICHHI aHOMAJIM Ta Mpaloe B
KOMIUIEKCI 3 HEMPOHHOT Mepeketo aHcaMOneBoro mMetony RandomlForest, sika Oyna HaBueHa Ha
HaOOPi 3 BEIMKUM OOCSATOM JaHWX Ta Ma€ rapHi MOKa3HUKU: npasuibricms — 0.996, mounicms
— 0.964, szanam’smosysanns — 0.847, Tapmouiune cepeOHE 3HAYEHH MOYHOCMI Mda
sanam’amosyeanus — 0.89. ]Jlns 3pydyHOCTI BHUKOPUCTaHHS 3aCTOCYHKY CHCTEMH OyB
po3polieHnH iHTepdeiic KOMaHIHOTO PSAAKA, KOTPHH CIIOBIMAE KOPUCTYBaya abo iHIIY CHCTEMY
PO BTOPTHEHHS 4YM aTaky. B MaiOyTHHOMY 3amporioHOBaHA MOJENh MOXE OyTH BHKOPHCTaHA
JUISL CUCTeM TIOOYIOBaHUX B TIOEJHAHHI 3 KOHIICTIIE0 mymanHozo ooyuciennsa(Fog Computing)

12

Ta [HTepHeTy pedel, Ha npuHnunax Fog-loT apxitexTypu.



