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ДОДАТОК А – СЛАЙДИ ПРЕЗЕНТАЦІЇ
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Knacu 3asdans, axi eupiuye cmezanozpagin
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¥ npexodep. 3aBIAHHAM SKOTO € TPAHC(HOPMAIIiS CEKPETHOTO MOBITOM.IEHHS. IO MiTArae PHXOBYBAHHIO. IO BHIIALY. MO €
OITHMATBHHM I PO3MIlIeHHs B KOHTEHHeP;

%

KoHmeiiHep, FKA € iHpOPMATiHHA TOCTITOBRICTS. Y AKY BOYI0BYETHCS NPHXOBYBAHE TIOBITOMICHE;

LS

K00ep - IPHCTPIHi. SKHi BHKOHY€ BKTAZCHEHA TIPHXOBAHOTO IOBYIOMICHHS B {HIi JaHi 3 ypaXyBaHHAM iX 0COGMHBOCTEI;
Mo0yns aoanmay;
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3aci6. Mo € TOMOMIKHHM LTS MPEKOIePy: Ha 6a3i HEOTO BH3HATAETBCA, Y AKOMY BHIIAI PO3MIMICHHA
PHXOBYBAHHX JaHHX Gylle HAHGITHII PAIOHATEHHM JUTA TOTOHOTO KOHTEHHEDY:
V' MO0yb 6UOKDEMTEHHS 60YO06AH020 NOGIOOMACHHA 3 KOHTEHHEDY;
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' BoEKA KUTGKICT TPAIMHIX JAHAX ¥ Mepesi:

v Di3HOMAHITHICTS ()OPMATIB TPAIFHIX JAHAX, IO TOTSHNHHO CTBOPIOE
YMOBH [UIA PO3POCKH Ta HACTYIIHOTO YTUICHHA PisHOMAHITHHX MITXOMB 110
MaCKyBAHHS JaHHX:

v Hemenuka Bara rpagi=HIX daiiis Gitbmocti opyaria;

v DOTCHIiHHA MOAKIHBICTS BMINYBATH BETHKY KiTBKICTH NPHXOBAHIX
JIaHHX;

v peatisamii Ha YCiX HANPAMKAX NPHSHAICHHA CTEIOCHCTEM — AT
NpEXOBAHOI NepedAi. A1 3axyCTy ABIOPCHKOTO IpABA Ta IHGPOBO
ierTHGiKamii;

V' HOCTATHBO BHCOKHI PiBeHb RAZMIPROCTI OIIHCY JAHTX.
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e
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'V, - 0G'em GiT nosioMneHts:

'V, -00'eM 0HOrO KoHTeiHepy:

P - paKTuHuh piBeHs 33XUCTY;
P’ - HeoGXiaHuit piBeHb 3axucTy

Ipodyxmueticmb cmezocucmenmu

@

ne V,, - oG'em GIT nosinomnents;

t _yac podotu crerocuctemm

Pigetis P 3axucmy cmezocucmemu:

- IMOBIPHICTS BUFBTIEHHA (DKTY ICHYBAHHS JATIOBHEHOTO KOHTETHEDY;
- 4ac, AKNi HEOOKIAHHI 3MOBMHCHHKY AN TOFO, LOD EMABHTH 3ANOBHEHHI KOHTEHED.
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PrcyHOK 3 — Brrxiame 300paxets «Maiitan PericTam

PHCYHOK 4 — J[BiffKOBE TIPEICTABTCHHA CETMEHTY BHXITHOTO
306pakeHHA HA MPHKTAMi CHHBOTO KOTiDHOTO KaHATY
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PHCYHOK 5 — ITPHHITHII TOGYIOBH KOMIIO3HTHOTO KOTPHOTO 3HATEHHS
mikcens (101001011000110010100010) y matitpi RGB




[image: image9.jpg]3azansui 3acadu nobyooeu cmezocucmem &

a) 6) 8)
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Bracmusocmi npouedypu inxancynsuii Gim:

- KinbKicTs 6T E Ans onmcy BUXIAHOTO d aiiny-koHTeliHepy AOpiBHIoE
KinbKocTi 6T E' 3an08HEHoro (TaKkoro, 1o MICTUTS npuxoBare
noBigoMNEHHS) KoHTeliHEpY;

- 3HaueHHR 6Ty W)y ¢ He MiANArae 3miki y XoZi iHKancynauii, Konu BOHO
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3HATHHX OGIHCTIOBATBHHX IOTYKHOCTEH.
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Hepesazu cmezocucmesu wa 6asi sideo:

1. TEOPETHYHO CYTTEBO BHITHI TMOKA3HHK P 3aXHINEHOCTi CHCTEMH 3 OIIATY Ha
(AKTOp 9aCOBOT HEBH3HAIEHOCTI;

2. MOJKTHBICTS KOMGIHYBAHHS OTOKOBHX Ta ()iKCOBAHHX KTIOHIB;

3. cyTTeBO GLIbIi (Y CepeIHBOMY - Ha 1-2 IOPSUIKH), HIK Y BHIIAIKY OyIIb-5KOTO
iHIIOTO THITY aHEX. HTEHCHBHOCTI HOTOKY iR OpMAN;

4. BHCOKHH piBeHb (SKIO He iCHye NeBHHX BHMOT) TONEPAHTHOCTI 10
'BHKPHBIICHHS JTAHHX;

5. HAlBHNAH TOTEHIIHHO MOKTHBHH JHHAMIYHHH [iama3soH 3MiHH
{HTEHCHBHOCTI 32 OIHHHINO JaCy;

6. CIpYKTypyBaHHA iHOpMAIIHHOTO MOTOKY BiIEOTAHHX 3a TEBHHM 3aKDHOM.
10 BCTAHOBIIOETEC GA30BHM BilEOKOTIEKOM;

7. MOKTHBICTD OSTIATY TOTOKY BiTeo 7K MACHBY OKDEMEX HESATEKHIX
306paKeHs.
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Pucysox 11 ~ Kazp I-mumy rpyma A

Pucyrok 12 — O 2 xanpie. B-rumy rpyrms A

Pucysox 13 ~ Ocobmamocri aicry LSB xasany Cr B-xazpy
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Pucysiox 14— Cepearonaciricie 306paierH 32 yMOE 2) T-pospaAHOTo, 6) 5-pOspATHOo 2) 3-pOIPAAHOTE OMACY.

Pucysox 15~ Hacuraesie so6paicestz 32 ynos 2) 8-pospazsoro, 6) 7-pospaaHoro =) 6-pospaasore omicy




[image: image14.jpg]Memoo nenpamoiinKancynaAyiiHa 6a3i 3MiHU OUHAMIUH020 OlANA30HY DO3PAOHOCHI
KOMNOHEHMH 020 ONUCY

Bsacmose’msox  mix  pospsduicmio  onucy  WacudeWux — ma
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PHCYHOK 16 — HAKOMHHeHHs OMITKH 3HTYBAHHA Gt KOAPHOTO NPEICTABICHRA TKCEAiB 300pWKCHAS Y BHIATKY
3MiHH TMHAMITHOTO Tiala30HY ABHHKOBOFO OMHCY Ha 1 2413 KOKHOT03 Karatis Y. Cr Ta Cb
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Mapkep cezmermy, siku(l 6UKOPUCMOGYEMBCS OJ1s 6 i0HOB MeHHS OaHUX:

L(v'(w);) ={! AR ey (14)

Ae [ Ta (, - enemexTy Mapkepy, 7K BIANOBIAATE ABOM HalIMOMOALIMM PO3PAaM Karany Y;
€5 Ta [, - enemeHTIt MapKkepy, i BIANOBIaIoTS ABOM HaliMOMOAW MM PO3pAAAM Kaiany Cr;
£, 7 {, - enevieHTH Mapkepy, AKi BANOBIAI0TS ABOM HA/iMONOALL M PO3pAAaM Karany Cb

TMpuriyun eidHoe merts nikcenie (KOMMOHeHM) cezmermy:

() (V'(n*lt')m&lm (Vr(n,pr)(m&[(m)& Mapkep L(y'(1);) Tudopmaniiina ckmaoBa
B (15)
&lv@ SR () Ie A Y A N\
16 (1); - BIIHOBNEHWII CETMeHT; N A A )
W Y Y

£ () 13 (%) _macysu 88, 3aN0BHEH HYNLOBMA ENEMEHTAM;
Wia—p)®, v - ) Ta v —p') - cyiynHoct komnoreT Y, Cr Y Cr Cb
Ta BiAnoBiaHo Cb kaHanie, npeAcTasneHi (n—p') pospAnammu

PrcyHOK 17 — [[DHKTAT CETMeHTY, Ta BIIIOBIIHOTO HOMY MapKepy




[image: image17.jpg]Memoo nenpamoiinKancynAuiiHa 6a3i 3MiHU OUHAMIUH020 OiANA30HY DO3PAOHOCHI
KOMNOHEHMH 020 ONUCY

Anzopumm rputiHAMMS piuieHts Mo Heo6XiHIC M KOHKameHaYT MaCUeY HYMbOGUX enemermie 3 OGILIKOG UMU OMUCaMU CezMeHmie

[ =) .=y

Wy | ¢ g
L= = e . e | 0

(16)

ne ;- enevent Mapkepy L(y'(10);), 1o siAnosinae cykynHocTi w'(n —u'){™™% kommnonenT onoro 3 kawanis pospaay (n—u);

B3 _acup 8x 8 BANOBIZHOTO KOMIOHEHTHOO KTy, 3aNIOBHEHHI HYMILOBIMU el eMeHTamI

1 - GiT, IO 101aHO Y Pe3y/IbTaTi OMICY CTPYKTYpH
cermenTy Mapkepom L(w/'(1);)

PrcyHOK 18 — [IpHKTAT TKCeTiB y CIEKTPATHHOMY TIPOCTOPI, CTPYKTYPa ONTHCY AKHX BiTHOBTEHA B YMOBAX 3MiHH
JTHHAMIYHOTO iala30Hy Ha 1 y KOKHOMY 3 KaHATiB
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Ol[iHKG EMHOCMI cmezocucmemil

TNpsama iHkancynayis y cmamu4yHomy cepedoeuwi
Teopemuyo docmynHa emHicme cmezocucmemu dns 00HOz0 2padiuHozo KoHmeitepy (BMP):

o =3HWy,

H Ta W — B¥icoTa Ta WPV OBHOTO 306paXeHHs;
1 - KinbKicT LSB pospsas, Lo MOXYT5 Gy 3aCTOCOBaH AN iHKaNCYNALT GiT CeXpETHOrO NosidoMneHHs.

R Kagpy HD (1980x1080) npw =1 V., = 3x 1920 x 1080 x 1= 6,33 M6ir, 6o 0,74 MB.

rab

Teopemuuto docmynta emticme cmezocucmenmu dns 0dHo20 zpacpiuHo20 Kormeditiepy (JPEG):

S(YCrcD) 2 : .
VOO = (Hy Wy + He, W +Hey Wep i

Hy 1@ Wy

He, Ta W, - BACOTA Ta LMpYHE NTIOLLYIHI XPOMATUYHIX YEPBOHWX KOMTIOHEHT,;

81COTa, Ta, BIAOBIAHO, LMPHHA MOLLHH KOMTOHEHT ACKPABOCT;

He, T8 W, - BACOTA Ta LWADUH IIOLLYIHI XPOMATHIHIEX CHIX KOMIOHEHT.

[ins kapy HD (1980x1080) npu 11 =1y pexcmi 4:4:4 V{55 = 31920 x 1080 x 1 = 6.33 MGir (0,74 MB).

1080  1920x1080
1 1

y pevami 4:1:1 VYY) = (1920 ¢ 1080+ &

)x1=3.1 M6ir, o670, 0,37 MB,

a7

(18)
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TeopemuHo docmynHa emmicms cmezocucmemu On7 09HOZ0 2pacpiHo20 KoHmeiiHepy (JPEG):
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Teopemu'iHo docmyniHa emmicme cmezocucmemu Ansi 00HO20 2paghiHo20 KoHmeliHepy (JPEG):

VT = y(Hy Wy +HeW o +H e, Wep HE, (20)
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y pexumi 4:1:1 V()T = 0.1x (1920 x 1080 + 960 x 540 + 960 x 540) x 2 x 19 = 1 1.8 M6ir (a6o 1,4 MB).

3miHa pospsdHocmi onucy y duHamidHomy cepedoeuwyi
TeopemutHo docmyniHa emHicme cmezocucmemu Ansi 00Ho20 pachiHo2o KoHmeirepy (JPEG):
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= 0.18 M6ir (0,02 MB).

1920x 1080 o 1920 x 1080

0.1(1920 x 1080 + )x1x19
(verch) _

y pexumi 4:1:1 V(sex LS = - -
;

=0.09 Mir, To6T0, 0,01 MB.

20




[image: image21.jpg]OlliHKG EMHOCMI cmez2ocucmemu

TaGmams 2 - TIOTeRNiHHO AOCTYIIHI eMHOCTi CTerocHcTeyH (MB) 1% BAAIKIE peatizanii CTeroCHCTeMH Ha 6asi npao] iHkamcy i
Ta 3a PAXYHOK 3MiHH AHHAMIHOTO JiATIa30Ry PO3PATHOCT] OIACY CeTMCHTIB B-Kazpis

JlunaMivHe cepeToBHme

CepenoBmme CraTummii KonTelinep (VB
D SR CER) (MGir/c)

Pexum

@opmar KoipHOl
% 444 411 444 41:1
cydanckpern3anii

Tipsiva

) y 0.74 037 23.6 11.8
IHRanCyasaumisa

3mina
AuHAMiYHOTO 0.022 0,005 0,18 0,09

aianazony





[image: image22.jpg]Pesicumu inkancynayii Oanux

Anroputmn
POSMILEHHA AaHIX

Fr— Ha pieHi rpynn Ha piexi noToky
Kagpie Kappie
Moaudikaia ycix 3acTocyBatHs yCix 3acTocyBatHs ycix
cormenTiB kagpy AOCTYNHUX YN B-KajipiB N0TOKY
BUGIp cermenTis 3a BUGip rpyn sa BUGIp kappis aa
cbikcoBaHmM dbikcoaHmm cbikcoBaHmM
npasunom npasunom npaBunom
BuGip cermenTis sa BuGip rpyn sa Buip kanpie 3a
AvHAMIHAM L npasunom, ake npaBunom, ke
npasunom aMiHIoETLCR IMIHIOETbCA

PHCYHOK 19 - ATTODHTMH PO3MillleHHS NPHXOBYBAHHX JAHHX KA Pi3HHX PIBHSX IOTOKOBOTO KOHTEHHepY
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PrcyHOK 21 - Cxema BHGODY iHIeKca TPYITH 1714 MACKyBAaHHS JAHHX Ha Ga3i XemmyBaHHA




[image: image26.jpg]JSKYIO 3A YBAT'Y!




ДОДАТОК Б – ПУБЛІКАЦІЯ ЗА ТЕМОЮ РОБОТИ
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Huimpo, 2020. — T.2. — 596 c.

(Development of Education, Science and Business: Results 2020: abstracts of the
International Scientific and Practical Internet Conference, December 3-4, 2020. —
Ukraine, Dnipro, 2020. — P.2. — 596 p.)
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Technical sciences

AJITOPHUTM HEIIPJIMOI'O MACKYBAHHS JAHAX HA BA3I TOTOKOBHUX
KOHTEMHEPIB Y JHHAMIYHOMY BIJIEOCEPEJOBHIII

Croasipenko A.I.

XHYPE, kadenpu IML, ctyaent
Kocrpomimicnii A1

XHVYPE, xadenpu IMI, gorent
Teepaox.tié B.B.

XHYPE, kadenpu IMIL, acucrent

CrorofHimHs  CTpyKTypa iHGOpMAIiMHUX TOTOKIB, INO HAJCHJIAIOTHCS MEPEKeo,
XapaKTepH3yeThCsl pOCTOM BICOTKY JaHHUX, sIKi MaloTh OyTH 3aXHINEHHMH BiJl HOCAHKIIOHOBAHOTO
goctymy. Ilpu mboMy, OCTAHHIM YacoM YACTIMIAIOTH BHUMNAJKH 3JIaMy IMH(GPOBAHHX JNaHUX, SIK
HACJIJIOK MOPAJILHOTO CTapiHHA psIy TPaJULidHHX METOMIB, 30KpeMa, RSA, Tak i po3mmpeHHs
TeXHIYHUX MOJUIMBOCTeH 3JIOBMHCHHKIB. 3a TaKMX YMOB aJIbTepHATHBOIO MH(PYBAHHIO MOXYTh
BHCTYIIATH TeXHOJOT1 MAacKyBaHHSI KpUTHUHHX JaHUX, Y NepIly Yepry — TeXHoJOrii cTeHoTpadii.
PazoMm 3 THM, iCHYIOUMM CTeTOCHCTEMAaM BJIACTHBHH psJ HEJOJIKIB Ta 0OMeIKeHB, TOJIOBHUMH 3
SIKHX €

- HH3bKA 3aXHIICHICTH (P) IPUXOBAHUX JAHUX BiJ] 3aCO0IB CTETOaHATI3Y,

- HejocTaTHS eMHICTh (V) CTEerOCHCTEMH.

Taxi HeJOJIIKM BUKIUKAHI:

- BaJISXKHICTIO MiJK BeJIMIAHAMH P Ta V, o Mae HAaCTYIHHH XapakTep:

Vi-prl (€D}

- apXITEKTYPHOI HETOCKOHAIICTIO MIEPEBAXKHOI OLIBINOCTI TPAAMIIHHUX cTeraHorpadiuHux
MeTomiB [3,4].

3oxpema, LSB-MeToH € Bpa3HBUMH 0 TAKHX METO/IB CTeTOAHANIZY, SIK Bi3yalbHa aTakKa,
ricrarpamuuii Ta RS-MeTomu, ataka Ha 6asi apXiByBaHHSL

Y 3B’a3Ky 3 IHM, I[PONOHYEThCS JO BHKOPHCTAHHSI MOJAUGDIKOBAHHH aIrOpHTM
creranorpadiunoro BOygoByBaHHS Ha 6a3i LSB-minxony, 1o BHKOPHUCTOBYe KOHTSHHEPH
rpadgigHOTO THITYy Ma€ TaKi BIIMIHHOCTI BiJTHOCHO Ga30BOTO METOY:

1. 3aCcTOCOBYIOTBCSI KOHTSHHEpH IOTOKOBOrO THIY. IIpH IBOMY, CepemOBHINEM
HepejaBaHHs € BiJleo PeabHOro 1acy.

2. Konrteiinepu peanizyroThes Ha 6asi Kaapie B-Tumy BiJeomoToKy.

3. He BHKOPHCTOBYeThCS HpsiMe BOYJOBYBAHHS JAHMX CEKPETHOIO IOBITOMIICHHSL

Moaugikanii miuisirae AUHAMIYHUM iana3oH JABIHKOBOTO ONKCY TPaHC(HOPMOBAHOTO CETMEHTY
JaHUX. Y I[bOMY BHIAIKy MOXKe OYTH 3aiSHO SIK CETMEHTH SICKPABOCTi, TaK i XpOMaTHYHi
CEeIMEHTH.

Bubip B-kagpiB TYT HOSICHIOETHCS NPAKTHYHOIO BiJICYTHICTIO CTPYKTYPHUX BiIMiHHOCTEH
JULSL IICTOrO KOHTeHHepy, Ta KOHTeHHepY, 3all0BHEHOTO Y 3ampoloHoBaHuMi croci6. IIpu npomy,
3abe3meuyeThesl JOCTATHS €MHICTH CTETOCHCTeMH O¢3 3HMJKCHHS CTCNCHIO BaXHINEHOCTI Bif
BHUKPUTT. J[o1aTKOBO MOKe OyTH 3a/IisIHO MeXaHi3MH BUGOpY B-kapiB 3 MOTOKY JUIsl iHKANICYIIAMi i
SIK 3 BHKOPHCTaHHSM (DiKCOBaHMX HpaBWi, Tak i Ha 0a3i xem-(yHKIII Bi KajpiB 3 TEeBHHUMH
1HIAEKCaMH.

Kirouore 3aBaaHHs, siKka NOTpeGye BUPIMICHHS [T YCIIIHOT pealtizaiii MeToay, € po3pobka
YHIBEPCAIBHOTO CII0c0o0y BiIHOBJICHHS MOTU(DIKOBAHUX CSTMEHTIB Ha IPHHOMHOMY GOIIi.

Crmcok JtiTepaTypu:
1. Henonixu anroputmy mudposoro miamucy RSA [Enextponnuit pecype] — Pesxum
noctymy: http://um.co.ua/9/9-4/9-48994. html.
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2. Dumitrescu, S., W. Xiaolin and Z. Wang, 2003. Detection of LSB steganography via
sample pair analysis. In: LNCS, Vol. 2578, Springer-Verlag, New York, pp: 355-372

3. Fridrich Y. Steganography in Digital Media: Principles, Algorithms and
Applicaticks. Cambridge Press, 2010. 462 p.
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