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The paper deals with the design and implementation attacks on different
systems based on blockchain technology. Intruder model and threat model for
blockchain networks created. Blockchain network attacks are analyzed and
methods of defense against these attacks are proposed. Recommendations were
made regarding the use of blockchain technologies, taking into account all the
factors considered.

brnokyeliH — 1e cuctema pericTpiB, SKI ABIAIOTH COOOI PO3MOALICHY
CHUCTEeMy Ta HE MaloTh IICHTPAJIBHOTO OpraHy, IO CKIIAJAIOThCS 3 PEECTPIB
o0niKy KpunrorpadiuHo NIANUCAHUX TpaH3aKIid, 3rpyrnoBaHi B OJOKH, e
KO>KEeH OJIOK MOB'SI3YETHCS 3 MOMEPEIHIM ITICIIs MEPEBIPKH.

Po3ristHeMO MOMKJIMBOCTI 3aCTOCYBaHHS IMITAI[ifHOTO MOJICITIOBAHHS IS
e(heKTUBHOI poOOTH Mepeki OJIOKUEHH.

brokyeii, sk 1 KO)KHA cCHUCTeMa Ma€ MOTEHIIIIHI BPa3IMBOCTI, 110 MOXKYTh
CTaTH Ha 3aBaJii POOOTH CUCTEMH, HAINPHUKIAJI, MPU CTBOPEHHI CUCTEMHU Ha
OCHOB1 TEXHOJIOT1i OJIOKUEHH 3 HyJsd OJHA HEBEJIWKa MOMHUJIKA MOXE CTaTh
daTtanpHO0. KOMaHaa MpoeKTy, 110 CTBOPIOETHCS] HA OCHOB1 CUCTEMU OJIOKYEHH
a00 3aiiMaeThCs HWOTO PO3POOKOI Ta MIATPUMAHHSAM JII€3ATHOCTI, Mae OyTH
Jy’)K€ JTOCBITUEHOI0, 00 BIPOTITHICTh JOMYCTHUTH MOMWIKY Yy TakKiil CKIagHIN
CUCTEMI ITIIBUIITYEThCS.

Ataka 51%. Sxmo oauH abo NEKUIbKa YYaCHUKIB MEpeXi BOJOJIIOTH
OUTBIIIOI0 YaCTHHOIO BY3JIIB/TIOTYKHOCTI MEPEXKi, TO/A1 1€ HaJa€ IM MOXKJIUBICTh
KOHTPOJIFOBAaTH 3araJlbHUH KOHCEHCYC 1 BKJIIOYaTH B OJIOKUYEHH HEOOXimaHI
TUIBKY IM JIaHl.

PosristHeMmo MOXIJIUBICTh POBEJICHHS aTaKW THITY <JIIOJMHA MO CEPEIUHD»
(MITM). B 3arambHOMy Bumanky posrisHemo «Byszon 1», Ha sxuii Oyne
3MIACHEHO aTaKy, SKOMY MH HpuBJIacHUMO iM’st Amicu (A). Bysoun, axuit Oyne
mparroBatu 3 Asicoro, T00To «By3on 2» 6yne matu im’st bo6 (B). 3noBmucHuk,
SAKUW TIOCTaBUB CcO01 3a METy CKOMIIPOMETYBAaTH TOBIJOMJICHHS, OyIemMo
HazuBatu Memnopi (E).

Amica Bignpasisie boOy MoOBIZOMIIEHHS MPO 3amUT Ha OTPUMAHHS OJIOKY
JUTSL CHHXPOHI3aIlii, sike mepexorutoe Mamopi:

A% B :BLOCK REQ

Posrnstnemo Bumamok, konu He Oyjae BUKOPUCTOBYBATHCS IHM(PYBaHHSA, a
JUIIE TellyBaHHsS OJIOKIB B BY3JIaX, TAKMM YHMHOM HE MOTPIOHO OTPUMYBATH
KITto41 mudpyBaHHS.
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Mernopi nepenae nosinomiueHHss boOy, npu yomy bod Ha gaHoMy ertami He
pO3yMie, 110 1€ OBIAOMIICHHS HE Bia Auticu:
E — B :mod data

Mbnopu nepexomntoe 010k boba Ta Mmogudikye iioro:

A¢-B : BLOCK DATA
Mbrnopi Bignpasisie Anici MOAU(IKOBaHUHN OJIOK:
A+ E :MOD BLOCK
AJica, OTpUMAaBIIIM MOBIJOMJICHHSI HAMAraeThCsl JOAaTH AaHl J0 JIAHITIOTY
0JIOKIB, aje uyepe3 BUKOPUCTAHHS MeXaHi3My 30epiraHHs MOIepeAHiX OJIOKiB
BUSIBJIAETbCA (PAKT MIAMIHM TelI-3HaYEHHS IOB’A3aHOro OJIOKY 1 aTaka cCTae
HEMOXJIMBOK. ATaka Moxke OyTH peasli3oBaHa, SIKIIO 1€ OJOK IIe He
¢irypyBaB B OsiokueidHi. JlJi1 yHEMOXIIMBIEHHS 1i€i aTaku HEOOXITHO
BUKOPHUCTOBYBATH 3axHIileHe 3’enHaHHsI. Ha pucyHKy 2 HaBeJeHO CTaTHCTUKY
BUKOPHUCTAHHS 3aXHIIEHUX 3’ €THAHb.

|__INo. OfHTTP

1800 No. Of HTTPS

1600
1400
1200

1000

No. of Address

“Donations Merchants Crowd funds Others Ransoms

Pucynok 1 — Cratuctruka BUKOPUCTaHHS
3aXUIICHOT0 3’ €IHAHHS KOPUCTyBayaMu

omke, IMITAIlIHHE MOJICTIOBAHHA pPOOOTH CHUCTEMH OJIOKYEHH J03BOJISIE
PO3MITHYTH BC1 €Tany poOoTH Mepeki OJIOKYCIH Ta MEXaHI13M Tr'eHepallii 0JI0KiB,
iX cuHXpOHI3alii M co0010, MEPEBIPKHA BATITHOCTI OJIOKIB Ta MOXKJIMBOCTEH 3
ix Mmoaudikartii.
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