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ASSESSMENT OF THE LEVEL OF ECONOMIC SECURITY OF SMALL
AND MEMUM-SIZED BUSINESSES IN THE CONDITIONS OF
DIGITALIZATION

An increasing the level of communications openness due to the transfer of
information to digital media not only creates new opportunities in all areas of social
practice, but also necessitates the development of new approaches to ensuring the
required level of security for economic entities: both individuals and small and
medium-sized  businesses (SMEs), state corporations, multi-level  structures,
regardless of their organizational and legal forms of functioning.

While in developed countries SMEs act as a systemic factor of the economy
and form up to 70-80% of GDP, in Ukraine they remain the most vulnerable subjects
of the digital economic space. The reasons for this situation are of a different nature:
legal, socio-historical, economic. In this regard, it seems expedient to develop new
and improve existing mechanisms for ensuring the economic security of enterprises.

Solving the problems of ensuring economic security in the modern realities of
soclo-economic processes digitalization is an important and urgent task for the
national economy. Unsteady external and intemal conditions, digital transformation
of almost all spheres of life inevitably give rise to new threats and challenges, which

requires a prompt response and improvement of ways to minimize risks [1].
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The accumulated experience allows us to state that economic security 1s a key
characteristic for the stable functioning and achievement of the required development
indicators of both individual economic entities and society in common. The security
of economic processes 15 characterized by a varnety of political, legal and economic
mechanisms and instruments that contribute to the protection of economie interests.

In a broad sense, economic securily can be considered as the ability of the
institutional and organizational system to protect the interests of economic entities on
the basis of international and national legal norms with respect and observance of
national traditions and values of economic management [2].

When considering the problem through the prism of macro-level indicators, the
country's economic security is formed, among other things, from the stable
development of the business environment. In other words, the economic security of
society 1s inextricably linked to the current conditions of management and conduct of
business activities. In addition, the economic security of society is formed under the
influence of public financial control and shadow processes in the economy.

In the context of the digitalization of the economy, the relevance of the
development of small and medium-sized businesses is only increasing, since it is it, in
the opinion of most researchers, that provides the optimal conditions for the
formation of a digital environment. SMEs have greater agility and are able to easily
rebuild in accordance with the requirements of innovation; they can act as an
experimental platform for testing in the search for optimal management solutions, for
optimizing business processes using the tools of the digital economy.

Digitalization, as a qualitatively new paradigm of economic development,
dictates the need to create appropriate criteria for assessing the security of the
business environment at all levels. It brings with it new challenges and threats 1o
small and medium-sized businesses associated with digital transformation. Therefore,
the development of organizational and economic aspects and mechanisms for
ensuring the economic security of small and medium-sized businesses in modern

conditions is a very urgent task for theory and practice.
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Thus, the development of effective mechanisms for ensuring the economic
security of SMEs during the period of digital transformation of socio-economic
processes 1s an important and timely task for the national economy, which determines
the relevance of the study.

Ensuring economic security is the process of maintaining various types of
security at a given level: financial, intellectual, personnel, informational, ete. In
scientific literature and in practice, a significant number of methods are used to
determine economic security [3]. Here are some of them.

A method for analyzing and processing scenarios. A scenario means an
analytical forecast regarding the key stages of development in the future based on
scientifically grounded provisions and hypotheses showing the main trends in the
development of the subject. This method 15 based on the interaction of specialists —
experts with proper qualifications in various areas, who solve problems using modern
means of mathematical modeling. Based on the model results, the initial forecasts
should be corrected, refined and specified. It is also possible to create new series of
research and new scenarios.

Pattemn recognition method. An image is usually understood as a phenomenon,
object, situation, signal, process in the field of economic security with atypical
parameters. Recognition can be interpreted as the ratio of phenomena or objects
based on the study of their characteristics with a predetermined standard. Pattern
recognition methods are often used in the study of shadow processes in the economy.
The mathematical basis of pattern recognition theory is mathematical logic and
statistics, game theory, probability theory, information theory, ete.

Discriminant and cluster analysis methods are of particular interest in the
pattern recognition method. The first ones are based on the formation by experts of
certain samples, as a rule, of two groups of safety indicators (dangerous and safe
state). After that, it is necessary to form a new matrix of safety indicators for the

object to determine it to a particular group.
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Cluster analysis 15 a set of methods for classifying objects with many
characteristics, based on caleulating the distance between them according to a certain
metrie, with the further determination of characteristic groups (clusters). This
analysis is used in the study of sets of socio-economic indicators or objects.

The method of multivariate statistical analysis allows caleulating the dynamie
characteristics of the development of indicators, identifying patterns of previous
development and extrapolating them to future periods. The definition of the
methodology and system of monitoring indicators directly determines the quality and
degree of adequacy of the assessment of the economic security of the organization, as
well as the set of required measures to prevent and identify hazards corresponding to
the nature of the threats and the scale.

If we single out the financial component of economic security, then in this case
methods of forecasting the bankruptey of an enterprise are used. Methods for
assessing the level of financial condition of an organization by E. Altman, R. Taffler
and G. Tishaw, L.V. Springgate [4].

Summarizing the methods and models, we can conclude that their disadvantage
should be attributed to the lack of specifics of accounting for the impact on
enterprises of the digital economy. In addition, other relevant factors of ensuring the
economic security of SMEs, including environmental ones, should be taken into
account. Based on this, the authors proposed a methodology for assessing the
economic security of small and medium-sized businesses in the context of
digitalization, which includes the analysis of local indicators and their convolution
inio one generalized criterion of economic security based on a set of indicators
represeniing various aspects of economic security.

The presented system of indicators for SMEs covers five projections of
economic security: personnel, production and technology, financial, environmental
and digital. Each projection contains several indicators.

Human resources for small and medium-sized enterprises are important

participanis in the production process. Human resources indicators are:
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- the level of qualifications of the personnel. Factors such as the availability of
rationalization proposals, the availability of in-demand competencies, the quality of
work, ete are taken into account;

- the level of staff motivation. It uses information about the policy of the
enterprise, working conditions, the level of wages, interpersonal relations in the team, etc.;

- the coefficient of retraining of personnel is caleulated as the share of the
number of employees who have passed the system of advanced training and
retraining in the total number of employees of the enterprise;

- the coefficient of personnel stability characterizes the level of permanent
employees at the enterprise.

Industrial and technological safety determines that the enterprise has the
implementation of business processes at the proper level, its main modules:

- the coefficient of renewal of fixed assets. This indicator allows assessing the
availability of modern equipment at the enterprise;

- labor productivity is one of the most important factors of economic security
of an enterprise and is found as the ratio of the volume of products produced by the
enterprise for a period (month, quarter, year) to the average number of employees in
the same period;

- the share of innovative products is one of the indicators that can characterize
the competitiveness of the company’s products, which directly depends on the
availability of high-tech modern equipment;

- the share of exporis of innovative products - this indicator can also serve as a
characteristic of the competitiveness of an enterprise and is defined as the ratio of the
volume of exporied inovative products for a period to the volume of producis
produced by an enterprise for the same period.

The financial security of an enterprise 15 largely determined by its financial
capabilities. To calculate it, we will use the following indicators:

- the ratio of provision with own circulating asseis characterizes the financial

stability of the enterprise, which directly affects its economic security;
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- balance sheet liquidity 1s the organization's ability to fulfill debt obligations
at any tme. Lack of liquidity 1s one of the factors by which an enterprise can go
bankrupt;

- the main indicator of the breakeven of the enterprise is the amount of profit,
which, as a rule, does not make it possible (o talk about the effectiveness of the
organization. Therefore, the analysis can use the coefficients of profitability;

-~ the business activity of an enterprise in financial terms is manifested in the
rate of twmover of 1ts funds, i.e. the intensity of their use. The ndicator characterizes
the volume of products sold per ruble in the activities of the enterprise funds. Its
growth in dynamics is seen as a favorable trend.

The environmental safety of the enterprise is currently given considerable
attention both at the state level and at the regional level. Therefore, enterprises must
pay considerable attention to various factors affecting the protection of the
environment on the part of the enterprise:

- one of the indicators of resource conservation on the part of the enterprise is
the share of investments in the rational use of water;

-~ the share of investments in the protection of atmospheric air — determines
the share of costs for air cleaning facilities in the total investment costs;

~ the share of investments in waste disposal — determines the share of costs for
waslte disposal activities in the total investment costs;

innovation and environmental activity means the readiness to perceive and
masier environmental innovations, the intensity of environmental and innovative
transformations at the enterprise. To evaluate it enterprises can use the indicator — the
coefficient of innovative and environmental activity K16, which is calculated on the
basis of expert assessment of mnovative projecis of the enterprise aimed at
introducing environmental innovations. Among them are projects aimed at reducing
greenhouse gas emissions, replacing raw materials and materials with less hazardous
ones, recyeling waste, ete. Depending on the level of innovative and environmental

activity, this coefficient can vary from zero to one.
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Ensuring economic security in the context of digitalization should be ensured
by digital security — the formation of qualitatively new factors that will facilitate the
participation of enterprises in a unified information system for ensuring economic
security and reduce its external and internal risks. To calculate it, we will use the
following indicators:

- the share of employees working remotely - an indicator reflecting the ability
of an enterprise to adapt to new economic conditions;

- end-to-end technologies of the digital economy include big data, new
production technologies, neurotechnologies, artificial intelligence. blockchain.
wireless communication, etc. These technologies contribute to a more active
innovative transfer, which helps to more successfully adapt to small and medium-
sized enterprises in a rapidly changing economic environment;

- digital marketing is the use of interactive marketing of goods and services
based on digital technologies to attract and retain customers. Since small and
medium-sized enterprises do not always have the opportunity to pay enough attention
to this area of management, this the direction in their economic activity is becoming
more and more significant;

-~ the national project «Digital Economy» is aimed at solving problems to
ensure the accelerated introduction of digital technologies in the economy and social
sphere.

Since all indicators have different dimensions, for joint analysis they are
reduced to dimensionless form. In this case. information about the critical (threshold)
values of the indicators was used (after the display, the value 0.5 corresponded to the
threshold value). The values generally accepted in the scientific literature were used
as threshold values for the indicators of projections of industrial, technological and
financial security [S].

To bring the indicators to a dimensionless form, the function 1s used:

o
3
~3

101



102

y=2F, (1)

where K;— original indicator with number j,

P; —1its threshold.

The rest of the indicators were initially dimensionless with ranges from 0 to 1.

Further, to position enterprises by the level of economic security, an integral
assessment 15 made for individual projections of economic security and for the
system of indicators as a whole. Generalized projection indices are calculated as the
sums of the products of the transformed indicators by the coefficients of their
significance, which reflect the contribution of each indicator to the projection and are

ranked based on expert assessments:

4
= Z Yag_ emSag_ ems (2)

m=1

where | —projection number,

¥;— normalized indicator with number j,

5; —1ts weight.

The integral index of economic security is the sum of generalized indices of
projections multiplied by a weight coefficient reflecting the contribution of each
projection to the assessment of economic security and determined on the basis of

expert assessments:

£ =Zs:z:-r, (3)

where r — the weight of the corresponding projection.
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The value of the integral index determines the level of economic security of the
enterprise. If this value lies in the range from 0 to 0,2, then the level of economic
security is extremely low: if from 0.2 to 0.4 — low; if from 0,4 to 0,6 — medium; if
from 0,6 to 0.8 — high: if it is from 0.8 to 1,0, it is very high. The same positioning
can be carried out for each of the five projections of economic security.

The above methodology makes it possible to assess the level of economic
security of small and medium-sized businesses in the context of digital
transformation.

Within the framework of this study, a method is proposed for assessing the
level of economic security of small and medium-sized businesses in the context of
digitalization. The proposed system of twenty indicators, divided into five projections
of economic security: personnel, production and technology, financial, environmental
and digital. For positioning enterprises in terms of economic security in the context of
digitalization, a procedure for calculating the integral indicator of economic security

is proposed.
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IMPACT OF DIGITALIZATION ON THE ECONOMIC SECURITY OF
SMALL AND MEDIUM-SIZED ENTERPRISES

Solving the problems of ensuring economic security in the modern realities of
digitalization of socio-economic processes is an important and urgent task for the
national economy. Unsteady external and internal conditions, digital transformation
of almost all spheres of life inevitably give rise to new threats and challenges, which
requires a prompt response and improvement of ways to minimize risks.

The accumulated experience allows us to state that economic security is a key
characteristic for the stable functioning and achievement of the required development
indicators of both individual economic entities and society as a whole. The security
of economic processes is characterized by a variety of political. legal and economic
mechanisms and instruments that contribute to the protection of economic interests.
In a broad sense, economic security can be considered as the ability of an institutional
and organizational system to protect the interests of economic entities on the basis of
international and national legal norms while respecting and observing national
traditions and values of economic management [1].

When considering the problem through the prism of macro-level indicators, the
country's economic security is formed, among other things, from the stable
development of the business environment. In other words, the economic security of

society is inextricably linked with the current conditions of management and business
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activities. In addition, the economic security of society is formed under the influence
of public financial control98 and shadow processes in the economy.

The organizational structure of public institutions, in turn, creates conditions
for economic growth and reducing threats to business entities.

One of the key tasks of ensuring economic security, which has been actualized
in the conditions of non-stationary processes in the modern world, is the task of
predicting threats and challenges. The key global challenge to society is digital
transformation in almost all spheres of life. The digitalization of the technosphere
plays a significant role in the scientific, social and economic world order, which is
clearly seen in the example of the United States, China, Japan — the world's leading
digital powers of our time, since a significant share of the income of their national
economies is largely provided by digital technologies.

Competent information management, as a basic resource for digital
transformation of economic processes, is an integral attribute of almost all types of
economic activity, and a monopoly on certain data, as a rule, is a significant
competitive advantage. Doing business in the global digital space, on the one hand,
provides additional opportunities and levers in management, diversifies the activities
of an organization, and on the other hand, inevitably leads to new challenges and
threats to further development. Deep transformations caused by universal
digitalization have revealed new potential problems in ensuring the economic
security of subjects of different hierarchies [2].

Effective risk management in the realities of digital transformation plays an
important role in shaping the socio-economic benefits of the digital economy. The
interaction of authorities, business structures and public organizations in addressing
digital security issues acts as the basis for strengthening the foundations of joint
activities.

Despite the close attention to the problems of digitalization on the part of many
stakeholders, the issues of the impact of digital technologies on economic security

have been studied and studied insufficiently. Small and medium-sized businesses
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have a good response to changes in the external environment, therefore, in conditions
of strong uncertainty due to the digital transformation of society, it can act as a hasic
tool in matters of its sustainable development [3].

In this regard, it is important to study the experience of reaction to the current
situation of more technologically advanced states, to consider both the best practices
and the mistakes of the programs and initiatives they have launched related to
digitalization. This will help to avoid similar mistakes when drafting transformation
programs for domestic enterprises.

During the period of rapid growth of digitalization of socio-economic systems,
significant changes are taking place in the organization of ensuring the economic
security of enterprises. In our opinion, today such changes are not fully studied and
require serious theoretical and methodological comprehension.

Digitalization, as a qualitatively new paradigm of economic development,
dictates the need to create appropriate criteria for assessing security business
environment at all levels. It brings with it new challenges and threats to small and
medium-sized businesses associated with digital transformation.

Therefore, the development of organizational and economic aspects and
mechanisms ensuring the economic security of small and medium-sized businesses in

modern conditions is a very urgent task for the theory and practice.
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cmydenm,

Xaperoscxul nayuonarsnsil yrusepeunem paduosiexmponusy

MOJEJIHPOBAHHE BJIOKA « VUET BPAKA» HA BAJE CRM-CHCTEMBI
SALES CREATIO

JearensHocTs Moboro NpenpHaTis OLCHHBACTCH KAMECTBOM H KOIHMCCTEOM
NpoJaBacMEIX TOBApoE W veiyr. Benk ocHoBHOI HeToMHHE NpHOBIIN W Nporpecca
KpocTed B npojakax. OJHako Ha NpaKTHES NONYMHTE HeoDXoNMMEIC JaHHBIC HE
BCCrJa MOMyYacTed, W Npojaka TOBAPOE H YCIYT CTAHOBHTCA HeyNpaslnscMoil,
cTHxuiiHoll, a raasHoe — HeaddexTHeHoH, HeposMomHo Jenate NpasdiibHELS
[POTHO3E] H OPHHAMATE 3pIcKTHBHEIC PelUCHH, KOTJA Tl He 3HAcllk OTBCTOB Ha
BONPOCE: KTo, KOMY, Kk, CKOlbKo, N0 kakoH ueHe npogaer M 1.4, B wrore
PYKOBOAHTENE HE MOMET OTCACAHTE BCH «BOPOHKY NpoJak», BHIABHTE B Heil
npobleMHEle MecTa, NOHATE NPHYHHEL NaJcHHA HIH pocTa. A 3T0 3HAMHT — OH He
MOET [NOBIHATE HA YBeIHYcHHe o0bLEMOB Npojak, T.c. He MomeT 3dderTHBHO
VIPABIATE 3THMH npoteccamu [1].

Ha nomoms OpHxogar HHOOPMALUHOHHBEE TEXHOIOIHH W [EpeloBHIC
ABTOMATHIHPOBAHHLIE CHCTEMB! 110 YIPABICHHIO NPOIaKaMH.

Sales Creatio — roTosblil DpoIVET A0S aBTOMATH3AUHH H YCKOPCHHS NOIHOTO
KA TpoJak: OT JHAa 10 NOBTOPHBIX 3AKA308.

Cucrema  o0beaunseT B OJHOM HHTepdeiice Boe MHCTPYMCHTH  10d
ABTOMATH3ALKE OTJella Npojad, YOparlcHHS npojakami. B Hed ye 3a00meHEl

GH3HCC-NPOLECes], KOTOPhIC OTPAKAIT TYVHMINYK MHPOBYIO NpAakTHKY npojax. OHK
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NOMOTAT ONpeleldaTs YIKHE MecTa M MEHATE [polecckl A0d  [ONYy4eHHA
HCKIIOMHTENBHEIY PE3yIETATOR,

Sales Creatio  (Teppacofpr CRM)  mmeer cneaytomme  QyHEIHH:
ARTOMATHAUNA JoKyMeHTooDopoTa, yopasieHwe uHHbopMauned o KIHeHTax,
VOpaBIcHHE NPOJAKAME H MApKeTHHIOM M MHoToe apyroe. Cpeld NpeHMynIecTs
Sales Creatio — MHTErpalis co CTOPOHHHMH CHCTEMAMH H OTKPBITHIA HeXOIHBI Ko,
YTo [O3BOMAAET NPOrPAMMHCTAM CTOPOHHHX KOMOAHHI BHeApATh coOCTBEHHBIC
MOYIIH.

Hexopuelil kKoo AocTyOeH [/ OPOCMOTPA, HIVICHHS H HIMCHCHHA, 4TO
nozsonseT  YOCAWTRCH B OTCYICTEHH  YM3BHMOCTCH M HeNpHeMIACMBIX UL
NoNB30BaTeNs  (pYHKUMH, OpHHATE VvaacTHe B Jopaborke camMoil  OTKpEITON
NporpaMMel, HCMONB3OBATE KO UL CO3JaHHA HOBRIX NPOrpaMM H HCNPaBICHHA B
HHX oGOk,

[Inatdopma Sales Creatio BrIrMacT cleyomHe OIoKH:

- noprpeT KineHTa 360°;

= VIIPABICHHS JIHJaMH;

- VIIPARNCHHE MPOIAKAME;

- VIPARICHHE 3AKATAMH M CHCTAMM,

- VIPARNCHHE MONEBRIMH IPOIAKAMM,

= VIIPaBICHHE NPOOYETAMH;

- YIpaBleHHE JOKYMeHTO000pOTOM;

- paclHCcaHHE H KOMMYHHEALHH;

- [UIAHHPOBAHHE M AHATIN [IPOJIAK;

- WHCTpPYMCHTEI HacTpoiikn [2].

Ha npeanpuatin BosHHEIL HeoDXoIHMOCTE B cosladun Onoka «Y deT Opakan.
Ilpeanpuatis oMeHs MACTO CTANKHBAKITCH ¢ TAkHM sBOcHWeM, kak Dpak. [Ipuuusn
TOMY MHOXCCTBO: YeTapeBllee oDopyloBaHue, ueloBeueckuil  daktop wim
ocoDCHHOCTH TeXHONOIHH NPOH3BOJACTEA, OpH KoTopoil Opak TeXHOMOHYECKH

HemuHyeM. Cxema paboTel Gnoka «Yver Opaka» NpHBelcHa Ha pHeyHke .

288
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Pucynok 1 — Cxema paboTel Dnoka «YaeT Opakan
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OcHoBHBIE 5TAaNK paboTsl B coslaHHoM Onoke «Y der Dpakan:

perucTpaliig Hosoll sanHel B pasiene «YueT Opakan;

- TNepeBoj] 3aABKH Ha cocTodHHe «ODTNpasicH Ha CKIaI»;

- mepeBoll Ha cocTodHle «B pemonTe/obMenn;

- mepesol Ha cocTodHne «Dopabotany;

- coctofHie «bpak obpaboTan H omHIaeT OTIPABKH»;

- pabota ¢ waroM «BepHyTeea Hazaln.

Cosnanie HoBoro GHOKa NO3BOIHIO 3HAMHTEILHO NOBLICHTE >gpekTHEHOCTE
paboTHl  OT[eNa Opojak N0  pawIHdHEIM  NokasaTenam. € TOYKH  3peHHS
MaTepHalbHoil  cocTaBnArolicll  NOABHIAck  BOIMOKHOCTE  Oollee  TecHOro
B3aHMoJelicTBHA  ©  3aBOJOM-TIPOHSBOJHTENCM.  Yuer  Opaka  NO3IBOJIHI
sabnarospeMeHHo  HHGOPMHpOBaTE  NOCTABLIHKAE o  OpobleMHEIX — MecTax
NOCTaREEMOro ToBapa H, Kak CleACTEHE, YMEHBIINICH NPOH3BOJCTECHHEIT Dpak.
[lpuoGpena wobeli oMbl penyTalHoHHas — cocraenstomasn. [loeelicinack
NPOH3BOANTEIRHOCTE TPYAA, YTo nocnocobeTeoRano Golee DLICTPOMY BEINOIHCHHIO
pafoT W YMCHBUIHIO BPCMA OMHIAHHA ToBapa KIHeHTOM. CTan BOIMOMCH y4eT
3ANAcHBIX  JeTalcil H  pacXoJHBIX MaTcpHaloB, KOTOPRIE pPaHbIle  [POCTO
CHHCBIBANHCE, DBblla EBRIABICHA SHAYWTCIRHAH SKOHOMHS JICHCKHBIX CpeICTH.
CosgaHHe Hoeoro ONoKa [O3BONHIO  ONTHMH3IHPOBATE  JOKYMcHToOOOpOT,
OpraHM3oBaTe clameHHyW paboTy oTAela Npofak, MHHHMH3HPOBATE PYTHHHEIE
OHEpalHi H COKPaTHTh KOMHYecTBO pyqHoH paboTel, cdopMHpoBaTh cAHHLIH MaccHB
HMEKTPOHHBIX AOKYMEHTOB. [Nosaurack BOIMOMHOCTE ONTHMATLHOIO [UIAHHPOBAHHA

pacnpeicicHHA paboiero BpeMeHH H KOHTPO/IA JeATelBHOCTH COTPY/IHHKOE.
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