ДОДАТОК А
ПРИКЛАДИ ФАЙЛІВ КОНФІГУРАЦІЇ ТА СКРИПТИ

Файл /etc/pptpd.conf.
option
/etc/ppp/options.pptp
localip
10.0.1.1
remoteip
10.0.1.100-200


Файл /etc/ppp/options.pptp.
name pptpd
refuse-pap
refuse-chap
refuse-mschap
require-mschap-v2
require-mppe-128
ms-dns 8.8.8.8
ms-dns 8.8.8.8
nobsdcomp
nodefaultroute
proxyarp 

novj
novjccomp


Файл /etc/ppp/chap-secrets.

# Secrets for authentication using CHAP
# client server secret IP addresses
user1 pptpd user1-password *
user2 pptpd user2-password * 
user3 pptpd user3-password *

Файл /etc/ppp/peers/pptp-vpn.
pty "pptp 51.75.76.156 --nolaunchpppd"
name user1
remotename pptpd
require-mschap-v2
mppe-stateful
require-mppe-128
file /etc/ppp/options.pptp
ipparam pptp-vpn


Скрипт pptp_connection_time.sh:

#!/bin/bash
startconnection=$(date +"%s.%3N")
pon pptp-vpn
while true; do
if (ifconfig | grep ppp) 
then 
break 
else 
printf "Waiting ..."
fi
done
endconnection=$(date +"%s.%3N")
x=`echo $endconnection - $startconnection | bc`
echo $x


Скрипт pptp_disconnection_times.sh.

#!/bin/bash
startdisconnection=$(date +"%s.%3N")
poff pptp-vpn
while true; do
if (ifconfig | grep ppp) 
then 
printf "Waiting ..." 
else 
break
fi
done
enddisconnection=$(date +"%s.%3N")
x=`echo $enddisconnection - $startdisconnection | bc`
echo $x


Файл /etc/ipsec.conf для сервера.

version 2

conn L2TP-PSK
    authby=secret
auto=add

    keyingtries=3

    ikelifetime=8h

    rekey=no

    type=transport

    left=51.75.76.156

    leftprotoport=17/1701

    right=%any

    rightprotoport=17/%any

    dpddelay=30

    dpdtimeout=150

    dpdaction=clear

    ike=aes128-sha1-modp1024,aes128-sha1-modp1536,aes128-sha1-modp2048,aes128-sha256-ecp256,aes128-sha256-modp1024,aes128-sha256-modp1536,aes128-sha256-modp2048,aes256-aes128-sha256-sha1-modp2048-modp4096-modp1024,aes256-sha1-modp1024,aes256-sha256-modp1024,aes256-sha256-modp1536,aes256-sha256-modp2048,aes256-sha256-modp4096,aes256-sha384-ecp384,aes256-sha384-modp1024,aes256-sha384-modp1536,aes256-sha384-modp2048,aes256-sha384-modp4096,aes256gcm16-aes256gcm12-aes128gcm16-aes128gcm12-sha256-sha1-modp2048-modp4096-modp1024,3des-sha1-modp1024!

    esp=aes128-aes256-sha1-sha256-modp2048-modp4096-modp1024,aes128-sha1,aes128-sha1-modp1024,aes128-sha1-modp1536,aes128-sha1-modp2048,aes128-sha256,aes128-sha256-ecp256,aes128-sha256-modp1024,aes128-sha256-modp1536,aes128-sha256-modp2048,aes128gcm12-aes128gcm16-aes256gcm12-aes256gcm16-modp2048-modp4096-modp1024,aes128gcm16,aes128gcm16-ecp256,aes256-sha1,aes256-sha256,aes256-sha256-modp1024,aes256-sha256-modp1536,aes256-sha256-modp2048,aes256-sha256-modp4096,aes256-sha384,aes256-sha384-ecp384,aes256-sha384-modp1024,aes256-sha384-modp1536,aes256-sha384-modp2048,aes256-sha384-modp4096,aes256gcm16,aes256gcm16-ecp384,3des-sha1!

Файл /etc/xl2tpd/xl2tpd.conf для серверу.

[lns default]

ip range = 10.0.2.100-10.0.2.200

local ip = 10.0.2.1

refuse pap = yes
refuse chap = yes
require authentication = yes

pppoptfile = /etc/ppp/options.xl2tpd

length bit = yes

exclusive = yes

ppp debug = no

assign ip = yes

Файл /etc/ppp/options.xl2tpd для сервера

name l2tpd

refuse-eap

refuse-pap

refuse-chap

refuse-mschap

require-mschap-v2

auth

proxyarp

nobsdcomp

novj

novjccomp

lcp-echo-interval 30

lcp-echo-failure 5

mtu 1200

mru 1200

ms-dns 8.8.8.8
ms-dns 8.8.4.4


Файл /etc/ipsec.conf для клієнта.

version 2

conn L2TP-PSK-NAT

    authby=secret

    auto=add

    keyingtries=3

    rekey=no

    ikelifetime=8h

    keylife=1h

    type=transport

    left=%any

    leftprotoport=17/%any

    right=51.75.76.156

    rightprotoport=17/1701

    dpddelay=30

    dpdtimeout=120

    dpdaction=clear

    ike=aes128-sha1-modp1024,aes128-sha1-modp1536,aes128-sha1-modp2048,aes128-sha256-ecp256,aes128-sha256-modp1024,aes128-sha256-modp1536,aes128-sha256-modp2048,aes256-aes128-sha256-sha1-modp2048-modp4096-modp1024,aes256-sha1-modp1024,aes256-sha256-modp1024,aes256-sha256-modp1536,aes256-sha256-modp2048,aes256-sha256-modp4096,aes256-sha384-ecp384,aes256-sha384-modp1024,aes256-sha384-modp1536,aes256-sha384-modp2048,aes256-sha384-modp4096,aes256gcm16-aes256gcm12-aes128gcm16-aes128gcm12-sha256-sha1-modp2048-modp4096-modp1024,3des-sha1-modp1024!

    esp=aes128-aes256-sha1-sha256-modp2048-modp4096-modp1024,aes128-sha1,aes128-sha1-modp1024,aes128-sha1-modp1536,aes128-sha1-modp2048,aes128-sha256,aes128-sha256-ecp256,aes128-sha256-modp1024,aes128-sha256-modp1536,aes128-sha256-modp2048,aes128gcm12-aes128gcm16-aes256gcm12-aes256gcm16-modp2048-modp4096-modp1024,aes128gcm16,aes128gcm16-ecp256,aes256-sha1,aes256-sha256,aes256-sha256-modp1024,aes256-sha256-modp1536,aes256-sha256-modp2048,aes256-sha256-modp4096,aes256-sha384,aes256-sha384-ecp384,aes256-sha384-modp1024,aes256-sha384-modp1536,aes256-sha384-modp2048,aes256-sha384-modp4096,aes256gcm16,aes256gcm16-ecp384,3des-sha1!

Файл /etc/xl2tpd/xl2tpd.conf для кілєнта.

[lac L2TP-PSK-NAT]

lns = 51.75.76.156

ppp debug = no

pppoptfile = /etc/ppp/options.xl2tpd

length bit = yes


Файл /etc/ppp/options.xl2tpd для клієнта.

ipcp-accept-local

ipcp-accept-remote

refuse-eap

require-mschap-v2

noccp

noauth

idle 1800

mtu 1410

mru 1410

usepeerdns

debug

lock

connect-delay 5000

name "user1"

password "user-password1"


Скрипт l2tp_connection_time.sh,

#!/bin/bash

startconnection=$(date +"%s.%3N")

ipsec up L2TP-PSK-NAT && echo "c L2TP-PSK-NAT" > /var/run/xl2tpd/l2tp-control

while true; do

    if (ifconfig | grep ppp) 

    then  

 break  

    else 

 printf "Waiting ..."

    fi

done

endconnection=$(date +"%s.%3N")

x=`echo $endconnection - $startconnection | bc`

echo $x


Скрипт l2tp_disconnection_times.sh.
#!/bin/bash

startdisconnection=$(date +"%s.%3N")

echo "d L2TP-PSK-NAT" > /var/run/xl2tpd/l2tp-control && ipsec down L2TP-PSK-NAT

while true; do

    if (ifconfig | grep ppp) 

    then  

 printf "Waiting ..."  

    else 

 break

    fi

done

enddisconnection=$(date +"%s.%3N")

x=`echo $enddisconnection - $startdisconnection | bc`

echo $x


Файл /etc/openvpn/server.conf.
port 1194

proto udp

dev tun

ca ca.crt

cert server.crt

key server.key 

dh dh.pem

topology subnet

server 10.0.3.0 255.255.255.0

ifconfig-pool-persist ipp.txt 

keepalive 10 120

tls-auth ta.key 0 

cipher AES-256-CBC

auth SHA256

user nobody

group nogroup

persist-key

persist-tun

status /var/log/openvpn/openvpn-status.log

verb 3

explicit-exit-notify 1


Скрипт ovpn_connection_time.sh.

#!/bin/bash

startconnection=$(date +"%s.%3N")

openvpn --config /etc/openvpn/user1.ovpn --daemon

while true; do

    if (ifconfig | grep tun) 

    then  

 break  

    else 

 printf "Waiting ..."

    fi

done

endconnection=$(date +"%s.%3N")

x=`echo $endconnection - $startconnection | bc`

echo $x

Скрипт ovpn_disconnection_times.sh.

#!/bin/bash

startdisconnection=$(date +"%s.%3N")

sudo killall openvpn

while true; do

    if (ifconfig | grep ppp) 

    then  


printf "Waiting ..."  

    else 


break

    fi

done

enddisconnection=$(date +"%s.%3N")

x=`echo $enddisconnection - $startdisconnection | bc`
echo $x
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