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Abstract – The article gives such a parameter as the priority of node in the routing system of a telecommunication network. The given parameter is proposed to be considered in risk assessment of route information security. 
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I.
Introduction

A feature of modern routing processes in telecommunication networks (TCSs) is the presence of a large number of security threats aimed at various elements of the routing system. For example, according to the study there are such possible types of information attacks as the compromise of the service provider devices, hacking of network management stations, attacks on the transit devices between providers, unauthorized access of an intruder to the traffic through the taking of control over nodes, etc. One of the most dangerous attacks on the TCS routing system is DDOS-attacks on the customer networks that are connected to such a network, as well as DDOS-attacks on the routers themselves. The DDOS-attack on the client network leads to an increase in the intensity of the "harmful" traffic through the trunk network routers and their overloading. The complexity of the fight against these attacks is that it is very difficult for the main router to distinguish "useful" traffic from DDOS-traffic. Some of the methods of DoS and DDoS attacks detection are described in the next works [1, 2]. DDOS-attack on the routers themselves also leads to their overloading and damage, as well as reduction of routers bandwidth. In the long run, such an attack can lead to a delay in servicing of "useful" network traffic packets or complete failure of its service. At the same time Quality of Service (QoS) has requirements to the value of the packet delay. For example, the delay of the speech packet of VoIP traffic must not exceed 150 ms in accordance with the International Telecommunication Union (ITU) G.114 [3]. 
Under these conditions, one of the key tasks in the TCSs is the selection of the route for transmission of packets which provide the solution of load balancing tasks in TCSs and QoS assurance [4].
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The researches aimed at the introduction of requirements to provision of information security of transmitted data into the process of routing are conducted. One of the ways to achieve these requirements is the introduction of the risk indicator of routes information security into the metric of routing algorithms [5, 6, 7, 8]. 
The purpose of the research is to develop a mechanism for determining the priority of the TCS routing nodes for further assessment of risks for information security of nodes and packet transmission routes. 
II. Approach to determination of risk of route information security 
The risk of information security of the information transmission route 
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 from the node i to the node j is a potential possibility of breach of confidentiality, integrity and availability of information when it is transmitted over the route. The risk of route information security can include the following indicators: 
- the risk of confidentiality breach of information, when it is transmitted over the route;

- the risk of information modification, when it is transmitted over the route (the risk of integrity violation);

- the risk of late delivery of information to the consumer (the risk of violations of information availability). This risk usually depends on the feasibility of the DDOS-attacks in TCSs. Such attacks on TCSs can also include actions of means of fire or electromagnetic injury to the routers (nodes), production of radio interference on the communication channels between the routers (wireless network), damage to the cable system (wireline). 

The information security risk of the route can be determined on the basis of the information security risk of routers (hereinafter - nodes) in the routing system using the expression: 
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where 
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 – a set of TCS nodes included into the m-th route.
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where 
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 – a probability (degree, level) of information threats realization on the z-th node of the routing system; 
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 – a probability (degree, level) of the z-th TCS node vulnerability to informational threats; 
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 – priority of the z-th node of the routing system for direction of transmission from the TCS node i to the node j.  
III. Approach to determination of priority for node of routing system to provide route security 
The main indicator of network efficiency will be the delay of packets during transmission over the route. 

The period of packet transmission from the node i to the node j for the m-th route can be expressed as follows:
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where 
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 - the period of spreading of the packet over the communication channel adjacent to the nth node of the m-th route; 
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 – duration of packets servicing by the n-th node of the m-th route; 
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 – the number of nodes on the m-th route.
The period of time of packet being serviced by the node consists of the packet waiting time in the queue and time of packet processing by the node. If the processing time is fixed and usually not too long (from a few microseconds to several dozens of microseconds), then packet waiting time in the queue varies within wide limits and it is typically a random variable. 
If we take as an assumption that the node is a single-channel QS with expectation, the input stream is a Poisson process, the probability density function 
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 of packets servicing by the nth node will be described by the exponential rule. 
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where 
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– intensity of packet servicing by the node taking into account its processing and packet waiting time in the queue, 
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 - the intensity of packets at the node entrance; 
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 - the intensity of packets processing by the node.

In order to provide the probability density function for the time of packets transmission from the node i to the node j for the m-th route 
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 it is needed to convolve the distribution densities 
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 for all the nodes of the m-th route. 
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where the convolution of two distribution densities, e.g. 
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 are determined from the expression:
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If we apply the Laplace transform, the convolution of functions can be reduced in the image space to the operation of multiplication. The inverse Laplace transform allows to obtain the desired function of a real variable. Therefore, the study suggests an approach in which the operation of each node is described as a model M/M/1 with different parameters 
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, the convolution of distribution densities 
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 of the time of packets processing by nodes is substituted by the Laplace transform, multiplication of images of functions data is carried out and the desired density distribution is obtained by the inverse Laplace transform. 

The integration of the probability density function for the time of packet transmission from the node i to the node j for the m-th route 
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 in time allows to determine the probability of packet delivery to the end node within the given time:
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The example of the calculation for probability density function for the time of packet transmission from the node i to the node j and the probability of packet delivery to the end node is shown in Fig. 1-3.

[image: image31]
Fig. 1. The routes contain: 1 – 3 nodes; 2 - 4 nodes; 3 – 5 nodes; all the routers are equally loaded, terms of calculation: 
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[image: image33]Figure 2. One route has 4 nodes (all the routers are equally loaded, terms of calculation: 1 curve when 
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Figure 3. One route contains 4 nodes (terms of calculation: 1 – all the routers function normally and are equally loaded, 
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; 2 – 2 routers function normally and are equally loaded, 
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, 2 routers were exposed to the DDoS-attack, 
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; 3 – 2 routers function normally and are equally loaded, 
[image: image42.wmf]7

,

0

=

r

, 2 router was exposed to DDoS-attack; 
[image: image43.wmf]95

,

0

=

r

).

The probability of packet delivery from the node i to the node j for the whole M set of routes for the given transmission direction in the given time is determined from the expression:
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The meaning of the Eq. (9) is that in case of failure of the route (reducing of the route bandwidth), the system will perform balancing and routing of the traffic on the basis of the algorithm set in it and metrics indicators. However, another route, less efficient under normal conditions, can be selected.

The priority of the nth node for the direction of transmission from the node i to the node j will be determined according to the contribution of the given node to provision of packet delivery task performance by all possible routes within the given time:
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where 
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 – the probability of packet delivery from the node i to the node j for the whole M set of routes for the transmission direction within the given time in the absence of DDoS-attacks;
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– the probability of packet delivery from the node i to the node j for the whole M set of routes for the transmission direction within the given time under the DDoS-attack on the nth node.

IV. Conclusion

The article introduces such an indicator as the node priority of the TCS routing system. This indicator shows how the probability of packet delivery for the direction of transmission from the node i to the node j is reduced within the given time and in the presence of DDoS-attacks in comparison to the normal operation of a TCS. Implementation of this indicator allows to take into account the risks of information security of routes in the routing.
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