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VY 30ipHHKY NOJAHO TE3H JOIOBieH necsToi MiKHAPOAHOI HAyKOBO-TEXHIYHOI KOH(epeHmil
“IIpo6emu iHpopmaTH3anii”. Po3risHyTi NHTaHHS 32 TAKMMH HalpsMaMH: iH(OpMaTH3alis HaBYalb-
HOTO IIPOIIECy; 3aCTOCYBaHHs, eKCILTyaTalis Ta Oe3neka (pyHKIIOHYBaHHS TICKOMYHIKAI[IHHUX CUCTEM
Ta MEPeX; KOMIT IOTepHI METOAH i 3aco0u iHGOpMaNiiiHIX TEXHONOT1H Ta YIPaBJIiHHS; METOIM MIBUIKOT
Ta JIOCTOBIPHOT 0OpOOKH NaHUX B KOMIT'FOTEPHHX CHCTEMaxX Ta Mepexax; LMBLIbHA Oe3neka (iHpopma-
LiliHa miATpUMKa); cydacHi iHopMaLiiiHO -BUMIPIOBaIbHI CHCTEMH.

3aTBepKeHO 10 IpYyKy pimeHHsM Buenoi paxy Uepkacbkoro qep:kaBHOTO TEXHOJIOTI-
YHOro yHiBepcuTeTy (mpoToko Bix 21.11.2022 Ne 6).

OPTAHI3ALIIHHAY KOMITET KOH®EPEHIJII
Cnigeono6u opexomimemy:
TAIIMMOB Enbruau Tisic ornu (0.1.6. & 6.1., npogh., BA 3C AP, Baxy, Azepb6aiiocan);
KAPIITHCBKI Mikomnaii (0.x., npog., Yuisepcumem Benvcoko-bsna, Honwwa),
KOBAJIEHKO Awunupiit Anaroniitosuy (0.m.n., npog., XHYPE, Xapkie, Yrpaina),
KOCEHKO Bikrop Bacunsosuu (0.m.w., npop., 411 "IT]] ITIKHAI AIT", Xapkis),
KYUYVK Teopriit AnaroniiioBud (0.m.u., npoch., HTY «XIIl», Xapkis, Yrpaina);
PYIHULIbKWIA Bonogumup Mukomnaitosud (0.m.n., npog., YHATY, Yepracu, Ypaina).
Ynenu opekomimemy:

BABEHKO Bipa I'puropisna (0.m.u., ooy., YATY, Yepkacu, Vkpaina),
T'JIABYEB Makcum Iroposuu (k.e.n., ooy., HTY «XI1l», Xapxis, Ykpaina),
['JINBA Banentun Anaroniiosud (0.m.u., npogh., KHYFA, Kuis, Ykpaina),
3AI7IL[EBA €nena (k.m.i., npog., Ynisepcumem micma Kunina, Kunina, Crosauuuna),
KAJIIHIH €srewiit IBanosuy (0.m.1., npogh., HY BplIkY, Kuis, Vkpaina),
KOJIOMIMLIEB Onexciit Bomogumuposud (0.m.n., npogp., HTY «XITly, Xapxis, Yrpaina);
KPACHOBAEB Bikrtop AnarouniiioBud (0.m.n., npog., XHY, Xapris, Ykpaina);
JIEBAIIEHKO Biraniii (x.m.m., npog., Yuisepcumem micma JKunina, 2Kunina, Crosauuuna);
JIEBUEHKO Jlapuca Onexciisua (0.m.n., ooy., HTVY «KIIl», Kuis, Yrpaina);
JIEIIEHKO Onekcannp bopucosud (k.m.n., ooy., HAY «XAI», Xapkie, Yrpaina),
MIXAJIb Oner [Mununosud (0.m.u,, doy., XHYPE, Xapkis, Yrpaina),
MOXAEB Onekcannp Onekcanaposud (0.m.u., npogh., XHY BC, Xapxis, Vkpaina);
PYBAH Irop Bikroposu4 (0.m.1., npog., XHYPE, Xapkis, Yrpaina);
CEMEHOB Cepriii ['ennanifioud (0.m.n., npog., XHEY, Xapxis, Ykpaina);
CMIPHOB Onekcauap AnatomniiioBud (0.m.H., npo., LIHTY, Kponuenuyeruii, Ykpaina),
®AVYPE Emins Bitanifiosuy (0.m.n., doy., YATY, Yepracu, Ykpaina),
OEJIOPOBUY Oser €srenosud (0.m.1., npogh., HAY «XAl», Xapxis, Yrpaina);
®EJIOTOBA-ITIBEHD Ipuna Muxkonaisua (k.m.n., ooy., YATY, Yepracu, Yrpaina),
IIE®EP Onekcanap Bitaniiiosuy (0.m.n., doy., [THTY, ormasa, Ykpaina).

Cexpemapiam opexomimemy:
KVYUYVK Hina I'eopriisua (0.m.n., npog., HTY «XIIl», Xapxkis, Yrpaina),
JISILUEHKO Onexciii Cepriitosny (x.m.n,, doy., XHYPE, Xapxie, Y«paina);
MMUWPOHIOK Tetsna BacuniBna (k.m.n., YATY, Yepracu, Ykpaina).
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Mpobnemu iHopmaTusauii : gecsaTa MixxHapogHa HayKOBO-TEXHIYHA KOHdEepeHLUis

METO/IY 3ABE3NEYEHHSA THOOPMAIIMHOT O
3AXHUCTY I0T-CUCTEM

Ckopuk B.A., ITickaproB O.M.
XapKiBChKHU HalliOHAIBHUN YHIBEPCUTET PalioeTeKTPOHIKH, XapKiB, YKpaiHa

HeoOxinHicTh 3a0e3neuenHHs sikicHOI iH(opMmariitHol Oe3mneku Oyap Kol Me-
pexi abo cucTeMH BaXKKO MEPEOI[iHUTH y Halll Yac, BOHA BUCTYIA€E OHIEIO 3 HANUTO-
JIOBHIIINX BUMOT JI0 Oy 1b-sK01 iH(popMaiiHoi cucteMu. [IpudnHOIO IHOTO € HasB-
HICTb HEPO3PHBHOTO 3B'SI3Ky MiX 1H(OPMAIIITHUMH TEXHOJIOTISIMA Ta OCHOBHUMH
Oi3Hec-TpoliecaMy B yCiX OpraHizaiisix, AepaBHUX CIy»0ax, MPOMHCIOBHX ITiJ|II-
pueMcTBax, piHAHCOBHUX CTPYKTYpax, oneparopax TeJeKOMyHikaliid Tomo. 3abe3-
nevyeHHs iHdopMaliiiHol Oe3neky — akTyajbHa TeMa i OJJHOYaCHO BEJIMYE3Ha IPO-
6nema. HixTo moku He BUPIMMB i B 3arajbHOMY BUIIaJIKY, HE ICHY€ YHIBEpPCAITBHUX
ITOPUTMIB pillIeHHs, sIKi O MU 0 yCiX MOXKJIMBUX BUIAJIKIB, aJie iCHY€E Be-
JIMKA KUTbKICTh PI3HOMaHITHUX METO/IIB Ta PillIeHb, SIKi 3/1aTHI BUPIIIUTH OKPEMi BU-
NaJIK} bOTO 3aBJIAHHSI.

Meroto omoBifi € aHai3 akTyanbHuX apxitektyp loT-cuctem [1], MmeToniB Ta
ITOPUTMIB 1X 3aXUCTy [2] Ta NOPIBHSHHSA, PO3MIISA X 3aCTOCYBaHHS B ICHYFOUHMX
NPOBITHUX KOMEPIIHHUX pimeHHsx [3] Ta noOynoBa BiacHOI Mozeni iHdopmartiii-
HOTO 3aXMCTy Ha MPUKIaal eMoHcTpaiitaoi loT-cuctemu Ha 6a3i Intel.

B nomoBizi aHa3yIOTECS Ta TOPIBHIOIOTHCS aKTyalbHI PillICHHS, POOIAThHCS
BHCHOBKH I0JI0 JAOLIJIBHOCTI THX YH IHIIMX METOJIIB Ta AJITOPUTMIB Y pillIEHH] Mpo-
Onemu 3a0e3nedeHHs iHpopMalliiiHoi 6e3neku. bynyeTbes Gi10K-cxema 3arpornoHo-
BaHOI CUCTEMH, IPOBOAUTHCS ii MojieroBanHst [4]. ITicist aHai3zy cTratoTh OUeBH-
HUMH CHJIbHI CTOPOHH TaKMX KoMmepuiHux cuctem, sik AWS 10T ta Azure IoT, o
JIO3BOJISIE 3aCTOCYBATH JIESIKI 3 X alTrOPUTMIB y CTBOPEHHI BIacHOi Mojeli iHdop-
MarriiiHoro 3axucty loT-cuctemu. Oco6auBY yBary Ciijl MpUIUISATH HOBUM MIPOTO-
KoJIaM Tiepenadi JaHuX, 30kpema, ctanaapty 6LoWPAN (IPv6 over Low-Power
Wireless Personal Area Networks) Ta iHIIMM MepexXeBUM TEXHOJIOTISIM 13 KPUIITO-
rpagiuHIMU 3ac00aMH, sIKi 3a0e3eUy0Th 3aXHIleHy nepeaady nanux y loT-cucre-
Max.
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