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FROM jenkins/jenkins:Its

ARG TF_VERSION='0.14.8'

ARG TG_VERSION='v0.28.24'

ARG LOCAL_ BIN="usr/bin'

ENV LOCAL_BIN=${LOCAL_BIN}
ENV TF_VERSION=${TF_VERSION}
ENV TG_VERSION=${TG_VERSION}
ENV AWS PAGER=""

USER root
RUN wget -O terraform.zip "https://releases.hashicorp.com/terraform/$ {TF_VERSION}/terraform_$
{TF_VERSION} linux_amd64.zip" \
&& unzip terraform.zip \
&& mv terraform /usr/bin/ \
&& rm terraform.zip
RUN wget -O terragrunt https://github.com/gruntwork-io/terragrunt/releases/download/$
{TG_VERSION}/terragrunt_linux_arm64 \
&& chmod +x terragrunt \
&& mv terragrunt /usr/bin/
# install pre-commit
RUN apt update && export DEBIAN_FRONTEND=noninteractive && apt -y upgrade \
&& apt -y install --no-install-recommends python3-pip gawk \
&& python3 -m pip install -U setuptools \
&& curl https://pre-commit.com/install-local.py | python3 -\
&& wget -O terraform-docs https://github.com/terraform-docs/terraform-
docs/releases/download/v0.12.1/terraform-docs-v0.12.1-linux-amd64 \
&& chmod +x terraform-docs \
&& mv terraform-docs /usr/bin/ \
&& wget -O tfsec https://github.com/tfsec/tfsec/releases/download/v0.39.21/tfsec-linux-amd64 \
&& chmod +x tfsec \
&& mv tfsec /ust/bin/ \
&& wget -O tflint.zip https://github.com/terraform-
linters/tflint/releases/download/v0.26.0/tflint_linux _amd64.zip \
&& unzip tflint.zip \



&& mv tflint /usr/bin/ \
&& rm tflint.zip \
&& python3 -m pip install -U checkov
RUN curl "https://awscli.amazonaws.com/awscli-exe-linux-x86 64.zip" -o "awscliv2.zip" \
&& unzip awscliv2.zip \
&& bash -e ./aws/install -i /opt/aws-cli -b ${LOCAL BIN} \
&& chown -R jenkins:jenkins /opt/aws-cli \
&& chown jenkins:jenkins ${LOCAL BIN}/aws \
&& echo "complete -C '$ {LOCAL BIN}/aws_completer' aws" >> /etc/profile \
&& rm awscliv2.zip \
&& rm -rf ./aws
RUN jenkins-plugin-cli --plugins pipeline-model-definition scm-api git credentials ansicolor
USER jenkins
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pipeline {

agent none

options {

}

buildDiscarder(logRotator(numToKeepStr: '100"))
// timeout(time: 300, unit: 'SECONDS')
ansiColor('xterm")

timestamps()

parameters {

nmn

choice(name:"dir",description:" ", choices: ["connect to ec2",])

environment {

stashName="root _stash"

tfWorkingDir = "tf modules/$ {params.dir}/infra"
tfValidationDir = "tf modules/$ {params.dir}/verification"
AWS DEFAULT PROFILE ="bv_03 tf admin"

AWS PROFILE ="${env.AWS DEFAULT PROFILE}"
AWS DEFAULT REGION = 'us-east-1'

AWS REGION ="${env.AWS DEFAULT REGION}"
TF_ IN_ AUTOMATION = 'true'

tfbackendBucket = "cloud-mentor-bv-tf-states"
tfbackendkey = "bastion/terraform.tfstate"
tfbackendCompeletedkey = "bastion/completed_task.tfstate"
tfbackendUncompeletedkey = "bastion/uncompleted task.tfstate"

—_nn

taskRessourcesDeployed

stages {

stage("plan task ressources") {

agent {label "master"}



steps {
script {
dir(tfWorkingDir){
sh "terraform init"
env.TF_VAR deploy task resources = "true"

sh "terraform plan -out tfplan"

}

stash name: stashName, allowEmpty: true

stage("approve task ressources deploy") {
agent none
steps {
script {
input(
id: 'userDeploylnput', message: "Approve deploy task infrastructure?", ok:

"Approve"

}

stage("deploy task ressources") {

agent {label "master"}

steps {
script{

unstash name: stashName

dir(tfWorkingDir){
env.TF_VAR deploy task resources = "true"
sh "terraform apply --auto-approve tfplan"
sh "aws s3 cp s3://$ {env.tfbackendBucket}/$ {env.tfbackendkey} s3://$

{env.tfbackendBucket}/$ {env.tftbackendCompeletedkey}"

// remove task solution ressources
env.TF_VAR deploy task resources = "false"

sh "terraform apply --auto-approve >/dev/null"



sh "aws s3 cp s3://$ {env.tfbackendBucket}/$ {env.tfbackendkey} s3://$
{env.tfbackendBucket}/$ {env.tftbackendUncompeletedkey}"
sh "aws s3 cp s3://$ {env.tfbackendBucket}/$ {env.tftbackendCompeletedkey} s3://$
{env.tfbackendBucket}/$ {env.tfbackendkey}"
h
taskRessourcesDeployed = true

stash name: stashName, allowEmpty: true

stage("validate task"){

agent none

options {
retry(99999)

stages {
stage("check task input") {
agent none
steps {
script {
input(
id: 'userInput', message: "Is the task completed and ready to check?", ok:
"Check",

stage("check task") {
agent {label "master"}
steps {
script {
unstash name: stashName

dir(tfWorkingDir){
env.TF_VAR deploy task resources = "true"
tfPlanCode = sh (



script: "terraform plan -detailed-exitcode >/dev/null",

returnStatus: true

)
echo "tfPlanCode=$ {tfPlanCode}"

if (tfPlanCode =0 ){
error "Task check failed -> The task has not been solved!"

h
stash name: stashName, allowEmpty: true
h
h
h
h
h
h
post {
always {

node('master’) {
script {
unstash name: stashName
echo "Going to clean up task ressources."
dir(tfWorkingDir) {
try{
sh "aws s3 cp s3://$ {env.tfbackendBucket}/$ {env.tfbackendCompeletedkey}
s3://${env.tftbackendBucket}/$ {env.tfbackendkey}"
env.TF_VAR deploy task resources = "true"
sh "terraform destroy --auto-approve"
h
catch (Exception){
echo "No task ressource to clean up"

h
cleanWs()
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variable "aws profile" {
description = "The AWS profile to create infra with"
default = ""

variable "aws role arn" {
description = "The AWS profile to create infra with"
default = ""

variable "aws region" {
description = "The AWS region where to create infra"
default = ""

variable "deploy task resources" ({

description = "Special variable to deploy and put task
ressources in state"

default = false

data "aws ami" "amazon linux2" {
most recent = true
owners = ["amazon"]
filter {
name = "name"
values = ["amznZ2-ami-hvm-*-x86 64-ebs"]

resource "aws lam role" "ecZ ssm role" ({



name = "ecZ ssm role"

assume role policy = Jsonencode ({
Version = "2012-10-17"
Statement = [
{

Action = "sts:AssumeRole"
Effect = "Allow"
Principal = {

Service = "ec2.amazonaws.com"

by

)

tags = merge(local.default tags, {

Name = "private instance"
b
}
resource "aws lam role policy attachment" "ec2 ssm role policy"
count = var.deploy task resources ? 1 : O
role = aws_lam role.ecZ ssm role.name

policy arn =
"arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore"

}

resource "aws lam instance profile" "ecZ ssm role" {
name = "ecZ ssm role"
role = aws iam role.ecZ ssm role.name

}

resource "aws network interface" "private" {

subnet id = module.vpc.private subnets[0]
tags = {

Name = "ec2 Public"

resource "aws instance" "private" ({



ami

data.aws ami.amazon linuxZ2.id

instance type = "tZ.micro"

network interface {

network interface id = aws network interface.private.id

device index =0

}

lam instance profile = var.deploy task resources ?

aws lam instance profile.ec2 ssm role.id : null

tags =
Name

)

resource

subnet

tags =

Name

resource

ami

merge (local.default tags, {

= "private"

"aws network interface" "public" {
id = module.vpc.public subnets[0]
{

= "ec2 Public"

"aws instance" "bastion" {

= data.aws ami.amazon linux2.id

instance type = "tZ.micro"

network interface ({

network interface id = aws network interface.public.id
device index =0
}
iam instance profile = aws iam instance profile.ec2 ssm role.id
tags = merge (local.default tags, {
Name = "bastion"
})
}
locals |
aws profile = var.aws profile == "" ? null : var.aws profile

aws_role arn = var.aws role arn == "" ? null : var.aws role arn



default tags = {

Owner = "E-mentor"
}
}
data "aws availability zones" "available" {
state = "available"

module "vpc" {

source = "terraform-aws-modules/vpc/aws"
version = "2.77.0"
name = "tf bastion vpc"

cidr = "10.0.0.0/16"

azs = data.aws availability zones.available.names
private subnets = ["10.0.1.0/24"]

public subnets = ["10.0.101.0/24"]

enable ipv6 = true

enable nat gateway = false

single nat gateway = true

public subnet tags = {

Name = "tf bastion vpc public"
}
private subnet tags = {

Name = "tf bastion vpc private"
}
tags = {

Owner = "E-mentor"

vpc tags = {

Name = "tf bastion vpc"



output "vpc nat ids" {

value = module.vpc.natgw ids

terraform {

backend "s3" {

bucket = "cloud-mentor-bv-tf-states"
key = "bastion/terraform.tfstate"
region = "us-east-1"

required providers {

aws = {
source = "hashicorp/aws"
version = ">= 3.0"

provider "aws" {
profile = var.aws profile != "" ? var.aws profile : null
region = var.aws region != "" ? var.aws region : null

assume role {

role arn = var.aws role arn != "" ? var.aws role arn
null
}
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Pobouuit npouec 3 Terraform
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B pamuax poBoTi Byno poarnaHyTo XmapHi TexHonorl, ix cTpysTypy Ta agtani peanizaui.

MpoaHanisoeaHo ACCNAMEHHA KoMNaHIT Garthner, WoAo NiAepiB Ha3 pUHRY, Ha ocHoBi Yora Byno
ofpaHo xmapHoro npoeainepa AWS ANA BUKOHAHHA NPaKTMYHOT HaCTHHM.

JaHo BHM3HAYSHHA NOHATTAM THYYKKMX MeToAon0rH Ta Be3nepepBHOT A0CTaBKW. NPOBEAEHD OFNAL
THCTRYMEHTIE 414 BUHOHAHHA POBOTH Ta BMBPaHOo Taki IHCTpyMeHTK Ak Jenkins Ta Terraform gna
peanizauji GisHec NorikKM CMCTEMM.

Po3poBneHo anropuTm 4NA nepesipki WinicHocT iHdpacTpywTypK. Ha ocHOBl AKOro cTeopeHo
NPaTOTHN CHETEMK ANA ABTOMATKMIALI HABYAHHA T2 NIOFOTORKK cnelianicTie B oBnacTi xmapHMx
TEXHONOMH 3 BMKOPHCTAHHAM NPOAYHTIE 3 BIAKDUTMM Nporpamymm Kogom Docker, Jenkins Ta
Terraform.
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