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ДОДАТОК Б 

Коди схем підпису

Нижче наведено код для  OTS Лампорта. Використовується Python в Jupyter 
Notebook.

import numpy as np
import hashlib

def signing_key(message):
    message = str(message)
    message =  ''.join(format(ord(i), '08b') for i in message)    
    message = [int(i) for i in message]  
    k = len(message) # Security Parameter
    return np.random.randint(0,2,size=(2*k,k)).tolist()

def verifying_key(key):
    
    verification_key = []
    
    for c in key:
        column = []
        for r in c:
            column.append(hashlib.sha256(str(r).encode()).hexdigest())
        
        verification_key.append(column)
        
    return verification_key

def signature(message,key):
    
    message = str(message)
    message =  ''.join(format(ord(i), '08b') for i in message)    
    message = [int(i) for i in message] 
    
    signature = []
    for idx, bit in enumerate(message):
        signature.append(key[2*idx+bit])
    
    return signature

def verification(message,verification_key,signature):
    
    message = str(message)
    message =  ''.join(format(ord(i), '08b') for i in message)    
    message = [int(i) for i in message] 
    
    hashed_signature = []
    
    if len(verification_key[0]) != len(message):
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        return False
    
    else:
        for c in signature:
            column = []
            for r in c:
                
column.append(hashlib.sha256(str(r).encode()).hexdigest())
        
            hashed_signature.append(column)
    
        for idx, bit in enumerate(message):
        
            if verification_key[2*idx+bit] != hashed_signature[idx]:
                return False
        
        return True

message = "Shine On You Crazy Diamond."
key=signing_key(message)
verification_key=verifying_key(key)
signature=signature(message,key)
verification(message,verification_key,signature)

Класи багаторазового підпису на дереві Меркла.

LamportSignature

from bitstring import BitArray
import hashlib
from os import urandom

class LamportSignature:
   def __init__(self):
        self.private_key = self.generate_private_key()
        self.public_key = self.generate_public_key()
        self.used = False

    def generate_private_key():
        
        return [(bytearray(urandom(32)), bytearray(urandom(32))) for i in 
range(256)]

    def generate_public_key(self):
        return [(self.hash(a), self.hash(b)) for (a, b) in 
self.private_key]

    def concatenate_key(key_list):
          
        
        ret = bytearray(0)
        if type(key_list[0]) is tuple:
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            for a, b in key_list:
                ret += a + b
        else:
            for i in key_list:
                ret += i
        return ret

    def decatenate_key(key):
        
        if len(key) == 8192:  # signature key size 256×256 bits
            return [key[i:i + 32] for i in range(0, 8192, 32)]
        elif len(key) == 16384:  # public/private key size 2x256×256 bits
            ret = []
            for i in range(0, 16384, 64):
                ret.append((key[i:i + 32], key[i + 32:i + 64]))
            return ret
        else:
            raise ValueError("Wrong key size.")

    def get_key(self, key_type, concatenate):
        
        key = self.public_key if key_type == 'public' else 
self.private_key
        if not concatenate:
            return key
        return self.concatenate_key(key)

    def sign(self, msg):
        if self.used:
            raise ValueError("Private and public keys already used!")
        self.used = True
        msg_hash = self.hash(msg)
        signature = []
        for (a, b), bit in zip(self.private_key, 
BitArray(bytes=msg_hash).bin):
            if bit == "0":
                signature.append(a)
            elif bit == "1":
                signature.append(b)
        return signature

    def verify(cls, msg, signature, public_key):
        
        msg_hash = cls.hash(msg)
        signature_hash = [cls.hash(i) for i in signature]
        for sig_hash, (a, b), bit in zip(signature_hash, public_key, 
BitArray(bytes=msg_hash).bin):
            if (bit == "0" and sig_hash != a) or (bit == "1" and sig_hash 
!= b):
                return False
        return True

    def hash(data):
        
        if type(data) is not bytearray:
            data = data.encode('utf-8')
        return bytearray(hashlib.sha256(data).digest())
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def main():
    for msg_sent, msg_to_check in (("abc", "abc"), ("abc", "aaa"), 
("abc", "aabc")):
        lamport = LamportSignature()
        signature = lamport.sign(msg_sent)
        print(msg_sent, msg_to_check, 
LamportSignature.verify(msg_to_check, signature, lamport.public_key))

if __name__ == "__main__":
    main()

MerkleTree

import hashlib
from math import log2, floor

class MerkleTree:
    
    def __init__(self, n_leaves):
        """MerkleTree object constructor.
        
        Args:
            n_leaves (int): Number of leaves in the tree.
            
        """
        if floor(log2(n_leaves)) != log2(n_leaves):
            raise ValueError("Wrong number of leaves.")
        self.tree = {}
        self.n_levels = None
        self.n_leaves = n_leaves

    def add_node(self, data, position, hashed=False):
        
        if data is None:
            self.tree[position] = None
        elif hashed and type(data) is str:
            self.tree[position] = bytearray.fromhex(data)
        elif hashed and type(data) is bytearray:
            self.tree[position] = data
        else:
            self.tree[position] = self.hash(data)

    def generate_tree(self):
        
        self.n_levels = int(log2(self.n_leaves)) + 1
        for level in range(self.n_levels):
            for pos in range(int(self.n_leaves / 2 ** level)):
                if (level, pos) not in self.tree:
                    self.tree[(level, pos)] = None

        for level in range(1, self.n_levels):
            for pos in range(int(self.n_leaves / 2 ** level)):
                left_child = self.tree[(level - 1, 2 * pos)]
                right_child = self.tree[(level - 1, 2 * pos + 1)]
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                if left_child is not None and right_child is not None:
                    self.tree[(level, pos)] = self.hash(left_child + 
right_child)

    def get_root(self):
        
        return self.tree[(self.n_levels - 1, 0)]

    def get_brother_node_hash(self, position):
        
        try:
            return self.tree[self.get_brother_node_position(position)]
        except:
            raise ValueError("No brother exists.")

    
    def get_brother_node_position(position):
        
        index = position[1] + 1 if position[1] % 2 == 0 else position[1] 
- 1
        return position[0], index

    def get_authentification_path_hashes(self, index):
        
        return [self.tree[i] for i in 
self.get_authentification_path(index)]

    def get_authentification_path(self, index):
        
        auth_path = []
        for level in range(self.n_levels - 1):
            auth_path.append(self.get_brother_node_position((level, 
index)))
            index = int(floor(index / 2))  # Parent's node index.
        return auth_path

    def hash(data):
        
        if type(data) is not bytearray:
            data = data.encode('utf-8')
        return bytearray(hashlib.sha256(data).digest())

def main():
    mk = MerkleTree(n_leaves=8)
    mk.add_node("test", (0, 0))
    mk.add_node("retest", (0, 1))
    mk.add_node("test", (0, 2))
    mk.add_node("world", (0, 3))
    mk.add_node("test", (0, 4))
    mk.add_node("retest", (0, 5))
    mk.add_node("test", (0, 6))
    mk.add_node("world", (0, 7))
    mk.generate_tree()

    for key, value in mk.tree.items():
        print(key, value)
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    print(mk.get_authentification_path(2))
    print(mk.get_authentification_path_hashes(2))

if __name__ == "__main__":
    main()
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ДОДАТОК В 

Слайди до презентації
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ДОДАТОК Г 

Результати перевірки на академічний плагіат
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ДОДАТОК Ж 

Експертний висновок результатів перевірки роботи 
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ДОДАТОК Е 

Апробація результатів кваліфікаційної роботи
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