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The Internet of Things (I0T) is becoming extremely popular not only among
big companies or businesses but also among people in their homes since more and
more devices are designed to collect, process, and exchange vital data via the
network. A wireless technology “Zigbee” was supposed to provide a low-power
and cost-effective wireless IoT network. In terms of security, the technology also
gives opportunities to create a highly secure network, yet it is optional since it
depends on a manufacturer, which is responsible for finding a balance between
security and the price of a system.

Zigbee Alliance — HekoMepLIifHA OpraHizailis, o 3aiiMaeThCs CTAaHIAPTaMHU
[0T, y 2003 porui cTBOPIOE HOBITHIO TEXHOJIOT1HO HA OCHOBI paaio ctanaapty IEEE
802.15.4 — ZigBee. Binkputuii cranmapt 0e3npoBoaoBoi mepexi ZigBee
KOHUEHTPYEThCS HA BOPOBapKEHI CcyMmicHOCTI Machine-to-Machine (M2M)
OPOAYKTIB  PI3HOMAHITHUX BHPOOHWKIB. bulbll  TOro, BOPOBAIKEHHS
3a3HAYCHOr0 CTaHAAPTy 3HAYHO MIJBUIILY€ BIAMOBOCTIHKICTE CHCTEMU, 30UTbLIYE
CTPOK JKWTTS KIHUEBUX NPHUCTPOiB Bia OnHIel Oarapei, mepeadayae BENHMKY
KUIBKICTB TJKTFOYEHD, 4 TAKOK HU3bKY BApTICTb.

Jlo TumoBoi CTPykTypu ZigBee Mepexi MOKHAa BIJHECTH HACTYIIHI
KOMIOHEHTH [1]:

- KOOPIMHATOP — T'Pa€ poJib LICHTPA JOBIPH ISl KOHTPOIO OE3MEKH;

-poyTep — BIANOBINAE 3a 3B’SI3yBaHHS KOOPAWHATOpPA 3 KIHUEBUMH
NPUCTPOSMH (3a0€3NEYCHHS MAPLIPY TU3ALll] MEPEKEBOTO TPadiky ),

- KIHLICBHAW TIPUCTPIi — 3BUYAIHI TPUCTPOT, IKI MOKYTh CIIIKY BATHCS JIULLIE
yepe3 0aTbKIBChK1 BY3JIH.

JIOBIpUl BIAHOCHHH CKJIQJAalOTh OCHOBY O€3MEKHM PO3MIISTHYTOI MEPEXI.
BianosigHo a0 cnenumdikaii, TexHosoris ZigBee 3acHoBaHa Ha 128-01THOMY
CUMETPUYHOMY anroputmi O1ouHoro mm@pysaHas AES, a Tomy 0OuaB1 CTOPOHH
MarOTh 3HATU 3arajbHUN KIIFOY JijIs KOMYyHIKalli [2]. HeoOximHo po3yMiTH, 1o
cranaapt [EEE 802.15.4 Bu3nauae nepu asa piHs — Physical Layer ta Medium
Access Control Layer, a ZigBee Bxxe HanOynoBye noaarkosi piHi: Network ta
Application Layers. Ha ocranHix Tppox PpiBHSAX 3a0e3neuyerbest Oe3meka
nepenadi  ¢Qpeimi. Mogem O€3Meku, 1O BIAPIBHIKOTHECS MOKIABOCTSIMH
OPUAHATTS HOBOTO MPHUCTPOKO 10 MEPEXK] Ta METOJAMH 3aXHUCTy TaHUX, AOBOJI
CWIBHO BIUIMBAIOTh HA pOoOOTY ycCie€i Mepeski, HapUKIaA, PO3MOAIIEHA MOJIENb
MICTHUTB JIMIIE POYTEPH Ta KIHLIEBI IPUCTPOi, TOMY i BBOKAETHCS MPOCTILLIOK), aJle
i MeHII 3axuineHor0. KoxkeH 3 poyTepiB Moxke reHepyBatu network keys, a s
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NIAKITOYCHHS 10 TaKOi MEPEkKi KIHIEBI MPUCTPOI MAOTh MICTUTH MPAaBUIbHUIA
pre-configured global link key, 3a 7onmomMororo sSkoro, ocranH1 po3mU(PpPOBYIOThH
noBigomyicHHss 3 network key Bim OarbkiBcbkux poytepiB. Network key
HEOOX1IHANA KO>KHOMY 3 IPUCTPOIB JUTs MIATPUMAHHS KOMYHIKAIi Y MEPEXKI.

LlenTpamizoBana cucrtema Habararo Oe3neyHima, ajie W ckiagHima. Bona
nepenadayvae 3acrocyBaHHs ZigBee Trust Center (TC), mo # rpae posb
KoopauHaropa Mepexi. Bin BcraHoBmroe yHikaabHuii Global link key ms
BUKOPHCTAHHS HUM Ta KOXHMM 3 By3diB, Unique link key mis koxHoro 3i
3’eqHanb TC-By3011, O 3rofoM 3MiHIOEThCS Ha 3reHepoBanuii TC link key, a
takox Application link key ans komyHikaiiii Mk maporo npuctpoiB. Hacnpasni,
KJTt04l, siKi OB’ s13aHi 3 TC € CKOH(ITypyBaHUMU 3aBYACHO, HATPUKIIA], Y BUTJISAI
QR kony, a link keys M npucTposiMu TEHEPYIOTHCS Ta IIAPPYOTHCS 3 network
key s nepenaui Big TC. Bin Takok BU3Havae network key.

HoBuii mpuctpiii moBuHen marm pre-configured global link key s
npuegHaHHs. Takuil Kirod Moxe OyTM BH3HAQUYCHWH 4Yepe3 CTAaHOapT, sK
«ZigBeeAlliance09», s MOXIMBOCTI MPUETHAHHS CTOPOHHIX MPUCTPOIB, a0
CTBOPEHUI BUPOOHUKOM JJisi OOMEKEHHS TaKO1 MOKIMBOCTI. [1pu BiaCyTHOCTI
TAKOro KJI4Ya KOOPAMHATOP Ma€ MOXJIMBICTH BianpaBuTu network key vy
BIIKPUTOMY BHIJISII, 110, 3BUYAWHO, BIAKPHE OIPKY y Oe3meni. Takuii BapiaHT
nomupeHHs network key € craHmapTHEM, WO € HEOOMyCTHMHM JIO
BUKOPHUCTAaHHA. 3 1HWIOro OOKy, HaBiTh 3HarouuW link key, 3JI0BMUCHUK MOXe
3JIETKICTIO OTprUMaTH network key yepes 3axBar MakeTiB y MEPEKI 3a JOMOMOT OO
cnemianbHoro cHigepy. Came TOMy BHOIp Ta BHOpOBaKeHHs pre-configured
global link key mae koyocaabHE 3HAUECHHSI, IO HE PETYJIFOETHCS CENUPIKAIIEO
Zi1gBee Ta NOBHICTIO MOKIAAA€THCA HA YBAKHICT BUPOOHHKA.

besnepeuno, 3amanHs BnacHoro pre-configured global link key 3nauno
NIABUIIATE O€3MEKy YClel MEpexi, ajie YCKIAQOHUTh BIPOBAIKEHHS HOBOTO
OPUCTPOIO 10 MEPEXI TSl 3BUYAHOTO KOPHCTYBaya.

OToX, y 3aleKHOCTI Bl Hiled BUPOOHHMKA, BIH MOXKE THYYKO
HAJIAINTOBYBATH PIBEHb Oe3meku po3ropraemoi mepexi ZigBee. Ha sxamb,
OUTBIIICTh 3 HUX BKPail HEOOIIHIOITh BAXXIIMBICTh 3aTPOBAKEHHS TOCTATHIX
piBHIB O€3meku, MOOOKYMCh 3HAYHMNA PICT IIHM HA MPOAYKLIK0. 3riAHO 31
3BiTOM KoMIaHii Cisco Bxke y 2023 poui kuibkicTe M2M 3’eqHanb gocsrae 14.7
MUIBSPAIB, W0 HA 15% Oinbmie y nmopiBHsiHHL 3 2018 pokom [3]. Came Tomy 3
poctom mnomyysipHocTi  [0T mpucTpoiB mutaHHs Oe3nekd KOH(iACHUIHHOT
1H(pOopMallli MOBUHHE PO3TIAAATHCS OUIBII TOCTPO.
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