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AHAJII3 BPA3JINBOCTEN
CYYACHUX MI’KMEPEKEBUX EKPAHIB NGFW

[leBuyk B.B., 3o10Tapros B.A.
XapKiBCHKUH HAIllOHABHUH YHIBEPCUTET palioeNeKTPOHIKH, XapKiB, YKpaiHa

Cyuachi mixmepexei ekpann NGFW (Next-Generation Firewalls) HeoOXxin-
HI JUId 3aXHCTy MepeXi BiJi BTOPrHEHb, aTaK Ta HECAHKI[IOHOBAHOTO JOCTYILY
(HC). NGFW e eBomouiiiHIM KpOKOM Yy PO3BUTKY TpaauLiiHUX OpaHIMayepiB,
OCKIJIBKM HaJIal0Th LIMPIIMH CHEKTp 3aXHCHUX (QYHKIIH, 30Kpema, IeTalbHUI
KOHTPOJIb 32 IAaHKMH, 1110 IPOXO/ISITh Yepe3 MEPExKy.

MeTo10 A0CTiTKEHHA € aHaTi3 CyJYaCHUX MDKMEPE)KEBHUX CKpaHiB BPa3IINBO-
creit NGFW.

Ha cporopHimHill 1eHh MOKHA BHIUINTH HACTYIIHI OCHOBHI BPa3IHBOCTI Cy-
gacanX NGFW Ttaki sx: DDoS-araku (Distributed Denial of Service), BHyTpimHi
ataku (Insider Attacks), 3acrapime mporpamHe 3a0e3MeUeHHS MiKMEPEKEBOTO
expany (Outdated Firewall Software), memomiku aktuBanii xkoHTpons (Failure to
Activate Controls), ocHoBHi mpoTokoiu nepeBipku (Basic Inspection Protocols),
HenpaBuiibHa KoHQirypaitis oonagnanus (Improper Configuration).

AHaJti3 3a3HAYCHUX BPA3IMBOCTEH MOXKHA 3IIHCHUTH METOJOM OLIHIOBAHHS
pm3ukiB NGFW, sikuii Britovae: igeHTH(IKalio, aHali3 Ta OLIHIOBaHHS ITOTEH-
IHKUX 3arpo3 Oe3nerli MXKMEPEKEBOMY SKpaHy.

AHaii3 momomarae BH3HAYWTH IOTCHIIWHI HeOe3lMeKHW Ta BPa3IMUBOCTI, SKi
MOXYTh BUHUKHYTH: Y HACIIJKy HETPaBHIBHOI KOHQITYpallii; HEAOMIKIB B IIPOCK-
TyBaHHI; aTaK 3 OOKY 3JIOBMICHHUKIB a00 1HIMNX HeOe3neuyHuX (pakTopis.

OUiHUTH BPa3IMBOCTI BPYYHY NPAKTHYHO HEMOXKIIHMBO B CYYaCHHUX MEpEeKe-
BHUX CEpeOBHIIAX, B IKUX BUKOPUCTOBYETHCS BEJMKA KibKicTh THIIB NGFW.

OTxe cii 3MIACHIOBATH IXHIO TIEPEBIPKY aBTOMATHYHO 1 MTePioIdHO.

ITix gac onintoBanus 6e3nexku NGFW ciin nepeBipstu:

KOHTPOJIFOBAHHS Ta KEPYBaHHS 3MiHAMH;

(iznuHy Ta nporpamHy 6e3neKy HpHCTpoiB;

NepioANYHE MOKPAIEHHS PABMII Ta OYMIIEHHS 3aCTapUIMX MOJITHK;

nepioZMvHe MPOBEJCHHS OLIHIOBAaHHS PU3MKIB 1 BUpIlIeHHs TpobieM Oe3me-
KU MEPExKI.

B pesynbrari mpoBeneHoro aHaiilsy OyiM BH3HAa4YeHI OCHOBHI BPa3iIMBOCTI
NGFW ekpaHiB, a TakoXx BHUSBJIEHI acIIeKTH OLIHKH aHali3y Bpa3JIMBOCTEH Ta
MiIBUIICHHS O€3MEeKH IIUX CKPaHiB.

Cnucok Jitepatypu

1. Kamara S., Fahmy S., Schultz E.. Analysis of vulnerabilities in Internet firewalls.
2016. Computers & Security 22(3):214-232: https://www.researchgate.net/publication
(222543581 Analysis_of wvulnerabilities_in_Internet firewalls.

2. Rebecca M, Patrick D., National Institute of Standards and Technology // Guide for
Conducting Risk Assessments. —2012. — Nel. — C. 17-22.
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Yepracovkuil Oepaicagruti mexnono2iunuil ynisepcumem, Yepracu, Yxpaina
Yepkacvkuil incmumym nooicedicnoi besnexu imeni I epoie Yoproduns, Yxpaina
Yepracvkuil HayionanvHuil yHieepcumem imeni b. Xuenvnuyvkozo, Yrpaina
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3MICT
Tom 1: cexmii 1, 2, 5,7
Tom 2: cekii 3, 6
Cexknis 3 besneka QyHKI[IOHYBaHHS TEICKOMYHIKAIIHHUIX

CHCTEM T MEPEIK .vvvvvrererererreseasenseseasessesesessessesesnesessessessesessesnenes
Cexkuis 6 IluBimpHa Oe3meka Ta 3aXUCT KPUTHIHOI iHPpacTpyKTypn

Tom 3: cexuis 4

YuacHuKH KOHPePeHIHT (CEKITIT 3, 6) ..oovvviriiiirieiii e 116
Opranizanii, AKi NPUAHAIM YYACTh Y KOH(epeHmii ..., 118
HAYKOBE BUJIAHHA

MPOBJIEMHA ITH®OPMATHU3AIIIL

Te3u nonoBineii
OIMHAIATOI MIzKHAPOAHOI HAYKOBO-TeXHIYHOT KOH(}epeHuii
(16 — 17 aucromaga 2023 poky)
Tom 2: cekuii 3, 6

BignosinaneHa 3a Bunyck H. I. Kyuyx
Texniunuit penakrop 1. A. Jlebedesa
Kopekrop B. B. bocomas
Kowmm’totepue cknmanansst ta Bepctanus H. I Kyuyk, 1. FO. [lempogcvka

Anpeca oprrkomirery: Byi1. Kupnudosa, 2, Xapkis, 61002, Ykpaina
Beuipsiit kopryc, kimHaTa 314
ten. +38 (057) 707 61 65
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