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ABSTRACT 

 

 

Liashenko G.Y. Methods of increasing the efficiency of the remote biometric 

authentication system in telecommunication networks. 3 Qualifying scientific work 

on manuscript rights. 

The dissertation for the competition PhD scientific degree on a specialty 172 

"Telecommunications and Radio Engineering". 3 Kharkiv National University of 

Radio Electronics, Ministry of Education and Science of Ukraine, Kharkiv, 2024. 

 

The work solves the scientific and practical problem of improving remote 

biometric authentication systems in telecommunication networks by using network 

authentication methods. 

The purpose of this research is to improve the effectiveness of remote biometric 

authentication systems in telecommunication systems. This can be done through the 

use of network steganography methods. The specified method of biometric 

authentication allows to increase the immunity and efficiency of remote 

authentication systems in telecommunication systems.  The improved method of 

information transmission by telecommunication systems during authentication allows 

us to increase the security of information transmission. 

Objectives of the study: 

̶ Determine the preferred biometric authentication method based on the 

set of features. 

̶ Determine the preferred method for generating a biometric template and 

offer recommendations for its application and protection. 

̶ Determine the preferred method for network steganography based on the 

criteria of speed, secrecy, and bandwidth. Improve the method for transmitting 

biometric information by using network steganography to increase the security of 

remote authentication. 
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̶ Propose methods for increasing noise immunity during the transmission 

of user data.  

The object of research is the process of processing, protection and covert 

transmission of biometric data in telecommunication systems and networks. 

The subject of the research is mathematical models, methods and means of 

ensuring the effectiveness of the remote biometric authentication system in 

communication channels. 

Research methods 3 mathematical modeling methods; methods of the 

theoretical-multiple approach; methods of digital signal processing - for preparing an 

information signal and a container signal for embedding hidden data; multi-criteria 

optimization methods - for choosing the optimal methods according to the specified 

criteria. 

Scientific novelty of research results: 

For the first time, a biometric authentication method has been determined that 

is preferable in terms of interference immunity and error probability, the difference 

of which is the consideration of interference resistance. This made it possible to 

increase the interference resistance and efficiency of remote authentication systems 

in telecommunication networks. 

The method of processing user biometric data has been improved by choosing 

the optimal method of protecting the biometric template. This made it possible to 

increase the accuracy of authentication. 

For the first time, a network steganography method has been determined that 

is preferable in terms of speed, secrecy, and bandwidth. This made it possible to 

improve the efficiency of the remote authentication system by using the specified 

method. 

The method of remote biometric authentication in telecommunication networks 

has been improved, the difference of which is the consistent application of methods 

for forming a biometric template, matching transmission parameters with the quality 
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of the communication channel, noise-resistant coding, and network steganography. 

This allowed to increase the security of information transmission and noise immunity. 

Practical significance of the research results:  

The proposed comprehensive criterion for evaluating steganographic 

information transmission systems can be used to select the optimal method of hidden 

information transmission. Depending on the conditions of transmission and the field 

of application system. Recommendations for choosing an effective method for 

building a steganographic system allow to increase the efficiency of the system of 

hidden transmission of information, in particular, provide opportunities for more 

rational use of the capacity of containers. The use of the proposed methods of 

biometric template formation, interference-resistant coding and adaptation of the 

information transmission system to external influences allows to increase the speed, 

immunity and protection against attacks of the remote biometric authentication 

system. 

Keywords: biometric authentication methods, recognition, vulnerability, 

image, multi-criteria optimization, network steganography,  

noise immunity, wireless channels, networks, data transmission networks, quality 

indicator, information protection, protection methods, steganography, information 

channel.  
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̶  �87=0G8B8 ?5@5206=89 70 :@8B5@VS<8 H284:>4VW, ?@8E>20=>ABV B0 

?@>?CA:=>W 740B=>ABV <5B>4 <5@56=>W AB530=>3@0DVW. �4>A:>=0;8B8 <5B>4 

?5@540GV 1V><5B@8G=>W V=D>@<0FVW H;SE>< 70AB>AC20==S <5@56=>W AB530=>3@0DVW 

4;S ?V428I5==S 70E8I5=>ABV 2V440;5=>W 02B5=B8DV:0FVW. 

̶  �0?@>?>=C20B8 <5B>48 ?V428I5==S 70204>ABV9:>ABV ?V4 G0A ?5@540GV 

40=8E :>@8ABC20G0. 

�0G>B20 AB287A0 D57G?ьF0FV2 

#@8 @>72’S70==V AD>@<C;P>20=>W =0C:>2>W 7040GV 2 @>1>BV >B@8<0=> =>2V 

=0C:>2V @57C;PB0B8:  

̶ �?5@H5 287=0G5=89 ?5@5206=89 70 :@8B5@Vє< 70204>70E8I5=>ABV B0 

9<>2V@=>ABV ?><8;:8 <5B>4 1V><5B@8G=>W 02B5=B8DV:0FVW, 2V4<V==VABR S:>3> є 
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2@0EC20==S ABV9:>ABV 4> 70204. *5 40;> 7<>3C ?V428I8B8 70204>ABV9:VABP B0 

5D5:B82=VABP A8AB5< 2V440;5=>W 02B5=B8DV:0FVW 2 B5;5:><C=V:0FV9=8E <5@560E. 

̶ �4>A:>=0;5=> <5B>4 >1@>1:8 1V><5B@8G=8E 40=8E :>@8ABC20G0 H;SE>< 

>1@0==S >?B8<0;P=>3> <5B>4C 70E8ABC 1V><5B@8G=>3> H01;>=C. *5 4>72>;8;> 

?V428I8B8 B>G=VABP 02B5=B8DV:0FVW. 

̶ �?5@H5 287=0G5=89 ?5@5206=89 70 :@8B5@VS<8 H284:>4VW, ?@8E>20=>ABV 

B0 ?@>?CA:=>W 740B=>ABV <5B>4 <5@56=>W AB530=>3@0DVW. *5 40;> 7<>3C 

?>:@0I8B8 5D5:B82=VABP A8AB5<8 2V440;5=>W 02B5=B8DV:0FVW 70 @0EC=>: 

70AB>AC20==S 287=0G5=>3> <5B>4C. 

̶ �4>A:>=0;5=> <5B>4 2V440;5=>W 1V><5B@8G=>W 02B5=B8DV:0FVW 2 

B5;5:><C=V:0FV9=8E <5@560E, 2V4<V==VABR S:>3> є ?>A;V4>2=5 70AB>AC20==S 

<5B>4V2 D>@<C20==S 1V><5B@8G=>3> H01;>=C, C73>465==S ?0@0<5B@V2 ?5@540GV 

7 S:VABR :0=0;C 72’S7:C, 70204>ABV9:>3> :>4C20==S B0 <5@56=>W AB530=>3@0DVW. 

*5 4>72>;8;> ?V428I8B8 70E8I5=VABP ?5@540GV V=D>@<0FVW B0 70204>ABV9:VABP. 

�D0>F8GA0 7A0GGщVFь D57G?ьF0FV2 

�0?@>?>=>20=89 :><?;5:A=89 :@8B5@V9 >FV=R20==S AB530=>3@0DVG=8E 

A8AB5< ?5@540GV V=D>@<0FVW <>65 1CB8 28:>@8AB0=89 4;S 281>@C >?B8<0;P=>3> 

<5B>4C ?@8E>20=>W ?5@540GV V=D>@<0FVW 2 70;56=>ABV 2V4 C<>2 ?5@540GV B0 AD5@8 

70AB>AC20==S A8AB5<8. 

$5:><5=40FVW I>4> 281>@C 5D5:B82=>3> <5B>4C 4;S ?>1C4>28 

AB530=>3@0DVG=>W A8AB5<8 4>72>;SRBP ?V428I8B8 5D5:B82=VABP @>1>B8 A8AB5<8 

?@8E>20=>W ?5@540GV V=D>@<0FVW, 7>:@5<0 =040RBP <>6;82>ABV 4;S 1V;PH 

@0FV>=0;P=>3> 28:>@8AB0==S ?@>?CA:=>W 740B=>ABV :>=B59=5@V2. 

�8:>@8AB0==S 70?@>?>=>20=8E <5B>4V2 D>@<C20==S 1V><5B@8G=>3> 
H01;>=C, 70204>ABV9:>3> :>4C20==S B0 040?B0FVW A8AB5<8 ?5@540GV V=D>@<0FVW 
4> 7>2=VH=VE 2?;82V2, 4>72>;Sє ?V428I8B8 H284:VABP, 70204>ABV9:VABP B0 
70E8I5=VABP 2V4 0B0: A8AB5<8 2V440;5=>W 1V><5B@8G=>W 02B5=B8DV:0FVW.  

"B@8<0=V @57C;PB0B8 2?@>20465=V 2 =02G0;P=89 ?@>F5A )0@:V2AP:>3> 
=0FV>=0;P=>3> C=V25@A8B5BC @04V>5;5:B@>=V:8, 7>:@5<0, =0 :0D54@V 
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V=D>@<0FV9=>-<5@56=>W V=65=5@VW. �4>A:>=0;5=89 <5B>4 ?5@540GV 
02B5=B8DV:0FV9=>W V=D>@<0FVW B5;5:><C=V:0FV9=8<8 <5@560<8 4;S ?V428I5==S 
70E8I5=>ABV ?5@540GV V=D>@<0FVW B0 70204>ABV9:>ABV 28:>@8AB0=> 2 ;5:FV9=8E B0 
;01>@0B>@=8E 70=SBBSE 7 48AF8?;V= «�57?5:0 V=D>:><C=V:0FV9=8E <5@56» B0 
«�=D>@<0FV9=0 157?5:0 V==>20FV9=>W 4VS;P=>ABV». �>A;V465==S ?5@5206=>3> 70 
:@8B5@VS<8 70204>70E8I5=>ABV B0 9<>2V@=>ABV ?><8;:8 <5B>4C 1V><5B@8G=>W 
02B5=B8DV:0FVW, 2V4<V==VABR S:>3> є ABV9:VABP 4> B8?>28E 70204 2 :0=0;0E 72’S7:C 
28:>@8AB0=> 2 ;5:FV9=8E B0 ;01>@0B>@=8E 70=SBBSE 7 48AF8?;V= «�=D>@<0FV9=0 
157?5:0 5;5:B@>==>3> 1V7=5AC» B0 «�;5:B@>==V ?;0BV6=V A8AB5<8». �87=0G5=89 
2 @>1>BV ?5@5206=89 70 :@8B5@VS<8 H284:>4VW, ?@8E>20=>ABV B0 ?@>?CA:=>W 
740B=>ABV <5B>4 <5@56=>W AB530=>3@0DVW 28:>@8AB0=> 2 48AF8?;V=0E «�57?5:0 
V=D>:><C=V:0FV9=8E <5@56» B0 «#@>3@0<C20==S <5@56=8E ?>A;C3». *5 
?V4B25@465=> 2V4?>2V4=8< 0:B>< 2?@>20465==S [4>40B>: �]. 

АCDB10FVя D57G?ьF0FV2 48E5DF0FVW.  
"A=>2=V @57C;PB0B8 48A5@B0FV9=>3> 4>A;V465==S ?@>9H;8 0?@>10FVR 2 

E>4V 11 =0C:>28E :>=D5@5=FV9, A5@54 S:8E:  
̶ 2018 IEEE 9th International Conference on Dependable Systems, 

Services and Technologies (DESSERT);  

̶ 2019 IEEE International Scientific-Practical Conference Problems of 

Infocommunications Science and Technology (PIC S&T);  

̶ HICT'2019  V6=0@>4=0 =0C:>2>-?@0:B8G=0 :>=D5@5=FVS 
«!0C:>є<=V B5E=>;>3VW 2 V=D>:><C=V:0FVSE ()0@:V2, 2019); 
̶ �20=04FSB0 <V6=0@>4=0 =0C:>2>-B5E=VG=0 :>=D5@5=FVS «%CG0A=V 

=0?@S<8 @>728B:C V=D>@<0FV9=>-:><C=V:0FV9=8E B5E=>;>3V9 B0 70A>1V2 
C?@02;V==S» (�0:C3)0@:V23�8;V=0, 27328 :2VB=S 2022 @); 
̶ �5ASB0 <V6=0@>4=0 =0C:>2>-B5E=VG=0 :>=D5@5=FVS «%CG0A=V 

=0?@S<8 @>728B:C V=D>@<0FV9=>-:><C=V:0FV9=8E B5E=>;>3V9 B0 70A>1V2 
C?@02;V==S» ()0@:V2, 9 3 10 :2VB=S 2020 @>:C); 
̶ 6 <V6=0@>4=0 =0C:>2>-B5E=VG=0 :>=D5@5=FVS «#@>1;5<8 

�=D>@<0B870FVW» ( 14 3 16 ;8AB>?040 2018 @>:C); 
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̶ 7 <V6=0@>4=0 =0C:>2>-B5E=VG=0 :>=D5@5=FVS «#@>1;5<8 
�=D>@<0B870FVW» (13-15 ;8AB>?040 2019 @); 
̶ 8 <V6=0@>4=0 =0C:>2>-B5E=VG=0 :>=D5@5=FVS «#@>1;5<8 

�=D>@<0B870FVW» (2020 @.); 
̶ 9 <V6=0@>4=0 =0C:>2>-B5E=VG=0 :>=D5@5=FVS «#@>1;5<8 

�=D>@<0B870FVW» (18 3 19 ;8AB>?040 2021 @>:C); 
̶  V6=0@>4=0 =0C:>2>-?@0:B8G=0 :>=D5@5=FVS "#@>1;5<8 V 

?5@A?5:B828 @>728B:C IT-V=4CAB@VW (2017 @.) 
̶ Conference on Mathematical Control Theory, 2019@; 
�G1?V>0FVW  
$57C;PB0B8 48A5@B0FV9=>W @>1>B8 2V4>1@065=V C 18 4@C:>20=8E ?@0FSE, 

A5@54 S:8E 1 @>74V; C 70:>@4>==V9 <>=>3@0DVW, I> V=45:ACєBPAS Scopus, 6 3 C 
=0C:>28E 6C@=0;0E, 2:;RG5=8E 4> «#5@5;V:C =0C:>28E D0E>28E 2840=P 
':@0W=8», 7 =8E 1 3 :0B53>@VW �, I> 2E>48BP 4> =0C:><5B@8G=>W 1078 Scopus; 0 
B0:>6 11 B57 4>?>2V459 C <0B5@V0;0E <V6=0@>4=8E =0C:>28E :>=D5@5=FV9, 7 =8E 
3 2E>4SBP 4> =0C:><5B@8G=>W 1078 Scopus. 

!FDG>FGD0 48E5DF0FVW 
�8A5@B0FVS A:;040єBPAS V7 2ABC?C, 4 @>74V;V2, 28A=>2:C, A?8A:C 

28:>@8AB0=8E 465@5; B0 3 4>40B:V2. �030;P=89 >1AS3 48A5@B0FVW A:;040є 156 

AB>@. (7 =8E 119 AB>@V=>: >A=>2=>3> B5:ABC), 70 @8AC=:V2 (7 =8E 0 =0 >:@5<8E 
AB>@V=:0E), 28 B01;8FP V 3 4>40B:8 =0 5 AB>@V=:0E, A?8A>: 28:>@8AB0=8E 465@5; 
7 97 =09<5=C20=P =0 13 AB>@V=:0E. 
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1 "��/� "%"����"%&�� #"�'�"�� %'+�%!�)  "���Ь!�) 

 �$�� 

 

 

!0 AP>3>4=VH=V9 45=P <>1V;P=V B5E=>;>3VW =040RBP H8@>:V <>6;82>ABV 

7024S:8 AB2>@5==R =>28E A?>A>1V2 >1<V=C 40=8<8. �>=8 28:>@8AB>2CRBPAS 

?@0:B8G=> C 2AVE AD5@0E ?>2AS:45==>3> 68BBS, 4>72>;SRBP 70;8H0B8AP =0 

72’S7:C B0 :>@8ABC20B8AP @V7=8<8 ?>A;C30<8 48AB0=FV9=>, =570;56=> 2V4 <VAFS 

7=0E>465==S. #>S20 =>28E ?>A;C3, S:V <>6CBP 1CB8 =040=V G5@57 �=B5@=5B, 0 

B0:>6 71V;PH5==S :V;P:>ABV :>@8ABC20GV2 AB02;SBP =>2V 7040GV 4;S @>728B:C 

<>6;82>AB59 <>1V;P=8E <5@56 7024S:8 @>728B:C =>28E B5E=>;>3V9, S:V 740B=V 

?V4B@8<C20B8 7@>AB0==S >1’є<C B@0DV:0 B0 H8@>:89 A?5:B@ ?@8AB@>W2 

:>@8ABC20GV2. 

�0 40=8<8 International Telecommunication Union (ITU) :V;P:VABP 

:>@8ABC20GV2 <5@56 0:B82=>3> H8@>:>A<C3>2>3> <>1V;P=>3> 72’S7:C, S:V є 

206;82>R G0AB8=>R :><C=V:0FV9=>W V=D@0AB@C:BC@8, 0:B82=> 7@>AB0є. �0 

>AB0==V 420 45ASB8@VGGS @>728B>: B5E=>;>3V9 <>1V;P=>3> 72’S7:C ?@872V2 4> 

@>728B:C =>28E ?>:>;V=P <>1V;P=8E <5@56 (@8A.1.1). 

�2>;RFVS <>1V;P=8E B5E=>;>3V9 ?>G0;0AP C 1980-E @>:0E 7 0=0;>3>2>3> 

72’S7:C (1G). ' 1990-E @>:0E 7’S28;0AP <>6;82VABP =04A8;0==S B5:AB>28E 

?>2V4><;5=P (2G). � ?>G0B:C 2000-E @>:V2 0:B82=> @>728202AS <>1V;P=89 72’S7>: 

B0 �=B5@=5B (3G), 7 2008 @>:C (4G) E<0@=V B5E=>;>3VW, IP B0 ACG0A=89 <>1V;P=89 

72’S7>:, S:V =01C20RBP ?>40;PH>3> @>728B:C C ?5@540GV =5>1<565=>3> >1AS3C 

40=8E (5G) [1-2].  

!0 AP>3>4=VH=V9 45=P 0:B82=> 28:>@8AB>2CRBPAS <5@56V LTE B0 

2?@>2046CRBAPS B5E=>;>3VW 5G. 
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$8AC=>: 1.1 3 �2>;RFVS @>728B:C <>1V;P=8E <5@56 

 

�8<>38 4> LTE >E>?;RRBP 420 DC=40<5=B0;P=V :><?>=5=B8 0@EVB5:BC@8 

A8AB5<8 UMTS: @>728=5=C C=V25@A0;P=C =075<=C <5@56C @04V>4>ABC?C (E-

UTRAN) V @>7H8@5=5 ?0:5B=5 S4@>. �?@>20465==S B0:8E A8AB5< 1C;> 

A?@S<>20=5 =0 ?>:@0I5==S є<=>ABV A8AB5<8 B0 ?>:@8BBS, ?V428I5==S ?V:>2>W 

H284:>ABV ?5@540GV 40=8E, =87P:C 70B@8<:C (S: =0 @V2=V :>@8ABC20G0, B0: V =0 

@V2=V :5@C20==S), 7=865==S 5:A?;C0B0FV9=8E 28B@0B, ?V4B@8<:C :V;P:>E 0=B5= B0 

V=B53@0FVR 7 VA=CRG8<8 A8AB5<0<8 (UMTS, WiFi B>I>) [3]. 

� 2020 @>:C 0:B82=> @>72820RBPAS <5@56V ?’SB>3> ?>:>;V==S <>1V;P=8E 

B5E=>;>3V9. �> FV;59 @>7@>1:8 FVєW B5E=>;>3VW 2V4=>A8BPAS AB2>@5==S 1V;PH 

3=CG:>W 0@EVB5:BC@8 <5@56V, I> 4>72>;Sє ;53H5 2?@>2046C20B8 =>2V ?>A;C38, 

70157?5GC20B8 ?5@540GC =5 ;8H5 3>;>AC B0 <C;PB8<54V9=8E 40=8E, 0 9 

7>A5@548B8AP =0 <V6<0H8==><C 72’S7:C B0 70157?5G5==V =87P:>W 70B@8<:8. 

&0:>6 @>728B>: A?@S<>20=89 =0 ?5@540GC 25;8:8E >1AS3V2 40=8E =0 28A>:V9 

H284:>ABV. ITU 1C;> @>7@>1;5=> AB0=40@B IMT (International Mobile 

Telecommunications)-2020. ' =P><C >?8A0=> >A=>2=V 28<>38 4> B5E=>;>3VW 5G. 

�> =8E =0;560BP ?V4B@8<:0 28A>:>W H284:>ABV ?5@540GV 40=8E :>@8ABC20G0, 

?V4B@8<:0 H8@>:>3> A?5:B@C ?>A;C3, B0:8E S: @>7C<=V 1C48=:8, V=B5;5:BC0;P=V 

<5@56V, 2V440;5=0 <548G=0 4>?><>30, 4>40B:8 2V@BC0;P=>W @50;P=>ABV, E<0@=V 

B5E=>;>3VW B0 V=HV. 

&5E=>;>3VS 5G 4>72>;Sє ?@8AB@>S< ?V4 G0A @CEC 7V H284:VABR 4> 

500 :</3>4 70;8H0B8AS ?V4:;RG5=8<8 4> <5@56V. &0:>6 5G 4>72>;Sє 

?V4:;RG0B8 4> 1 <V;P9>=0 ?@8AB@>W2 =0 :204@0B=89 :V;><5B@, I> A?@8Sє 

@>728B:C V=B5@=5BC @5G59 (IoT) (@8A.1.2). 
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$8AC=>: 1.2 3  5@56V 5G 

 

$V7=V ?>A;C38 B0 4>40B:8 <0RBP @V7=V 28<>38 4> DC=:FV>=0;P=>ABV B0 

?@>4C:B82=>ABV. !0?@8:;04, ?>A;C38 7 =040==S 2V45> C D>@<0BV 4K HD V 8K HD, 

C?@02;V==S 157?V;>B=8<8 02B><>1V;S<8, 48AB0=FV9=0 <548F8=0 B0 V=B5@=5B 

@5G59 <>6CBP ?>B@51C20B8 @V7=8E 28<>3 4> 157?5:8, <>1V;P=>ABV, ?V4B@8<:8 

H284:>ABV ?5@540GV 40=8E 9 V=H8E ?0@0<5B@V2. 

&8?8 ?>A;C3 5G, S:V 28:>@8AB>2CRBPAS 4;S >?B8<V7>20=>W >1@>1:8 

B@0DV:C, 2:;RG0RBP B0:V :0B53>@VW, S: @>7H8@5=89 <>1V;P=89 H8@>:>?>;>A=89 

72’S7>: (eMBB), :@8B8G=89 72’S7>: V A25@E=04V9=89 72’S7>: V7 <0;>R 

70B@8<:>R (URLLC), massive Machine Type 

Communications (mMTC) (@8A. 1.3) [4]. 

 

 

$8AC=>: 1.3 3 %D5@8 70AB>AC20==S 5G 



27 
 

$>7H8@5=89 <>1V;P=89 H8@>:>?>;>A=89 72’S7>: (eMBB) 

28:>@8AB>2CєBPAS 4;S 4>40B:V2, S:V 28<030RBP 4>ABC?C 4> <C;PB8<54V9=>3> 

2<VABC B0 28A>:>W H284:>ABV ?5@540GV 40=8E (?V:>20 H284:VABP 4> 20 �1VB/A V 

H284:VABP >B@8<0==S :>@8ABC20G5< 4> 100  1VB/A), ?V4B@8<:8 <>1V;P=>ABV 4> 

500 :</3>4 V A?5:B@0;P=>W 5D5:B82=>ABV, 2B@8GV 28I>W, =V6 C 4G. �;S >1@>1:8 

B0:8E ?>A;C3 eMBB, S:, =0?@8:;04, ?>A;C38 :>@?>@0B82=8E A5@2VAV2, 

2V@BC0;P=>W B0 4>?>2=5=>W @50;P=>ABV, ?5@540GV 2V45>, 206;828<8 є H284:VABP 

?5@540GV 40=8E B0 5D5:B82=VABP 28:>@8AB0==S A?5:B@0. 

�;S A25@E=04V9=>3> 72’S7:C V7 <0;>R 70B@8<:>R (URLLC) 25;8:5 

7=0G5==S <0є =87P:0 70B@8<:0 B0 28A>:89 @V25=P <>1V;P=>ABV. *5 206;82>, B0: 

S: 4> ?>A;C3 C?@02;V==S B0:>3> B8?C 2V4=>ASBPAS 48AB0=FV9=0 EV@C@3VS, 

C?@02;V==S 4>@>6=V< B@0DV:>< B0 157?V;>B=8<8 02B><>1V;S<8 B>I>. 

�;S mMTC =5>1EV4=V 28A>:0 IV;P=VABP 7’є4=0=P V <>6;82VABP 

DC=:FV>=C20==S 25;8:>W :V;P:>ABV ?@8AB@>W2 2 <5@56V, B0: S: B0:V ?>A;C38 

70157?5GCRBP @>1>BC V=B5@=5BC @5G59, @>7C<=8E 1C48=:V2, @V7=8E A5=A>@V2 2 

AV;PAP:><C 3>A?>40@AB2V 3 ?@8AB@>W2, S:V ?5@540RBP =525;8:89 >1AS3 40=8E 7 

=525;8:>R GCB;82VABR 4> 70B@8<:8 B0 <0RBP =87P:5 A?>6820==S 5=5@3VW. �;S 

=040==S B0:8E ?>A;C3 28:>@8AB>2CєBPAS ?@>?CA:=0 A?@><>6=VABP 10  1VB/A/<2. 

"4=8<8 7 :;RG>28E ?@8=F8?V2 <5@56 5G є <>6;82VABP 70157?5G5==S 

AC<VA=>ABV C 2AP><C A2VBV, <V6=0@>4=89 @>C<V=3 V 4>ABC? 4> 28A>:>H284:VA=8E 

?>A;C3 ?5@540GV 40=8E [5]. 

 

1.1 �@EVB5:BC@0 B0 >A=>2=V 5;5<5=B8 <5@56 4G LTE B0 5G  

 

LTE (Long Term Evolution) V LTE-Advanced 1C;8 @>7@>1;5=V 4;S 

?>:@0I5==S ?@>?CA:=>W 740B=>ABV A8AB5< B0 ?>:@8BBS, A?5:B@0;P=>W 

5D5:B82=>ABV, 4>AS3=5==S =87P:>W 70B@8<:8, 7=865==S 5:A?;C0B0FV9=8E 28B@0B, 

?V4B@8<:8 45:V;P:>E 0=B5= V V=B53@0FVW 7 <5@565R �=B5@=5B B0 VA=CRG8<8 

A8AB5<0<8 <>1V;P=>3> 72’S7:C. 
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�8<>38 4> LTE >E>?;RRBP 24>A:>=0;5=C C=V25@A0;P=C =075<=C <5@56C 

@04V>4>ABC?C (E-UTRAN) B0 @>7H8@5=5 ?0:5B=5 S4@> (EPC). *V;V 7030;P=>W 

A8AB5<8 2:;RG0RBP: 

̶ ?>:@0I5=C є<=VABP A8AB5<8 B0 ?>:@8BBS; 

̶ 28A>:C ?V:>2C H284:VABP ?5@540GV 40=8E; 

̶ =87P:C 70B@8<:C (S: =0 @V2=V :>@8ABC20G0, B0: V =0 @V2=V :5@C20==S); 

̶ 7=865==S 5:A?;C0B0FV9=8E 28B@0B; 

̶ ?V4B@8<:C :V;P:>E 0=B5=; 

̶ >?5@0FVW 7 3=CG:>R ?@>?CA:=>R 740B=VABR; 

̶ ?>2=C V=B53@0FVR 7 VA=CRG8<8 A8AB5<0<8 (UMTS, Wi-Fi B>I>) [3]. 

�> >A=>2=8E B5E=>;>3V9 LTE 2V4=>ASBPAS Orthogonal Frequency-Division 

Multiplexing (OFDM), 1030B>0=B5==V A8AB5<8 Multiple Input Multiple Output 

(MIMO), Turbo Channel Coding B0 Link Adaptation. 

!0 @8AC=:C 1.4 =02545=> 0@EVB5:BC@C <5@56V 4G LTE. 

 

 

$8AC=>: 1.4 3 �@EVB5:BC@0 <5@56V 4G LTE 
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� 0@EVB5:BC@V 4G LTE 206;828< :><?>=5=B>< є EPC, ?@87=0G5=89 4;S 

AB@C:BC@>20=>W >1@>1:8 B@0DV:C 40=8E V :>=B@>;R <>1V;P=8E ?@8AB@>W2. �> 

9>3> :;RG>28E :><?>=5=BV2 2V4=>ASBPAS MME (Mobility Management Entity), 

SGW, PGW (PDN Gateway), HSS (Home Subscriber Server), PCRF (Policy and 

Charging Rules Function). 

MME 2V4?>2V40є 70 C?@02;V==S A50=A0<8 B0 <>1V;P=VABP, :5@Cє 

A83=0;V70FVєR <V6 UE (>1;04=0==S< :>@8ABC20G0) B0 107>2>R <5@565R. 

SGW 2V4?>2V40є 70 <0@H@CB870FVR ?0:5BV2 40=8E. 

PGW :5@Cє IP 7’є4=0==S<8 40=8E V ?@87=0G0є IP 04@5A8 UE. 

HSS S2;Sє A>1>R F5=B@0;P=C 107C 40=8E 4;S V=D>@<0FVW ?@> :>@8ABC20GV2 

B0 ?V4?8A:8. 

PCRF 2V4?>2V40є 70 ?>;VB8:C B0 ?@028;0 ABS3=5==S ?;0B8. 

!0 2V4<V=C 2V4 4G LTE, 5G 107CєBPAS =0 0@EVB5:BC@V =0 >A=>2V 

?>A;C3 (SBA) V 22>48BP :>=F5?FVR <5@56528E DC=:FV9 (NF).  

 5@56=0 0@EVB5:BC@0 <>1V;P=>W B5E=>;>3VW 5G <0є 7=0G=V ?5@52038 C 

?>@V2=S==V 7 ?>?5@54=V<8 B5E=>;>3VS<8.  5@56V 5G <0RBP A?V2VA=C20B8 7 

<5@560<8 ?>?5@54=VE ?>:>;V=P. $>7@>1:0 B0 @>73>@B0==S =>28E <5@56=8E 

B5E=>;>3V9 ?>B@51Cє G0AC B0 A?V2?@0FV >@30=V70FV9 B0 >?5@0B>@V2 [6]. #5@5EV4 2V4 

4G 4> 5G ?@872>48BP 4> 7<V= 2 <5@56=V9 0@EVB5:BC@V. 

�> >A=>2=8E ?5@5203 B5E=>;>3VW 5G 2V4=>ASBPAS ?V428I5=0 H284:VABP 

?5@540GV 40=8E, 70157?5G5==S <5=H>W 70B@8<:8, 1V;PH0 є<=VABP.  

 5@56V 5G ?V4B@8<CRBP =0ABC?=V 4V0?07>=8 G0AB>B: 

̶ 28A>:>G0AB>B=89 4V0?07>= (<V;V<5B@>2V E28;V): 24 ��F 3 40 ��F. 

&0:V A83=0;8 <0RBP 4>A8BP >1<565=C 40;P=VABP ?>H8@5==S; 

̶ A5@54=V9 G0AB>B=89 4V0?07>=: 3,5 ��F 3 6 ��F 70157?5GCє ?5@540GC 

25;8:>W :V;P:>ABV 40=8E =0 7=0G=V 2V4AB0=V; 

̶ =87P:>G0AB>B=89 4V0?07>=: 1��F 3 2.6 ��F 4>72>;Sє 70157?5G8B8 

1V;PH5 ?>:@8BBS [6, 7].  
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� 7030;P=><C 283;S4V 0@EVB5:BC@0 5G A:;040єBPAS 7 B@P>E >A=>2=8E 

:><?>=5=BV2, S: V <5@56V ?>?5@54=VE ?>:>;V=P: >1;04=0==S :>@8ABC20G0 (UE), 

<5@56V @04V>4>ABC?C (NG-RAN) B0 107>2>W <5@56V (5G Core) (@8A. 1.5). 

 

 

$8AC=>: 1.5 3 �030;P=0 0@EVB5:BC@0 5G 

 

"1;04=0==S :>@8ABC20G0 A:;040єBPAS 7 USIM (User Services Identity 

Module Domain) V MS (Mobile Station). MS ?@54AB02;Sє A>1>R ?@8AB@V9, S:89 

157?>A5@54=P> 28:>@8AB>2CєBPAS :V=F528< :>@8ABC20G5< 4;S :><C=V:0FVW [8]. 

*5 <>65 1CB8 A<0@BD>=, ?;0=H5B, =>CB1C: 01> V=H89 1574@>B>289 ?@8AB@V9, 

S:89 28:>@8AB>2CєBPAS 4;S >B@8<0==S 4>ABC?C 4> <5@56528E ?>A;C3 [9,10]. 

"1;04=0==S :>@8ABC20G0 ?V4:;RG0єBPAS 4> 107>2>W AB0=FVW gNB 4;S >B@8<0==S 

4>ABC?C 4> <5@56V. �@EVB5:BC@0 <5@56V @04V>4>ABC?C =0ABC?=>3> ?>:>;V==S 

NG-RAN (The Next Generation Radio Access Network) 70157?5GCє ?V4B@8<:C 

@>7H8@5=8E <>1V;P=8E H8@>:>A<C3>28E ?>A;C3, ?V4B@8<:C URLLC (Ultra-

Reliable Low Latency Communications), є48=C 0@EVB5:BC@C 4;S F5=B@0;V7>20=>3>, 

@>7?>4V;5=>3> B0 <>=>;VB=>3> @>73>@B0==S; @>18BP <>6;828< ?>2=5 

2V4>:@5<;5==S ?;>I8=8 :5@C20==S (CP) 2V4 ?;>I8=8 :>@8ABC20G0 (UP) 

F5=B@0;V7>20=>3> 1;>:C 4;S <0:A8<0;P=>W 3=CG:>ABV @>73>@B0==S, 0 B0:>6 

A?V;P=5 28:>@8AB0==S @5AC@AV2 7 VA=CRG8<8 <5@560<8 LTE [11].  

�@EVB5:BC@0 5GC (5G core network) (@8A.1.6) A?8@0єBPAS =0 0@EVB5:BC@C =0 

>A=>2V A;C61 (SBA). �;5<5=B8 0@EVB5:BC@8 287=0G0RBPAS 7 B>G:8 7>@C 

<5@56=8E DC=:FV9 (NF). +5@57 V=B5@D59A8 7030;P=>W AB@C:BC@8 :>=:@5B=0 NF 
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?@>?>=Cє A2>W ?>A;C38 2AV< V=H8< 02B>@87>20=8< NF B0/01> 2AV<, EB> <0є 4>72V; 

=0 28:>@8AB0==S ?>A;C38. &0:89 ?V4EV4 ?@>?>=Cє <>4C;P=VABP V <>6;82VABP 

?>2B>@=>3> 28:>@8AB0==S [12]. 

 

 

$8AC=>: 1.6 3 �@EVB5:BC@0 5G %ore 

 

5G core network <>6=0 ?@54AB028B8 >1’є:B>< AMF/UPF: DC=:FVєR 

?;>I8=8 :>@8ABC20G0 (UPF), S:0 >1@>1;Sє 40=V :>@8ABC20G0, V DC=:FVєR 

C?@02;V==S 4>ABC?>< B0 <>1V;P=VABR (AMF) [12]. "A=>2=0 DC=:FVS :5@C20==S 

4>ABC?>< V <>1V;P=VABR 5G Access and Mobility Management Function (AMF) 

>B@8<Cє 2AR V=D>@<0FVR 2V4 >1;04=0==S :>@8ABC20G0, ?>2’S70=C 7 

?V4:;RG5==S< V A50=A><, V 2V4?>2V40є 70 28@VH5==S 7040G :5@C20==S 7’є4=0==S< 

V <>1V;P=VABR [13].  

(C=:FVS 5G User Plane Function (UPF) 3 DC=40<5=B0;P=89 :><?>=5=B 

0@EVB5:BC@8 107>2>W <>1V;P=>W V=D@0AB@C:BC@8, S:89 ?@54AB02;Sє 52>;RFVR 

?;>I8=8 40=8E. �0 AB@0B53VєR Control and User Plane Separation(CUPS) 

2V41C20єBPAS @>74V;5==S DC=:FV9 :5@C20==S ?0:5B=8< H;R7>< (PGW) V 

?;>I8=8 :>@8ABC20G0, I> 4>72>;Sє 45F5=B@0;V7C20B8 :><?>=5=B ?5@5A8;0==S 

40=8E (PGW-U). �024S:8 FP><C, >1@>1:0 ?0:5BV2 V 03@530FVS B@0DV:C 

2V41C20єBPAS 1;86G5 4> <56V <5@56V, 71V;PHCRG8 5D5:B82=VABP ?@>?CA:=>W 

740B=>ABV B0 7<5=HCRG8 <5@56C.  

(C=:FVS A5@25@0 02B5=B8DV:0FVW (AUSF 3 Authentication Server Function) 

=5>1EV4=0 4;S 28:>=0==S DC=:FV9 02B5=B8DV:0FVW :>@8ABC20G0, 70157?5G5==S 
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157?5:8, C?@02;V==S <>1V;P=VABR, :5@C20==S A50=A0<8 B0 C?@02;V==S 

01>=5=BAP:8<8 40=8<8 [14]. 

(C=:FVS <5@56=>3> AE>28I0 (NRF 3 Network Repository Function) 

715@V30є V=D>@<0FVR ?@> DC=:FVW <5@56V. 

NEF (Network Exposure Function) 2V4:@820є <>6;82>ABV B0 @5AC@A8 <5@56V 

AB>@>==V< ?@>3@0<0<. 

PCF (Policy Control Function) 3 DC=:FVS :>=B@>;R ?>;VB8:8. 

UDR (Unified Data Repository) 3 DC=:FVS 715@V30==S AB@C:BC@>20=8E 

40=8E. 

UPF (User Place Function) 2V4?>2V40є 70 <0@H@CB870FVR B0 ?5@5A8;0==S 

?0:5BV2, ?5@52V@:C ?0:5BV2 V >1@>1:C QoS 4;S 40=8E :>@8ABC20G0. 

NSSF (Network Slice Selection Function) 2V4?>2V40є 70 281V@ 2V4?>2V4=>3> 

5:75<?;S@0 A53<5=B0 <5@56V =0 >A=>2V UE (>1;04=0==S :>@8ABC20G0) V 28<>3 4> 

?>A;C3. 

AF (Application Function) 270є<>4Vє 7 >A=>2=>R <5@565R, 3>;>2=8< 

G8=><, 4;S FV;59 ?>;VB8:8 B0 ABS3=5==S ?;0B8. �V= ?@54AB02;Sє 7>2=VH=V 

?@>3@0<8, S:V ?>28==V A?V;:C20B8AS 7 >A=>2=8<8 :><?>=5=B0<8 5G  [15]. 

#5@5EV4 2V4 4G 4> 5G ?@872>48BP 4> 7<V= 2 <5@56=V9 

0@EVB5:BC@V (@8A. 1.7). �;S <5@56 5G 287=0G5=> 420 20@V0=B8 @>73>@B0==S 3 

NSA (=502B>=><=0 0@EVB5:BC@0) V SA (02B>=><=0 0@EVB5:BC@0). "A=>2=0 

2V4<V==VABP NSA 2V4 SA ?>;S30є 2 B><C, I> NSA 28:>@8AB>2Cє 265 VA=CRGC 

<5@56C, B>4V S: SA 3 F5 =>20 0@EVB5:BC@0 <5@56V, S:0 4>72>;Sє ?@0FR20B8 157 

270є<>4VW 7 VA=CRG8< S4@>< 4G[16]. 
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$8AC=>: 1.7 3 #>@V2=S==S 0@EVB5:BC@ 4G LTE B0 5G 

 

� B01;8FV 1.1 =02545=> ?>@V2=S==S B5E=>;>3V9 4G B0 5G[16]. 

 

&01;8FS 1.1 3 #>@V2=S==S B5E=>;>3V9 4G B0 5G 

7 )0@0:B5@8AB8:0 4G 5G 

1 2 3 4 

1  >45;P :0=0;C 
3GPP TR 36.814 

ITU M.2135 

3GPP TR 38.901 

ITU M.2101 

2 �@EVB5:BC@0 <5@56V 45F5=B@0;V7>20=0 

2V@BC0;V70FVS 

E<0@=0 

45F5=B@0;V7>20=0 

3 
 0:A8<0;P=0 H284:VABP 

7020=B065==S (download) 
1 �1VB/A 2.5 Gbps 

4 
 0:A8<0;P=0 H284:VABP 

7020=B065==S (upload) 
500 Mbps 1.25Gbps 

5 UL ?V:>20 H284:VABP ?5@540GV 500 Mbps 10 Gbps 

6 DL ?V:>20 H284:VABP ?5@540GV  1 Gbps 20 Gbps 

7 
UL <0:A8<0;P=0 A?5:B@0;P=0 

5D5:B82=VABP 
6.75 b/s/Hz 15 b/s/Hz 
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#@>4>265==S B01;8FV 1.1 
1 2 3 4 

8 
DL <0:A8<0;P=0 A?5:B@0;P=0 

5D5:B82=VABP 
15 b/s/Hz 30 b/s/Hz 

9 -V;P=VABP ?V4:;RG5==S 105 disp./km2 2106 disp./km2 

10  >1V;P=VABP 350 km/h 500 km/h 

11 #@>?CA:=0 740B=VABP  0.1 M b/s/m2 10 M b/s/m2 

12 �0B@8<:0  103100ms 1310 ms 

13  5@560 4>ABC?C RAN  C-RAN  

14  >4C;SFVS QAM, QPSK  
Amplitude Phase-Shift 

Keying technique. 

 

!0 @8AC=:C 1.8 ?>:070=> @V7=8FR <V6 >A=>2=8<8 ?>:07=8:0<8 C 

?@>F5=B=><C 2V4=>H5==V <V6 <5@560<8 4G B0 5G. � <5@560E 5G ?V:>20 

H284:VABP 71V;PH8;0AP =0 95%, H284:VABP ?5@540GV 40=8E :>@8ABC20G0 =0 90%, 

5D5:B82=VABP 28:>@8AB0==S A?5:B@C 71V;PH8;0AP C 3 @078 2 ?>@V2=S==V 7 

<5@560<8 4G.  

 

$8AC=>: 1.8 3 #>@V2=S==S E0@0:B5@8AB8: 4G LTE B0 5G 

 

 >6;82>ABV <5@56 5G 4>AS30RBPAS 70 @0EC=>: 28:>@8AB0==S B0:8E 

B5E=>;>3V9, S: massive MIMO, NFV, Edge computing,  network slicing. 
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&5E=>;>3VS MIMO (Multiple3input/multiple3output) ?>;S30є 2 >A=0I5==V 

107>28E AB0=FV9 25;8:>R :V;P:VABR 0=B5=, I> 4>72>;Sє  ?5@54020B8 B0 

>B@8<C20B8 1V;PH5 >4=>3> A83=0;C 40=8E >4=>G0A=> G5@57 B>9 A0<89 

@04V>:0=0; [17]. �0 @0EC=>: B>3>, I> A83=0; A?@S<>20=89 =0 :V=F52>3> 

:>@8ABC20G0, ?>:@0ICєBPAS ?>:@8BBS =0 <56V ABV;P=8:0. &0:>6 70 4>?><>3>R 

?@>AB>@>2>3> <C;PB8?;5:AC20==S 7 MU-MIMO A8AB5<8 1574@>B>2>3> 72’S7:C 

<>6CBP >4=>G0A=> :><C=V:C20B8 7 @V7=8< >1;04=0==S< :>@8ABC20G0, 

28:>@8AB>2CRG8 >4=0:>2V G0AB>B=>-G0A>2V @5AC@A8. *5 4>72>;Sє ?V428I8B8 

A?5:B@0;P=C 5D5:B82=>ABP B0 ?@>?CA:=C 740B=VABP ABV;P=8:0 [17,18]. 

�>=F5?FVS NFV (2V@BC0;V70FVS <5@56528E DC=:FV9) 7>A5@5465=0 =0 

2V4>:@5<;5==V ;>3VG=8E DC=:FV9 2V4 DV78G=>W @50;V70FVW.  5B>R NFV є 

2V@BC0;V70FVS =01>@C <5@56=8E DC=:FV9 H;SE>< @50;V70FVW WE C ?0:5B0E 

?@>3@0<=>3> 70157?5G5==S, S:V <>6CBP 3=CG:> AB2>@R20B8 BV A0<V ?>A;C38, I> 

9 >@83V=0;P=V. $>1>B0 NFV =0 2V@BC0;P=8E <0H8=0E 4>72>;Sє 7<5=H8B8 

:V;P:VABP ?@8AB@>W2 B0 28B@0B8. �8:>@8AB0==S :>=F5?FVW NFV 4>72>;Sє 

?@8H284H8B8 B0 A?@>AB8B8 <0AHB01C20==S <5@56=>W 0@EVB5:BC@8 [19,20].  

�@0=8G=V >1G8A;5==S (Edge computing) 4 F5 AB@C:BC@0 @>7?>4V;5=8E 

>1G8A;5=P, S:V 7<V=RRBP A?>AV1 >1@>1:8 B0 715@V30==S 40=8E, ?5@5<VICRG8 

45S:V >A=>2=V DC=:FVW <5@56V 1;86G5 4> :V=F52>3> :>@8ABC20G0 =0 <56V <5@56V, 

0 =5 ?>:;040RG8AP =0 F5=B@0;P=5 @>7B0HC20==S. &0:0 =01;865=VABP 4> 465@5;0 

40=8E 4>72>;Sє ?>:@0I8B8 G0A 2V4?>2V4V B0 70157?5GCє :@0IC ?@>?CA:=C 

740B=VABP [21]. 

!0 2V4<V=C 2V4 <5@56 ?>?5@54=VE ?>:>;V=P <5@56V 5G 28:>@8AB>2CRBP 

Network Slicing 2 S:>ABV >4=VєW 7 >A=>2=8E B5E=>;>3V9 (@8A. 1.9).  

Network slice 3 F5 ;>3VG=0 <5@560, S:0 =040є 287=0G5=V <5@56=V 

<>6;82>ABV B0 E0@0:B5@8AB8:8 <5@56V. !01V@ >1G8A;R20;P=8E @5AC@AV2, 

AE>28I0 B0 <5@56=V @5AC@A8 CB2>@RRBP @>73>@=CB89 A53<5=B <5@56V [22].  

�>65= A;09A <5@56V <>65 <0B8 A2>R 2;0A=C ;>3VG=C B>?>;>3VR, 2;0A=V 

?@028;0 157?5:8 B0 E0@0:B5@8AB8:8 ?@>4C:B82=>ABV. $V7=V A;09A8 <>6CBP 1CB8 
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?@87=0G5=V 4;S @V7=8E ?>A;C3, 70157?5GC20B8 @V7=89 ?@V>@8B5B 4>ABC?C 4> 

є<=>ABV B0 4>AB02:8, V7>;R20B8 B@0DV: 4;S ?52=8E :>@8ABC20GV2 01> :;0AV2 

?@8AB@>W2. &0:89 ?V4EV4 4>72>;Sє <0:A8<0;P=> 28:>@8AB>2C20B8 <5@5652V 

@5AC@A8 V 70157?5GC20B8 3=CG:VABP >1A;C3>2C20==S. 

 

$8AC=>: 1.9 3 Network slising 

 

1.2  %F5=0@VW 28:>@8AB0==S ACG0A=8E <>1V;P=8E <5@56 

 

%CG0A=V <>1V;P=V <5@56V ?>H8@RRBPAS 2 1030BP>E AD5@0E 68BBS. � 

@>728B:>< B5E=>;>3V9 28:>@8AB>2CRBPAS <5@56V @>7C<=8E 1C48=:V2, @>7C<=8E 

<VAB, 2V440;5=>3> :>@8ABC20==S 10=:V2AP:8<8 ?>A;C30<8, >?;0B8 2 V=B5@=5B-

<03078=0E, 70AB>AC20==S IoT 2 <548F8=V, ?@><8A;>2>ABV B0 V=H8E AD5@0E. 

�0BG8:8 V=B5@=5BC @5G59 A;C60BP 4;S ?@>DV;0:B8G=>3> >1A;C3>2C20==S, 

<>=VB>@8=3C ?@>4C:B82=>ABV, 48AB0=FV9=>3> :5@C20==S @>1>B>B5E=V:>R =0 

702>40E B0 2 ?@><8A;>2>ABV.  5@56V >E>@>=8 74>@>2’S >E>?;RRBP G8A;5==V 

<548G=V <0H8=8, 40BG8:8 ?0FVє=BV2, ?@>3@0<8 >E>@>=8 74>@>2’S B0 ?@8AB@>W 

<>=VB>@8=3C. � B@0=A?>@B=V9 AD5@V 02B>=><=V B@0=A?>@B=V 70A>18 ?>28==V <0B8 

<>6;82VABP >1@>1;SB8 V=D>@<0FVR B0 2V4?>2V4=8< G8=>< =0;0HB>2C20B8AS 70 

S:><>30 <5=H89 G0A. 
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&0:>6 71V;PHCєBPAS 28:>@8AB0==S E<0@=8E A5@2VAV2, I> ?>B@51Cє 

=0S2=>ABV B0 =5>1EV4=>W S:>ABV :0=0;C V=B5@=5B-72’S7:C. �A=CRBP @878:8 

B5E=VG=8E 71>W2 B0 =5157?5:0 ?>@CH5==S :>=DV45=FV9=>ABV 40=8E. 

� =570;56=>ABV 2V4 AD5@8 28:>@8AB0==S ?@8AB@>W <0RBP 70;8H0B8AS 

157?5G=8<8, 0;5 4>ABC?=8<8. �0=V :>@8ABC20GV2 <0RBP 70;8H0B8AS =04V9=> 

70E8I5=8<8, 0;5 4>ABC?=8<8 4;S :>=:@5B=>3> :>@8AC20G0 01> ?@82V;59>20=8E 

>AV1. 

 

1.3 �0157?5G5==S 70E8ABC 40=8E 2 <5@560E  

 

 5@56V LTE B0 5G ?V4B@8<CRBP =040==S ?>A;C3, 4;S S:8E 157?5:0 є 

>A>1;82> 206;82>R, =0?@8:;04, C?@02;V==S B@0=A?>@B=8<8 70A>10<8, 

<548F8=>R B>I>. �06;82>R 7040G5R є 70E8AB <5@56 2V4 :@04V6:8 

:>=DV45=FV9=8E 40=8E, 0B0: =0 ?@8AB@>W <5@56V. $>728B>: <5@56 <>65 

?@872>48B8 4> @>7H8@5==S :V;P:>ABV B0 <0AHB01V2 ?>B5=FV9=8E 

2@07;82>AB59 [23]. 

�V4?>2V4=> 4> [24] 703@>78 <>6=0 ?>4V;8B8 =0: 

̶ �03@>78 :>=DV45=FV9=>ABV 3 703@>78 =5A0=:FV>=>20=>3> 

>7=09><;5==S 7 V=D>@<0FVєR. 

̶ �03@>78 FV;VA=>ABV 3 703@>78 =5A0=:FV>=>20=>W <>48DV:0FVW 

V=D>@<0FVW. 

̶ �03@>78 4>ABC?=>ABV 3 703@>78, I> <>6CBP ?5@5H:>48B8 

28:>@8AB0==R A8AB5<8 01> V=D>@<0FVW [24]. 

�@07;828<8 4> 0B0: <>6CBP 1CB8 @V7=V >1’є:B8 B0 A53<5=B8 <5@56 LTE B0 

5G: UE, RAN, 107>20 <5@560, 4>40B:8 B0 A;C618, @>7<VI5=V >?5@0B>@>< 01> 

AB>@>==V<8 @>7@>1=8:0<8 (@8A. 1.10) [25].  

� B01;8FV 1.2 =02545=> >A=>2=V 2@07;82>ABV LTE V 5G <5@56 [26]. "FV=:8 

2V4 0 4> 5 2V4?>2V40RBP ABC?5=R 703@>78, 45 1 3 =09<5=H0, 5 3 =091V;PH0.  
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&01;8FS 1.2 3 �@07;82>ABV LTE V 5G <5@56 

�03@>70 LTE 5G 

Traffic Hijack 3 2 

Jamming 3 2 

Interworking and roaming threats 3 2 

Sniffing Base station configuration 3 3 

Downgrade 3 3 

Device tracking 3 3 

VoLTE (Spamming, Spoofing, Phishing) / 

VoNR (security setting is the same as 

VoLTE) 

3 3 

Attacks on SMS 3 3 

DoS 3 4 

Rogue Base Station 3 5 

 

� <5@560E 5G 28@VH5=> ?@>1;5<C ?5@5E>?;5==S International Mobile 

Subscriber Identity (IMSI) H;SE>< 2?@>20465==S Subscriber Permanent Identifier 

(SUPI). &0:>6 ?>;53H5=> ?@>B84VR 0B0:0< =0 DNS, ?>:@0I5=> 70E8AB 2V4 

?5@5E>?;5==S B@0DV:C B0 3;CHV==S A83=0;C. �;5 7 =>28<8 <>6;82>ABS<8 S4@0 

5G 4>40;8AP V =>2V 2@07;82>ABV: Network Functions Virtualization, Network slicing 

B0 Software-Defined Networking vulnerabilities. &0:>6 70;8H8;0AP 2@07;82VABP 7 

28:>@8AB0==S< >4=>3> :;RG0 H8D@C20==S 4;S 42>E ?>A;V4>2=8E 7’є4=0=P. 

!528@VH5=8<8 70;8H8;8AP ?@>1;5<8, ?>2’S70=V 7 @878:0<8 @50;V70FVW 0B0:, 

A?@S<>20=8E =0 A5@2VA8 SMS B0 VoNR. 5G ?5@5410G0є ?V4:;RG5==S 4> <5@56V 

25;8:>W :V;P:>ABV 45209AV2 (MIoT), I> ?@>2>:Cє ?@>2545==S <0A>20=8E Dos 0B0: 

=0 V=B5@=5B @5AC@A8 B0 <5@56C 5G.  5B>4>< ?@>B84VW є 0=0;V7 0=><0;P=>3> 

B@0DV:C 9 @>7V@20==V 72’S7:C[26]. 
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$8AC=>: 1.10 3 �03@>78 2 <5@560E 4G LTE B0 5G 

 

+5@57 =570E8I5=89 :0=0; 2 ?>2VB@S=><C V=B5@D59AV VA=Cє 9<>2V@=VABP 

0B0:8. #@>B>:>;8 02B5=B8DV:0FVW ?@87=0G5=V 4;S 70157?5G5==S 157?5:8 72’S7:C 

2 =570E8I5=8E :0=0;0E. ' [27] ?@54AB02;5=> 0B0:C =0 ?@>B>:>; 02B5=B8DV:0FVW 

5G, A?@8G8=5=C =570E8I5=8< :0=0;><, B0 70?@>?>=>20=> ?@>B>:>; 

02B5=B8DV:0FVW 7 @>7H8@5=>R 157?5:>R 4;S <5@56V 5G 4;S 70E8ABC 2V4 >?8A0=>W 

0B0:8 C 42>E =570E8I5=8E :0=0;0E (<V6 UE B0 SN, 0 B0:>6 <V6 SN B0 HN). 

&0:8< G8=><, 206;82>R ?@>1;5<>R є 70157?5G5==S 70E8I5=>3> 72’S7:C, 

ABV9:>3> 4> 703@>7 :>=DV45=FV9=>ABV B0 4>AB>2V@=>ABV V=D>@<0FVW, I> 

?5@540єBPAS. �03@>78 :>=DV45=FV9=>ABV ?>2’S70=V 7 <>6;82VABR G8B0==S 

V=D>@<0FVW, =04VA;0=>W 2 <5@56V =502B>@87>20=8<8 >A>10<8. �03@>78 

02B5=B8G=>ABV B0 FV;VA=>ABV ?5@540=8E 40=8E ?>2’S70=V 7 <>6;82VABR 

<>48DV:0FVW 40=8E =502B>@87>20=8<8 >A>10<8. ":@V< 02B5=B8G=>ABV 

V=D>@<0FVW, 206;820 B0:>6 02B5=B8G=VABP 2V4?@02=8:0 3 2?52=5=VABP I>4> 

>A>18 ;R48=8, S:0 >B@8<Cє 4>ABC? 4> ?52=8E 40=8E. "4=8< V7 <5B>4V2 70E8ABC 

72’S7:C є ?@>B>:>;8 02B5=B8DV:0FVW, S:V 28:>@8AB>2CRBPAS, :>;8 42V AB>@>=8 

2AB0=>2;RRBP 157?5G=89 72’S7>: 2 <5@56V [28]. 

�2B5=B8DV:0FVS :>@8ABC20G0 є :;RG>28< :><?>=5=B>< 157?5:8 4;S 

;>3VG=>3> :>=B@>;R 4>ABC?C 4> 1C4P-S:8E F8D@>28E 40=8E A;C618 2 �=B5@=5BV. 

�030B> 4>40B:V2 ?>B@51CRBP 2V440;5=>W 02B5=B8DV:0FVW [29]. 
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' [30] 02B>@8 :;0A8DV:CRBP 0B0:8 =0 02B5=B8DV:0FVR :>@8ABC20GV2 70 

=0ABC?=8<8 :0B53>@VS<8: 

̶ �B0:8 7 28:>@8AB0==S< 3@C1>W A8;8: 7;>2<8A=8: =0<030єBPAS 

2840B8 A515 70 :>@8ABC20G0, ?5@52V@SRG8 @V7=V 28?04:>2V 7=0G5==S 

?V4B25@465==S >A>18 (=0?@8:;04, ?0@>;P). 

̶ �B0:8 A?>AB5@565==S: 1C4P-S:5 A?>AB5@565==S <>65 4>?><>3B8 

7;>2<8A=8:C 23040B8 4>:07 >A>18. 

̶ �B0:8 G5@57 284020==S A515 70 V=HC >A>1C: 7;>2<8A=8: =0<030єBPAS 

735=5@C20B8 ?V4B25@465==S >A>18. 

̶ �B0:8 ?> 1VG=><C :0=0;C: 28BV: 45S:>W V=D>@<0FVW V7 A8AB5< 

02B5=B8DV:0FVW <>65 1CB8 28:>@8AB0=89 4;S AB2>@5==S ?V4@>1;5=>3> 

?V4B25@465==S >A>18. 

�V 71V;PH5==S< :V;P:>ABV A5@2VAV2 @>AB5 :V;P:VABP 40=8E 4;S 

02B5=B8DV:0FVW, S:V ?>28=5= ?0<’SB0B8 :>@8ABC20G (?0@>;V), 01> :V;P:VABP 

:0@B>:, 5;5:B@>==8E :;RG59, S:V ;R48=0 ?>28==0 <0B8 4;S >B@8<0==S 4>ABC?C. 

*5 AB2>@Rє ?52=V =57@CG=>ABV, S:V <>6CBP 1CB8 28@VH5=V 70 4>?><>3>R 

28:>@8AB0==S 1V><5B@8G=>W 02B5=B8DV:0FVW. 

�V><5B@8G=0 02B5=B8DV:0FVS, 2 A2>R G5@3C, AB2>@Rє =>2V ?@>1;5<8 4;S 

:>=DV45=FV9=>ABV B0 157?5:8. )>G0 FS B5E=>;>3VS <>65 70<V=8B8 ?>B@51C C 

AB2>@5==V 4>238E B0 A:;04=8E ?0@>;V2, ?V4 G0A WW 28:>@8AB0==S B0:>6 28=8:0є 

=5157?5:0 28:@045==S >A>18AB8E 40=8E. !0 2V4<V=C 2V4 <5B>4V2 02B5=B8DV:0FVW 

=0 >A=>2=V 7=0=P (?0@>;V2, :@8?B>3@0DVG=8E :;RGV2), S:V 2V4><V BV;P:8 

:>@8ABC20GC, 1V><5B@8G=V 40=V =5 є B0є<=8F5R. &0:V 1V><5B@8G=V 40=V, S: 3>;>A, 

>1;8GGS, ?V4?8A, 2V418B:8 ?0;PFV2, <>6CBP 1CB8 70?8A0=V, B0 ?>B5=FV9=> 

28:>@8AB0=V 157 73>48 :>@8ABC20G0. &0:>6, ?@8 :><?@><5B0FVW 40=8E, =0 2V4<V=C 

2V4 ?0@>;V2, :@8?B>-:;RG59, PIN-:>4V2, :0@B>:, S:V <>6=0 7<V=8B8, 1V><5B@8G=V 

40=V ?>ABV9=> ?>2’S70=V 7 :>@8ABC20G5< B0 =5 <>6CBP 1CB8 2V4:;8:0=V [31]. � 

B@048FV9=8E A8AB5<0E 02B5=B8DV:0FVW @5:><5=4>20=8< є 26820==S @V7=8E 

?0@>;V2 4;S @V7=8E A8AB5<, ?@>B5 <5B>48 02B5=B8DV:0FVW =0 >A=>2V 1V><5B@VW 
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?>:;040RBPAS =0 BV A0<V 1V><5B@8G=V 40=V, I> B0:>6 ?V428ICє @878: 

:><?@><5B0FVW 40=8E. 

�V><5B@8G=V 40=V є C=V:0;P=8<8 4;S :>6=>W ;R48=8, WE =5<>6;82> 

7<V=8B8, =0 2V4<V=C 2V4 ?0@>;R, B><C WE 28:>@8AB0==S ?>B@51Cє 70157?5G5==S 

=5>1EV4=>3> @V2=S 70E8ABC. 

%E5<0 1V><5B@8G=>W 02B5=B8DV:0FVW A:;040єBPAS 7 42>E 5B0?V2: ?5@H89 

?5@5410G0є @5єAB@0FVR :>@8ABC20G0 2 1V><5B@8G=V9 A8AB5<V =0 >A=>2V 5B0;>==8E 

1V><5B@8G=8E 40=8E, 0 4@C389 3 ?>@V2=S==S =>28E >B@8<0=8E 1V><5B@8G=8E 

40=8E 7 ?>?5@54=P> 715@565=8< 5B0;>=>< (25@8DV:0FVS).  

�V;PHVABP 0B0: =0 A8AB5<8 02B5=B8DV:0FVW A?@S<>20=V =0 B5, I>1 2840B8 

A515 70 ?52=>3> :>@8ABC20G0 V >B@8<0B8 4>ABC? 4> 40=8E. �B0:8 ?>2B>@5==S 

74V9A=RRBPAS H;SE>< ?>2B>@=>3> =04A8;0==S ?>?5@54=P> 28:>@8AB0=>3> 

2V@=>3> 1V><5B@8G=>3> 7@07:0 4> A8AB5<8. #@575=B0FV9=V 0B0:8 ?>;S30RBP C 

?@54AB02;5==V 1V><5B@8G=><C 40BG8:C ?V4@>1;5=>3> 1V><5B@8G=>3> 7@07:0. 

!0?@8:;04, 7>1@065==S >1;8GGS :>@8ABC20G0 4;S V<VB0FVW, <0:VS6C, <0A>: [32].  

%E5<8 02B5=B8DV:0FVW :>@8ABC20GV2 @5B5;P=> 282G0;8AS ?@>BS3>< 

>AB0==VE 42>E 45ASB8;VBP, =0?@8:;04, C [32,33] 7 @V7=8<8 ?@8?CI5==S<8 

157?5:8, @V7=8<8 :@8?B>3@0DVG=8<8 0;3>@8B<0<8 (2V4 A8<5B@8G=>W 

:@8?B>3@0DVW 4> 5;V?B8G=8E :@828E).  

!0 @8AC=:C 1.11 =02545=> C7030;P=5=C AE5<C 1V><5B@8G=>W 

02B5=B8DV:0FVW. !0 ?>G0B:C 70 4>?><>3>R 1V><5B@8G=>3> A5=A>@C <0RBP 1CB8 

>B@8<0=V 1V><5B@8G=V 40=V :>@8ABC20G0, AD>@<>20=> 1V><5B@8G=89 H01;>=. 

�0;V =5>1EV4=V 4;S 02B5=B8DV:0FVW 40=V ?5@540RBPAS <5@565R. !0 ?@89<0;P=V9 

AB>@>=V 2>=8 ?>@V2=RRBPAS 7 ?>?5@54=P> 70@5єAB@>20=8< 7@07:><, B0 @>18BPAS 

@VH5==S ?@> =040==S 4>ABC?C. 
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$8AC=>: 1.11 3 '7030;P=5=0 A8AB5<0 2V440;5=>W 1V><5B@8G=>W 02B5=B8DV:0FVW 

 

#V4 G0A 2V440;5=>W 02B5=B8DV:0FVW <>6;828<8 є @V7=V 703@>78 157?5FV 

40=8E (@8A. 1.12). �V><5B@8G=0 A8AB5<0 =0 5B0?V @5єAB@0FVW 70?8ACє 7@07>: 

1V><5B@8G=>W E0@0:B5@8AB8:8 :>@8ABC20G0 70 4>?><>3>R 40BG8:0 3 =0?@8:;04, 

A:0=CєBPAS @094C6=0 >1>;>=:0 >:0, 7=V<0єBPAS 2V418B>: ?0;PFS 01> 7>1@065==S 

>1;8GGS. � >B@8<0=>W 1V><5B@8G=>W E0@0:B5@8AB8:8 28;CG0єBPAS =5>1EV4=0 

<>40;P=VABP, >1G8A;RєBPAS 25:B>@ 1V><5B@8G=8E >7=0:. %8AB5<0 715@V30є 

25:B>@ C 107V 40=8E ?>@S4 7 V=H8<8 V45=B8DV:0B>@0<8, B0:8<8 S: V<’S 01> 

V45=B8DV:0FV9=89 =><5@. #V4 G0A D078 02B5=B8DV:0FVW :>@8ABC20G =040є V=H89 

1V><5B@8G=89 7@07>:, S:89 ?>@V2=RєBPAS 7 H01;>=>< =0 A5@25@V G8 ?@8AB@>W. 

#@8 2V4?>2V4=>ABV =>2>3> 7@07:0 715@565=><C H01;>=C 70 7040=8< ?>@>3>< 

02B5=B8DV:0FVS ?@>E>48BP CA?VH=>. 

!0 @V2=V @>1>B8 :>@8ABC20G0 7 1V><5B@8G=8< A5=A>@>< A8AB5<8 ?5@540GV 

40=8E <>6;820 D0;PA8DV:0FVS 40=8E, =0?@8:;04, H;SE>< 28:>@8AB0==S 

?>?5@54=VE 40=8E :>@8ABC20G0. #@8 0B0FV B8?C «<0A:0@04» 7;>2<8A=8: 2840є 

A515 70 :>@8ABC20G0, S:89 <0є 4>ABC? 4> 40=8E. &0:>6, <>6;828< є >B@8<0==S 

7;>2<8A=8:>< =5A0=:FV>=>20=>3> 4>ABC?C 4> 1V><5B@8G=>3> H01;>=C ?V4 G0A 

02B5=B8DV:0FVW 01> 9>3> ?V4<V=0. !0 5B0?V ?>@V2=S==S H01;>=V2 4;S 2V1<>28 01> 

=040==S 4>ABC?C B0:>6 <>6;825 2B@CG0==S, 2 @57C;PB0BV S:>3> <>65 1CB8 

>B@8<0=89 =5A0=:FV>=>20=89 4>ABC? [34].  

":@V< 28I5 707=0G5=8E 0B0:, A;V4 2V4<VB8B8, I> ?V4 G0A ?5@540GV 40=8E 

:0=0;>< 72’S7:C є 703@>70 B>3>, I> 40=V 1C4CBP ?5@5E>?;5=V[34].  
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$8AC=>: 1.12 3  >6;82V 0B0:8 2 A8AB5<V 02B5=B8DV:0FVW 
 

#V4 G0A A?CDV=3>28E 0B0: 28:>@8AB>2CєBPAS ?52=89 B8? =5?@02482>3> 

?@54AB02;5==S V=D>@<0FVW. #@8 @V7=8E <5B>40E 1V><5B@8G=>W 02B5=B8DV:0FVW 

28:>@8AB>2CRBPAS @V7=V E0@0:B5@8AB8:8, 2V4?>2V4=>, 7;>2<8A=8:8 =0<030RBPAS 

HBCG=> WE 2V4B2>@8B8. !0?@8:;04, ?@8 02B5=B8DV:0FVW 70 2V418B:>< ?0;PFS 

<>6;828< є 28:>@8AB0==S HBCG8E 2V418B:V2, 7@>1;5=8E 157?>A5@54=P> 7 

2V418B:C 01> 7 ?>25@E=V. #@8 @>7?V7=020==V 70 35><5B@VєR >1;8GGS <>65 1CB8 

28:>@8AB0=0 3D-<0A:0. #@8 02B5=B8DV:0FVW 70 @094C6=>R >1>;>=:>R >:0 3 

F8D@>25 7>1@065==S 01> 2V45> @094C6=>W >1>;>=:8 :>@8ABC20G0, HBCG=V 

:>=B0:B=V ;V=78 [35]. 

 #@8 28:>@8AB0==V 4;S 02B5=B8DV:0FW 48=0<VG=8E <5B>4V2, =0?@8:;04, 

?V4?8AC >A>18,  <>6;82>R є  V<VB0FVS FVєW 4VW :>@8ABC20G0 [34].  

#5@5;VG5=V 28I5 703@>78 28=8:0RBP =0 5B0?V @>1>B8 :>@8ABC20G0 7 

1V><5B@8G=8<8 40BG8:0<8, B><C 4;S 70E8ABC 2V4 B0:8E 703@>7 =5>1EV4=8< є 

?>?5@5465==S 2V4 @>7?V7=020==S 7 28:>@8AB0==S< ?V4@>1;5=8E 1V><5B@8G=8E 

7@07:V2. �;S 1>@>BP18 7 F8< 28:>@8AB>2CRBP 4>A;V465==S ?@8@>4=P>3> @CEC B0 

A:>@>G5==S @094C6=>W >1>;>=:8 >:0, ?5@52V@:C <>45;59 2V418BBS A2VB;0 01> 

0=0;V7 C=V:0;P=>W B5:ABC@8 ?>25@E=V @094C6=>W >1>;>=:8. �;S ?V4B25@465==S 

=0;56=>ABV 2V418B:0 :>@8ABC20GC 3 28<V@R20==S B5<?5@0BC@8, 2>;>3>ABV B0 

5;5:B@8G=8E 2;0AB82>AB59 H:V@8 ?0;PFS. #@8 @>7?V7=020==V 70 35><5B@VєR 



44 
 

>1;8GGS 3 0=0;V7 @CEV2 >1;8GGS, B0:8E S: <>@30==S, 01> ?5@52V@:C V=D>@<0FVW 

?@> 3;818=C 3D [34, 35].  

�A=CRBP 1V><5B@8G=V 0;3>@8B<8, S:V A?5FV0;P=> @>7@>1;5=V 4;S 28S2;5==S 

0B0: A?CDV=3C. �E @>1>B0 ?>;S30є 2 740B=>ABV 2V4@V7=8B8 A?@026=V 1V><5B@8G=V 

>7=0:8 2V4 ?V4@>1;5=8E. *5 4>AS30єBPAS H;SE>< 0=0;V7C @V7=8E E0@0:B5@8AB8: V 

H01;>=V2. !0?@8:;04, ?V4 G0A @>7?V7=020==S 2V418B:V2 ?0;PFV2 0;3>@8B<8 

<>6CBP 4>A;V46C20B8 AB@C:BC@8, 4@V1=V B>G:8 01> 7030;P=C ?>A;V4>2=VABP 

7>1@065==S 2V418B:0 ?0;PFS. #>4V1=8< G8=>< C @>7?V7=020==V >1;8GGS 

0;3>@8B<8 <>6CBP 7>A5@546C20B8AS =0 :>=:@5B=8E B>G:0E >1;8GGS, D>@<0E 

B5:ABC@8 01> V=D>@<0FVW ?@> 3;818=C. �=0;V7CRG8 FV C=V:0;P=V E0@0:B5@8AB8:8, 

0;3>@8B<8 A?@S<>20=V =0 28S2;5==S 1C4P-S:8E =52V4?>2V4=>AB59 01> ?>@CH5=P, 

S:V <>6CBP A2V4G8B8 ?@> A?@>1C 0B0:8. �;S @50;V70FVW B0:8E 0;3>@8B<V2 

28:>@8AB>2CRBPAS <5B>48 <0H8==>3> =02G0==S, :><?’RB5@=>3> 7>@C B0 

@>7?V7=020==S >1@07V2 [35].  

�=H8< B8?>< 0B0:8 <>65 1CB8 2V4B2>@5==S 40=8E, S:V 1C;8 @0=VH5 

22545=V / >B@8<0=V 2V4 :>@8ABC20G0 [34].   

#VA;S >B@8<0==S 1V><5B@8G=8< A5=A>@>< 40=8E D>@<CєBPAS 

1V><5B@8G=89 H01;>=, S:89 <VAB8BP 40=V, >B@8<0=V 7 1V><5B@8G=>3> 7@07:0 B0 

28:>@8AB>2CєBPAS 2 A8AB5<V 02B5=B8DV:0FVW 4;S ?>@V2=S==S 40=8E B0 =040==S 

@VH5==S ?@> 4>72V; 01> 2V4<>2C 4>72>;C [34]. 

#5@540=89 <5@565R 1V><5B@8G=89 H01;>= B0:>6 <>65 1CB8 

?5@5E20G5=89 2 :0=0;V 72’S7:C. &0:8< G8=>< 0B0:8 <>6;82V =0 @V7=8E 5B0?0E 

@>1>B8 A8AB5<8 2V440;5=>W 1V><5B@8G=>W 02B5=B8DV:0FVW B0 206;828< є 

C@0EC20==S FP>3> ?@8 AB2>@5==V A8AB5<8. 

 

1.4 �8A=>2:8 4> @>74V;C 1 

 

#@>2545=> 0=0;V7 @>728B:C ACG0A=8E <>1V;P=8E <5@56 4G LTE B0 5G, 

@>73;S=CB> WE 0@EVB5:BC@C B0 2V4<V==>ABV, ?@>2545=> ?>@V2=S==S >A=>2=8E 
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E0@0:B5@8AB8:. $>73;S=CB> 28:>@8AB0==S =>28E B5E=>;>3V9, B0:8E S: massive 

MIMO, NFV, Edge computing, network slicing.  

#@>0=0;V7>20=> >A=>2=V AF5=0@VW 28:>@8AB0==S ACG0A=8E <>1V;P=8E 

<5@56, B0:8E, S: <5@56V @>7C<=8E 1C48=:V2, 2V440;5=5 :>@8ABC20==S 

10=:V2AP:8<8 ?>A;C30<8, >?;0B8 2 V=B5@=5B <0307=80E, 28:>@8AB0==S IoT 2 

@V7=8E AD5@0E. �>2545=> 0:BC0;P=VABP 7040GV ?V428I5==S 70E8ABC 

:>=D545=FV9=8E 40=8E :>@8ABC20GV2 B0 ?@>B84VW =5A0=:FV>=>20=><C 4>ABC?C 4> 

40=8E. 

#@>2545=> 4>A;V465==S AB0=C 157?5:8 ACG0A=8E <>1V;P=8E <5@56, 

287=0G5=> >A=>2=V B8?8 0B0: B0 703@>7 2 <>1V;P=8E <5@560E. #@>0=0;V7>20=> 

<>6;82VABP WE ?5@5:@8BBS 70AB>AC20==S< <5B>4V2 2V440;5=>W 02B5=B8DV:0FVW. 

"13@C=B>20=> =5>1EV4=VABP 70AB>AC20==S 2V440;5=>W 02B5=B@8DV:0FVW 4;S 

AF5=0@VW2 28:>@8AB0==S <5@56 4G LTE B0 5G. �0 ?V4AC<:0<8 ?>@V2=S==S 

<5B>4V2 2V440;5=>W 02B5=B8DV:0FVW 4;S ?@>2545==S 4>A;V465=P 1C;> 

>1ґ@C=B>20=> 70AB>AC20==S <5B>4V2 1V><5B@8G=>W 02B5=B8DV:0FVW. 

%?8A>: 28:>@8AB0=8E 465@5; C 40=><C @>74V;V =02545=> C ?>2=><C 

A?8A:C 28:>@8AB0=8E 465@5; ?V4 =><5@0<8 1-34. 
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2 �"%�����!!/  �&"��� ��" �&$�+!"� ��&�!&�(���*�� 

 

 

�;S 70157?5G5==S 70E8ABC V=D>@<0FVW B0 C?@02;V==S 4>ABC?>< 4> @5AC@AV2 

<>6CBP 1CB8 28:>@8AB0=V 1V><5B@8G=V <5B>48, S:V 4>72>;SRBP >4=>7=0G=> 

287=0G8B8 AC1’є:B 4>ABC?C B0 9>3> ?>2=>2065==S ?> 2V4=>H5==R 4> 

:>=:@5B=>3> @5AC@AC. � 1030BP>E A8AB5<0E 4;S =040==S 4>ABC?C 

28:>@8AB>2CRBPAS 5;5:B@>==V :;RGV, ?0@>;V, B>I>. #@8 :><?@><5B0FVW WE <>6=0 

70<V=B8B8. �V><5B@8G=V >7=0:8 ;R48=8 є A:;04=8<8 4;S ?V4@>1:8, =5<0є 

<>6;82>ABV ?5@540B8 FV 40=V V=HV9 >A>1V, WE 206:> ?V4@>18B8. �;S >B@8<0==S 

1V><5B@8G=8E 7@07:V2 28:>@8AB>2CRBPAS 40BG8:8. �0=V 2V4A8;0RBPAS 

?@>F5A>@C. !0 FP><C 5B0?V 2V41C20єBPAS 28;CG5==S 2AVE 2V4<V==8E @8A 

1V><5B@8G=>3> 7@07:0. �0;V 1V><5B@8G=89 7@07>: 70?8ACєBPAS 2 107C 40=8E B0 

715@V30єBPAS 2 S:>ABV H01;>=C, 4;S <>6;82>ABV ?>@S2=S==S ?@8 02B5=B8DV:0FVW. 

%CG0A=V A8AB5<8 1V>;>3VG=>3> @>7?V7=020==S є S:VA=8<8 B0 =04V9=8<8 70A>10<8 

02B5=B8DV:0FVW >A>18 [36]. 

 5B>R FP>3> @>74V;C є 4>A;V465==S =091V;PH ?>H8@5=8E <5B>4V2 

1V><5B@8G=>W 02B5=B8DV:0FVW, 287=0G5==S >A=>2=8E :@8B5@VW2 >?B8<0;P=>ABV 

1V><5B@8G=8E A8AB5< 02B5=B8DV:0FVW, 28:>=0==S 1030B>:@8B5@V0;P=>3> 0=0;V7C 

1V><5B@8G=8E ?>:07=8:V2. 

 

2.1  5B>48 1V><5B@8G=>W 02B5=B8DV:0FVW 

 

�A=CRGV 0;3>@8B<8 B0 <5B>48 1V><5B@8G=>3> @>7?V7=020==S <>6=0 

?>4V;8B8 =0 42V >A=>2=V 3@C?8: AB0B8G=V B0 48=0<VG=V (@8A. 2.1) [37, 38, 39, 40].  

%B0B8G=V <5B>48 1V><5B@8G=>W 02B5=B8DV:0FVW ґ@C=BCRBPAS =0 C=V:0;P=8E 

=52V4’є<=8E DV7V>;>3VG=8E E0@0:B5@8AB8:0E ;R48=8, 2;0AB828E 2V4 

=0@>465==S. #@8:;040<8 B0:8E <5B>4V2 є @>7?V7=020==S 70 2V418B:>< ?0;PFS 

(40:B8;>A:>?VS), @>7?V7=020==S 70 @094C6=>R >1>;>=:>R >:0, AVB:V2:>R >:0, 
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35><5B@VєR >1;8GGS, 35><5B@VєR @C:8. �8=0<VG=V <5B>48 1V><5B@8G=>W 

02B5=B8DV:0FVW ґ@C=BCRBPAS =0 ?>254V=:>2V9 E0@0:B5@8AB8FV ;R48=8 2 ?@>F5AV 

2V4B2>@5==S ?52=>W 4VW. #@8:;040<8 B0:8E <5B>4V2 є @>7?V7=020==S 3>;>AC, 

48=0<V:0 ?V4?8AC. �8:>@8AB0==S AC:C?=>ABV F8E <5B>4V2 4>72>;Sє AB2>@R20B8 

<C;PB8<>40;P=V 1V><5B@8G=V A8AB5<8 [40, 41]. 

 

 

$8AC=>: 2.1 3  5B>48 1V><5B@8G=>W 02B5=B8DV:0FVW 

 

$>7?V7=020==S 70 2V418B:0<8 ?0;PFV2 3 >48= V7 =092V4><VH8E 

1V><5B@8G=8E <5B>4V2. %:0=C20==S 2V418B:V2 ?0;PFV2 4;S 02B5=B8DV:0FVW B0 

02B>@870FVW, =0?@8:;04, 2 <>1V;P=8E B5;5D>=0E, <0RBP 28A>:C B>G=VABP. 

#5@52030<8 FP>3> <5B>4C є =87P:89 @V25=P ?><8;>:, H284:5 ?@>E>465==S 

02B5=B8DV:0FVW. �> =54>;V:V2 <>6=0 2V4=5AB8 B5, I> =5 2AV ?@8AB@>W <0RBP 

40BG8: 4;S A:0=C20==S 2V418B:0 ?0;PFS, B><C =5 7V 2AVE ?@8AB@>W2 <>6;820 

02B>@870FVS F8< <5B>4><. &0:>6 70;8H0єBPAS =5157?5:0, ?>2’S70=0 7 28B>:>< 

H01;>=C. �V418B:8 ?0;PFV2 70;8H0RBPAS 2V4=>A=> =57<V==8<8 ?@>BS3>< 

1030BP>E @>:V2, V H01;>= <>65 1CB8 28:>@8AB0=89 4;S 02B>@870FVW 4;S 45:V;P:>E 

?>A;C3. "B@8<0==S 7;>2<8A=8:>< B0:>3> H01;>=C <>65 ?@8725AB8 4> B>3>, I> 

2V= >B@8<0є 4>ABC? 4> 45:V;P:>E A;C61 :>@8ABC20G0. �A=CRBP <5B>48 70E8ABC 
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H01;>=V2, 0;5 2>=8 2A5 I5 4>A;V46CRBPAS [31]. &0:>6 2 70;56=>ABV 2V4 40BG8:0, 

S:89 28:>@8AB>2CєBPAS, <>65 7<V=8B8AP B>G=VABP ?@8 02B5=B8DV:0FVW [37]. 

�2B5=B8DV:0FVS 70 @094C6=>R >1>;>=:>R >:0 ;R48=8 28:>@8AB>2Cє WW 

C=V:0;P=89 <0;R=>:. *5 70157?5GCє 28I89 @V25=P 70E8I5=>ABV B0 ABV9:VABP 4> 

?V4@>1:8, =V6 @>7?V7=020==S 70 2V418B:0<8 ?0;PFV2. � @>1>BV [42] ?@>2545=> 

4>A;V465==S 28:>@8AB0==S @094C6=>W >1>;>=:8 >:0 4;S 1V><5B@8G=>W 

02B5=B8DV:0FVW =0 A<0@BD>=V. #5@5203>R 02B5=B8DV:0FVW 70 @094C6=>R 

>1>;>=:>R >:0 є B5, I> @V25=P ?><8;>: ?@8 =0;56=><C >A2VB;5==V є =87P:8<. 

&0:>6 F59 <5B>4 є ABV9:8< 4> A?CDV=3-0B0:. �> =54>;V:V2 <>6=0 2V4=5AB8 B5, I> 

F59 <5B>4 =5 <0є H8@>:>3> 28:>@8AB0==S =0 <>1V;P=8E ?@8AB@>SE. %:0=C20==S 

>:0 28<030є 2V4 :>@8ABC20G0 70;8H0B8AS =5@CE><8<, V G5@57 =5A?@8SB;82V C<>28 

>A2VB;5==S B0 >1<565=C AB01V;V70FVR <>1V;P=>3> ?@8AB@>R <>6;82V ?><8;:>2V 

2V4E8;5==S ?@8 02B>@870FVW. "A:V;P:8 1V;PHVABP =54>;V:V2 70;568BP 2V4 

0?0@0B=>3> 70157?5G5==S, 7 @>728B:>< >1;04=0==S, ?>?C;S@870FVєR smart 

glasses 28:>@8AB0==S FP>3> <5B>40 1C45 7@>AB0B8. 

 5B>4 02B5=B8DV:0FVW 70 35><5B@VєR >1;8GGS 2 7030;P=><C 283;S4V 

A:;040єBPAS 7 B0:8E :@>:V2, S: >B@8<0==S 7>1@065==S >1;8GGS, 284V;5==S >7=0: 

(?5@5B2>@5==S ?V:A5;V2 7>1@065==S >1;8GGS =0 25:B>@=5 ?@54AB02;5==S), 

@>7?V7=020==S B0 ?>HC: 2V4?>2V4=>AB59 2 107V 40=8E. &5E=>;>3VS @>7?V7=020==S 

>1;8GGS 4>72>;Sє ?@>2>48B8 02B5=B8DV:0FVR =0 2V4AB0=V, <>65 ?@0FR20B8 7 

C=V25@A0;P=8< ?@8AB@>є<, B0:8< S: A<0@BD>= 01> ?;0=H5B, 157 ?>B@518 

A?5FV0;P=8E ?@8AB@>W2. � B>9 65 G0A B5E=>;>3VS @>7?V7=020==S >1;8GGS <0є 

?52=V B@C4=>IV ?@8 ?@0:B8G=><C 70AB>AC20==V, 2:;RG0RG8 @>71V6=>ABV 2 

7>1@065==SE >1;8GGS V45=B8G=>W ;R48=8 (70?;RI5==S >G59, 7<V=0 28@07C 

>1;8GGS), 7<V=8 >1;8GGS 2=0A;V4>: AB0@V==S, AE>6VABP >1;8G (1;87=R:8 01> 

A5AB@8), 0 B0:>6 0:A5AC0@8, I> ?@8E>2CRBP G0AB8=C >1;8GGS (>:C;S@8 01> 

<0A:0). *59 <5B>4 є 70;56=8< 2V4 >A2VB;5==S, =02:>;8H=VE C<>2, S:V <>6CBP 

?>3V@H8B8 S:VABP 7>1@065==S. � B>9 65 G0A VA=Cє 28A>:89 @878: V ?>B5=FV9=0 

=5157?5:0 28B>:C H01;>=C 3 D>B>3@0DVW H8@>:> ?>H8@5=V 2 <5@56V �=B5@=5B. 
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/: V 2 V=H8E <5B>40E 1V><5B@8G=>W 02B5=B8DV:0FVW, 28BV: H01;>=C <>65 

?@8725AB8 4> =5A0=:FV>=>20=>3> 4>ABC?C 4> 45:V;P:>E A5@2VAV2, 2 S:8E 

28:>@8AB>2CєBPAS 40=89 <5B>4 02B5=B8DV:0FVW [41, 42].  

�2B5=B8DV:0FVS 70 4>?><>3>R 35><5B@VW @C:8 28:>@8AB>2Cє ?>@V2=S==S 

B0:8E ?0@0<5B@V2 @C:8, S: 4>268=0, B>2I8=0 B0 D>@<0 ?0;PFV2, H8@8=0 V 

B>2I8=0 B8;P=>W AB>@>=8 :8ABV @C:8, 2V4AB0=V <V6 AC3;>10<8, B>I>. "B@8<0==S 

H01;>=C є ?@>AB8< 4;S :>@8ABC20G0, =0 S:VABP H01;>=C =5 2?;820є B5<?5@0BC@0 

01> 2>;>3VABP. �;5 ?@8AB@>W 4;S A:0=C20==S :8ABV @C:8 ?>B@51CRBP ?52=>3> 

<VAFS, V B0:89 <5B>4 =5 28:>@8AB>2CєBPAS 2 <>1V;P=8E ?@8AB@>SE.  

%5@54 VA=CRG8E <5B>4V2 =5>1EV4=> >1@0B8 >?B8<0;P=89 4;S 

28:>@8AB0==S 2 A8AB5<V 2V440;5=>W 02B5=B8DV:0FVW. "A=>2=8<8 ?0@0<5B@0<8, I> 

E0@0:B5@87CRBP <5B>48 є  

С_resistance 3 ABV9:VABP 4> ?V4@>1>: B0 0B0:; 

С_cost 3 20@BVABP; 

С_simplisity 3 ?@>AB>B0 28:>@8AB0==S 4;S :>@8ABC20G0 

С_FAR 3 FAR; 

C_FRR 3 FRR. 

C_acceptance 3 287=0==S :>@8ABC20G0<8. 

С_recognitionTime 3 G0A @>7?V7=020==S. 

�V4?>2V4=> 4> =02545=8E 28I5 :@8B5@VW2 @57C;PBCRG0 DC=:FVS, S:0 

AB028BP =0 <5BV <0:A8<V70FVR 5D5:B82=>ABV A8AB5<8 02B5=B8DV:0FVW, =01C20є 

283;S4C: 

 āăĀĂĂāýĂā/ĂĂĄā = {[max (([ÿÿ�ĀÿĀāÿĄā� → ăÿý]&[ÿĀÿăĆĂÿāÿāÿ →ăÿý]&[ÿÿāā�ĆāÿĄā� → ăÿý)) │([ÿþāā → ăÿĄ]&[ÿþýā → ăÿĄ]&[ÿāąĀā →ăÿĄ]&[ÿÿ�āą�ĄÿāÿąĄăÿă� → ăÿĄ])]}    (2.1) 
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#@8 <0:A8<V70FVW ABV9:>ABV 4> ?V4@>1>: B0 0B0:, ?@>AB>B8 28:>@8AB0==S B0 

287=0==S :>@8ABC20G0<8 =5>1EV4=> 70157?5G8B8 <V=V<0;P=89 :>5DVFVє=B 

?><8;:>28E ?@89><V2 B0 <V=V<0;P=C G0AB>BC ?><8;:>28E 2V4<>2, 0 B0:>6 

<V=V<V7C20B8 G0A @>7?V7=020==S B0 20@BVABP A8AB5<8. 

�;S >1@0==S >?B8<0;P=>3> 70 AC:C?=VABR :@8B5@VW2 <5B>4C =5>1EV4=> 

?@>0=0;V7C20B8 VA=CRGV <5B>48 70 70?@>?>=>20=8< ?5@5;V:>< :@8B5@VW2 B0 

287=0G8B8 ?5@5206=89 <5B>4 1V><5B@8G=>W 02B5=B8DV:0FVW. 

� @>1>BV 4;S ?>@V2=S==S <5B>4V2 1V><5B@8G=>W 02B5=B8DV:0FVW 1C;> >1@0=> 

<5B>4 0=0;V7C Vє@0@EV9 %00BV [43, 44]. *59 <5B>4 4>72>;Sє 28@VHC20B8 

1030B>:@8B5@V0;P=V 7040GV ?@89=SBBS @VH5=P, I> 704>2V;P=SRBP =5>1EV4=8< 

:@8B5@VS<.  

 

2.2 �0AB>AC20==S <5B>4C 0=0;V7C Vє@0@EV9 4;S 287=0G5==S >?B8<0;P=>3> 

70 AC:C?=VABR :@8B5@VW2 <5B>4C 1V><5B@8G=>W 02B5=B8DV:0FVW 

 

!0 ?5@H><C 5B0?V 4;S 28@VH5==S 7040GV 281>@C >?B8<0;P=>3> <5B>4C 

=5>1EV4=> ?@>25AB8 AB@C:BC@C20==S ?@>1;5<8 C 283;S4V Vє@0@EVW. �;5<5=B0<, 

I> @>73;S40RBPAS, ?@8A2>RRBPAS >FV=:8 70 H:0;>R 206;82>ABV 

5;5<5=BV2 (B01;. 2.1). 

 

&01;8FS 2.1 3 ,:0;0 206;82>ABV 
�V4=>A=0 206;82VABP �87=0G5==S 

1 "4=0:>20 206;82VABP 5;5<5=BV2 

3 !57=0G=0 ?5@52030 >4=>3> 7 5;5<5=BV2 

5  �=0G=0 ?5@52030 >4=>3> 7 5;5<5=BV2 

7 %CBBє20 ?5@52030 >4=>3> 7 5;5<5=BV2 

9 %8;P=0 ?5@52030 >4=>3> 7 5;5<5=BV2 

2, 4, 6, 8 #@><V6=V 7=0G5==S 

 



51 
 

#VA;S 2AB0=>2;5==S @V2=V2 Vє@0@EVW D>@<CєBPAS <0B@8FS ?>?0@=8E 

?>@V2=S=P, S:0 2:07Cє =0 72’S7>: <V6 5;5<5=B0<8 @V7=8E @V2=59, <V6 5;5<5=B0<8 

B0 :@8B5@VS<8 ?>@V2=S==S. �;S FP>3> @>73;S40RBPAS 5;5<5=B8 Ci,…, Cj 4@C3>3> 

@V2=S Vє@0@EVW, WE 2?;82 =0 281V@ :@0I>3> <5B>4C 4;S 28@VH5==S :>=:@5B=>W 

7040GV B0 D>@<CєBPAS <0B@8FS ?>?0@=8E ?>@V2=S=P. 

 

ý = ( 1 ÿ12 & ÿ1Āÿ21 1 & ÿ2Ā& & & . .ÿÿ1 ÿÿ2 & 1 ),    (2.2) 

 

45 ÿÿĀ = ýÿýĀ - G8A;>, I> 2V4?>2V40є 7=0G8<>ABV 5;5<5=B0 Ci ?> 2V4=>H5==R 

4> Cj. 

&0:>6 @>7@0E>2CєBPAS 2;0A=89 25:B>@ Vi B0 25:B>@ ?@V>@8B5BV2 Pi 70 

D>@<C;0<8 [44]: 

 ýĀ = √/ ÿÿĀĄÿ=1Ā , Ā = 1, Ą̅̅ ̅̅ ̅,      (2.3) 

 

45 n 3 G8A;> ?>:07=8:V2 S:>ABV. 

�5:B>@ ?@V>@8B5BV2 ?>:07=8:V2 S:>ABV @>7@0E>2CєBPAS, S: =>@<>20=V 

7=0G5==S: 

   ÿĀ = �ĀĂ , Ā = 1, Ą̅̅ ̅̅ ̅,        (2.4) 

45 Ă = 3 ýĀĄĀ=1 .     (2.5) 

 

#VA;S FP>3> >1G8A;RRBPAS 7=0G5==S 3;>10;P=>3> 25:B>@0 ?@V>@8B5BV2. 

 ÿÿ = 3 ÿĀĀÿĀĄĀ=1  , ÿ = 1, ā̅̅ ̅̅ ̅,     (2.6) 

 



52 
 

45 N 3 G8A;> A8AB5<, I> ?>@V2=RRBPAS. 

#@8 0=0;V7V <5B>4V2 1V><5B@8G=>W 02B5=B8DV:0FVW 1C;> AD>@<>20=> 

=0ABC?=C Vє@0@EVR. !0 ?5@H><C @V2=V @>7B0H>20=> FV;P 281>@C, =0 4@C3><C 3 

:@8B5@VW, 70 S:8<8 ?>@V2=RRBPAS <5B>48, 0 =0 B@5BP><C 3 <>6;82V <5B>48 

1V><5B@8G=>W 02B5=B8DV:0FVW, <V6 S:8<8 74V9A=RєBPAS 281V@ (@8A. 2.2). 

 

 

$8AC=>: 2.2 3 �є@0@EVS 4;S 281>@C >?B8<0;P=>3> <5B>4C 1V><5B@8G=>W 

02B5=B8DV:0FVW 
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!0 =0ABC?=><C 5B0?V 70 <5B>4>< %00BV [42] є @>7@0EC=>: <0B@8FP 
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@>7@0E>20=> 2;0A=V 25:B>@8 B0 25:B>@8 ?@V>@8B5BV2. *5 4>72>;8;> 287=0G8B8 
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?>G0B:C =5>1EV4=> ?5@525AB8 WE 2 3@040FVW AV@>3>. !0 ?@8:;04V 7>1@065=P 
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!0 ?>G0B:C ?@>F5AC @>7?V7=020==S 70 @094C6=>R >1>;>=:>R 

2V41C20єBPAS 7=0E>465==S >1;0ABV @094C6=>W >1>;>=:8. *R >1;0ABP <>6;82> 

0?@>:A8<C20B8 42><0 :>;0<8: ?5@H5 284V;Sє <56C <V6 @094C6=>R >1>;>=:>R 

B0 A:;5@>R, 4@C35 3 <56C <V6 @094C6=>R >1>;>=:>R B0 7V=8F5R [49]. 
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̶ 28S2;5=89 :@09 ?>7=0G0єBPAS ;8H5 >48= @07. 
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7>1@065==S. (C=:FVS, S:0 28:>@8AB>2CєBPAS 4;S AB2>@5==S S4@0, є 42>28<V@=>R 

DC=:FVєR �0CA0 (2.7): 

 Ą(ý, þ) = ýă2(ý2ý0)22�ý2 +(ý2þ0)22�ý2 ,    (2.7) 

 

45 A 3 0<?;VBC40; 

(xo,yo) 3 F5=B@; 

σx, σy 3 AB0=40@B=V 2V4E8;5==S 2 =0?@S<:0E x B0 y. 
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                         ăþ [21 0 +122 0 +221 0 +1],      (2.8) 

 ăÿ = [21 22 210 0 0+1 +2 +1].     (2.9) 

 

%8;0 3@04Vє=B0 B0 =0?@S<>: :@0W2 @>7@0E>2CRBPAS 70 D>@<C;0<8 (2.10) B0 
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:>=AB0=BC [54]. �45S DV;PB@V2 �01>@0 70A=>20=0 =0 287=0G5==V ?52=8E 1078A=8E 

DC=:FV9, I> A:;040RBPAS 7 30CA>28E V A8=CA>W40;P=8E DC=:FV9. *59 DV;PB@ 

70AB>A>2CєBPAS 4;S 28;CG5==S D07>2>W V=D>@<0FVW 7 >1@0=>W >1;0ABV. (07>20 

A:;04>20 =5 70;568BP 2V4 :>=B@0ABC 7>1@065==S V >A2VB;5==S [55]. 

�V9A=V G0AB8=8 S45@ DV;PB@0 �01>@0 1C4CRBPAS 70 D>@<C;0<8 (2.143

2.16) [34]:  

 ą(ý, þ;  �, �, �, �, �) = ă(2ý22+�2þ222�2 ) cos (2π þ2� ) + ψ,  (2.14) 

 ý2 = ýāąĀ(�) + þĀÿĄ(�),     (2.15) 

 þ2 = ýĀÿĄ(�) + þāąĀ(�),     (2.16) 

 

45 � 3 4>268=0 E28;V <=>6=8:0-:>A8=CA0; � 3 >@Vє=B0FVS =>@<0;V ?0@0;5;P=8E A<C3 DC=:FVW �01>@0 2 3@04CA0E; � 3 7<VI5==S 70 D07>R 2 3@04CA0E; � 3 :>5DVFVє=B AB8A=5==S, I> E0@0:B5@87Cє 5;5?B8G=VABP DC=:FVW �01>@0; 

x 3 @S4>: C <0B@8FV S4@0; 

y 3 AB>2?5FP C <0B@8FV S4@0. 

!0 @8AC=:C 2.12 =02545=> 7>1@060==S ?VA;S 70AB>AC20==S DV;PB@C �01>@0. 

 

 

$8AC=>: 2.12 3 �0AB>AC20==S DV;PB@C �01>@0 
 

�=H8< 20@V0=B>< є 28:>@8AB0==S :><1V=0FVW DV;PB@C �0CA0 B0 >?5@0B>@0 

�0?;0A0. ' FP><C 28?04:C DV;PB@0FVS 28:>=CєBPAS 73>@B0==S< :>6=>W B>G:8 
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2EV4=>3> <0A82C 7 30CA>28< S4@>< B0 WE ?>40;PH>3> A:;040==S 4;S AB2>@5==S 

28EV4=>3> <0A82C. �;S 284V;5==S HC<C 28:>@8AB>2CєBPAS DV;PB@ �0CA0 70 

D>@<C;>R (2.6). (V;PB@ �0?;0A0 107CєBPAS =0 >?5@0B>@V �0?;0A0, >A>1;82VABP 

S:>3> ?>;S30є 2 B><C, I> 2 >1;0ABV 3@0=8FV V=B5=A82=>ABV ?V:A5;V2 <0RBP 28A>:C 

@V7=8FR. �0?;0AV0= є 42>28<V@=>R V7>B@>?=>R <V@>R 4@C3>W ?@>AB>@>2>W 

?>EV4=>W 7>1@065==S [56]. �0?;0AV0= 7>1@065==S 284V;Sє >1;0ABV H284:>W 7<V=8 

V=B5=A82=>ABV B0 G0AB> 28:>@8AB>2CєBPAS 4;S 28S2;5==S :@0W2. �0?;0AV0= L(x,y) 

7>1@065==S 7V 7=0G5==S<8 V=B5=A82=>ABV ?V:A5;V2 I(x,y) 7040єBPAS =0ABC?=>R 

D>@<C;>R (2.17): ÿ(ý, þ) = �2��þ2 + �2��ÿ2,     (2.17) 

 

45 x 3 @S4>: C <0B@8FV S4@0; 

y 3 AB>2?5FP C <0B@8FV S4@0. 

�8:>@8AB0==S FP>3> <5B>4C 4>72>;Sє 7<5=H8B8 @V25=P E81=>3> 

?@89=SBBS 01> 2V4E8;5==S, 7<5=HCє 70;56=VABP 0;3>@8B<C 2V4 @>7B0HC20==S 

7V=8FV B0 @094C6=>W >1>;>=:8, 7<5=HCє G0A >1@>1:8 B0 A:;04=VABP >1G8A;5==S, 

?>@V2=S=> 7 V=H8<8 <5B>40<8 [37]. *5 є 206;828<, >A:V;P:8 2 ?@0:B8G=8E 

70AB>AC20==SE >1@>1:0 7>1@065==S @094C6=>W >1>;>=:8 ?>28==0 1CB8 B>G=>R 

V H284:>R. 

�8:>@8AB0==S FP>3> DV;PB@C ?>:070=> =0 @8AC=:C 2.13. 

 

 

$8AC=>: 2.13 3 �0AB>AC20==S :><1V=0FVW DV;PB@V2 �0CA0 B0 >?5@0B>@0 �0?;0A0 

 

!0ABC?=8< 5B0?>< 28:>=CєBPAS AB2>@5==S 1V><5B@8G=>3> H01;>=C. 

�V><5B@8G=89 H01;>= 3 F5 :><?0:B=5 ?@54AB02;5==S 1V><5B@8G=>W >7=0:8, I> 

<VAB8BP V=D>@<0FVR, S:0 =5>1EV4=0 4;S @>7?V7=020==S >A>18. �>1@065==S 

@094C6=>W >1>;>=:8 70728G09 ?@54AB02;SєBPAS C 283;S4V 42V9:>2>3> @S4:0 
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DV:A>20=>W 4>268=8 (IrisCode), S:89 >B@8<CєBPAS H;SE>< 1V=0@870FVW 

E0@0:B5@8AB8: DV;PB@V2, 70AB>A>20=8E 4> 40=>3> 7>1@065==S  [57]. � 70;56=>ABV 

2V4 B>3>, S:89 :>;V@ ?@54AB02;Sє ?V:A5;P 7>1@065==S ?VA;S 70AB>AC20==S 

DV;PB@C, 28:>@8AB>2CRBPAS «0» 3 4;S G>@=>3> B0 «1» 3 4;S 1V;>3>. &0:8< G8=><, 

?V4AC<:>20 4>268=0 :>4C @094C6=>W >1>;>=:8 70;568BP 2V4 :V;P:>ABV B>G>:, 

B>1B> :V;P:>ABV ?V:A5;V2 7>1@065==S.  

#5@54 2=5A5==S< 40=8E :>@8ABC20G0 4> 1078 40=8E 28:>=CєBPAS ?5@52V@:0 

=0 =0S2=VABP 9>3> 40=8E. #@8 2=5A5==V 40=8E ?@> =>2>3> :>@8ABC20G0 W< 

?@8A2>RєBPAS V45=B8DV:0B>@. 

#V4 G0A ?@>F5AC @>7?V7=020==S :>@8ABC20G0 =0 2EV4 A8AB5<8 ?>ABC?0є 

7>1@065==S >:0, 28:>=CєBPAS 9>3> >1@>1:0 (284V;5==S :>=BC@C @094C6=>W 

>1>;>=:8, =>@<0;V70FVS B0 284V;5==S =5>1EV4=>W 4V;S=:8), =0:;040==S DV;PB@C 

B0 ?@>2545==S 35=5@0FVW :>4C @094C6=>W >1>;>=:8 >:0. #VA;S FP>3> 28:>=CєBPAS 

?5@51V@ CAVE =0S2=8E :>4V2 B0 WE=є ?>@V2=S==S 7 I>9=> >B@8<0=8< 70 4>?><>3>R 

2V4AB0=V )5<V=30. �V4AB0=P )5<V=30 4>@V2=Rє G8A;C ?>78FV9, 2 S:V9 2V4?>2V4=V 

5;5<5=B8 42>E ?>A;V4>2=>AB59 >4=0:>2>W 4>268=8 @V7=V, V >1G8A;RєBPAS 70 

D>@<C;>R 2.18: 

 ĂÿĀ = 3 |ýÿā 2 ýĀā|Ćā=1 ,      (2.18) 

 

45 ĂÿĀ 3 2V4AB0=P )5<V=30 4;S ?>A;V4>2=>AB59 і B0 j;  

р 3 4>268=0 ?>A;V4>2=>AB59; 

k 3 =><5@ 5;5<5=BC; 

х 3 5;5<5=B. 

/:I> 2 107V 40=8E 7=0945=> H01;>=, S:89 2V4?>2V40є I>9=> 

735=5@>20=><C :>4C, ?>HC: ?@8?8=SєBPAS, B0 :>@8ABC20GC =040єBPAS 4>?CA: 4> 

=5>1EV4=8E 40=8E. 
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2.4 $57C;PB0B8 4>A;V465==S 

 

�;S 0=0;V7C 5D5:B82=>ABV @>1>B8 B0 ABV9:>ABV 4> 70204 0;3>@8B<V2 7 

28:>@8AB0==S< DV;PB@0 �01>@0 B0 DV;PB@0 �0CA0 V >?5@0B>@0 �0?;0A0 =0 B5AB>2V 

7>1@065==S 1C;> =0:;045=> HC< #5@;V=0. $57C;PB0B8 28S2;5==S ?>@>3C HC<C 

=02545=> =0 @8AC=:C 2.14. 

 

 

$8AC=>: 2.14 3 �=0G5==S ?>@>3C HC<C 4;S 4>A;V46C20=8E DV;PB@V2  

 

�=0G5==S SNR, S:V 1C;> >B@8<0=> 70 D>@<C;>R (2.19) 4>72>;SRBP 

?@>25AB8 0=0;V7 @V2=S 70204, S:89 1C2 2=5A5=89 ?>@>3>28< 7=0G5==S< HC<C 4;S 

:>6=>3> 7>1@065==S. 

 Ăāā =  3 (ÿþ,ÿ)2/ 3 (ÿþ,ÿ 2 Ăþ,ÿ)2þ,ÿþ,ÿ ,   (2.19) 

 

45 ÿþ,ÿ 3 7=0G5==S ?V:A5;S >@83V=0;P=>3> 7>1@065==S; Ăþ,ÿ 3 7=0G5==S ?V:A5;S 7>1@065==S ?VA;S =0:;045==S HC<C; 

x 3 =><5@ @S4:0; 
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y 3 =><5@ AB>2?FS. 

"B@8<0=V 70 D>@<C;>R (2.20) 7=0G5==S A5@54=P>:204@0B8G=>3> 

2V4E8;5==S MSE (Mean Square Error) 4>72>;SRBP :V;P:VA=> >FV=8B8 25;8G8=C 

A?>B2>@5==S >@83V=0;P=8E 7>1@065=P: 

 ĀĂā = 1ÿĀ 3 (ÿþ,ÿ 2 Ăþ,ÿ)2þ,ÿ ,     (2.20) 

 

45 ÿþ,ÿ3 7=0G5==S ?V:A5;S >@83V=0;P=>3> 7>1@065==S; Ăþ,ÿ3 7=0G5==S ?V:A5;S 7>1@065==S, =0 S:5 1C2 =0:;045=89 HC< X 3 

:V;P:VABP @S4:V2 ?V:A5;V2; 

Y 3 :V;P:VABP AB>2?FV2 ?V:A5;V2; 

x 3 =><5@ @S4:0; 

y 3 =><5@ AB>2?FS. 

 

$57C;PB0B8 >B@8<0=8E 7=0G5=P SNR B0 MSE ?@8 28:>@8AB0==V @V7=8E 

DV;PB@V2 72545=V 2 B01;8FR 2.4 [37]. 

 

&01;8FS 2.4 3 $57C;PB0B8 7=0G5=P SNR B0 MSE 

 (V;PB@ �01>@0 (V;PB@ �0CA0 B0 >?5@0B>@ �0?;0A0 

7 #>@V3 HC<C SNR MSE #>@V3 HC<C SNR MSE 

1 2 3 4 5 6 7 

1 0,30% 903,554 0,7534 0,24% 1002,56 0,6223 

2 0,08% 5693,88 0,1019 0,06% 5693,88 0,1019 

3 0,58% 701,555 1,0883 0,21% 1279,66 0,5201 
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#@>4>265==S B01;8FV 2.4 
1 2 3 4 5 6 7 

4 0,57% 637,09 1,1933 0,22% 1364,99 0,5825 

5 0,80% 493,31 1,5636 0,21% 1373,18 0,517 

6 0,90% 315,263 1,9502 0,22% 1243,95 0,5637 

7 0,05% 4484,2 0,149 0,05% 4484,2 0,149 

8 0,44% 1719,13 0,6809 0,37% 2085,07 0,5691 

9 0,91% 348,905 1,9371 0,31% 910,96 0,7212 

10 0,60% 450,362 1,4835 0,26% 1347,67 0,5123 

11 0,49% 539,07 1,1144 0,22% 1282,39 0,5058 

12 0,70% 453,353 1,4313 0,21% 883,443 0,6069 

13 0,80% 390,077 1,8531 0,20% 1455,69 0,5592 

14 0,08% 3173,49 0,2199 0,06% 3173,43 0,2198 

15 0,15% 5538,27 0,1334 0,11% 5538,27 0,1334 

16 0,74% 426,166 1,6139 0,31% 1019,82 0,7377 

17 0,25% 346,255 1,8381 0,40% 1293,74 0,6528 

18 0,79% 364,068 1,8408 0,30% 1205,53 0,6798 

19 0,91% 349,177 1,999 0,32% 1012,94 0,6989 

 

"B@8<0=V 28IV 7=0G5==S SNR E0@0:B5@87CRBP <5=HC :V;P:VABP HC<C =0 

7>1@065==SE. *5 3>2>@8BP ?@> B5, I> DV;PB@ �01@0 B0 :><1V=0FVS DV;PB@C �0CA0 

B0 >?5@0B>@0 �0?;0A0 є ABV9:8<8 4> =0:;040==S HC<C. /: 284=> 7 B01;8FV 2.4, 

7=0G5==S SNR ?@8 28:>@8AB0==V DV;PB@V2 �0CA0 B0 >?5@0B>@0 �0?;0A0 є 

1V;PH8<8 2V4 SNR ?@8 28:>@8AB0==V DV;PB@C �01>@C, 0 ?>@>3>2V 7=0G5==S HC<C 

=02?0:8 є <5=H8<8. �=0;V7CRG8 >B@8<0=V 7=0G5==S, <>6=0 7@>18B8 28A=>2>:, 
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I> 28:>@8AB0==S :><1V=0FVW DV;PB@V2 �0CA0 B0 >?5@0B>@0 �0?;0A0 70157?5GCє 

1V;PHC ABV9:VABP 4> HC<V2. 

 

 

$8AC=>: 2.15 3 �=0G5==S SNR 4;S 4>A;V46C20=8E DV;PB@V2 

 

 

$8AC=>: 2.16 3 �=0G5==S MSE 4;S 4>A;V46C20=8E DV;PB@V2 

 

�=0G5==S SNR ?@8 28:>@8AB0==V DV;PB@0 �0CA0 B0 >?5@0B>@0 �0?;0A0 2 

A5@54=P><C 2 2,3 @078 1V;PH5, =V6 ?@8 28:>@8AB0==V DV;PB@0 �01>@0. #@8 28I8E 



69 
 

7=0G5==SE SNR >B@8<0=> <5=HV 7=0G5==S MSE, S:V, 2 A2>R G5@3C, 2 A5@54=P><C 

2 2,1 @078 є <5=H8<8 C @07V 28:>@8AB0==S DV;PB@0 �0CA0 B0 >?5@0B>@0 �0?;0A0. 

/:VABP 7>1@065==S <>65 ?@8725AB8 4> ?><8;:>2>3> ?>78B82=>3> @VH5==S 

?@> =040==S 4>ABC?C 01> 4> ?><8;:>2>W 2V4<>28 2 4>ABC?V. �;S >FV=:8 

9<>2V@=>ABV 28=8:=5==S ?><8;>: @>7@0E>20=> FAR (False Acceptance Rate) B0 

FRR (False Rejection Rate). �@0E>2CRG8 <0:A8<0;P=5 7=0G5==S MSE ?@8 

70HC<;5=8E 7>1@065==SE B0 28:>@8AB0==V DV;PB@C �01>@0, 1C;> 287=0G5=>, I> 

<0965 90% ?@>B5AB>20=8E 7>1@065=P <0RBP 9<>2V@=VABP FAR 1;87P:C 4> =C;S. 

�=0G5==S FRR 4>A;V46C20=8E 7>1@065=P 4>@V2=Rє 0,295 ?@8 28:>@8AB0==V 

DV;PB@C �01>@0 B0 0,047 ?@8 28:>@8AB0==V :><1V=0FVW DV;PB@C �0CA0 B0 

>?5@0B>@0 �0?;0A0. #>:07=8:8 9<>2V@=>ABV 28=8:=5==S ?><8;>: A2V4G0BP ?@> 

B5, I> 28:>@8AB0==S 2 0;3>@8B<V 02B5=B8DV:0FW 70 @094C6=>R >1>;>=:>R >:0 

DV;PB@V2 �0CA0 B0 >?5@0B>@0 �0?;0A0 70157?5GCє :@0IC S:VABP [37].  

!0 @8AC=:C 2.17 =02545=> AE5<C 1V><5B@8G=>W 02B5=B8DV:0FVW 7 

2@0EC20==S< >B@8<0=8E @57C;PB0BV2. 

 

 

$8AC=>: 2.17 3 %E5<0 7 C@0EC20==S< @57C;PB0BV2 (>1@0=89 DV;PB@) 

 

#@8 =0S2=>ABV ?5@5203, >?8A0=8E 28I5, ?5@54 B@048FV9=8<8 A8AB5<0<8 

02B5=B8DV:0FVW C A8AB5< 1V><5B@8G=>W 02B5=B8DV:0FVW є ?52=V =54>;V:8.  

 >6;82V =0ABC?=V ?><8;:>2V A?@0FP>2C20==S: A8AB5<8 1V><5B@8G=>W 

02B5=B8DV:0FVW V=>4V <>6CBP =5?@028;P=> V45=B8DV:C20B8 >AV1, =0?@8:;04, 

A:0=5@ 2V418B:V2 ?0;PFV2 <>65 =5 @>7?V7=0B8 2V418B>: ?0;PFS ;R48=8, S:I> 2V= 

1@C4=89 01> 70?;S<>20=89.  >6CBP 28=8:=CB8 ?@>1;5<8 7 >A2VB;5==S< B0 
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S:VABR 7>1@065==S ?@8 @>1>BV 7 :0<5@>R, I> ?@872545 4> =57@CG=>AB59 4;S 

:>@8ABC20GV2. 

/:I> A8AB5<8 1V><5B@8G=>W 02B5=B8DV:0FVW 715@V30RBP V=D>@<0FVR ?@> 

;R459, =0?@8:;04, WE=V 2V418B:8 ?0;PFV2 01> @8A8 >1;8GGS, B> VA=Cє 9<>2V@=VABP 

:@04V6:8 F8E 40=8E B0 28:>@8AB0==S 4;S =5A0=:FV>=>20=>3> 4>ABC?C. 

' 2V4?>2V4=>ABV 4> FP>3> 28=8:0є ?@>1;5<0 70E8ABC F8E 40=8E S: C 

?@8AB@>SE, 2 1070E 40=8E, B0: V ?V4 G0A ?5@540GV <5@565R. $>73;S=5<> >A=>2=V 

<5B>48 70E8ABC 1V><5B@8G=8E H01;>=V2. 

 

2.5 "3;S4 <5B>4V2 70E8ABC 1V><5B@8G=8E H01;>=V2 

 

�V><5B@8G=V H01;>=8 <0RBP 1CB8 C=V:0;=8<8 B0 =5 ?>2’S70=8<8, 4;S 

B>3>, I>1 ?@8 :><?@><5B0FVW 40=8E 1C;0 <>6;82VABP 2V4V720B8 B0 AB2>@8B8 

=>289 H01;>=. &0:>6 ?5@5B2>@5=V H01;>=8 ?>28==V 1CB8 AD>@<>20=V B0:8< 

G8=><, I>1 =5 1C;> <>6;82>ABV 2V4=>28B8 ?>G0B:>289 1V><5B@8G=89 7@07>: . 

� [31, 58] 70?@>?>=>20=> @V7=V AE5<8 70E8ABC 1V><5B@8G=8E H01;>=V2.  

%E5<8 70E8ABC 1V><5B@8G=8E H01;>=V2 70728G09 :;0A8DV:CRBPAS, S: 

1V><5B@8G=V :@8?B>A8AB5<8 (B0:>6 =07820RBPAS 4>?><V6=8<8 AE5<0<8 =0 

>A=>2V 40=8E) V 1V><5B@VS 7 <>6;82VABR A:0AC20==S (cansalable biometrics, B0:>6 

2V4><0 S: B@0=AD>@<0FVS DC=:FV9). 

!0 @8AC=:C 2.18 =02545=> >A=>2=V <5B>48 70E8ABC 1V><5B@8G=8E 

H01;>=V2 [31]. !04V9=VABP @>1>B8 B0:8E A8AB5< 70;568BP 2V4 B>3>, G8 4>1@5 

70E8I5=> :;RG G8 ?0@>;P. #@8 28:>@8AB0==V <5B>4V2 =0 >A=>2V >4=>1VG=8E 

?5@5B2>@5=P 70728G09 >1G8A;R20;P=> 206:> 2V4=>28B8 >@83V=0;P=89 H01;>= ?> 

B@0=AD>@<>20=><C =02VBP ?@8 =0S2=>ABV :;RG0 [37, 61]. 
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$8AC=>: 2.18 3  5B>48 70E8ABC 1V><5B@8G=8E H01;>=V2 

 

' ?V4E>40E B@0=AD>@<0FVW >7=0: 4> 1V><5B@8G=>3> H01;>=C 

70AB>A>2CєBPAS =5>1>@>B=0 01> >4=>AB>@>==S DC=:FVS. &@0=AD>@<>20=89 

H01;>= 715@V30єBPAS 2 107V 40=8E S: ?A524>=V<=89 V45=B8DV:0B>@, ?0@0<5B@8 

?5@5B2>@5==S 715@V30RBPAS S: 4>?><V6=V 40=V. #V4 G0A 02B5=B8DV:0FVW 

28:>@8AB0==S 4>?><V6=8E 40=8E @>18BP <>6;828< 70AB>AC20==S BVєW 6 DC=:FVW 

?5@5B2>@5==S 4> 1V><5B@8G=>3> H01;>=C B0 ?>@V2=S==S B@0=AD>@<>20=>3> 

H01;>=C 7V 715@565=8< 2 107V 40=8E (@8A. 2.19) [57]. &0:V <5B>48 4V;SBP =0 

<5B>48 «A>;V==S» B0 <5B>48 7 28:>@8AB0==S< >4=>1VG=8E ?5@5B2>@5==P 2 

70;56=>ABV 2V4 B8?C DC=:FVW, I> 28:>@8AB>2CєBPAS [34, 59].  

%>;V==S 01> 1V>E5H 4 F5 ?V4EV4 70E8ABC H01;>=C, C S:><C 1V><5B@8G=V 

>7=0:8 ?5@5B2>@RRBPAS 70 4>?><>3>R DC=:FVW, 287=0G5=>W A?5F8DVG=8< 

:;RG5< 01> ?0@>;5< :>@8ABC20G0. "A:V;P:8 B@0=AD>@<0FVS <>65 1CB8 

>15@=5=0, B> :;RG ?>28=5= 1CB8 =04V9=> 715@565=89 :>@8ABC20G5< B0 ?>40=89 

?V4 G0A 02B5=B8DV:0FVW. *S ?>B@510 2 4>40B:>2V9 V=D>@<0FVW C 283;S4V :;RG0 

71V;PHCє 5=B@>?VR 1V><5B@8G=>3> H01;>=C V, >B65, CA:;04=Rє 4;S ?@>B82=8:0 

2304C20==S H01;>=C [34]. 
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 5B>48 70E8ABC 1V><5B@8G=8E H01;>=V2, S:V 70A=>20=V =0 28:>@8AB0==V 

«A>;V==S» ?5@5410G0RBP <>48DV:0FVR >B@8<0=8E 1V><5B@8G=8E >7=0: 70 

4>?><>3>R DC=:FVW, S:0 70;568BP 2V4 :;RG0 01> ?0@>;S :>@8ABC20G0.  

�8:>@8AB0==S =5GVB:8E :>=B59=5@V2 =0 >A=>2V 70AB>AC20==S <5B>4V2 «A>;V==S» 

є 5D5:B82=8< <5B>4>< ?>1C4>28 <=>68=8 ?@54AB02;5=P 1V><5B@8G=8E 40=8E 

1V><5B@8G=>3> 7@07:C. �D5:B82=VABP FP>3> <5B>4C 4>AS30єBPAS 71V;PH5==S< 

5=B@>?VW 1V><5B@8G=8E 40=8E ?@8 =0:;045==V =0 1V><5B@8G=V 7@07:8 

?A524>28?04:>28E ?>A;V4>2=>AB59. &0:>6 28:>@8AB0==S :;RG0 ?@872>48BP 4> 

71V;PH5==S 2V4AB0=V )5<V=30 <V6 1V><5B@8G=8<8 7@07:0<8. �> =54>;V:V2 <>6=0 

2V4=5AB8 B5, I> ?@8 :><?@><5B0FVW :;RG0, H01;>= =5 1C45 157?5G=8<. &0:>6 

<5B>48 ?>28==V 70157?5GC20B8 28A>:89 @V25=P S:>ABV @>7?V7=020==S =02VBP ?V4 

G0A 7<V= 2 1V><5B@8G=8E 40=8E :>@8ABC20G0 [37]. 

 

 

$8AC=>: 2.19 3 '7030;P=5=0 AE5<0 <5B>4V2 ?5@5B2>@5==S 2;0AB82>AB59 

 

 5B>48, 70A=>20=V =0 >4=>1VG=8E ?5@5B2>@5==SE, ?5@5410G0RBP 

H8D@C20==S 1V><5B@8G=>3> H01;>=C 70 4>?><>3>R >4=>1VG=>W DC=:FVW. 

#0@0<5B@8 FVєW DC=:FVW D>@<CRBPAS 70 4>?><>3>R A?5FV0;P=>3> :;RG0, S:89 

?>28=5= 1CB8 4>ABC?=8< ?V4 G0A ?@>F5AC 02B5=B8DV:0FVW :>@8ABC20G0. 
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�>;>2=>R >A>1;82VABR B0:>3> ?V4E>4C є A:;04=VABP 2V4=>2;5==S ?>G0B:>28E 

1V><5B@8G=8E 40=8E [37]. 

#0@0<5B@8 DC=:FVW 287=0G0RBPAS :;RG5<, S:89 ?>28=5= 1CB8 4>ABC?=8< 

?V4 G0A 02B5=B8DV:0FVW. "A=>2=8<8 E0@0:B5@8AB8:0<8 B0:>3> ?V4E>4C є B5, I> 

?@8 =0S2=>ABV B@0=AD>@<>20=>3> 1V><5B@8G=>3> H01;>=C >1G8A;R20;P=> 

206:8< є 2V4=>2;5==S >@83V=0;P=8E 1V><5B@8G=8E 40=8E V ?@8 :><?@><5B0FVW 

:;RG0  70157?5GCєBPAS 28I89 @V25=P 157?5:8. !54>;V:>< FP>3> <5B>4C є B5, I> 

DC=:FVS ?5@5B2>@5==S 7 >4=>3> 1>:C ?>28==0 715@V30B8 ?>4V1=VABP (DC=:FVW 

>4=>3> :>@8ABC20G0 ?>28==V <0B8 28A>:C ?>4V1=VABP C ?5@5B2>@5=><C ?@>AB>@V, 

B0 DC=:FVW @V7=8E :>@8ABC20GV2 ?>28==V 1CB8 4>A8BP @V7=>@V4=8<8 ?VA;S 

B@0=AD>@<0FVW), 0 7 V=H>3> 1>:C, ?>28==0 1CB8 >4=>1VG=>R, I> CA:;04=Rє 

?@>5:BC20==S B0:>W DC=:FVW [34, 37, 59]. 

�V><5B@8G=V :@8?B>A8AB5<8 =0 =5GVB:8E 5:AB@0:B>@0E B0 =0 =5GVB:8E 

:>=B59=5@0E 1C4CRBPAS 7 28:>@8AB0==S< 70204>ABV9:>3> :>4C20==S [34, 60, 57]. 

!0 ?5@H><C 5B0?V 1V><5B@8G=V 40=V 2 ?52=><C A5=AV «>1’є4=CRBPAS» 7 :>4>28<8 

A;>20<8 01> A8=4@><=8<8 ?>A;V4>2=>ABS<8. �;S =5GVB:8E 5:AB@0:B>@V2 

4>40B:>2> CB2>@RRBAS 2V4:@8BV 4>?><V6=V 40=V, S:V 4>?><030RBP ?@8 28;CG5==V 

A5:@5B=>3> ?0@0<5B@0 =0 =5GVB:8E 7040=8E 1V><5B@8G=8E 40=8E (@8A. 2.20). !0 

5B0?V 02B5=B8DV:0FVW 70AB>A>2CєBPAS 70204>ABV9:5 45:>4C20==S, I> CAC20є 

<>6;82C =5287=0G5=VABP, S:0 <>65 1CB8 28:;8:0=0 702040<8, AB8@0==S< B>I>) 

C =040=8E 1V><5B@8G=8E H01;>=0E :>@8ABC20G0. /:I> 2V4<V==>ABV 2 =01>@0E 

E0@0:B5@8AB8: =525;8:V (=5 ?5@528ICRBP <>6;82>ABV :>@83C20;P=8E :>4V2), B> 

=5GVB:V 5:AB@0:B>@8 (:>=B59=5@8) 4>72>;SRBP >4=>7=0G=> 2V4=>28B8 A5:@5B=89 

?0@0<5B@ (1V><5B@8G=89 :;RG)[34].  
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$8AC=>: 2.20 3 '7030;P=5=0 AE5<0 <5B>4V2 1V><5B@8G=8E :@8?B>A8AB5< 

 

�V><5B@8G=V :@8?B>A8AB5<8 <>6=0 @>74V;8B8 =0 A8AB5<8 7V 72V;P=5==S< 

:;RG0 (key release cryptosystems), A8AB5<8 7V 72’S7C20==S< :;RG0 (key binding 

cryptosystems) B0 A8AB5<8 7 35=5@0FVєR :;RG0 (key generation 

cryptosystems) [62]. 

 

2.6 �>A;V465==S <5B>4V2 70E8ABC 1V><5B@8G=8E H01;>=V2 

 

#V4 G0A 4>A;V465=P 1C;> AD>@<>20=> 1V><5B@8G=V H01;>=8 7V 7@07:V2 

7>1@065=P, 0;5 715@V30==S :>4C @094C6=>W >1>;>=:8 2 107V 40=8E B0 

28:>@8AB0==S 2 B0:><C 283;S4V є =5157?5G=8<8. �;S 4>A;V465==S 70E8ABC 

1V><5B@8G=>3> :>4C 1C;> 28:>@8AB0=> <5B>48, =0 >A=>2V 72>@>B=VE B0 

=572>@>B=VE ?5@5B2>@5=P. $50;V7>20=> <5B>48 ?>4V1=V 4> BIN-SALT, BIN-

COMBO, 0;3>@8B<8 S:8E >?8A0=> 2 @>1>BV [63], 0 B0:>6 <5B>4 Min-Hashing. 

 5B>4 BIN-COMBO 28:>@8AB>2Cє ;8H5 V=D>@<0FVR 7 A0<>W 1V><5B@VW, BIN-

SALT 28:>@8AB>2Cє 4>40B:>2C 7>2=VH=R 28?04:>2C V=D>@<0FVR 4;S 

A?>B2>@5==S [66]. 
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�;S @>73>@=CB8E 7>1@065=P @094C6=>W >1>;>=:8 2 3@040FVSE AV@>3> 

70728G09 420 7>1@065==S ?>є4=CRBPAS 2 ?V:A5;V 70 4>?><>3>R 4>4020==S 01> 

<=>65==S.  

#@8 28:>@8AB0==V <5B>4C BIN-SALT [63] H01;>= @094C6=>W >1>;>=:8 

(iriscode) ?@54AB02;5=89 <0B@8F5R m×n X ∈ {0, 1}, 45 m 3 =><5@ @S4:0, n 3 =><5@ 

AB>2?FS. X <>65 1CB8 735=5@>20=89 DV;PB@0FVєR �01>@0 4> @>73>@=CB>W >1;0ABV 

@094C6=>W >1>;>=:8 B0 42V9:>28< :20=BC20==S<. #>BV< 1V=0@=89 0;3>@8B< 

«A>;V==S» <0B5<0B8G=> >?8ACєBPAS 4;S >4=>3> :;0AC, 

 

Y = K ⊕ X,      (2.21) 

 

45 K 3 <0B@8FS 28?04:>2>3> :;RG0 @>7<V@>< m×n 4;S 1V=0@=>W «A>;V» 7 

1V=0@=8< 5;5<5=B><; 

Y 3 m×n ?5@5B2>@5=89 1V><5B@8G=89 H01;>=; ⊕ 3 >?5@0FVS XOR.  

�8?04:>289 :;RG K 70728G09 >B@8<CєBPAS 42V9:>28< :20=BC20==S< 

28?04:>28E 7=0G5=P V7 30CAA>2>3> @>7?>4V;C N(0,1) 4;S :>6=>3> 5;5<5=B0. *59 

<5B>4 28:>=Cє C<>28 70E8ABC V=D>@<0FVW 4;S A8AB5< 1V><5B@VW 7 <>6;82VABR 

A:0AC20==S. !>@<0;V7>20=0 2V4AB0=P )5<<V=30 (NHD) 70728G09 

28:>@8AB>2CєBPAS 4;S ?>@V2=S==S 42V9:>28E H01;>=V2, B>G=VABP V >1>@>B=VABP 

<>6=0 ?V4B25@48B8 >1G8A;5==S< :0A:04=>W >?5@0FVW )OR. #@8 :><?@><5B0FVW 

28?04:>2>3> :;RG0 K 28EV4=89 1V><5B@8G=89 H01;>= X <>6=0 ?>2=VABR 

2V4=>28B8 7 Y V K. 

� @50;V7>20=V9 ?@>3@0<V «A>;V==S» :>4C @094C6=>W >1>;>=:8 1C;> 

@50;V7>20=> <5B>4 BIN-SALT. �0 4>?><>3>R 35=5@0B>@C 28?04:>28E G8A5; 4> 

:>4C @094C6=>W >1>;>=:8 >:0 1C;> 735=5@>20=> 1V=0@=89 :;RG, 4>268=0 S:>3> 

4>@V2=R20;0 4>268=V :>4C @094C6=>W >1>;>=:8. �V=0@=89 :;RG 1C2 

735=5@>20=89 ;8H5 >48= @07 V є A?V;P=8< 4;S 2AVE 1V><5B@8G=8E H01;>=V2. 

#@>3@0<0 ?5@5410G0є 35=5@0FVR =>2>3> :;RG0 C @07V 28:@045==S 1V>E5HC 
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>4=>3> 7 :>@8ABC20GV2. � S:>ABV :;RG0 B0:>6 <>65 28:>@8AB>2C20B8AS 

<>48DV:>20=89 ?0@>;P :>@8ABC20G0 (=0?@8:;04, ?@8 42>ED0:B>@=V9 

02B5=B8DV:0FVW). !54>;V:>< CAVE 20@V0FV9 <5B>4V2 1V><5B@8G=>3> «A>;V==S» є B5, 

I> C @07V >B@8<0==S 1V=0@=>3> :;RG0 01> A5:@5B=>3> 25:B>@C 7;>2<8A=8: 

7<>65 2V4=>28B8 :>4 @094C6=>W >1>;>=:8 :>@8ABC20G0 [66].  

�@C389 <5B>4 3 <5B>4 =0 >A=>2V =572>@>B=P>3> ?5@5B2>@5==S BIN-

COMBO. �0 4>?><>3>R 35=5@0B>@0 28?04:>28E G8A5; 1C;> AB2>@5=> 

?>A;V4>2=VABP, :V;P:VABP 5;5<5=BV2 2 S:V9 4>@V2=R20;0 :V;P:>ABV @S4:V2 2 

>@83V=0;P=><C :>4V @094C6=>W >1>;>=:8. �>6=5 7=0G5==S 735=5@>20=>W 

?>A;V4>2=>ABV 287=0G0є :V;P:VABP 5;5<5=BV2, =0 S:V A;V4 >15@=CB8 5;5<5=B8 

@S4:0. #VA;S FP>3> 70 4>?><>3>R 35=5@0B>@0 28?04:>28E G8A5; 1C;> >1@0=> 

?@>AB5 G8A;>. 'AV @S4:8, ?>@S4:>2V =><5@8 S:8E 4V;8;8AS =0 F5 G8A;>, 1C;8 

7’є4=0=V 7 =0ABC?=8<8 70 =8<8 @S4:0<8 70 4>?><>3>R >?5@0FVW XOR. !54>;V:>< 

40=>3> <5B>4C є B5, I> C 72’S7:C V7 A:>@>G5==S< :>4C @094C6=>W >1>;>=:8 ?VA;S 

<>48DV:0FV9 5D5:B82=VABP A8AB5<8 @>7?V7=020==S ?>3V@H8;0AS [66]. 

&@5BV9 <5B>4 3 Min-Hashing [64]. ' ?@>F5AV @>1>B8 0;3>@8B<C Min-

Hashing 70?8ACєBPAS V=45:A ?5@H>W 7CAB@VGV 1VBC, S:89 4>@V2=Rє 1, 4;S @S4C 

42V9:>28E 25:B>@V2, @S4:8 S:8E 1C;8 ?5@5<VH0=V. !5E09 A V B 3  420 V=45:A=V 

25:B>@8, ?>@>465=V 7 42V9:>2>3> 25:B>@0, h 3  E5H-DC=:FVS, S:0 @0ECє E5HV 4;S 

5;5<5=BV2 F8E <=>68=. �0;V A;V4 287=0G8B8 DC=:FVR hmin (S), S:0 >1G8A;Rє 

DC=:FVR h 4;S 2AVE G;5=V2 1C4P-S:>W 157;VGV S V ?>25@B0є =09<5=H5 WW 7=0G5==S. 

#VA;S FP>3> =5>1EV4=> >1G8A;8B8 hmin (А) V hmin (B). #>@V2=S==S 7=0G5=P hmin (А) 

V hmin (B) =5 40ABP 1060=>3> @57C;PB0BC, >A:V;P:8 9<>2V@=VABP B>3>, I> 2>=8 

1C4CBP AB>2V4A>B:>2> @V2=V, 4C65 =87P:0. �8@VH8B8 FR ?@>1;5<C <>6=0 70 

4>?><>3>R :>5DVFVє=BC ?>4V1=>ABV �0::0@0, S:89 28<V@Rє ?>4V1=VABP <V6 

<=>68=0<8. 

�V= 287=0G0єBPAS S: @>7<V@ ?5@5B8=C, ?>4V;5=89 =0 25;8G8=C 7’є4=0==S 

42>E <=>68=, V =02545=89 C =0ABC?=V9 D>@<C;V: 
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 �(ý, þ) =  |ý+þ||ý ,þ| =  |ý+þ||ý|+|þ|2|ý+þ|,                                 (2.22) 

 

45 A 3 ?5@H0 <=>68=0; 
B 3 4@C30 <=>68=0. 
�0 >?8A0=8< 0;3>@8B<>< Min-Hashing 1C;0 7@>1;5=0 ?@>3@0<=0 

@50;V70FVS B@5BP>3> 707=0G5=>3> <5B>4C 70E8ABC 1V><5B@8G=8E H01;>=V2. �;S 

7=0E>465==S :>5DVFVє=BC ?>4V1=>ABV �0::0@0 1C;> 70?@>3@0<>20=> =0ABC?=C 

D>@<C;C, S:0 2V4>1@060є D>@<C;C 5.1: 

 

J(ÿ, Ā) =   āÿ+Ā2ā,                                                (2.23) 

 

45 a 3 :V;P:VABP 5;5<5=BV2 C ?5@H><C 1V>E5HV; 

b 3 :V;P:VABP 5;5<5=BV2 C 4@C3><C 1V>E5HV; 

c 3 :V;P:VABP 5;5<5=BV2, S:0 7=0E>48BPAS 2 >1>E 1V>E5H0E. 

�>5DVFVє=B ?>4V1=>ABV �0::0@0 B0:>6 <>65 28:>@8AB>2C20B8AS 4;S 

?>@V2=S==S 1V>E5H59, S:V 1C;8 735=5@>20=V 70 4>?><>3>R ?5@H8E 42>E <5B>4V2. 

�0@B> 707=0G8B8, I> :>5DVFVє=B �0::0@0 =5 є є48=>R <V@>R 7=0945==S 

?>4V1=>ABV E5H>20=8E :>4V2 @094C6=>W >1>;>=:8 >:0. �=09B8 <V@C ?>4V1=>ABV 

<>6=0 B0:>6 70 4>?><>3>R 2V4AB0=V )5<V=30 [66]. �>=0 ?@54AB02;Sє A>1>R 

:V;P:VABP 1VB>28E ?>78FV9, 2 S:8E 420 1VB0 @V7=V, V @>7@0E>2CєBPAS 70 =0ABC?=>R 

D>@<C;>R: 


=

−=
p

1k
jkikij xxd ,                                               (2.24) 

 

45 dij 3 2V4AB0=P )5<V=30 4;S ?>A;V4>2=>AB59 і B0 j;  
р 3 4>268=0 ?>A;V4>2=>AB59; 
k 3 =><5@ 5;5<5=BC; 
х 3 5;5<5=B. 
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!0ABC?=8< :@>:>< є 7=0E>465==S 2V4A>B>:C ?>4V1=>ABV 42>E 1V>E5H59, 

>A:V;P:8 :V;P:VABP 5;5<5=BV2 є 4>AB0B=P> 25;8:>R V <>65 7<V=R20B8AS ?@8 7<V=V 

@>7<V@C G0AB8=8 @094C6=>W >1>;>=:8 >:0, S:0 28:>@8AB>2CєBPAS 4;S 0=0;V7C. 

#VA;S @57C;PB0BV2 ?>@V2=S==S 1V>E5H59 >4=8< V7 707=0G5=8E <5B>4V2 

?@>3@0<0 0=0;V7Cє, G8 є 4>AB0B=V< @57C;PB0B ?>4V1=>ABV, I>1 4>?CAB8B8 

:>@8ABC20G0 40;V. �0=89 ?>@V3 4;S >1>E <5B>4V2 1C2 287=0G5=89 70 4>?><>3>R 

5:A?5@8<5=B0;P=8E 4>A;V465=P. ' =0ABC?=><C @>74V;V ?>@V2=RRBPAS CAV 

707=0G5=V <5B>48 1V><5B@8G=>3> 70E8ABC H01;>=C C 28:>@8AB0==V V7 @V7=8<8 

<5B>40<8 7=0E>465==S ?>4V1=>ABV, 0 B0:>6 287=0G0єBPAS 9<>2V@=VABP :>6=>3> 

4> ?><8;>: C 2V4E8;5==V 4>ABC?C 70@5єAB@>20=><C :>@8ABC20GC G8 9>3> =040==V 

7;>2<8A=8:C [66]. 

 

2.7 �=0;V7 5D5:B82=>ABV <5B>4V2 70E8ABC 1V><5B@8G=>3> H01;>=C 

 

"?8A0=V C ?>?5@54=P><C @>74V;V <5B>48 70E8ABC 1V><5B@8G=>3> H01;>=C 

@094C6=>W >1>;>=:8 >:0 1C;8 ?@>B5AB>20=V =0 100 7>1@065==SE 7 1078 CASIA-

Iris-Interval. �;S >FV=:8 5D5:B82=>ABV @>1>B8 ?@>3@0<=>W @50;V70FVW =0 >A=>2V 

>?8A0=8E 28I5 0;3>@8B<V2 1C;8 ?@>2545=V 4>A;V465==S. "FV=5=> 2?;82 <5B>4V2 

70E8ABC 1V><5B@8G=8E H01;>=V2 =0 5D5:B82=VABP @>7?V7=020==S. 

%?>G0B:C 1C;> ?>@V2=S=> <5B>48 =0 >A=>2V ?5@5B2>@5==S 2;0AB82>AB59. 

�;S =570E8I5=>3> :>4C @094C6=>W >1>;>=:8 B0 >?8A0=8E 28I5 <5B>4V2 70E8ABC 

1V><5B@8G=>3> H01;>=C �IN-COMBO B0 BIN-SALT ?@>2545=> 0=0;V7 

>B@8<0=8E 7=0G5=P 2V4AB0=59 )5<V=30, ?>@V2=S==S 7 S:8< 287=0G0є ?@89=SBBS 

@VH5==S ?@> =040==S 4>ABC?C :>@8ABC20GC. �;S ?@8:;04C =02545<> 2V4AB0=V 

)5<V=30 C 2V4A>B:0E 4;S 45ASB8 =570E8I5=8E :>4V2 @094C6=>W >1>;>=:8 

(B01;. 2.5) [66]. 
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&01;8FS 2.5 3 �V4AB0=P )5<V=30 <V6 =570E8I5=8<8 :>40<8 @094C6=>W 

>1>;>=:8. 
!><5@ 

7>1@065==S 
img1 img2 img3 img4 img5 img6 img7 img8 img9 img10 

img1 100% 72% 79% 59% 67% 70% 75% 75% 70% 69% 

img2 72% 100% 71% 58% 65% 68% 71% 69% 65% 65% 

img3 79% 71% 100% 60% 70% 70% 75% 74% 71% 71% 

img4 59% 58% 60% 100% 57% 57% 59% 60% 58% 57% 

img5 67% 65% 70% 57% 100% 63% 66% 66% 62% 62% 

img6 70% 68% 70% 57% 63% 100% 69% 69% 65% 64% 

img7 75% 71% 75% 59% 66% 69% 100% 71% 68% 68% 

img8 75% 69% 74% 60% 66% 69% 71% 100% 68% 67% 

img9 70% 65% 71% 58% 62% 65% 68% 68% 100% 64% 

img10 69% 65% 71% 57% 62% 64% 68% 67% 64% 100% 

 

�3V4=> 7 B01;8F5R 2.5 7=0G5==S 2V4AB0=V )5<V=30 4;S 40=8E 7@07:V2 @V7=8E 

:>@8ABC20GV2 7=0E>4SBPAS <V6 57% B0 79% �@0E>2CRG8 F5, ?>@>3>25 7=0G5==S 

2V4AB0=V )5<V=30 4;S =570E8I5=>3> H01;>=C @094C6=>W >1>;>=:8 >:0 >1@0=> 

@V2=8< 80% (@8A. 2.21).  

 

$8AC=>: 2.21 3 �=0G5==S 2V4AB0=V )5<V=30 <V6 =570E8I5=8<8 :>40<8 

@094C6=>W >1>;>=:8 

 

�=0;>3VG=8< G8=>< 1C;> 2AB0=>2;5=> ?>@>3>2V 7=0G5==S 2V4AB0=V )5<V=30 

?@8 28:>@8AB0==V <5B>4C «A>;V==S» BIN-SALT B0 <5B>4C ?5@5B2>@5==S >7=0: 
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BIN-COMBO. $57C;PB0B8 ?>@V2=S==S 1V><5B@8G=8E H01;>=V2 7>1@065=P 

@094C6=8E >1>;>=>:, S:V 1C;8 70E8I5=V 70 4>?><>3>R <5B>4C 1V><5B@8G=>3> 

«A>;V==S», =02545=V C B01;8FV 2.6. 

 

&01;8FS 2.6 3 �V4AB0=P )5<V=30 <V6 70E8I5=8<8 :>40<8 @094C6=8E 
>1>;>=>: >:0 70 4>?><>3>R 1V><5B@8G=>3> «A>;V==S» 

!><5@ 

7>1@065==S 
img1 img2 img3 img4 img5 img6 img7 img8 img9 img10 

img1 100% 73% 77% 60% 67% 71% 75% 75% 71% 70% 

img2 73% 100% 71% 58% 65% 68% 72% 69% 66% 66% 

img3 77% 71% 100% 60% 70% 71% 75% 75% 71% 71% 

img4 60% 58% 60% 100% 58% 58% 59% 60% 59% 58% 

img5 67% 65% 70% 58% 100% 63% 67% 66% 63% 63% 

img6 71% 68% 71% 58% 63% 100% 70% 70% 66% 64% 

img7 75% 72% 75% 59% 67% 70% 100% 72% 69% 68% 

img8 75% 69% 75% 60% 66% 70% 72% 100% 68% 68% 

img9 71% 66% 71% 59% 63% 66% 69% 68% 100% 64% 

img10 70% 66% 71% 58% 63% 64% 68% 68% 64% 100% 

 

�8E>4SG8 7 40=8E B01;8FV 2.6 <>6=0 284V;8B8 =09<5=HC B0 =091V;PHC 

2V4AB0=V )5<V=30. #VA;S 28:>@8AB0==S <5B>4C BIN-SALT 4;S 70E8ABC 

1V><5B@8G=>3> H01;>=0 =09<5=H5 7=0G5==S 2V4AB0=V )5<V=30 71V;PH8;>AS =0 

1%, 0 =091V;PH5 7=0G5==S 7<5=H8;>AP =0 2%. &0:8< G8=><, ?>@>3>25 7=0G5==S 

2V4AB0=V )5<V=30 C @07V 28:>@8AB0==S <5B>4C 1V><5B@8G=>3> «A>;V==S» 

AB0=>28BP 78% (@8A. 2.22) [66]. 
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$8AC=>: 2.22 3 �V4AB0=P )5<V=30 <V6 70E8I5=8<8 :>40<8 @094C6=8E 

>1>;>=>: >:0 70 4>?><>3>R 1V><5B@8G=>3> «A>;V==S» 

 

$57C;PB0B8 ?>@V2=S=P :>4V2 @094C6=8E >1>;>=>: ?VA;S 70AB>AC20==S 4> 

=8E =572>@>B=>W B@0=AD>@<0FVW V7 28:>@8AB0==S< <5B>4C BIN-COMBO 70 

4>?><>3>R 2V4AB0=V )5<V=30 =02545=V C B01;8FV 2.7. 

 

&01;8FS 2.7 3 �=0G5==S 2V4AB0=V )5<V=30 C 2V4A>B:0E <V6 70E8I5=8<8 

:>40<8 @094C6>: 70 4>?><>3>R <5B>4C BIN-COMBO.  

!><5@ 

7>1@065==S 
img1 img2 img3 img4 img5 img6 img7 img8 img9 img10 

img1 100% 71% 76% 60% 67% 70% 73% 73% 70% 69% 

img2 71% 100% 70% 58% 65% 68% 70% 68% 65% 76% 

img3 76% 70% 100% 60% 70% 70% 74% 73% 70% 70% 

img4 60% 58% 60% 100% 58% 58% 60% 59% 59% 58% 

img5 67% 65% 70% 58% 100% 63% 66% 65% 62% 62% 

img6 70% 68% 70% 58% 63% 100% 69% 68% 65% 64% 

img7 73% 70% 74% 60% 66% 69% 100% 70% 68% 67% 

img8 73% 68% 73% 59% 65% 68% 70% 100% 67% 66% 

img9 70% 65% 70% 59% 62% 65% 68% 67% 100% 64% 

img10 69% 65% 70% 58% 62% 64% 67% 66% 64% 100% 
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$8AC=>: 2.23 3 �=0G5==S 2V4AB0=V )5<V=30 <V6 70E8I5=8<8 :>40<8 @094C6=8E 

>1>;>=>: >:0 70 4>?><>3>R <5B>4C BIN-COMBO 

 

#@>0=0;V7C202H8 40=V 2 B01;8FV 2.7, <>6=0 284V;8B8 =09<5=HC B0 

=091V;PHC @V7=8FV C 2V4AB0=V )5<V=30 H01;>=V2 @094C6=8E >1>;>=>: >:0, I> 

4>A;V46C20;8AP. !09<5=H5 7=0G5==S 4;S 70E8I5=>3> :>4C @094C6:8 70 

4>?><>3>R <5B>4C BIN-COMBO AB0=>28BP 58%, 0 =091V;PH5 3 76%, I> =0 4% 

=86G5, =V6 ?@8 28:>@8AB0==V =570E8I5=8E H01;>=V2 B0 =0 2% <5=H5, =V6 ?@8 

28:>@8AB0==V <5B>4C BIN-SALT. #>@>3>28< 7=0G5==S< 1C;> >1@0=> 77% [66]. 

&0:8< G8=><, <5B>4 ?5@5B2@5==S >7=0: BIN-COMBO 28S282AS :@0I8< 7 

42>E 7<>45;P>20=8E <5B>4V2 70E8ABC 1V><5B@8G=>3> H01;>=C.  

!0ABC?=8< :@>:>< F59 <5B>4 1C;> ?>@V2=S=> 7 <5B>4>< Min-Hashing. �;S 

?>@V2=S==S 1C;> >1@0=> :>5DVFVє=B �0::0@0 (2.22), >A:V;P:8 E5H-DC=:FVW =5 

<>6=0 ?>@V2=R20B8 <V6 A>1>R 70 4>?><>3>R 2V4AB0=V )5<V=30. $57C;PB0B8 

?>@V2=S=P :>4V2 @094C6=8E >1>;>=>: ?VA;S 70AB>AC20==S Min-Hashing 4;S 

45ASB8 7>1@065=P =02545=V C B01;8FV 2.8 [66]. 

�8E>4SG8 7 40=8E B01;8FV 2.8 =09<5=H5 7=0G5==S :>5DVFVє=BC �0::0@0 

AB0=>28BP 0,03. !091V;PH5 7=0G5==S AB0=>28BP 0,136. ' 72’S7:C 7 F8< ?>@>3>25 

7=0G5==S :>5DVFVє=BC �0::0@0 4;S FP>3> <5B>4C 1C;> >1@0=5 0,14 (@8A. 2.24). 
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&01;8FS 2.8 3 �=0G5==S :>5DVFVє=BC ?>4V1=>ABV �0::0@0 ?VA;S 
70AB>AC20==S Min-Hashing  

!><5@ 

7>1@065==S 
img1 img2 img3 img4 img5 img6 img7 img8 img9 img10 

img1 1 0,095 0,136 0,050 0,094 0,096 0,121 0,119 0,079 0,091 

img2 0,095 1 0,112 0,051 0,088 0,083 0,100 0,107 0,076 0,091 

img3 0,136 0,112 1 0,051 0,118 0,110 0,133 0,121 0,093 0,120 

img4 0,050 0,051 0,051 1 0,039 0,042 0,053 0,051 0,030 0,052 

img5 0,094 0,088 0,118 0,039 1 0,084 0,087 0,102 0,064 0,091 

img6 0,096 0,083 0,110 0,042 0,084 1 0,088 0,095 0,073 0,087 

img7 0,121 0,100 0,133 0,053 0,087 0,088 1 0,107 0,082 0,094 

img8 0,119 0,107 0,121 0,051 0,102 0,095 0,107 1 0,085 0,101 

img9 0,079 0,076 0,093 0,030 0,064 0,073 0,082 0,085 1 0,074 

img10 0,091 0,091 0,120 0,052 0,091 0,087 0,094 0,101 0,074 1 

 

 

$8AC=>: 2.24 3 �=0G5==S :>5DVFVє=BC ?>4V1=>ABV �0::0@0 ?VA;S 70AB>AC20==S 

<5B>4C Min-Hashing 

 

#>@V2=S==S 7=0G5==S :>5DVFVє=BC �0::0@0 <V6 70E8I5=8<8 :>40<8 

@094C6>: 70 4>?><>3>R <5B>4C BIN-COMBO =02545=> 2 B01;8FV 2.9 [66]. 
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&01;8FS 2.9 3 �=0G5==S :>5DVFVє=BC ?>4V1=>ABV �0::0@0 ?VA;S 
70AB>AC20==S <5B>4C BIN-COMBO  

!><5@ 

7>1@065==S 
img1 img2 img3 img4 img5 img6 img7 img8 img9 img10 

img1 1 0,082 0,118 0,031 0,082 0,080 0,103 0,096 0,064 0,080 

img2 0,082 1 0,091 0,038 0,068 0,067 0,076 0,077 0,053 0,077 

img3 0,118 0,091 1 0,035 0,098 0,090 0,103 0,100 0,071 0,088 

img4 0,031 0,038 0,035 1 0,025 0,028 0,036 0,028 0,024 0,033 

img5 0,082 0,068 0,098 0,025 1 0,068 0,067 0,085 0,049 0,080 

img6 0,080 0,067 0,090 0,028 0,068 1 0,075 0,080 0,053 0,070 

img7 0,103 0,076 0,103 0,036 0,067 0,075 1 0,069 0,058 0,068 

img8 0,096 0,077 0,100 0,028 0,085 0,080 0,069 1 0,059 0,078 

img9 0,064 0,053 0,071 0,024 0,049 0,053 0,058 0,059 1 0,058 

img10 0,080 0,077 0,088 0,033 0,080 0,070 0,068 0,078 0,058 1 

 

�=0G5==S :>5DVFVє=BC �0::0@0 4;S <5B>4C BIN-COMBO 7=0E>4SBPAS 2 

4V0?07>=V <V6 0,024 B0 0,118, I> @>18BP F59 <5B>4 :@0I8< A5@54 B@P>E 

@>73;S=CB8E <5B>4V2 (@8A. 2.25). 

 

 

$8AC=>: 2.25 3 �=0G5==S :>5DVFVє=BC ?>4V1=>ABV �0::0@0 ?VA;S 70AB>AC20==S 

<5B>4C BIN-COMBO 
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�;S 4>A;V465==S 5D5:B82=>ABV B0 ABV9:>ABV >?8A0=8E 28I5 <5B>4V2 

70E8ABC 1V><5B@8G=8E H01;>=V2 C ?>є4=0==V 7 >4=0:>28<8 <5B>40<8 >1@>1:8 

D>B>3@0DVW 4> 7>1@065=P 1C;> 70AB>A>20=> HC< #5@;V=0.  

� >A=>2V FP>3> HC<C ;568BP DC=:FVS, I> <0є ?A524>28?04:>289 283;S4, 

0;5 2AV WW 2V7C0;P=V 45B0;V <0RBP >4=0:>289 @>7<V@. *S 2;0AB82VABP 4>72>;Sє 

:>=B@>;R20B8 =0:;040==S HC<C. �;S =0:;040==S HC<C #5@;V=0 =0 7>1@065==S 

@094C6=>W >1>;>=:8 >:0 1C;> @>7@>1;5=> ?@>3@0<C =0 <>2V ?@>3@0<C20==S 

Java. �0=0 ?@>3@0<0 ?5@5410G0є =0:;040==S HC<C =0 7>1@065==S 70 =040=8< 

2V4A>B:><. #@8:;04 7>1@065==S ?VA;S =0:;040==S HC<C #5@;V=0 =02545=89 =0 

@8AC=:C 2.26 [66]. 

 

$8AC=>: 2.26 3 �>1@065==S >:0 ?VA;S =0:;040==S HC<C 

 

!0 7>1@065==S, I> 4>A;V46CRBPAS, 1C;> =0:;045=> HC< #5@;V=0 C @V7=8E 

2V4A>B:0E. �C;> 287=0G5=> 2V4A>B>: HC<C 4;S >@83V=0;P=8E B0 70E8I5=8E :>4V2 

@094C6=>W >1>;>=:8. $57C;PB0B8 4>A;V465=P ?>@>3>2>3> 7=0G5==S HC<C 4;S 

707=0G5=8E 28I5 20@V0=BV2 =02545=V C B01;8FV 2.10 [66]. 

 

&01;8FS 2.10 3 #>@>3>2V 2V4A>B:8 HC<C 4;S :>6=>3> 7 4>A;V46C20=8E 
<5B>4V2 70E8ABC 1V><5B@8G=>3> H01;>=C B0 =570E8I5=>3> :>4C @094C6=>W 
>1>;>=:8. 
!><5@ 
7>1@065==S 

#>@>3>289 
2V4A>B>: HC<C 
?@8 
=570E8I5=><C 
:>4V @094C6:8 

#>@>3>289 
2V4A>B>: HC<C 
?@8 28:>@8AB0==V 
BIN-SALT 

#>@>3>289 
2V4A>B>: HC<C 
?@8 28:>@8AB0==V 
BIN-COMBO 

#>@>3>289 
2V4A>B>: HC<C 
?@8 
28:>@8AB0==V 
Min-Hashing 

01 1.5 2.8 2.15 0.97 

02 1.05 1.1 1.10 3.7 
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#@>4>265==S B01;8FV 2.10 
03 0.21 0.85 0.80 0.21 

04 0.51 0.52 0.51 0.51 

05 0.18 0.16 0.18 0.15 

06 0.57 0.55 0.57 0.49 

07 0.15 0.17 0.18 0.15 

08 0.62 0.62 0.64 0.61 

09 0.19 0.19 0.19 0.17 

10 0.52 0.52 0.52 0.52 

 

�V7C0;P=> ?@>AB568B8 2V4<V==VABP B0 ?>4V1=VABP <V6 2V4A>B:0<8 HC<C 4;S 

@V7=8E <5B>4V2 70E8ABC 1V><5B@8G=>3> H01;>=C B0 =570E8I5=>3> :>4C 

@094C6=>W >1>;>=:8 <>6=0 =0 3VAB>3@0<V, 7>1@065=V9 =0 @8AC=:C 2.27. 

 

 

$8AC=>: 2.27 3 �VAB>3@0<0 7=0G5=P ?>@>3V2 HC<C 4;S @V7=8E <5B>4V2 70E8ABC 

1V><5B@8G=>3> H01;>=C B0 =570E8I5=>3> :>4C @094C6=>W >1>;>=:8 >:0 

 

�8E>4SG8 7 @57C;PB0BV2, =02545=8E =0 @8AC=:C 2.27, <>6=0 7@>18B8 

28A=>2>:, I> ?>@V3 HC<C ?@8 =570E8I5=><C :>4V @094C6=>W >1>;>=:8 є 
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=09=86G8< A5@54 CAVE V=H8E <0965 4;S 2AVE D>B>3@0DV9, 2 B>9 G0A, S: 

?>:07=8:8 ?@8 28:>@8AB0==V Min-Hashing є 2V4=>A=> =5AB01V;P=8<8. 

�;S B>3>, I>1 ?@>0=0;V7C20B8 @V25=P 70204, I> 1C2 2=5A5=89 ?>@>3>28< 

7=0G5==S< HC<C, 1C;> >1G8A;5=> 7=0G5==S SNR (signal to noise ratio) (2.15) 4;S 

:>6=>3> 7>1@065==S ?@8 28:>@8AB0==V @V7=8E <5B>4V2 70E8ABC 1V><5B@8G=>3> 

H01;>=C B0 ?@8 2V4ACB=>ABV WE 28:>@8AB0==S. &0:>6 SNR 28:>@8AB>2CєBPAS 4;S 

287=0G5==S E0@0:B5@8AB8:8 S:>ABV 7>1@065==S. �;S 0=0;V7C 25;8G8=8 

A?>B2>@5=P >@83V=0;P=>3> 7>1@065==S 1C;> @>7@0E>20=5 MSE 70 D>@<C;>R 

(2.18). "B@8<0=V ?>:07=8:8 72545=> 4> B01;8FV 2.11 [66].  

 

&01;8FS 2.11 3 �=0G5==S SNR B0 MSE. 

7 
7>1@065==S img1 img2 img3 img4 img5 img6 img7 img8 img9 img10 

 !570E8I5=89 :>4 @094C6=>W >1>;>=:8 

,C< (%) 1,5 1,05 0,21 0,51 0,18 0,57 0,15 0,62 0,19 0,52 

SNR 415,7 544,5 3039,0 1719,0 5146,8 1408,0 4859,4 1193,7 5462,3 1880,4 

MSE 100,5 52,5 9,4 15,6 15,6 23,9 7,5 38,5 4,9 14,1 

 BIN-SALT 

,C< (%) 2,8 1,1 0,85 0,52 0,16 0,55 0,17 0,62 0,19 0,52 

SNR 225,66 544,47 663,47 1694,67 5146,77 1531,09 4859,42 1193,72 5462,32 1880,42 

MSE 145,103 52,5139 43,0102 15,851 4,8185 21,9568 7,4757 38,5234 4,9289 14,1279 

 BIN-COMBO 

,C< (%) 2,15 1,1 0,8 0,51 0,18 0,57 0,18 0,64 0,19 0,52 

SNR 296,49 544,46 747,67 1435,2 5146,77 1407,97 4859,42 1115,17 5462,32 1880,42 

MSE 140,8807 52,5139 38,1663 18,7167 4,8185 23,8768 7,4757 41,2367 4,9289 14,128 

 Min-Hashing 

,C< (%) 0,97 3,7 0,21 0,51 0,15 0,49 0,15 0,61 0,17 0,52 

SNR 605,91 152,58 3038,98 1718,95 5146,77 1778,62 4859,42 1193,72 5462,32 1880,42 

MSE 68,9377 147,3877 9,3899 15,6271 4,8185 18,9011 7,4757 38,5234 4,9289 14,1279 

 

�8E>4SG8 7 @57C;PB0BV2 ?>:07=8:V2 SNR, =02545=8E C B01;8FV 2.11, 

<5=H><C 2V4A>B:C HC<C 2V4?>2V40RBP 1V;PHV ?>:07=8:8 SNR, I> 

E0@0:B5@87CRBP =87P:C :V;P:VABP 70204 =0 70HC<;5=8E 7>1@065==SE. &0:8< 
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G8=><, <>6=0 7@>18B8 28A=>2>:, I> CAV >?8A0=V 0;3>@8B<8 є ABV9:8<8, >A:V;P:8 

2>=8 <0;> GCB;82V 4> =0:;040==S HC<C. �;S ?>@V2=S==S 7=0G5=P SNR B0 

284V;5==S =091V;PH ABV9:>3> 4> 70204 <5B>4C ?>:07=8:8 A?V22V4=>H5==S SNR 

4;S @V7=8E <5B>4V2 1C;> ?>1C4>20=> 3VAB>3@0<C, S:0 =02545=0 =0 @8AC=:C 2.28. 

 

 

$8AC=>: 2.28 3 �=0G5==S SNR <V6 >@83V=0;P=8<8 B0 70HC<;5=8<8 

7>1@065==S<8 

 

�8E>4SG8 7 40=8E, =02545=8E =0 @8AC=:C 2.28, <>6=0 7@>18B8 28A=>2>:, 

I> =091V;PH GCB;828<8 4> 70204 28S28;8AS 0;3>@8B< @>7?V7=020==S ?> 

@094C6=V9 >1>;>=FV >:0 V7 28:>@8AB0==S< Min-Hashing B0 0;3>@8B< 157 

28:>@8AB0==S 1C4P-S:8E <5B>4V2 70E8ABC 1V><5B@8G=>3> H01;>=C. !0B><VABP 

=09<5=H GCB;828< 4> 70204 є 0;3>@8B< V7 28:>@8AB0==S< BIN-COMBO 4;S 

70E8ABC :>4C @094C6=>W >1>;>=:8. &0:V ?>:07=8:8 7C<>2;5=V B8<, I> ?V4 G0A 

35=5@0FVW 1V>E5HC 70 F8< <5B>4><, 45S:0 :V;P:VABP 206;82>W V=D>@<0FVW 

2B@0G0єBPAS ?V4 G0A >?5@0FVW XOR, S:0 70AB>A>20=0 4;S 42>E @S4:V2. 

"A:V;P:8 =091;86GV ?>:07=8:8 SNR 4> ?>:07=8:V2 SNR =570E8I5=>3> 

H01;>=C <0є 0;3>@8B< V7 28:>@8AB0==S< Min-Hashing, <>6=0 7@>18B8 

28A=>2>:, I> 40=89 <5B>4 70E8ABC 1V><5B@8G=>3> H01;>=C <5=H5 70 V=HV 

A?>B2>@Rє 206;82C V=D>@<0FVR V є =091V;PH B>G=8< C ?>@V2=S==V 7 BIN-SALT 

B0 BIN-COMBO [66].  



89 
 

$57C;PB0B8 @>7@0EC=:V2 MSE <V6 >@83V=0;P=8<8 7>1@065==S<8 =02545=V 

C B01;8FV 2.12. 

 

&01;8FS 2.12 3 #>:07=8:8 MSE <V6 >@83V=0;P=8<8 7>1@065==S<8 

!><5@ 

7>1@065==S 
img1 img2 img3 img4 img5 img6 img7 img8 img9 img10 

img1 0 3427.6 3619.3 5434.2 3845.7 3490.4 2556.8 2278.1 3785.8 4061.5 

img2 3427.6 0 1643.9 3556.4 1683.4 3930.7 3710.1 4760.2 2108.2 2207.0 

img3 3619.3 1643.9 0 2670.7 2019.6 2737.3 3031.9 4671.8 1827.7 2130.2 

img4 5434.2 3556.4 2670.7 0 2609.1 2884.2 4037.5 5289.7 2218.7 2147.6 

img5 3845.7 1683.4 2019.6 2609.1 0 2952.8 3144.6 4585.4 1228.8 1431.2 

img6 3490.4 3930.7 2737.3 2884.2 2952.8 0 1573.0 2975.2 2576.6 2940.8 

img7 2556.8 3710.1 3031.9 4037.5 3144.6 1573.0 0 2768.1 3314.9 3617.1 

img8 2278.1 4760.2 4671.8 5289.7 4585.4 2975.2 2768.1 0 4350.5 4081.6 

img9 3785.8 2108.2 1827.7 2218.7 1228.8 2576.6 3314.9 4350.5 0 1650.3 

img10 4061.5 2207.0 2130.2 2147.6 1431.2 2940.8 3617.1 4081.6 1650.3 0 

 

�7 40=8E, =02545=8E C B01;8FV 2.12, <>6=0 287=0G8B8, I> =09<5=H5 

7=0G5==S MSE AB0=>28BP 1431, =091V;PH5 3 5434,2. 

"FV=8B8 9<>2V@=VABP 28=8:=5==S ?><8;>: ?@8 @>7?V7=020==V 4;S :>6=>3> 

0;3>@8B<C <>6=0 70 4>?><>3>R =0ABC?=8E ?>:07=8:V2. 

1) �>5DVFVє=B ?><8;:>2>3> A?@0FP>2C20==S (False Acceptance Rate, FAR). 

�0=89 ?>:07=8: ?@54AB02;Sє A>1>R ?@>F5=B=89 ?>@V3, S:89 287=0G0є 

9<>2V@=VABP B>3>, I> >4=0 ;R48=0 <>65 1CB8 ?@89=SB0 70 V=HC. 

2) �>5DVFVє=B ?><8;:>2>W 2V4<>28 2 4>ABC?V (False Rejection Rate, FRR). 

�0=89 ?>:07=8: ?@54AB02;Sє A>1>R 9<>2V@=VABP B>3>, I> 70@5єAB@>20=0 ;R48=0 

<>65 1CB8 =5 @>7?V7=0=0 A8AB5<>R. 

�7 7<5=H5==S< :V;P:>ABV ?><8;:>28E ?@>?CA:V2 :V;P:VABP ?><8;:>28E 

2V4E8;5=P 1C45 7@>AB0B8 V =02?0:8. &>G:0, 2 S:V9 ?5@5B8=0RBPAS ;V=VW, B0:>6 <0є 

=072C 3 @V2=89 ?>:07=8: ?><8;>: (Equal Error Rate, EER). ' FV9 B>GFV 2V4A>B>: 

?><8;:>28E ?@>?CA:V2 B0 ?><8;:>28E 2V4E8;5=P >4=0:>289 [25]. �450;P=89 
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3@0DV: :>@5;SFVW :>5DVFVє=BC ?><8;:>2>3> ?@>?CA:C B0 :>5DVFVє=BC ?><8;:>2>W 

2V4<>28 2 4>ABC?V =02545=89 =0 @8AC=:C 2.29. 

 

 

$8AC=>: 2.29 3 �@0DV: :>@5;SFVW ?>:07=8:V2 FAR B0 FRR 

 

�0728G09 7=865==S FAR 4> =09=86G>3> <>6;82>3> @V2=S ?@872545 4> 

@V7:>3> 71V;PH5==S ?>:07=8:0 FRR. �=0G5==S FAR B0 FRR <>6CBP 1CB8 

=0;0HB>20=V 2 ?@>3@0<=><C 70157?5G5==V A8AB5<8 157?5:8 H;SE>< :>@83C20==S 

2V4?>2V4=8E :@8B5@VW2. ' 4>A;V46C20=V9 ?@>3@0<V F5 <>6=0 7@>18B8 70 

4>?><>3>R :>@83C20==S ?>@>3C 4>?CA:C, S:89 1C2 28I5 287=0G5=89 

5:A?5@8<5=B0;P=8< H;SE>< 4;S :>6=>3> V7 <5B>4V2 70E8ABC 1V><5B@8G=>3> 

H01;>=C B0 4;S =570E8I5=>3> :>4C.  

�;S ?V4@0EC=:C :>5DVFVє=BC ?><8;:>2>3> ?@>?CA:C 1C;8 >1@0=V 

=091V;PHV 7=0G5==S MSE B0 7=0945=> :V;P:VABP ?>:07=8:V2 MSE <V6 

>@83V=0;P=8<8 7>1@065==S<8. #VA;S FP>3> :V;P:VABP B0:8E 7=0G5=P 1C;> 

?>4V;5=> =0 :V;P:VABP CAVE <>6;828E ?0@ @V7=8E 7>1@065=P, >:@V< ?0@8 7 

>4=0:>28<8 7>1@065==S<8. ' @57C;PB0BV 1C;8 >B@8<0=V 7=0G5==S FAR 4;S 2AVE 

20@V0=BV2 0;3>@8B<V2. 

�;S ?V4@0EC=:C :>5DVFVє=BC ?><8;:>2>W 2V4<>28 2 4>ABC?V :>6=5 

7=0G5==S MSE 4;S 70HC<;5=8E 7>1@065=P 4;S :>6=>3> 20@V0=BC 0;3>@8B<C 

1C;> ?><=>65=5 =0 :>5DVFVє=B, 0 A0<5 71V;PH5=> C AB>:@0B=><C @>7<V@V. #VA;S 

FP>3> 1C;0 7=0945=0 :V;P:VABP ?>:07=8:V2 2V4<V==>ABV 4;S :>6=>3> :>=:@5B=>3> 
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7>1@065==S <V6 CAV<0 V=H8<8, S:V <5=H5 7=0G5==S MSE 4;S :>=:@5B=>3> 

7>1@065==S <V6 2V4?>2V4=8< 9><C 70HC<;5=8< 7>1@065==S<. ' @57C;PB0BV 

B0:8E @>7@0EC=:V2 1C;8 >B@8<0=V 7=0G5==S FRR 4;S 2AVE 20@V0=BV2 0;3>@8B<V2. 

#V4@0E>20=V 70 707=0G5=8<8 28I5 0;3>@8B<0<8 ?>:07=8:8 FAR B0 FRR =02545=V 

C B01;8FV 2.13 [66]. 

 

&01;8FS 2.13 3 �=0G5==S ?>:07=8:V2 FAR B0 FRR 4;S 4>A;V46C20=8E 

<5B>4V2 
)0@0:B5@8AB8:0 0;3>@8B<C FRR FAR 

!570E8I5=89 1V><5B@8G=89 H01;>= 0.26 0.15 

�8:>@8AB0==S BIN-SALT 4;S AB2>@5==S 1V>E5HC 0.33 0.46 

�8:>@8AB0==S BIN-COMBO 4;S AB2>@5==S 1V>E5HC 0.34 0.42 

�8:>@8AB0==S Min-Hashing 4;S AB2>@5==S  1V>E5HC 0.24 0.46 

 

"B65, 28E>4SG8 7 ?>:07=8:V2 FAR B0 FRR, =02545=8E C B01;8FV 2.19, 

<>6=0 7@>18B8 28A=>2>:, I> =86GC 9<>2V@=VABP ?><8;>: <0є 0;3>@8B< 

@>7?V7=020==S ?> @094C6=V9 >1>;>=FV >:0, 2 S:><C =5 70AB>A>20=89 6>4=89 V7 

<5B>4V2 70E8ABC 1V><5B@8G=>3> H01;>=C. %5@54 0;3>@8B<V2 V7 70E8AB>< 

1V><5B@8G=>3> H01;>=C =091V;PH :@0IV ?>:07=8:8 <0є 0;3>@8B< V7 

28:>@8AB0==S< BIN-COMBO 4;S AB2>@5==S 1V>E5HC. �@0I89 ?>:07=8: FRR 

A5@54 @>73;S=CB8E 0;3>@8B<V2 <0є 0;3>@8B< V7 28:>@8AB0==S< Min-Hashing. 

�8E>4SG8 7 FP>3> <>6=0 7@>18B8 28A=>2>:, I> A8AB5<0 V7 28:>@8AB0==S< Min-

Hashing 1C45 4>AB0B=P> 7@CG=>R 4;S :>@8ABC20G0. #>:07=8:8 FAR A5@54 

0;3>@8B<V2 V7 28:>@8AB0==S< <5B>4V2 1V><5B@8G=>3> H01;>=C <0RBP =57=0G=V 

2V4<V==>ABV, 0 4;S Min-Hashing B0 BIN-COMBO є @V2=8<8. � B>9 65 G0A 

?>:07=8: FRR є 7=0G=> :@0I8< 4;S 0;3>@8B<C V7 28:>@8AB0==S< Min-Hashing 

4;S AB2>@5==S 1V>E5HC [66]. 

�D5:B82=VABP @>1>B8 0;3>@8B<V2 B0:>6 <>65 1CB8 >FV=5=0 70 :@8B5@Vє< 

H284:>ABV @>1>B8 <5B>4C 70E8ABC 1V><5B@8G=>3> H01;>=C. *59 ?0@0<5B@ є 

206;828<, >A:V;P:8 4>2389 G0A >1@>1:8 ?@8 25;8:V9 :V;P:>ABV 7>1@065=P C 107V 
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40=8E <>65 A?@8G8=8B8 =57@CG=VABP C 28:>@8AB0==V. �@V< B>3>, F59 ?>:07=8: 

<>65 4>?><>3B8 287=0G8B8 >1G8A;R20;P=V ?>BC6=>ABV 4;S A5@25@0, =0 S:><C 

1C4CBP 715@V30B8AS 70E8I5=V 1V><5B@8G=V H01;>=8 B0 1C45 2V41C20B8AP 

02B5=B8DV:0FVS :>@8ABC20GV2. +0A @>1>B8 ?@>3@0<8 1C2 ?V4@0E>20=89 4;S 

28I5@>73;S=CB8E <5B>4V2. 

�>6=89 7 0;3>@8B<V2 1C2 ?@>B5AB>20=89 C AC:C?=>ABV 7 5B0?0<8 

284V;5==S @094C6=>W >1>;>=:8 >:0, =>@<0;V70FVW 7>1@065==S, 284V;5==S 

=091V;PH V=D>@<0B82=>3> D@03<5=BC, =0:;040==S DV;PB@C B0 35=5@0FVW :>4C 

@094C6=>W >1>;>=:8. $57C;PB0B8 H284:>ABV @>1>B8 ?@>3@0<8 =0 >A=>2V 

0;3>@8B<C @>7?V7=020==S 70 @094C6=>R >1>;>=:>R >:0 2 70;56=>ABV 2V4 

:V;P:>ABV 1V>E5H59 01> :>4V2 :>@8ABC20GV2 C 107V =02545=V C B01;8FV 2.14 [66]. 

 

&01;8FS 2.14 3 +0A @>1>B8 ?@>3@0<8 2 70;56=>ABV 2V4 :V;P:>ABV H01;>=V2 
C 107V 

�V;P:VABP 

H01;>=V2 C 107V 

+0A @>1>B8 ?@>3@0<8 (<A) 

!570E8I5=V H01;>=8 BIN-SALT BIN-COMBO Min-Hashing 

1 2 3 4 5 

1 6462 7133 7207 7168 

2 6473 7190 7102 8457 

3 6546 7431 7234 9798 

4 6559 7400 7294 12228 

5 6598 8131 8114 15490 

6 6617 8143 8302 17076 

7 6687 8207 8549 20469 

8 6697 8302 9160 24973 

9 6764 8521 10078 29416 

10 6929 8881 10440 33586 

 

�8E>4SG8 7 40=8E, =02545=8E C B01;8FV 2.20, <>6=0 7@>18B8 28A=>2>:, I> 

71V;PH5==S :V;P:>ABV 1V><5B@8G=8E H01;>=V2 2?;820є =0 G0A >1@>1:8 H01;>=V2. 

#@8 28:>@8AB0==V <5B>4C BIN-SALT G0A 7@>AB0є 2 1,2 @078, BIN-COMBO 3 2 1,4 
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@078, Min-Hashing 3 2 4,8 @078 ?>@V2=S=> 7 >1@>1:>R =570E8I5=8E H01;>=V2. ' 

72’S7:C 7 F8< 25;8:0 :V;P:VABP 7>1@065=P ?@8 <0;8E ?>BC6=>ABSE >1;V:>28E 

<0H8= <>65 7<CA8B8 :>@8ABC20G0 G5:0B8, I> <>65 2?;820B8 =0 7@CG=VABP 

:>@8ABC20==S ?@8AB@>є< [64]. 

!0 @8AC=:C 2.30 =02545=> 3@0DV:8 G0AC >1@>1:8 H01;>=V2 2 70;56=>ABV 

2V4 :V;P:>ABV 7>1@065=P ?@8 28:>@8AB0==S @V7=8E 0;3>@8B<V2 70E8ABC. 

 

    

$8AC=>: 2.30 3 �@0DV: 70;56=>ABV G0AC @>1>B8 ?@>3@0<8 ?@8 28:>@8AB0==V 

@V7=8E 0;3>@8B<V2 2V4 :V;P:>ABV H01;>=V2 C 107V 

 

&0:8< G8=><, 1C;> ?@>2545=> 4>A;V465==S S:>ABV @>1>B8 A8AB5<8 

02B5=B8DV:0FVW 70 @094C6=>R >1>;>=:>R >:0 157 28:>@8AB0==S <5B>4V2 70E8ABC 

1V><5B@8G=>3> H01;>=C B0 ?@8 28:>@8AB0==V @V7=8E 0;3>@8B<V2 70E8ABC. 

�>A;V465==S ?>:070;8, I> =09<5=H0 9<>2V@=VABP ?><8;:>28E 2V4E8;5=P 

4>ABC?C 4;S 70@5єAB@>20=8E :>@8ABC20GV2 B0 ?><8;:>2>3> =040==S 4>ABC?C 

>B@8<0=V ?@8 28:>@8AB0==V 0;3>@8B<C 157 28:>@8AB0==S <5B>4V2 70E8ABC 

1V><5B@8G=>3> H01;>=C, S:89 =5 є 157?5G=8<. �=HV 0;3>@8B<8, 2 S:8E 

28:>@8AB>2CєBPAS 70E8AB 1V><5B@8G=>3> H01;>=C, <0RBP 1;87P:V ?>:07=8:8 

:>5DVFVє=BC 9<>2V@=>ABV =040==S 4>ABC?C 7;>2<8A=8:C. !09<5=HV 7=0G5==S 
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?>:07=8:0 :>5DVFVє=BC 9<>2V@=>ABV 2V4<>28 C 4>ABC?V 70@5єAB@>20=><C 

:>@8ABC20GC <0є 0;3>@8B< V7 28:>@8AB0==S< Min-Hashing, 0;5 2V= <0є =093V@HV 

?>:07=8:8 7 G0AC. &0:>6, 73V4=> 7 0=0;V7>< SNR, 0;3>@8B< V7 28:>@8AB0==S< 

Min-Hashing є =091V;PH GCB;828< 4> 70204, >A:V;P:8 <0є =091V;PHV 7=0G5==S C 

A?V22V4=>H5==V «A83=0;/HC<». 

"B65, =572060RG8 =0 4>2H89 G0A >1@>1:8, 0;3>@8B< 7 28:>@8AB0==S< 

Min-Hashing 4;S 70E8ABC 1V><5B@8G=>3> H01;>=C @094C6=>W >1>;>=:8 >:0 

;R48=8 є =091V;PH 5D5:B82=8<, >A:V;P:8 є =091V;PH 7@CG=8< 4;S :>@8ABC20GV2 

C 72’S7:C 7 =09=86G8< ?>:07=8:>< :>5DVFVє=BC ?><8;:>2>W 2V4<>28 

70@5єAB@>20=><C :>@8ABC20GC B0 =091V;PH ABV9:8< 4> 70204 C ?>@V2=S==V 7 

V=H8<8 <5B>40<8 70E8ABC 1V><5B@8G=>3> H01;>=C @094C6=>W >1>;>=:8 >:0, S:V 

1C;8 4>A;V465=V C 40=V9 @>1>BV.  

 

2.8 �8A=>2:8 4> @>74V;C 2 

 

#@>0=0;V7>20=> >A=>2=V <5B>48 1V><5B@8G=>W 02B5=B8DV:0FVW.  5B>4>< 

1030B>:@8B5@V0;P=>W >?B8<V70FVW 287=0G5=> <5B>4, >?B8<0;P=89 70 :@8B5@VS<8 

287=0==S :>@8ABC20G0<8, ABV9:>ABV 4> ?V4@>1>: B0 0B0:, 20@B>ABV, ?@>AB>B8 

28:>@8AB0==S, G0AB>B8 2V4<>2 2 >1A;C3>2C20==V B0 G0AB>B0 ?><8;:>28E 

A?@0FP>2C20=P. #@>245=> >FV=:C 1V><5B@8G=8E <5B>4V2 02B5=B8DV:0FVW ?VA;S 

@0=6C20==S 70 H:0;>R 206;82>ABV B0 @>7@0E>20=> 25:B>@8 ?@V>@8B5BV2. 

#>2545=89 0=0;V7 70 28I5?5@5@0E>20=8<8 :@8B5@VS<8 ?>:0702, I> =0928I89 

25:B>@ 3;>10;P=8E ?@V>@8B5BV2 70 <5B>4>< 0=0;V7C Vє@0@EV9 28S282AS 4;S <5B>4C 

02B5=B8DV:0FVW 70 @094C6=>R >1>;>=:>R >:0, I> =0 0,01 28I5 =V6 C <5B>4C 

02B5=B8DV:0FVW 70 2V418B:>< ?0;PFS B0 =0 0,033 28I5 =V6 C <5B>4C 

02B5=B8DV:0FVW 70 35><5B@VєR @C:8. 

�;S 4>A;V465==S FP>3> <5B>4C 1C;0 ?>1C4>20=0 5:A?5@8<5=B0;P=0 

<>45;P 70 4>?><>3>R <>28 ?@>3@0<C20==S Java. 
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*S <>45;P 4>72>;8;0 287=0G8B8 =09:@0I89 70 :@8B5@VS<8 FAR B0 FRR 

=01V@ DV;PB@V2. �0?@>?>=>20=> <5B>48 70E8ABC 1V><5B@8G=>3> H01;>=C. 

!09:@0I89 @57C;PB0B ?>:0702 <5B>4 7 28:>@8AB0==S< DV;PB@V2 �0CA0 B0 

>?5@0B>@0 �0?;0A0. 

�87=0G5=> ?5@5206=89 70 :@8B5@VS<8 70204>70E8I5=>ABV B0 9<>2V@=>ABV 

?><8;:8 <5B>4 1V><5B@8G=>W 02B5=B8DV:0FVW (<>1. <5@56V), 2V4<V==VABR S:>3> є 

2@0EC20==S ABV9:>ABV 4> 70204 2 :0=0;0E 72’S7:C. *5 40;> 7<>3C ?V428I8B8 

70204>ABV9:VABP B0 5D5:B82=VABP A8AB5< 2V440;5=>W 02B5=B8DV:0FVW 2 

B5;5:><C=V:0FV9=8E <5@560E. !091V;PH ABV9:8< 4> 70204 28S282AS <5B>4 BIN-

COMBO. 

%?8A>: 28:>@8AB0=8E 465@5; C 40=><C @>74V;V =02545=> C ?>2=><C 

A?8A:C 28:>@8AB0=8E 465@5; ?V4 =><5@0<8 34-64. 
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3 �"%�����!!/  �&"��� #$�)"�'��!!/ ,���"!' 

 

 

�;S A8AB5< 02B5=B8DV:0FVW 0:BC0;P=8< є ?8B0==S 157?5:8 1V><5B@8G=8E 

40=8E, I> ?5@540RBPAS ?> <5@56V, B0: S: VA=Cє 9<>2V@=VABP WE ?5@5E>?;5==S. 

�;S 28@VH5==S FVєW ?@>1;5<8 4>FV;P=> 28:>@8AB>2C20B8 AC:C?=VABP <5B>4V2: 

D>@<C20==S 1V>E5H0 4;S 70E8ABC 40=8E 2V4 :><?@><5B0FVW B0 <5@56=>W 

AB530=>3@0DVW 4;S ?V428I5==S ABV9:>ABV B0 ?@8E>20=>ABV ?@>F5AC 2V440;5=>W 

02B5=B8DV:0FVW. 

 

3.1 �0AB>AC20==S AB530=>3@0DVG=8E A8AB5< 4;S ?V428I5==S 70E8I5=>ABV 

1V><5B@8G=>3> H01;>=C 

 

%B530=>3@0DVG=0 A8AB5<0 3 F5 AC:C?=VABP <5B>4V2 V 70A>1V2, 7024S:8 S:8< 

D>@<CєBPAS ?@8E>20=89 :0=0; ?5@540GV V=D>@<0FVW [66]. �=D>@<0FVS, S:0 <0є 

1CB8 ?5@540=0 ?@8E>20=>, <>65 1CB8 21C4>20=0 C AB53>:>=B59=5@. 

%B53>:>=B59=5@>< <>65 1CB8 7>1@065==S, 0C4V>-, 2V45>D09;8 01> B0 V=H0 

V=D>@<0FVS, I> <0є =04<V@=VABP. #@8 =57=0G=V9 <>48DV:0FVW B0:8E :>=B59=5@V2  

D0:B ?5@540GV 21C4>20=8E 40=8E A:;04=> 28S28B8. "A=>2=>R <5B>R 

AB530=>3@0DVW є 70157?5G5==S ?5@54020==S 40=8E 2V4:@8B8< :0=0;>< 72’S7:C 2V4 

2V4?@02=8:0 4> >45@6C20G0 40=8E B0:8< G8=><, I>1 ?>2V4><;5==S 1C;> 

?5@540=> =5?><VG5=8< B0 =57<V=5=8<. 

!0 @8AC=:C 3.1 =02545=> C7030;P=5=C AE5<C AB530=>3@0DVG=>W A8AB5<8. 

%8AB5<8, 2 S:8E <0RBP 1CB8 70157?5G5=V 28A>:V E0@0:B5@8AB8:8 157?5:8, 

?V4 G0A 21C4>2C20==S <>6CBP 28:>@8AB>2C20B8 :;RG 157?5:8 B0 H8D@C20==S 

40=8E. � 7030;P=><C 283;S4V 21C4>20=C A8AB5<C <>6=0 287=0G8B8 S::  

 ÿ2 = āă(ÿ, āĄ(Ă, ā1), ā2),     (3.1) 
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45 S 3 40=V, I> 21C4>2CRBPAS; 

C 3 AB53>:>=B59=5@; 

C′ 3 A5:@5B=V 40=V.  

 

 

$8AC=>: 3.1 3 '7030;P=5=0 AE5<0 AB530=>3@0DVG=>W A8AB5<8 

 

�;S H8D@C20==S En() 28:>@8AB>2CRBPAS A5:@5B=V :;RGV (k1 і k2). #VA;S 

H8D@C20==S V=D>@<0FVS 21C4>2CєBPAS 2 AB53>:>=B59=5@ Em(). %B530=>3@0<0 C′ 

=04A8;0єBPAS >45@6C20GC :0=0;>< 72’S7:C, 0 =0 AB>@>=V >45@6C20G0 

2V41C20єBPAS 28;CG5==S AB530=>3@0<8 B0 45H8D@C20==S: 

 Ăÿ2 = Ā(āý(С∗, ā2), ā3),     (3.2) 

 

45 Sr 3 28EV4=V 40=V, I> 1C;8 21C4>20=V; 

Ex() 3 DC=:FVS 28;CG5==S 40=8E; 

D 3 DC=:FVS 45H8D@C20==S; 

С* 3 >B@8<0=89 AB53>:>=B59=5@ ?VA;S ?5@540GV :0=0;>< 72’S7:C.  

�>=B59=5@ <>65 1CB8 A?>B2>@5=89 ?V4 2?;82>< 70204 01> 0B0: 2 :0=0;V 

72’S7:C. &><C 206;828< є 70AB>AC20==S <5B>4V2 ?V428I5==S 70204>ABV9:>ABV 4;S 

715@565==S <>6;82>ABV 28;CG5==S 40=8E ?@8 >B@8<0==V AB53>:>=B59=5@C. 

�A=Cє 1030B> @>1VB, S:V ?@8A2SG5=V 4>A;V465==R 28:>@8AB0==S 

AB530=>3@0DVW 2 @V7=8E AD5@0E. �8:>@8AB0==S 2 S:>ABV :>=B59=5@V2 7>1@065=P, 
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2V45> B0 0C4V> 70AB>A>2CєBPAS 7 <5B>R 70E8ABC 02B>@AP:>3> ?@020, S: V F8D@>2V 

2>4S=V 7=0:8 [67]. � B0:><C 28?04:C ?@8E>20=V 40=V =040RBP V=D>@<0FVR ?@> 

2;0A=8:0 01> 02B>@0 70E8I5=>3> :>=B5=BC. � @>1>BV [73] ?@>?>=CєBPAS 70E8AB 

40=8E ?V4 G0A 02B5=B8DV:0FVW :>@8ABC20GV2 2 IoT 70 4>?><>3>R ?@>B>:>;C 

5;V?B8G=>W :@8?B>3@0DVW �0;C0. �0H8D@>20=V :>=DV45=FV9=V 40=V 21C4>2CRBPAS 

C 7>1@065==S =87P:>W A:;04=>ABV.  

 5@56=0 AB530=>3@0DVS 70157?5GCє ?@>F5A ?@8E>20=>W ?5@540GV 40=8E 

H;SE>< 28:>@8AB0==S ?@8E>20=>3> :0=0;C, S:89 28:>@8AB>2Cє 4;S ?5@540GV 

A<C3C ?@>?CA:0==S V=H8E 4>72>;5=8E :0=0;V2 72’S7:C B0 <5@56=V ?@>B>:>;8 

<>45;V OSI 2 S:>ABV AB53>:>=B59=5@V2. #@8 =57=0G=V9 <>48DV:0FVW 703>;>2:V2 

?0:5BV2, ?>;V2 :>@8A=>3> =020=B065==S 01> ?>@S4:C ?5@540GV ?0:5BV2 

V=D>@<0FVS <>65 1CB8 ?5@540=0 ?@8E>20=>, =5 2?;820RG8 7=0G=> =0 @>1>BC 

<5@56V [67]. 

 

3.2 �=0;V7 VA=CRG8E <5B>4V2 <5@56=>W AB530=>3@0DVW 

 

 >45;P 270є<>72’S7:C 2V4:@8B8E A8AB5< (OSI) 3 F5 :>=F5?BC0;P=0 <>45;P, 

AB2>@5=0  V6=0@>4=>R >@30=V70FVєR 7V AB0=40@B870FVW (International 

Organization for Standardization), S:0 >?8ACє :><C=V:0FVR A8AB5< 72’S7:C 70 

4>?><>3>R AB0=40@B=8E ?@>B>:>;V2. *S <>45;P A:;040єBPAS 7 7 @V2=V2: 

Application layer, Presentation layer, Session layer, Transport layer, Network layer, 

Data link layer, Physical layer. � 70;56=>ABV 2V4 DC=:FV9 B0 ?@>B>:>;V2 :>6=>3> 7 

@V2=V2 <>6;82>R є @50;V70FVS @V7=8E <5B>4V2 <5@56=>W AB530=>3@0DVW [67]. 

Application layer 70157?5GCє 4>ABC? 4>40B:V2 4> <5@56=8E A5@2VAV2. !0 

FP><C @V2=V <>6;82> @50;V7C20B8 <5B>48 21C4>2C20==S 40=8E 2 7>1@065==S, 

2V45> (<5B>48 ?@8E>2C20==S 2 ?@>AB>@>2V9 >1;0ABV, 2 G0AB>B=V9 >1;0ABV B0 

<5B>48 @>7H8@5==S A?5:B@C), 0C4V> (:>4C20==S =09<5=H 7=0GCI8E 1VB, <5B>4 

D07>2>3> :>4C20==S, <5B>4 @>7H8@5==S A?5:B@C), 28:>@8AB>2CRG8 <5B>48 

A?>B2>@5==S =09<5=H 7=0GCI8E 1VB [70-72]. &0:>6 =0 FP><C @V2=V <>6;828< є 
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21C4>2C20==S 2 HTTP-703>;>2:8. � [74] 70?@>?>=>20=> <5B>4 HTTP Entity Tag 

tunnelling. � [75] 70?@>?>=>20=> 28:>@8AB>2C20B8 ?@8E>20=V :0=0;8 4;S 

28S2;5==S 0B0: B8?C «;R48=0 ?>A5@548=V». � [76] 70?@>?>=>20=> <5B>4, I> 

V<VBCє 4>40B>: 1@0C75@0 4;S =04A8;0==S 70?8BV2 HTTP, 48=0<VG=> @>7?>4V;Sє 

70?8B8 HTTP 4> @V7=8E 1@0C75@V2, 21C4>2Cє ?@8E>20=C V=D>@<0FVR 70 

4>?><>3>R <0B5<0B8G=>W :><1V=0FVW B0 48=0<VG=> =0;0HB>2Cє >1’є:B8 4>ABC?C, 

G0A>289 V=B5@20; ?0:5BV2 40=8E V 4>268=C ?0:5BV2 40=8E, B0:8< G8=><, 

?>:@0ICRG8 ?@8E>2C20==S :0=0;C. � [78] =02545=> >3;S4 VA=CRG8E 

?@8E>20=8E :0=0;V2, S:V <>6CBP 1CB8 AB2>@5=V 70 4>?><>3>R HTTP/1.x, B0 WE 

@>1>B0 7 HTTP/2. 

 

 

$8AC=>: 3.2 3 (C=:FVW ?@>B>:>;V2 OSI, I> 28:>@8AB>2CRBPAS 4;S <5@56=>W 

AB530=>3@0DVW 

 

Presentation layer 2V4?>2V40є 70 ?5@5:;04, H8D@C20==S B0 AB8A=5==S 40=8E.  

Session layer 4>72>;Sє :>@8ABC20G0< 2AB0=>2;R20B8 0:B82=V A50=A8 

72’S7:C. �>:@5<0, 2V4?>2V40є 70 2AB0=>2;5==S, ?V4B@8<:C, A8=E@>=V70FVR B0 

7025@H5==S A50=AV2 <V6 ?@>3@0<0<8. !0 FP><C @V2=V <>6;828< є 28:>@8AB0==S 

?@>B>:>;C SIP 4;S ?@8E>20=>W ?5@540GV 40=8E [79, 80]. 
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Transport layer >B@8<Cє 40=V 2V4 ?@8:;04=>3> @V2=S. �8:>=CєBPAS WE 

A53<5=B0FVS, 4>40RBPAS =><5@8 ?>@BV2 465@5;0 B0 ?@87=0G5==S 2 703>;>2>: 

A53<5=B0, ?>BV< ?>2V4><;5==S ?5@540єBPAS =0 <5@56=89 @V25=P.  5B>48 

AB530=>3@0DVW, I> ?@0FRRBP =0 FP><C @V2=V, 28:>@8AB>2CRBP @5B@0=A<VAVR 

2B@0G5=8E ?0:5BV2, 0 B0:>6 703>;>2:8 4;S AB2>@5==S ?@8E>20=>3> :0=0;C 

72’S7:C.  

"A=>2=>R DC=:FVєR Network layer є ?5@540G0 <5@56=8E ?0:5BV2 2V4 

465@5;0 4> >45@6C20G0. #0:5B V=:0?AC;RєBPAS C D@59< B0 4>AB02;SєBPAS =0 

@V25=P :0=0;C 40=8E. !0 AB>@>=V >B@8<C20G0 2V41C20єBPAS 72>@>B=V9 ?@>F5A. 

Data link layer 70157?5GCє 157?><8;:>2C ?5@540GC V=D>@<0FVW, 2V4?>2V40є 70 

:>4C20==S, 45:>4C20==S B0 >@30=V70FVR 28EV4=8E V 2EV4=8E 40=8E. (V78G=89 

@V25=P 2V4?>2V40є 70 ?5@540GC ?>B>:V2 28EV4=8E 40=8E G5@57 DV78G=5 

A5@54>28I5. !0 F8E @V2=SE ?@0FRRBP B0:V <5B>48, S: 4>?>2=5==S A8<2>;V2 

OFDM 4;S WLAN, 4>?>2=5==S :04@V2 Ethernet B0 V=HV [67]. 

�3V4=> 7 =02545=>R 2 [81] :;0A8DV:0FVєR VA=CRG8E <5B>4V2 <5@56=>W 

AB530=>3@0DVW, <5B>48 4V;SBPAS =0 <5B>48 <>48DV:0FVW ?0:5BV2 (703>;>2:V2 

?0:5BV2, ?>;V2 :>@8A=>3> =020=B065==S), <5B>48 <>48DV:0FVW AB@C:BC@8 

?5@540GV ?0:5BV2 (7<V=0 ?>A;V4>2=>ABV ?5@540GV, 2=5A5==S =02<8A=8E 70B@8<>:), 

0 B0:>6 3V1@84=V <5B>48. 

�> <5B>4V2 <5@56=>W AB530=>3@0DVW 7 <>48DV:0FVєR ?0:5BV2 2V4=>ASBP 

<5B>48 <>48DV:0FVW ?>;V2 703>;>2:V2 IP V TCP [82], SCTP (Stream Control 

Transmission Protocol) ?@>B>:>;V2 [83] V <5B>48, S:V <>48DV:CRBP :>@8A=5 

=020=B065==S ?0:5B0, =0?@8:;04, Transcoding Steganography [84]. 

� 703>;>2:0E IP ?0:5BV2 є ?>;S, I> <0RBP =04<V@=VABP 01> =5 

28:>@8AB>2CRBPAS ?V4 G0A ?5@540GV 40=8E. &0:V ?>;S <>6CBP 1CB8 28:>@8AB0=V 

4;S ?5@540GV AB530=>3@0<8.  

Transcoding Steganography 28:>@8AB>2CєBPAS 4;S ?@8E>2C20==S 40=8E 2 

IP B5;5D>=VW, 0 B0:>6 ?@8 ?5@540GV ?>B>:>2>3> 2V45>. IP B5;5D>=VS 4>72>;Sє 

:>@8ABC20G0< 74V9A=R20B8 B5;5D>==V 472V=:8 G5@57 40=V <5@56, I> 
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28:>@8AB>2CRBP ?@>B>:>; IP. �;S ?@8E>2C20==S V=D>@<0FVW 40=89 <5B>4 

AB8A:0є :>@8A=5 =020=B065==S <5@56=>3> ?0:5BC 70 @0EC=>: ?5@5:>4C20==S 

3>;>A>28E 40=8E 7 <V=V<0;P=>R 2B@0B>R S:>ABV 3>;>AC V =0 <VAF5, I> 

72V;P=8;>AP, 2 >1;0ABP :>@8A=>3> =020=B065==S ?0:5B0 2=>A8BP 

AB530=>3@0<C [84]. 

&0:V <5B>48, S: LACK, HICCUPS, RSTEG є 381@84=8<8. 

LACK (Lost Audio Packets Steganography) 3 F5 <5B>4 <5@56=>W 

AB530=>3@0DVW ?@8 28:>@8AB0==V S:>3> 7<V=RRBPAS G0A>2V 70;56=>ABV B0 

2V41C20єBPAS <>48DV:0FVS RTP-?0:5BV2. �024S:8 B><C, I> ?0:5B8, G0A 68BBS 

S:8E 1C;> 28G5@?0=> 2V4:840RBPAS V =5 28:>@8AB>2CRBPAS 4;S 2V4=>2;5==S 

40=8E, <>6;828< є ?@8E>2C20==S V=D>@<0FVW. � 3>;>A>2>3> ?>B>:C =0 AB>@>=V 

?5@54020G0 >18@0єBPAS ?0:5B B0 9>3> :>@8A=5 =020=B065==S 70<V=RєBPAS 

AB530=>3@0<>R. #5@54 ?5@540G5R F59 ?0:5B 70B@8<CєBPAS. #@8 C<>2V, I> 

>45@6C20G 7=0є ?@> ?5@540GC ?@8E>20=>W V=D>@<0FVW, 2V= >B@8<0є F59 ?0:5B B0 

28;CG8BP AB530=>3@0<C. � V=H><C 28?04:C ?0:5B 1C45 2V4:8=CB>. #@8 ?5@540GV 

25;8:>3> >1’є<C V=D>@<0FVW 7=0G=> 7@>AB5 70B@8<:0, I> <>65 ?@8725AB8 4> 

28S2;5==S D0:BC ?5@540GV ?@8E>20=8E 40=8E[85, 88]. 

 5B>4 <5@56=>W AB530=>3@0DVW HICCUPS (Hidden Communication System 

for Corrupted Networks) 28:>@8AB>2Cє GCB;82VABP 1574@>B>28E <5@56 4> 

A?>B2>@5==S 40=8E. *59 <5B>4 2:;RG0є 28:>@8AB0==S 70E8I5=>W 

B5;5:><C=V:0FV9=>W <5@56V 7 :@8?B>3@0DVG=8<8 <5E0=V7<0<8 4;S 70157?5G5==S 

@>1>B8 AB530=>3@0DVG=>W A8AB5<8 V ?@>?>=Cє =>289 ?@>B>:>; 7 @>7?>4V;>< 

?@>?CA:=>W A?@><>6=>ABV 4;S AB530=>3@0DVG=8E FV;59, 70A=>20=8E =0 

?>H:>465=8E :04@0E [86, 88]. 

 5B>4 RSTEG (Retransmission Steganography) ґ@C=BCєBPAS =0 

?>2B>@=><C ?5@5A8;0==V ?0:5BV2. �>;8 >B@8<C20G 7=0є ?@> ?5@540GC 

?@8E>20=8E 40=8E, 2V= =5 287=0є ?0:5B CA?VH=> ?@89=SB8< 4;S B>3>, I>1 

=02<8A=> 28:;8:0B8 ?>2B>@=C ?5@540GC, I> 1C45 <VAB8B8 21C4>20=5 

?>2V4><;5==S 70<VABP :>@8A=>3> =020=B065==S [84,88]. 
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 5B>48 <5@56=>W AB530=>3@0DVW, S:V 28:>@8AB>2CRBP ?@>B>:>; HTTP, 

107CRBPAS =0 B><C, I> F59 ?@>B>:>; 28:>@8AB>2CєBPAS 4;S ?5@540GV 70?8BV2 =0 

A5@25@ V 2V4?>2V459 :V=F52><C >45@6C20GC 2 @>1>BV 251-4>40B:V2. �A=CRBP 

<5B>48, 2 S:8E 40=V 21C4>2CRBPAS 2 HTTP-703>;>2:8 [87]. 

 

3.3 �87=0G5==S >?B8<0;P=>3> <5B>4C <5@56=>W AB530=>3@0DVW <5B>4>< 

0=0;V7C Vє@0@EV9 

 

�;S ?>@V2=S==S 28I5 @>73;S=CB8E <5B>4V2 B0 >1@0==S 7 =8E :@0I8E 4;S 

28:>@8AB0==S C A8AB5<V «$>7C<=89 1C48=>:» B0 4;S 2V440;5=>W 02B5=B8DV:0FVW 

:>@8ABC20GV2 28:>@8AB0=> <5B>4 0=0;V7C Vє@0@EV9 [41, 88]. 

�;S >1@0==S >?B8<0;P=8E <5B>4V2 4;S 28:>=0==S F8E 7040G 

?@>0=0;V7Cє<> =091V;PH @>7?>2AR465=V ?>:07=8:8 AB530=>3@0DVG=8E A8AB5<: 

?@>?CA:=C 740B=VABP, AB530=>3@0DVG=C 20@BVABP, A:;04=VABP @50;V70FVW, 0 B0:>6 

A:;04=VABP 28S2;5==S ?@8E>20=>W V=D>@<0FVW[88]. 

%B530=>3@0DVG=0 ?@>?CA:=0 740B=VABP 3 F5 :V;P:VABP A5:@5B=8E 40=8E, S:V 

<>6;82> 2V4?@028B8 70 >48=8FR G0AC ?@8 28:>@8AB0==V ?52=>3> <5B>4C B0 

=>AVS. 

%:;04=VABP 28S2;5==S 3 F5 =5<>6;82VABP 28S2;SB8 AB530=>3@0<C 2 <560E 

?52=>3> =>AVS. !091V;PH ?>?C;S@=89 A?>AV1 4;S 28S2;5==S AB530=>3@0<8 3 

0=0;V7 AB0B8AB8G=8E E0@0:B5@8AB8: ?5@5E>?;5=8E 40=8E V ?>@V2=S==S WE 7 

B8?>28<8 E0@0:B5@8AB8:0<8 FP>3> =>AVS. 

%B530=>3@0DVG=0 20@BVABP E0@0:B5@87Cє ABC?V=P ?>3V@H5==S S:>ABV =>AVS, 

28:;8:0=>W ?@>F54C@>R 21C4>2C20==S AB530=>3@0<8. 

!0 @8AC=:C 3.3 =02545=> Vє@0@EVR 4;S 281>@C >?B8<0;P=>3> <5B>4C 

<5@56=>W AB530=>3@0DVW. !0 ?5@H><C @V2=V FVєW Vє@0@EVW <5B0 3 281V@ 

>?B8<0;P=>3> <5B>4C, =0 4@C3><C @V2=V 3 :@8B5@VW, I> E0@0:B5@87CRBP 

AB530=>3@0DVG=V <5B>48, =0 B@5BP><C 3 <5B>48, I> @>73;S40RBPAS. �є@0@EVS 

2V4>1@060є ?@>2545=89 0=0;V7 206;828E 5;5<5=BV2 B0 WE 270є<>2V4=>H5==S. �;S 
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?@89=SBBS @VH5=P ?@> B5, S:V <5B>48 є :@0I8<8, ?>B@V1=> 287=0G8B8, 7 S:>R 

A8;>R 5;5<5=B8 >4=>3> @V2=S 2?;820RBP =0 5;5<5=B8 ?>?5@54=P>3> @V2=S 4;S 

B>3>, I>1 1C;> <>6;82> @>7@0EC20B8 25;8G8=C 2?;82C 5;5<5=BV2 A0<>3> 

=86=P>3> @V2=S =0 7030;P=C <5BC [85,88]. 

 

 

$8AC=>: 3.3 3 �5:><?>78FVS 7040GV 281>@C >?B8<0;P=>3> AB530=>3@0DVG=>3> 

<5B>4C 70 4>?><>3>R Vє@0@EVG=>W <>45;V 

 

�8:>@8AB>2CRG8 VA=CRGV E0@0:B5@8AB8:8 <5B>4V2 [81-86], 0 B0:>6 

?>@V2=S==S <5B>4V2 <5@56=>W AB530=>3@0DVW [67] 70 0;3>@8B<><, >?8A0=8< 2 

@>74V;V 2, AD>@<>20=> <0B@8FV ?>?0@=8E ?>@V2=S=P <V6 5;5<5=B0<8 2V4=>A=> 

:>6=>3> 5;5<5=B0 1V;PH 28A>:>3> @V2=S, S:V 28ABC?0RBP :@8B5@VS<8 4;S 

?>@V2=S==S. %?>G0B:C ?@>2545=> ?>?0@=5 ?>@V2=S==S 206;82>ABV ?>:07=8:V2, I> 

E0@0:B5@87CRBP AB530=>3@0DVG=V A8AB5<8 B0 є 206;828<8 4;S 28@VH5==S 

?>AB02;5=>W 7040GV. $57C;PB0B8 F8E @>7@0EC=:V2 7 28:>@8AB0==S< D>@<C; (2.1 -

2.5) =02545=V 2 B01;8FSE 3.1 B0 3.2 [88]. 
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&01;8FS 3.1 3 #>?0@=5 ?>@V2=S==S 2?;82C ?>:07=8:V2 5D5:B82=>ABV 

<5B>4V2 <5@56=>W AB530=>3@0DVW 4;S A8AB5<8 «$>7C<=89 1C48=>:» 
 #@>?CA:=0 

740B=VABP 

%:;04=VABP 

28S2;5==S 

%B530=>3@0DVG=0 

20@BVABP 

%:;04=VABP 

@50;V70FVW 

�;0A=89 
25:B>@ ýÿ �5:B>@ 

?@V>@8B5BV2 ÿÿ  
#@>?CA:=0 

740B=VABP 1 1/4 1/2 1/3 0,45 0,10

%:;04=VABP 

28S2;5==S 4 1 1/2 1/2 1,00 0,22

%B530=>-

3@0DVG=0 

20@BVABP 
2 2 1 1/2 1,19 0,26

%:;04=VABP 

@50;V70FVW 3 2 2 1 1,86 0,41

 

&01;8FS 3.2 3 #>?0@=5 ?>@V2=S==S 2?;82C ?>:07=8:V2 5D5:B82=>ABV 

<5B>4V2 <5@56=>W AB530=>3@0DVW 4;S A8AB5< 2V440;5=>W 02B5=B8DV:0FVW 
 #@>?CA:=0 

740B=VABP 

%:;04=VABP 

28S2;5==S 

%B530=>3@0DVG=0 

20@BVABP 

%:;04=VABP 

@50;V70FVW 

�;0A=89 
25:B>@ ýÿ �5:B>@ 

?@V>@8B5BV2ÿÿ  
#@>?CA:=0 

740B=VABP 1 1/4 1/3 1/2 0,45 0,10

%:;04=VABP 

28S2;5==S 4 1 1/2 1/3 0,90 0,20

%B530=>-

3@0DVG=0 

20@BVABP 
3 2 1 1/3 1,19 0,26

%:;04=VABP 

@50;V70FVW 2 3 3 1 2,06 0,45

 

!0 @8AC=:C 3.4 ?@54AB02;5=> 4V03@0<C ?@V>@8B5BV2 ?@>?CA:=>W 740B=>ABV, 

A:;04=>ABV 28S2;5==S, AB530=>3@0DVG=>W 20@B>ABV B0 A:;04=>ABV @50;V70FVW 4;S 

A8AB5< «$>7C<=89 1C48=>:» B0 A8AB5< 2V440;5=>W 02B5=B8DV:0FVW. 
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$8AC=>: 3.4 3 �5:B>@8 ?@V>@8B5BV2 :@8B5@VW2 >FV=:8 AB530=>3@0DVG=8E <5B>4V2 

4;S A8AB5<, I> @>73;S40RBPAS 

 

�0;V 28:>=0=> ?>?0@=V ?>@V2=S==S >1@0=8E <5B>4V2 <5@56=>W 

AB530=>3@0DVW ?> 2V4=>H5==R 4> ?>:07=8:V2 S:>ABV. $57C;PB0B8 =02545=> C 

B01;8FSE 3.3-3.6 B0 =0 @8AC=:0E 3.5-3.8 [88]: 

 

&01;8FS 3.3 3  0B@8FS ?>?0@=8E ?>@V2=S=P <5B>4V2 <5@56=>W 

AB530=>3@0DVW ?> 2V4=>H5==R 4> ?@>?CA:=>W 740B=>ABV 

 

T
ra

n
S

te
g 

L
A

C
K

 

H
IC

C
U

P
S

 

R
S

T
E

G
 

 
>4
8D
V:
0F
VS
 

70
3>
;>
2:
V2
 T
CP

/I
P

 

 
>4
8D
V:
0F
VS
 1
;>
:V
2 

40
=8
E 
SC
TP

 

H
T

T
P

 

IC
M

P
 

�;
0A
=8
9 
25
:B
>@

 

�5
:B
>@
 ?
@V
>@
8B
5B
V2

 

TranSteg 1 2 3 5 5 6 6 5 3,58 0,32 

LACK 1/2 1 2 3 5 6 6 5 2,68 0,24 

HICCUPS 1/3 1/2 1 2 2 6 6 2 1,62 0,14 

RSTEG 1/5 1/3 1/2 1 1 3 3 1 0,86 0,08 

 >48DV:0FVS 703>;>2:V2 TCP/IP 1/5 1/5 1/2 1 1 3 3 1 0,81 0,07 

 >48DV:0FVS 1;>:V2 40=8E SCTP 1/6 1/6 1/6 1/3 1/3 1 1/2 1/3 0,31 0,03 

HTTP 1/6 1/6 1/6 1/3 1/3 2 1 1/3 0,37 0,03 

ICMP 1/5 1/5 1/2 1 1 3 3 1 0,81 0,07 
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$8AC=>: 3.5 3 �5:B>@8 ?@V>@8B5BV2 ?@>?CA:=>W 740B=>ABV 4;S AB530=>3@0DVG=8E 

<5B>4V2 

 

&01;8FS 3.4 3  0B@8FS ?>?0@=8E ?>@V2=S=P <5B>4V2 <5@56=>W 

AB530=>3@0DVW ?> 2V4=>H5==R 4> A:;04=>ABV 28S2;5==S 

 

T
ra

n
S

te
g 

L
A

C
K

 

H
IC

C
U

P
S

 

R
S

T
E

G
 

 
>4
8D
V:
0F
VS
 

70
3>
;>
2:
V2
 T
CP

/I
P

 

 
>4
8D
V:
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 1
;>
:V
2 

40
=8
E 
SC
TP

 

H
T

T
P

 

IC
M

P
 

�;
0A
=8
9 
25
:B
>@

 

�5
:B
>@
 ?
@V
>@
8B
5B
V2

 

TranSteg 1 2 1/2 3 4 4 4 3 2,21 0,23 

LACK 1/2 1 1/3 2 3 3 3 2 1,44 0,15 

HICCUPS 2 3 1 3 4 4 4 3 2,77 0,28 

RSTEG 1/3 1/2 1/3 1 2 2 2 1 0,90 0,09 

 >48DV:0FVS 703>;>2:V2 TCP IP 1/4 1/3 1/4 1/2 1 1 1 1/2 0,52 0,05 

 >48DV:0FVS 1;>:V2 40=8E SCTP 1/4 1/3 1/4 1/2 1 1 1 1/2 0,52 0,05 

HTTP 1/4 1/3 1/4 1/2 1 1 1 1/2 0,52 0,05 

ICMP 1/3 1/2 1/3 1 2 2 2 1 0,90 0,09 
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$8AC=>: 3.6 3 �5:B>@8 ?@V>@8B5BV2 A:;04=>ABV 28S2;5==S 4;S AB530=>3@0DVG=8E 

<5B>4V2 

 

&01;8FS 3.5 3  0B@8FS ?>?0@=8E ?>@V2=S=P <5B>4V2 <5@56=>W 

AB530=>3@0DVW ?> 2V4=>H5==R 4> AB530=>3@0DVG=>W 20@B>ABV 

 

T
ra

n
S

te
g 
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P
S
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S
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70
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E 
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H
T

T
P

 

IC
M

P
 

�;
0A
=8
9 
25
:B
>@

 

�5
:B
>@
 ?
@V
>@
8B
5B
V2

 

TranSteg 1 1/2 1/3 1/3 1 2 2 1 0,83 0,12 

LACK 2 1 2 1/2 1 2 2 1 1,30 0,18 

HICCUPS 3 1/2 1 1 6 3 4 4 2,14 0,29 

RSTEG 3 2 1 1 1/6 1/4 1/5 1/5 0,56 0,07 

 >48DV:0FVS 703>;>2:V2 TCP IP 1 1 1/6 1/6 1 3 2 2 0,87 0,12 

 >48DV:0FVS 1;>:V2 40=8E 
SCTP 

1/2 1/2 1/3 1/4 1/3 1 2 2 0,64 0,09 

HTTP 1/2 1/2 1/4 1/5 1/2 1/2 1 1 0,49 0,06 

ICMP 1 1 1/4 1/5 1/2 1/2 1 1 0,58 0,08 
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$8AC=>: 3.7 3 �5:B>@8 ?@V>@8B5BV2 AB530=>3@0DVG=>W 20@B>ABV 

 

&01;8FS 3.6 3  0B@8FS ?>?0@=8E ?>@V2=S=P <5B>4V2 <5@56=>W 

AB530=>3@0DVW ?> 2V4=>H5==R 4> A:;04=>ABV @50;V70FVW 

 

T
ra

n
S

te
g 

L
A

C
K

 

H
IC
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U

P
S
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70
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>4
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T
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M
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�;
0A
=8
9 
25
:B
>@

 

�5
:B
>@
 ?
@V
>@
8B
5B
V2

 

TranSteg 1 3 3 4 1/2 2 1/2 1/2 1,32 0,13 

LACK 1/3 1 1 2 1/6 1/4 1/5 1/5 0,43 0,04 

HICCUPS 1/3 1 1 2 1/5 1/3 1/4 1/4 0,48 0,05 

RSTEG 1/4 1/2 1/2 1 1/6 1/4 1/5 1/5 0,32 0,03 

 >48DV:0FVS 
703>;>2:V2 TCP 

IP 

2 6 5 6 1 3 2 2 2,85 0,27 

 >48DV:0FVS 
1;>:V2 40=8E 

SCTP 

1/2 4 3 4 1/3 1 1/2 1/2 1,09 0,11 

HTTP 2 5 4 5 1/2 2 1 1 1,94 0,18 

ICMP 2 5 4 5 1/2 2 1 1 1,94 0,19 
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$8AC=>: 3.8 3 �5:B>@8 ?@V>@8B5BV2 A:;04=>ABV 28S2;5==S 4;S AB530=>3@0DVG=8E 

<5B>4V2 

 

� B01;8FSE 3.7 - 3.8 =02545=> >B@8<0=V >FV=:8 25:B>@0 ?@V>@8B5BV2 

?>:07=8:V2 S:>ABV <5@56=>W AB530=>3@0DVW V 25:B>@V2 ?@V>@8B5BV2 ?> 2V4=>H5==R 

4> <5B>4V2 <5@56=>W AB530=>3@0DVW, I> @>73;S40RBPAS, 0 B0:>6 @57C;PB0B8 

>1G8A;5==S 7=0G5=P 3;>10;P=>3> 25:B>@0 ?@V>@8B5BV2. 

 ÿÿ = 3 ÿĀĀÿĀĄĀ=1  , ÿ = 1, ā̅̅ ̅̅ ̅,     (3.7) 

 

45 N 3 G8A;> A8AB5<, I> ?>@V2=RRBPAS. 

 

&01;8FS 3.7 3 $57C;PB0B8 >1G8A;5==S 7=0G5=P :><?>=5=BV2 3;>10;P=>3> 

25:B>@0 ?@V>@8B5BV2 4;S A8AB5<8 @>7C<=89 1C48=>: 

 5B>48 

 

�5:B>@8 ?@V>@8B5BV2 <5B>4V2 70 :@8B5@VS<8: �>;>2=89 

25:B>@ 

?@V>@8B5BC 

#@>?CA:=0 

740B=VABP 

%:;04=VABP 

28S2;5==S 

%B530=>3@0DVG=0 

20@BVABP 

%:;04=VABP 

@50;V70FVW 

1 2 3 4 5 6 

TranSteg 0,32 0,23 0,12 0,13 0,16 
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#@>4>265==S B01;8FV 3.7 

1 2 3 4 5 6 

LACK 0,24 0,15 0,18 0,04 0,12 

HICCUPS 0,14 0,28 0,29 0,05 0,17 

RSTEG 0,08 0,09 0,07 0,03 0,06 

 >48DV:0FVS 

703>;>2:V2 

TCP IP 

0,07 0,05 0,12 0,27 0,16 

 >48DV:0FVS 
1;>:V2 40=8E 

SCTP 

0,03 0,05 0,09 0,11 0,08 

HTTP 0,03 0,05 0,06 0,18 0,11 

ICMP 0,07 0,09 0,08 0,19 0,13 

 

&01;8FS 3.8 3 $57C;PB0B8 >1G8A;5==S 7=0G5=P :><?>=5=BV2 3;>10;P=>3> 

25:B>@0 ?@V>@8B5BV2 4;S 2V440;5=>W 02B5=B8DV:0FVWW 

 5B>48 

 

�5:B>@8 ?@V>@8B5BV2 <5B>4V2 70 :@8B5@VS<8: �>;>2=89 

25:B>@ 

?@V>@8B5BC 

#@>?CA:=0 

740B=VABP 

%:;04=VABP 

28S2;5==S 

%B530=>3@0DVG=0 

20@BVABP 

%:;04=VABP 

@50;V70FVW 

TranSteg 0,32 0,23 0,12 0,13 0,16 

LACK 0,24 0,15 0,18 0,04 0,12 

HICCUPS 0,14 0,28 0,29 0,05 0,16 

RSTEG 0,08 0,09 0,07 0,03 0,06 

 >48DV:0FVS 

703>;>2:V2 TCP IP 
0,07 0,05 0,12 0,27 0,17 

 >48DV:0FVS 
1;>:V2 40==OE 

SCTP 

0,03 0,05 0,09 0,11 0,08 

HTTP 0,03 0,05 0,06 0,18 0,11 

ICMP 0,07 0,09 0,08 0,19 0,13 
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� B01;8FV 3.9 72545=> 3;>10;P=V 25:B>@8 ?@V>@8B5BV2 4;S A8AB5<8 

@>7C<=89 1C48=>: B0 4;S 2V440;5=>W 02B5=B8DV:0FVW. 

 

&01;8FS 3.9 3 $57C;PB0B8 >1G8A;5==S 3;>10;P=8E 25:B>@V2 ?@V>@8B5BV2 

4;S A8AB5<8 «$>7C<=89 1C48=>:» B0 4;S 2V440;5=>W 02B5=B8DV:0FVW. 

7  5B>48 
«$>7C<=89 

1C48=>:» 

�V440;5=0 

02B5=B8DV:0FVS 

#V4B25@465==S 

A?@026=>ABV 48:B>@0 

1 TranSteg 0,164 0,16 0,16

2 LACK 0,12 0,12 0,12

3 HICCUPS 0,17 0,16 0,16

4 RSTEG 0,06 0,06 0,06

5 
 >48DV:0FVS 703>;>2:V2 

TCP/IP 
0,16 0,17 0,16

6 
 >48DV:0FVS 1;>:V2 40==OE 

SCTP 0,08 0,08 0,08

7 HTTP 0,11 0,11 0,11

8 ICMP 0,13 0,13 0,12

 

!0 @8AC=:C 3.9 =02545=> @57C;PB0B8 1030B>:@8B5@V0;P=>3> 0=0;V7C 

<5B>4>< 0=0;V7C Vє@0@EV9.  

 

 

$8AC=>: 3.9 3 �81V@ >?B8<0;P=>3> <5B>4C 
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�=0;V7 ?>:0702, I> 2 @57C;PB0BV 1030B>:@8B5@V0;P=>3> 0=0;V7C :@0I8< 70 

AC:C?=VABR :@8B5@VW2 4;S >1@0=8E AF5=0@VW2 28S282AS AB530=>3@0DVG=89 <5B>4 

HICCUPS, B0:>6 28A>:V ?@V>@8B5B8 C <5B>4C TranSteg B0 <5B>4C <>48DV:0FVW 

703>;>2:V2 &%P/IP. *V <5B>48 <>6CBP 1CB8 28:>@8AB0=V 4;S 70E8ABC 40=8E ?@8 

02B5=B8DV:0FVW C @>73;S40є<8E A8AB5<0E. �@0E>2CRG8 A:;04=VABP @50;V70FVW 

<5B>4V2 4;S ?>40;PH>3> 4>A;V465==S, 1C;> >1@0=> <5B>48 <>48DV:0FVW 

703>;>2:V2 ?@>B>:>;V2 &%P/IP, HTTP, ICMP [88]. 

 

3.4 �0AB>AC20==S >1@0=>3> <5B>4C <5@56=>W AB530=>3@0DVW 4;S 

?V428I5==S 70E8I5=>ABV 2V440;5=>W 02B5=B8DV:0FVW 

 

�V><5B@8G=0 A8AB5<0 @>7?V7=020==S 2AB0=>2;Rє 2V4?>2V4=VABP 

:>=:@5B=8E ?>254V=:>28E 01> DV7V>;>3VG=8E E0@0:B5@8AB8: :>@8ABC20G0 

45S:><C 70740;53V4P 7040=><C H01;>=C. (V78G=89 01> ?>254V=:>289 7@07>: 

7=V<0єBPAS A8AB5<>R ?V4 G0A 70=5A5==S 2 A?8A>: (=0 >A=>2V C=V:0;P=8E 

1V><5B@8G=8E 40=8E AB2>@RєBPAS H01;>=), 0 B0:>6 ?V4 G0A ?@>F5AV2 

V45=B8DV:0FVW B0 ?5@52V@:8. #@8 02B5=B8DV:0FVW H01;>=, I> 715@V30єBPAS 2 107V, 

?>@V2=RєBPAS 7 =>28< 7@07:>< B0 ?@89<0єBPAS @VH5==S ?@> =040==S 40=><C 

:>@8ABC20GC 4>ABC?C 4> ?52=>W V=D>@<0FVW [34]. 

#5@540G0 1V><5B@8G=>3> H01;>=C C 2V4:@8B><C 283;S4V є =5157?5G=>R, 

B><C I> 7;>2<8A=8: <>65 ?5@5E>?8B8 9>3> B0 28:>@8AB0B8 4;S 

=5A0=:FV0=>20=>3> 4>ABC?C 4> V=D>@<0FVW. #@8 715@565==V H01;>=C 

28:>@8AB>2CєBPAS H8D@C20==S. 

�;S ?V428I5==S =04V9=>ABV ?5@540GV 1V><5B@8G=>W V=D>@<0FVW ?@8 

02B5=B8DV:0FVW 70?@>?>=>20=> ?5@54020B8 1V>E5H <5B>40<8 <5@56=>W 

AB530=>3@0DVW. *5 4>72>;8BP ?@8E>20B8 A0< D0:B ?5@540GV 40=8E B0 7=0G=> 

CA:;04=8BP WE ?5@5E>?;5==S. �V>E5H A:;040єBPAS 7 128 01> 256 109B, S:V 

<>6;82> ?5@54020B8, 28:>@8AB>2CRG8 VA=CRGV <5B>48 AB530=>3@0DVW 7 
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C@0EC20==S< ?>B@51 :>=:@5B=>W A8AB5<8, 70A>10<8 S:8E 2>=0 @50;V7>20=0, B0 2 

70;56=>ABV 2V4 ?@>B>:>;V2, I> 28:>@8AB>2CRBPAS [91]. 

!0 @8AC=:C 3.10 ?@54AB02;5=> 70?@>?>=>20=C C7030;P=5=C <>45;P 

?@8E>20=>W ?5@540GV 4;S ?V428I5==S 70E8I5=>ABV A8AB5< 2V440;5=>W 

02B5=B8DV:0FVW :>@8ABC20GV2 [34]. 

 

 

$8AC=>: 3.10 3 '7030;P=5=0 <>45;P 1V><5B@8G=>W 02B5=B8DV:0FVW 7 

28:>@8AB0==S< <5@56=>W AB530=>3@0DVW. 

 

�;S 4>A;V465==S @>1>B8 <>45;V 1C;> >1@0=> B@8 <5B>48, S:V 

28:>@8AB>2CRBP <5@56=V D@03<5=B8 40=8E (Protocol Data Units, PDUs) 

?@>B>:>;V2 TCP, HTTP B0 ICMP [66, 89]. 

3.4.1  5B>4 ?@8E>2C20==S 40=8E C HTTP-703>;>2:0E 

�;S ?@8E>20=>W ?5@540GV 40=8E <>6CBP 1CB8 28:>@8AB0=V @V7=V 

E0@0:B5@8AB8:8 HTTP-?>2V4><;5=P. #@8 ?@8E>2C20==V 40=8E <>65 1CB8 

7<V=5=> AB@C:BC@C, 7<VAB B0 ?>@S4>: 703>;>2:V2[89-91]. � 40=><C <5B>4V 40=V 

?@8E>2CRBPAS 70 4>?><>3>R 4>4020==S ?@>1V;V2 2 A5@548=C 703>;>2:V2. �;S 

4>A;V465==S <5B>4C 1C;> 28:>@8AB0=> ?@>3@0<C, S:0 <>45;Rє :;Vє=B-A5@25@=C 

A8AB5<C. #5@54 ?5@540G5R 40=V, S:V <0RBP 1CB8 ?5@540=V, C 42V9:>2><C D>@<0BV 

21C4>2CRBPAS 2 703>;>2:8 70?8BV2 HTTP C 283;S4V 4>40B:>28E ?@>1V;V2. #@8 

?5@540GV <0= :>4CєBPAS 4>4020==S< >4=>3> ?@>1V;C, <1= 3 42>E. �;S 71V;PH5==S 

?@8E>20=>ABV 40=V =5 21C4>2CRBPAS ?VA;S 42>:@0?:8. �0 4>?><>3>R FP>3> 
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<5B>4C <>6;828< є ?@8E>2C20==S 36 1VBV2 40=8E 2 >4=><C 703>;>2:C. !0 

@8AC=:C 3.11 =02545=> HTTP-703>;>2>:, >B@8<0=89 70 4>?><>3>R ?@>3@0<8 

Wireshark ?@8 ?@8E>20=V9 ?5@540GV 40=8E. �>;P>@>< 284V;5=> 21C4>20=V 40=V 

(:>4 ;VB5@8 S) [66]. 

 

$8AC=>: 3.11 3 �1C4>20=0 AB530=>3@0<0 2 HTTP-703>;>2>: 

 

3.4.2  5B>4 ?@8E>2C20==S 40=8E 2 TCP-703>;>2:0E 

#@>B>:>; B@0=A?>@B=>3> @V2=S TCP 70157?5GCє =04V9=C 4>AB02:C 40=8E 

2V4 2V4?@02=8:0 4> >45@6C20G0. !0 @8AC=:C 3.12 =02545=> AB@C:BC@C &%P-

?0:5B0. �1C4>2C20==S ?@8E>20=8E 40=8E <>6;825 2 B0:V ?>;S, S: Window Size, 

TCP Option, ACK number [66, 89]. 

 

$8AC=>: 3.12 3 %B@C:BC@0 TCP-703>;>2:0 

 

�C;> ?@>2545=> 4>A;V465==S @50;V70FVW ?@8E>2C20==S 40=8E C ?>;V 

Window Size. *5 ?>;5 ?@87=0G5=> 4;S 707=0G5==S :V;P:>ABV 40=8E, S:V <>6CBP 



115 
 

1CB8 =04VA;0=V 4> >B@8<0==S ?V4B25@465==S. $>7<V@ FP>3> ?>;S A:;040є 2 109B8, 

2V4?>2V4=>, 2 >48= A53<5=B <>6;828< є 21C4>2C20==S <0:A8<0;P=> 2 109B 

40=8E. �;S =04V9=>ABV 1C;> ?@>2545=> 21C4>2C20==S >4=>3> 109BC ?@8E>20=8E 

40=8E.  

"1@>1:0 40=8E ?5@54 21C4>2C20==S< 2V41C20єBPAS 70 =0ABC?=8< 

0;3>@8B<>< [89]: 

1 109B ?>2V4><;5==S 70?8ACєBPAS 2 45ASB:>2V9 A8AB5<V G8A;5==S (n). Ā = Ą ∗ 150.  

/:I> Ā < 10000, Ā = Ā ∗ 6. 

"B@8<0=5 G8A;> M 70?8ACєBPAS 2 ?>;5 Window Size. 

"48= 109B 2 45ASB:>2V9 A8AB5<V G8A;5==S <>65 ?@89<0B8 7=0G5==S 2V4 0 

4> 255, 2V4?>2V4=> 4> FP>3> >1@0=> <=>6=8:8 150 B0 6. $57C;PB0B <=>65==S 

G8A;0, S:5 ?@54AB02;Sє 109B ?>2V4><;5==S =0 150 =5 ?5@528ICє <0:A8<0;P=5 

7=0G5==S ?>;S Window Size (16 109B => 65535). +8A;0 150 B0 6 28ABC?0RBP C 

S:>ABV A5:@5B=8E :;RG59, S:V =5>1EV4=V 4;S 28;CG5==S ?>2V4><;5==S =0 

?@89<0;P=V9 AB>@>=V. !0 AB>@>=V ?@89<0G0 ?@>3@0<0 28:>=Cє 72>@>B=V 

?5@5B2>@5==S 4;S >B@8<0=8E 7=0G5==P 7 ?>;S Window Size. �;S :5@C20==S 

?>;S<8 TCP, 1C;> 28:>@8AB0=> Python Framework Scapy. #@8:;04 @>1>B8 

?@>3@0<8 =02545=> =0 @8AC=:0E 3.13 (a-b)[66]. 

 

 

a) #5@540G0 AB530=>3@0<8 

 

1) "B@8<0==S ?5@540=8E 40=8E 

$8AC=>: 3.13 3 #@8:;04 @>1>B8 ?@>3@0<8 

 

*59 <5B>4 4>72>;Sє ?5@54020B8 2 ?@8E>20=><C 283;S4V @V7=V B8?8 40=8E. 
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3.4.3  5B>4 ?@8E>2C20==S 40=8E 2 ICMP-703>;>2:0E 

!0ABC?=89 ?@>B>:>;, S:89 <>6=0 <>48DV:C20B8 3 ICMP. #0:5B ICMP 

<0є ?>;5, S:5 2:07Cє B8? ?>2V4><;5==S. /:I> ?>2V4><;5==S <0є B8? ?><8;:8, 

2>=> <VAB8BP B8? V :>4. 

ICMP 3 ?>2V4>1;5==S ?>G8=0єBPAS 7 B@P>E ?>;V2: 2>AP<81VB=>3> FV;>3> 

G8A;0, I> ?>7=0G0є B8? ?>2V4><;5==S «Type», 2>AP<81VB=>3> ?>;S «Code» B0 

HVAB=04FSB81VB=>3> ?>;S «Checksum» (@8A. 3.14). 

 

 

$8AC=>: 3.14 3 (>@<0B ?0:5BC ICMP 

 

/:I> >1@0B8 ?>;5 «Type» 2 S:>ABV «Echo request», B> ?’SB89 B0 H>AB89 

109B 1C4CBP 7 ?>;S «Identifier», 0 AP><89 V 2>AP<89 3 7 «Sequence number». � 

40=><C 28?04:C 40=V <>6=0 ?@8E>2C20B8 A0<5 2 F8E 42>E ?>;SE. � @57C;PB0BV 70 

4>?><>3>R 40=>3> <5B>4C <>6=0 ?@8E>2C20B8 4> G>B8@P>E 109BV2 40=8E 2 

:>6=89 ICMP ?0:5B. 

�;S 4>A;V465==S <5B>4C ?@8E>2C20==S 40=8E 2 ICMP-703>;>2:0E 1C;> 

28:>@8AB0=> ?@>3@0<C, S:0 28:>=Cє AB8A=5==S B0 H8D@C20==S 40=8E 70 

4>?><>3>R AES (Advanced Encryption Standard) 265 CBC (Cipher Block 

Chaining). � ?5@H><C @568<V @>1>B8 FS ?@>3@0<0 40є <>6;82VABP ?@8E>20B8 

60 109BV2 V=D>@<0FVW 2 >4=><C AB53>:>=B59=5@V 2 ?>;SE «Identifier» (2 109B8), 

«Sequence number» (2 109B8) B0 ?>;5 40=8E (@>7<V@ 70;568BP 2V4 @>7<V@C 

?0:5B0). �@C389 @568< <0є <5=HC ?@>?CA:=C 740B=VABP, B><C I> 21C4>2C20==S 

2V41C20єBPAS 2 420 ?>;S: «Identifier» B0 «Sequence number» [66].  
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"A:V;P:8 707=0G5=V <5B>48 <0RBP 28:>@8AB>2C20B8AS 4;S 2V440;5=>W 

02B5=B8DV:0FVW, 25;8:5 7=0G5==S ?@8 >FV=R20==V WE 5D5:B82=>ABV <0є ABV9:VABP 

4> 70204 B0 HC<V2 C 2V4:@8B8E :0=0;0E 72’S7:C.  

 

3.5 �=0;V7 ?>:07=8:V2 <5B>4V2 AB530=>3@0DVW, I> 4>A;V46CRBPAS 

 

�@0E>2CRG8 B5, I> <5B>R 70AB>AC20==S є ?@8E>20=0 ?5@540G0 V=D>@<0FVW, 

AB530=>3@0<0 <0є 1CB8 ABV9:>R 4> 28S2;5==S. �1C4>2C20==S V=D>@<0FVW 

?@872>48BP 4> =04;8H:>2>W V=D>@<0FVW, ?>2B>@=8E ?5@540G ?0:5BV2, S:V <>6CBP 

2?;820B8 =0 :V;P:VABP B@0DV:0, I> <>65 2:07C20B8 =0 =0S2=VABP AB530=>3@0<8. 

 5B>48, I> 28:>@8AB>2C20;8AP 2 @>1>BV 4;S ?@8E>20=>W ?5@540GV 

1V><5B@8G=8E 40=8E ?@8 02B5=B8DV:0FVW, 1C;8 4>A;V465=V 70 B0:8<8 

?>:07=8:0<8 S: :>5DVFVє=B :>@8A=>W 4VW B0 H284:>4VS (B01;. 3.10). 

 

&01;8FS 3.10 3 #>@V2=S==S <5B>4V2 AB530=>3@0DVW 
 HTTP TCP ICMP («Secure») ICMP («Fast») 

��� 36 / 4944 8 / 160 32 / 512 480 / 512 
$>7<V@ 
cB530=>3@0<8 

24 
109B8 

1 
M109B 

24 
109B8 

1 
M109B 

24 
109B8 

1 
M109B 

24 
109B8 

1 
M109B 

,284:>4VS, A5: 0,0032 302,97 2,4153 >1 3>4. 0,0067 0,1430 0,0006 0,0126 

 

�;S ?5@5E>?;5==S B@0DV:C 1C;> 28:>@8AB0=> Wireshark 4 ?@>3@0<C, S:0 

4>72>;Sє 0=0;V7C20B8 <5@56=V ?@>B>:>;8. �C;> ?@>2545=> 4>A;V465==S <5B>4V2 

7 28:>@8AB0==S< ?@>B>:>;V2 HTTP, TCP, ICMP [66]. 

�=0;V7 ABV9:>ABV 4> 28S2;5==S AB530=>3@0<8 ?@8 28:>@8AB0==V <5B>4C 7 

21C4>2C20==S< 2 ?>;S ?@>B>:>;C HTTP ?>:0702, I> ?@8 ?5@540GV =525;8:>W 

:V;P:>ABV 21C4>20=8E 40=8E (24 109B8) AB0B8AB8G=V E0@0:B5@8AB8:8 B@0DV:C 

<0965 =5 7<V=RRBPAS, ?@8 71V;PH5==V :V;P:>ABV 21C4>20=8x 40=8E 7@>AB0є 

:V;P:VABP ?0:5BV2 HTTP B0 TCP. #5@540G0 HTTP 703>;>2:0 28<030є =>2>3> 

7’є4=0==S (?>G0B:C A50=AC TCP). !0 @8AC=:C 3.15 ?@54AB02;5=> 7<V=C :V;P:>ABV 

?0:5BV2 2 70;56=>ABV 2V4 @>7<V@C 21C4>20=>W AB530=>3@0<8 [66]. 
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$8AC=>: 3.15 3 �>A;V465==S AB0B8AB8G=8E E0@0:B5@8AB8: B@0DV:C ?@8 

28:>@8AB0==V <5B>4C HTTP AB530=>3@0DVW 

 

�>A;V465==S <5B>4C 7 28:>@8AB0==S< TCP ?>:070;> =57=0G=5 7@>AB0==S 

B@0DV:C TCP ?@8 ?5@540GV 24 109B 40=8E. #@8 ?5@540GV 500 :109B 40=8E 

:V;P:VABP ?0:5BV2 TCP 7@>AB0є <0965 =0 50%, I> ?V428ICє 9<>2V@=VABP 

28S2;5==S D0:BC ?5@540GV AB530=>3@0<8 (@8A. 3.16) [66]. 

 

$8AC=>: 3.16 3 �>A;V465==S AB0B8AB8G=8E E0@0:B5@8AB8: B@0DV:C ?@8 

28:>@8AB0==V <5B>4C TCP AB530=>3@0DVW 

�>A;V465==S <5B>4C ICMP AB530=>3@0DVW 1C;> ?@>2545=> 4;S 42>E 

@50;V7>20=8E 0;3>@8B<V2 21C4>2C20==S: H284:>3> B0 157?5G=>3>. �V;P:VABP 

?0:5BV2 @V7=>3> B8?C 2 70;56=>ABV 2V4 :V;P:>ABV 21C4>20=8E 40=8E AB530=>3@0<8 

?@54AB02;5=> =0 @8AC=:0E 3.17 B0 3.18. 
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$8AC=>: 3.17 3 �>A;V465==S AB0B8AB8G=8E E0@0:B5@8AB8: B@0DV:C ?@8 

28:>@8AB0==V <5B>4C ICMP AB530=>3@0DVW, <5B>4 «Secure» 

 

#@8 ?5@540GV 40=8E @>7<V@>< 500 :� 4;S <5B>4C «Secure» :V;P:VABP ICMP 

?0:5BV2 7=0G=> 7@>AB0є. #@8 28:>@8AB0==V <5B>4C«Fast» :V;P:VABP =>28E ICMP 

?0:5BV2 є 7=0G=> <5=H>R, 7024S:8 FP><C 28:>@8AB0==S 40=>3> <5B>4C 7<5=HCє 

9<>2V@=VABP 28S2;5==S AB530=>3@0<8 [66]. 

 

$8AC=>: 3.18 3 �>A;V465==S AB0B8AB8G=8E E0@0:B5@8AB8: B@0DV:C ?@8 

28:>@8AB0==V <5B>4C ICMP AB530=>3@0DVW, <5B>4 «Fast» 

 

#@>0=0;V7C202H8 >B@8<0=V @57C;PB0B8 <>6=0 7@>18B8 28A=>2>:, I> 

<5B>4 <5@56=>W AB530=>3@0DVW 7 28:>@8AB0==S< ?@>B>:>;C HTTP =5 4>72>;Sє 

?@8E>20=> ?5@54020B8 25;8:C :V;P:VABP 40=8E B0 є GCB;828< 4> 70204. &0:>6 

?@8 28:>@8AB0==V FP>3> <5B>4C 7=0G=> 71V;PHCBPAS B@0DV:.  
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 5B>4 AB530=>3@0DVW 7 28:>@8AB0==S< TCP <0є 1V;PHC ABV9:VABP 4> 70204, 

0;5 =528A>:C H284:>4VR. �8:>@8AB0==S 2 S:>ABV :>=B59=5@V2 ICMP ?0:5BV2 

4>72>;Sє 5D5:B82=VH5 ?@8E>2C20B8 40=V, F59 <5B>4 <0є :@0IC 70204>ABV9:VABP. 

�V;P:VABP B@0DV:C =5 7<V=RєBPAS 7=0G=>, I> 3>2>@8BP ?@> :@0IC ?@8E>20=VABP 

40=8E. &0:>6 F59 <5B>4 ?@0FRє H284H5.  5B>4 «Secure» 70157?5GCє 

>?B8<0;P=C ?@>?CA:=C 740B=VABP B0 A:;04=VABP @50;V70FVW, AB530=>3@0<0 ?@8 

28:>@8AB0==V FP>3> <5B>40 709<0є <5=H5 7% 2V4 @>7<V@C ?0:5B0 [66].  

 

3.6 �8A=>2:8 4> @>74V;C 3 

 

� @>74V;V 70?@>?>=>20=> @VH5==S 4;S ?V428I5==S 157?5:8 1V><5B@8G=8E 

40=8E, I> ?5@540RBPAS <5@565R. 

$>73;S=CB> 70AB>AC20==S AB530=>3@DVG=8E A8AB5< 7 28:>@8AB0==S< @V7=8E 

B8?V2 40=8E 4;S ?@8E>20=>W ?5@540GV 40=8E.  

�;S 4>A;V465=P >1@0=> <5B>48 <5@56=>W AB530=>3@0DVW, S:V 70157?5GCRBP 

?@>F5A ?@8E>20=>W ?5@540GV 40=8E H;SE>< 28:>@8AB0==S ?@8E>20=>3> :0=0;C, 

S:89 28:>@8AB>2Cє A<C3C ?@>?CA:0==S V=H8E 4>72>;5=8E :0=0;V2 72’S7:C. 

#@>2545=> 1030B>:@8B5@V0;P=89 0=0;V7 >?8A0=8E <5B>4V2 <5B>4>< 0=0;V7C 

Vє@0@EV9. �0 AC:C?=VABR B0:8E :@8B5@VW2, S: AB530=>3@0DVG=0 ?@>?CA:=0 

740B=VABP, A:;04=VABP 28S2;5==S, AB530=>3@0DVG=0 20@BVABP, 1C;> >1@0=> <5B>48 

<>48DV:0FVW 703>;>2:V2 ?@>B>:>;V2 &%P/IP, HTTP, ICMP 4;S ?>40;PH>3> 

4>A;V465==S 2 AF5=0@VSE 28:>@8AB0==S 2 A8AB5<0E «@>7C<=89 1C48=>:» B0 

2V440;5=>W 02B5=B8DV:0FVW. 

�;S ?V428I5==S =04V9=>ABV ?5@540GV 1V><5B@8G=>W V=D>@<0FVW ?@8 

02B5=B8DV:0FVW 70?@>?>=>20=> ?5@54020B8 1V>E5H <5B>40<8 <5@56=>W 

AB530=>3@0DVW. #@54AB02;5=> 70?@>?>=>20=C C7030;P=5=C <>45;P ?@8E>20=>W 

?5@540GV 4;S ?V428I5==S 70E8I5=>ABV A8AB5< 2V440;5=>W 02B5=B8DV:0FVW 

:>@8ABC20GV2. �<>45;P>20=> @>1>BC <5B>4V2, S:V 28:>@8AB>2CRBP <5@56=V 

D@03<5=B8 40=8E PDUs ?@>B>:>;V2 TCP, HTTP B0 ICMP. *V <5B>48 1C48 
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?>@V2=S=V 70 B0:8<8 ?>:07=8:0<8, S: :>5DVFVє=B :>@8A=>W 4VW B0 H284:>4VS. 

#@>2545=V 4>A;V465==S ?>:070;8, I> 21C4>2C20==S 2 ICMP ?0:5B 4>72>;Sє 

28:>@8AB0B8 2V4 6,25% 4> 93,75% 2V4 @>7<V@C ?0:5BC, 21C4>2C20==S 70 

4>?><>3>R <5B>40 TCP 3 5%, <5B>4 21C4>2C20==S 2 HTTP 4>72>;Sє 

28:>@8AB0B8 ;8H5 0,75% 2V4 7030;P=>3> @>7<V@C ?0:5BC [66]. 

#@>0=0;V7>20=> 2?;82 ?5@540GV ?0:5BV2, I> <VABSBP 21C4>20=V 40=V, =0 

AB0B8AB8G=V E0@0:B5@8AB8:8 B@0DV:C. �87=0G5=>, I> <5B>4 HTTP AB530=>3@0DVW 

<0є =87P:C ?@>?CA:=C 740B=VABP. #@8 9>3> 70AB>AC20==V TCP B0 HTTP B@0DV: 

@V7:> 71V;PHCєBPAS.  5B>4 21C4>2C20==S C 703>;>2>: TCP B0:>6 ?@872>48BP 4> 

71V;PH5==S :V;P:>ABV ?0:5BV2 ?@8 71V;PH5==V :V;P:>ABV 40=8E, I> ?5@540RBPAS 

B0 <0є =87P:C H284:>4VR. �@0I8< 7 <5B>4V2 28S282AS <5B>4 21C4>2C20==S 2 

ICMP-?0:5B8. 

%?8A>: 28:>@8AB0=8E 465@5; C 40=><C @>74V;V =02545=> C ?>2=><C 

A?8A:C 28:>@8AB0=8E 465@5; ?V4 =><5@0<8 66-91. 
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4  �&"�� ��"%�"!���!!/ �����"%&���"%&� &� %&���"%&� �" 

�&�� #�� +�% #�$���+� ��!�) �"$�%&'��+� 

 

 

�;S 2V440;5=>W 02B5=B8DV:0FVW G0AB> 28:>@8AB>2CRBPAS <>1V;P=V 

?@8AB@>W, ?V4:;RG5=V 4> <5@56 <>1V;P=8E >?5@0B>@V2 72’S7:C. &><C 4>FV;P=8< 

є 4>A;V465==S ?5@540GV 40=8E 2 <>1V;P=8E <5@560E 7 C@0EC20==S< D0:B>@V2, S:V 

<>6CBP 2?;820B8 =0 S:VABP ?5@540GV [94]. 

$>7?>2AR465=>R =0 AP>3>4=VH=V9 45=P є B5E=>;>3VS LTE. �@0E>2CRG8 

F5, 2 @>1>BV @>73;S=CB> <0B5<0B8G=C <>45;P DV78G=>3> @V2=S <5@56V LTE. #V4 

G0A 4>A;V465=P 206;828< є 2@0EC20==S 2?;82C ?0@0<5B@V2 :0=0;C 72’S7:C B0 

<>1V;P=>3> ?@8AB@>R =0 S:VABP @>1>B8 A8AB5<8 2V440;5=>W 02B5=B8DV:0FVW. 

 

4.1  >45;P :0=0;C 72’S7:C 7 702040<8 

 

#V4 G0A 2V440;5=>W 02B5=B8DV:0FVW ?5@540G0 40=8E 2V41C20єBPAS <5@565R 

DV78G=>3> @V2=S LTE. �V=F528< 5B0?>< <0є 1CB8 25@8DV:0FVS :>@8ABC20G0 

H;SE>< ?>@V2=S==S 1V>E5HV2 3 ?>?5@54=P> 70@5єAB@>20=>3> 2 107V 40=8E, B0 

?5@540=>3> <5@565R. 

/: >?8A0=> 2 @>74V;V 1, 4> >A=>2=8E B5E=>;>3V9 LTE 2V4=>ASBPAS OFDM, 

1030B>0=B5==V A8AB5<8 MIMO, Turbo Channel Coding B0 Link Adaptation. 

�;S 4>A;V465==S ?5@540GV AB530=>3@0<8 ?@8 2V440;5=V9 1V><5B@8G=V9 

02B5=B8DV:0FVW 1C;> 7<>45;P>20=> DV78G=89 @V25=P <5@56V LTE C A5@54>28IV 

MATLAB [93]. !0 FP><C @V2=V 2V41C20єBPAS >1@>1:0 1VBV2 40=8E, I> ?5@540=V 7 

V=H8E @V2=V2 4> DV78G=>3> @V2=S. 

"A=>2=8<8 :><?>=5=B0<8 <>45;V є ?5@54020G, :0=0; ?5@540GV 40=8E B0 

?@89<0G. !0 AB>@>=V ?5@54020G0 A83=0; >1@>1;SєBPAS 2 ;>3VG=><C (Downlink 

Shared Channel, DLSCH) B0 DV78G=><C (Physical Downlink Shared Channel, 

PDSCH) :0=0;0E (@8A. 4.1)[93]. 
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$8AC=>: 4.1 3 '7030;P=5=0 <>45;P DV78G=>3> @V2=S <5@56V LTE 

 

"1@>1:0 DLSCH A:;040єBPAS 7 =0ABC?=8E 5B0?V2. %?>G0B:C 2V41C20єBPAS 

?@8є4=0==S F8:;VG=>3> =04;8H:>2>3> :>4C (Cyclic Redundancy Check, CRC), 

40=V A53<5=BCRBPAS =0 ?V41;>:8, 2V41C20єBPAS :0=0;P=5 :>4C20==S 

(BC@1>:>4C20==S). �0;V 2V41C20єBPAS >?5@0FVS, ?V4 G0A S:>W >18@0єBPAS :V;P:VABP 

28EV4=8E 1VB 2V4?>2V4=> 4> ?>B@V1=>W H284:>ABV :>4C20==S 3 C73>465==S 

H284:>ABV B0 ?5@5B2>@5==S :>4>28E 1;>:V2 =0 :>4>2V A;>20 (@8A. 4.2) [93]. 

 

$8AC=>: 4.2 3 �B0?8 >1@>1:8 =0 @V2=V DLSCH 

 

"1@>1:0 40=8E 2 PDSCH ?>G8=0єBPAS 7V A:@5<1;R20==S :>4>28E A;V2 B0 

<>4C;SFVW.  >45;P ?V4B@8<Cє =0ABC?=V 0;3>@8B<8 <>4C;SFVW: Quadrature Phase 

Shift Keying (QPSK), 16 Quadrature Amplitude Modulation (QAM), 64QAM [93]. 

Quadrature Phase Shift Keying (QPSK) 28:>@8AB>2Cє G>B8@8@V2=5289 

D07>289 AB0= 4;S >4=>G0A=>W ?5@540GV 2 1VB/A8<2>; H;SE>< 281>@C >4=>3> 7 

G>B8@P>E <>6;828E D07>28E 7AC2V2 =5ACG>W, 45 :>6=5 7=0G5==S D078 =5ACG>W 
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2V4?>2V40є >:@5<V9 ?0@V 1VBV2 ?>2V4><;5==S. *5 4>72>;Sє ?5@54020B8 2 420 @078 

1V;PH5 V=D>@<0FVW 7 28:>@8AB0==S< BVєW A0<>W A<C38 ?@>?CA:0==S ?>@V2=S=> 7 

BPSK. 

#@8 28:>@8AB0==V <>4C;SFVW (QPSK) V=D>@<0FVS, I> ?5@540єBPAS, 

<VAB8BPAS C D07V A8=CA>W40;P=>W =5ACG>W. (070 =5ACG>W ?@89<0є >4=5 7 G>B8@P>E 

@V2=>2V440;5=8E 7=0G5=P, B0:8E S: Ã/4, 3Ã/4, 5Ã/4, 7Ã/4. %83=0;, I> ?5@540єBPAS 

287=0G0єBPAS S: 

 

Āÿ(ā) = {√2ýă āąĀ [2�Ąāā + (2ÿ 2 1) �4] , 0 ≤ ā ≤ ă0 ,  (4.1) 

 

45 i= 1, 2, 3, 4; 

E 3 5=5@3VS ?5@540=>3> A83=0;C =0 A8<2>;; ă = 2ăĀ 3 B@820;VABP A8<2>;C, S:0 242VGV ?5@528ICє B@820;VABP 1VBC. 

�>6=5 7 G>B8@P>E @V2=>2V440;5=8E 7=0G5=P D078 2V4?>2V40є C=V:0;P=V9 

?0@V 1VBV2 (00,01,10,11). � @>73>@=CB><C 283;S4V 2 V=B5@20;V   0 ≤ ā ≤ ă c83=0; 

<>6=0 ?@54AB028B8 S: 

 Āÿ(ā) = √2ýă āąĀ [(2ÿ 2 1) �4] cos(2�Ąāā) 2 √2ýă ĀÿĄ [(2ÿ 2 1) �4] sin(2�Ąāā),   (4.2) 

 

45 i= 1, 2, 3, 4. 

#@89<0G QPSK A:;040єBPAS 7 A8=D07=>3> (In-phase Channel, I)-:0=0;C B0 

:204@0BC@=>3> (Quadrature Channel, Q)-:0=0;C V7 7030;P=8< 2E>4><. �>65= 

:0=0; A:;040єBPAS 7 <>4C;SB>@0, DV;PB@0 =87P:8E G0AB>B, A5<?;5@0 B0 ?@8AB@>R 

?@89=SBBS @VH5=P. � 7030;P=><C 283;S4V QPSK ?5@54020G B0 ?@89<0G =02545=V 

=0 @8AC=:0E 4.3 3 4.4.  
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$8AC=>: 4.3 3 QPSK ?5@54020G 

 

 

$8AC=>: 4.4 3 QPSK ?@89<0G 

 

�<>2V@=VABP 1VB>2>W ?><8;:8 <>65 1CB8 287=0G5=0 S:  

 ÿ�(ĀÿĂ�) =  Ā [√2ý�þ0 ],     (4.3) 

 ā  3 5=5@3VS =0 1VB; ā  3 A?5:B@0;P=0 IV;P=VABP ?>BC6=>ABV HC<C. 
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 Ā(ý) = 1√2� - ă2(þ22 )Ăā∞þ ,      (4.4) 

 - ÿþĂý = ÿýĂĄÿ + ÿ.      (4.5) 

 

Quadrature Amplitude Modulation (QAM) ?5@5410G0є >4=>G0A=5 

=04A8;0==S 42>E @V7=8E A83=0;V2 =0 >4=V9 =5ACGV9 G0AB>BV. �><1V=0FVS ASK V 

PSK 40є <5B>48:C <>4C;SFVW 28I>3> ?>@S4:C, B0:C S: QAM. �8:>@8AB>2CєBPAS 

2 >A=>2=><C 2 F8D@>28E B5;5:><C=V:0FV9=8E A8AB5<0E V ?@>3@0<0E 4>AB02:8 

1V;PH 28A>:>W V=D>@<0FVW, B0:8E S: A8AB5<8 :015;P=8E <>45<V2. �>;8 =5>1EV4=0 

H284:VABP ?5@540GV 40=8E ?5@528ICє 8PSK, 4>FV;P=> ?5@59B8 4> QAM, 

>A:V;P:8 <>6=0 4>AS3B8 1V;PH>W 2V4AB0=V <V6 ACAV4=V<8 B>G:0<8 2 ?;>I8=V I V Q 

H;SE>< @V2=><V@=>3> @>7?>4V;C B>G>:. %:;04=VABP ?>;S30є 2 B><C, I> 

45<>4C;SB>@ ?>28=5= =0;56=8< G8=>< 287=0G8B8 S: 0<?;VBC4C, B0: V D07C, 

>A:V;P:8 B>G:8 =5 <0RBP >4=0:>2>W 0<?;VBC48. �A=CRBP @V7=V D>@<8 QAM: 

16QAM, 64QAM, 128QAM V 256QAM. QAM 28I>3> ?>@S4:C 40є ?@>ABV@ 4;S 

1V;PH>W :V;P:>ABV B>G>: C 3@C?V, 2V4?>2V4=>, <>6;82>R є ?5@540G0 1V;PH>W 

:V;P:>ABV 1VBV2 =0 A8<2>;, I> 4>72>;Sє ?5@54020B8 40=V 2 <5=HV9 A<C7V 

?@>?CA:0==S. /:I> A5@54=S 5=5@3VS AC7V@’S 70;8H0єBPAS ?>ABV9=>R, A8<2>;8 

?>28==V 1CB8 4C65 1;87P:> >48= 4> >4=>3>, V F5 @>18BP WE 1V;PH 2@07;828<8 4> 

HC<C B0 V=H8E A?>B2>@5=P, I> ?@872>48BP 4> 1V;PH 28A>:>3> @V2=S 1VB>28E 

?><8;>:. *59 A83=0; ?>28=5= ?5@54020B8AS 7 1V;PH>R ?>BC6=VABR, I>1 A8<2>; 

@>7?>2AR46C202AS 1V;PH5, B0:8< G8=><, 7=86CRG8 5=5@35B8G=C 5D5:B82=VABP 

FP>3> <5B>4C ?>@V2=S=> 7 V=H8<8 <5B>40<8 <>4C;SFVW. QAM 28I>3> ?>@S4:C 

4>72>;SRBP ?5@54020B8 1V;PH5 40=8E, I> @>18BP WE A?5:B@0;P=> 

5D5:B82=VH8<8, >4=0: 2>=8 <5=H =04V9=V ?>@V2=S=> 7 QAM =86G>3> ?>@S4:C. 

 >6=0 28@078B8 7030;P=C D>@<C A83=0;V2 QAM <0B5<0B8G=>: 

 

,   
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 Ăÿ(ā) = √2ýÿÿĀăý ÿ1 cos(2�Ąāā) + √2ýÿÿĀăý Ā1 sin(2�Ąāā),   0 ≤ ā ≤ ă, i= 1, 2, 3, 4…M,     (4.6) 

 

45 āăin 3 5=5@3VS A83=0;C 7 =09<5=H>R 0<?;VBC4>R; ÿ1 V Ā1 є ?0@>R =570;56=8E FV;8E G8A5;, >1@0=8E 2V4?>2V4=> 4> 

@>7B0HC20==S :>=:@5B=>W A83=0;P=>W B>G:8. 

%5@54=S 9<>2V@=VABP ?><8;:8 7 0448B82=8< 1V;8< 30CA>2AP:8< HC<>< 

(Additive white Gaussian noise, AWGN) 4;S QAM <>6=0 ?@54AB028B8 C 283;S4V: ÿ� ≅ 4 (1 2 1√ý) Ā (√2ýÿÿĀþ0 ).     (4.7) 

 

!0 @8AC=:C 4.5 =02545=> AE5<C QAM <>4C;SB>@0. 

 

$8AC=>: 4.5 3 %E5<0 <>4C;SFVW QAM 

 

�;S ?>:@0I5==S ?@>4C:B82=>ABV A8AB5<8, ABV9:>ABV 4> AWGN 

28:>@8AB>2CєBPAS :>4C20==S 7 28?@02;5==S< ?><8;>:.  

#VA;S <>4C;SFVW 2V41C20єBPAS ?>?5@54=є :>4C20==S B0 @>7?>4V; =0 ?>B>:8 

4;S ?5@540GV G5@57 :V;P:0 0=B5= (MIMO). ' =87EV4=><C :0=0;V >?5@0FVW 7 

45:V;P:><0 =5ACG8<8 70A=>20=V =0 AE5<V <>4C;SFVW OFDM. %E5<0 70AB>AC20==S 
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B5E=>;>3V9 MIMO B0 <>4C;SFVW OFDM 4;S :0=0;C PDSCH ?>:070=> =0 

@8AC=:C 4.6) [91].  

�81V@ <5B>4V2 7=0G=>R <V@>R 2?;820є =0 E0@0:B5@8AB8:8, 

?@>4C:B82=VABP V 7030;P=V DV78G=V 4>AS3=5==S A8AB5<8 72’S7:C. *8D@>20 

<>4C;SFVS 9 =040;V 70;8H0B8<5BPAS 0:BC0;P=>R 4;S 3>;>A>2>3> 72’S7:C B0 

?5@540GV V=D>@<0FVW 2 =09:>@>BHV B5@<V=8 2 <560E 4>ABC?=>W A<C38 

?@>?CA:0==S 70 4>ABC?=>R FV=>R B0 7 =09<5=H>R :V;P:VABR 9<>2V@=VABP 

?><8;:8. 

 

$8AC=>: 4.6 3 �B0?8 >1@>1:8 =0 @V2=V PDSCH 

 

�<VB0FV9=0 <>45;P 74V9A=Rє >1@>1:C 40=8E, I> =04E>4SBP 7 ?V4@V2=S MAC 

4> DV78G=>3> @V2=S, B0 ?5@5410G0є =0S2=VABP 702<8@0=P B0 048B82=>3> 1V;>3> 

30CA>2>3> HC<C (AWGN). &0:8< G8=><, <>45;R20==S :0=0;C 28:>=CєBPAS 

H;SE>< :><1V=C20==S 1030B>?@><5=52>3> :0=0;C MIMO V7 70BCE0==S< B0 

:0=0;C 7 AWGN.  �> ?0@0<5B@V2 :0=0;V2 MIMO 2V4=>ASBPAS :>=DV3C@0FVW 0=B5=, 

?@>DV;V 1030B>?@><5=52>W 70B@8<:8/702<8@0==S, <0:A8<0;P=V 4>?;5@V2AP:V 

7AC28 V @V2=V ?@>AB>@>2>W :>@5;SFVW 2 0=B5=0E =0 AB>@>=V ?5@54020G0 B0 ?@89<0G0. 

�0=0; AWGN, S: ?@028;>, E0@0:B5@87CєBPAS 7=0G5==S<8 SNR 01> 48A?5@AVW 

HC<C. !0 ?@89<0;P=><C 1>FV 4> ?@89=SB8E A8<2>;V2 28:>=CRBPAS >?5@0FVW, 

72>@>B=V B8<, I> 28:>=C20;8AP =0 AB>@>=V ?5@54020G0. #VA;S ?5@540GV 40=8E 

G5@57 <>45;P DV78G=>3> @V2=S LTE WE 1C;> ?>@V2=S=> 7 >@83V=0;P=8<8 [97]. 
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' A8AB5<0E 72’S7:C S:VABP ?5@540GV 70728G09 :V;P:VA=> 287=0G0єBPAS 01> 

G0AB>B>R 1VB>28E ?><8;>: (Bit Error Rate, BER), 01> G0AB>B>R ?><8;>: ?0:5BV2 

(Packet Error Rate, PER). "A=>2=>R <5B>R ?@>5:BC20==S F8D@>2>W A8AB5<8 

72’S7:C є 4>AS3=5==S =09<5=H>W 9<>2V@=>ABV ?><8;:8 B0 5D5:B82=5 

28:>@8AB0==S ?@>?CA:=>W 740B=>ABV :0=0;C. 

%?V22V4=>H5==S A83=0;/HC< (SNR) 3 F5 @V7=8FS <V6 ?>BC6=VABR A83=0;C, 

S:89 2V4B2>@Rє A8AB5<0, ?>@V2=S=> 7 A8;>R 01> 0<?;VBC4>R WW D>=>2>3> HC<C. 

�V4?>2V4=> 4> B5>@VW ,5==>=0, <0:A8<0;P=0 ?@>?CA:=0 740B=VABP :0=0;C 7V 

A<C3>R ?@>?CA:0==S W 7 ?>BC6=VABR A83=0;C S, =0 S:C 2?;820є 1V;89 HC< 

A5@54=P>W ?>BC6=>ABV N, 287=0G0єBPAS S: 

 ÿ = þĂąą2 (1 + Ăþ).     (4.8) 

 

4.2 �>A;V465==S 70204>ABV9:>ABV 1V><5B@8G=8E E5HV2 4> 7>2=VH=VE 

2?;82V2 ?V4 G0A ?5@540GV :0=0;>< 72’S7:C. 

 

!0 @8AC=:C 4.7 =02545=> AE5<C >1@>1:8 40=8E ?5@54 ?5@540G5R 

<5@565R[77]. 

 

$8AC=>: 4.7 3 %E5<0 >1@>1:8 40=8E ?5@54 ?5@540G5R <5@565R 
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#VA;S 28:>=0==S E5HC20==S B0 28?@02;5==S ?><8;>: :>4C20==S 40=V 

21C4>2CRBPAS 2 AB53>:>=B59=5@ B0 ?5@540RBPAS G5@57 <>45;P <5@56V LTE. 

 >45;P <5@56V LTE 2:;RG0є ?5@54020G, 1574@>B>289 :0=0; 72’S7:C B0 ?@89<0G. 

#@>2545=> 4>A;V465==S 2?;82C ?0@0<5B@V2 ?5@54020G0 =0 ?@0F5740B=VABP 

A8AB5<8 2V440;5=>W 1V><5B@8G=>W 02B5=B8DV:0FVW ?@8 =0S2=>ABV 2 :0=0;V 72’S7:C 

70204 B0 4>?;5@V2AP:8E 7AC2V2. �;S FP>3> 1C;> ?@>2545=> >FV=:C ?>@>3C 

A?@0FP>2C20==S A8AB5<8 ?@8 28:>@8AB0==V 16QAM V MIMO 2x2 ?@8 H284:>ABV 

:>4C 1/2 (B01;. 4.1) [94]. 

 

&01;8FS 4.1 3 #>@V3 A?@0FP>2C20==S A8AB5<8 2V440;5=>W 02B5=B8DV:0FVW 

              �>?;5@V2AP:89 7AC2 

 

SNR (4�) 

0 10 40 80 

1 2 3 4 5 

6,2 3 3 3 3 

6,3 3 3 3 3 

6,4 1 3 3 3 

1 2 3 4 5 

6,5 1 1 1 3 

6,6 1 1 1 3 

6,7 1 1 1 3 

6,8 1 1 1 3 

6,9 1 1 1 3 

7 1 1 1 3 

7,1 1 1 1 3 

7,2 1 1 1 3 

7,3 1 1 1 3 

7,4 1 1 1 3 

7,5 1 1 1 3 

7,6 1 1 1 3 
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#@>4>265==S B01;8FV 4.1 
7,7 1 1 1 3 

7,8 1 1 1 1 

 

#V4 G0A 0=0;V7C 1C;> >FV=5=> ?>@V3 A?@0FP>2C20==S A8AB5<8. � B01;8FV 

A8<2>;>< «3» ?>7=0G5=> 2V4<>2C A8AB5<8 ?@89=SB8 1V>E5H G5@57 25;8:C 

:V;P:VABP ?><8;>:. $57C;PB0B8 4>A;V465=P ?>:070;8, I> 7@>AB0==S 

<0:A8<0;P=>3> 4>?;5@V2AP:>3> 7AC2C ?@8 7=865==V A?V22V4=>H5==S A83=0;/HC< 

?>3V@HCє S:VABP @>1>B8 A8AB5<8. #@8 2V4ACB=>ABV 4>?;5@V2AP:>3> 7AC2C ?>@>3>< 

A?@0FP>2C20==S A8AB5<8 є 7=0G5==S SNR = 6,4 4�, ?@8 ?>S2V B0 7@>AB0==V MDS 

?>@V3 A?@0FP>2C20==S 71V;PHCєBPAS 4> 7,8 4�. !0S2=VABP C :0=0;V 

4>?;5@V2AP:>3> 7AC2C 1C45 28<030B8 71V;PH5==S ?>BC6=>ABV ?5@54020G0 01> 

?V428I5==S 70204>ABV9:>ABV B0 V=H8E 0;3>@8B<V2 <>4C;SFVW [97]. 

!0ABC?=8< ?0@0<5B@><, I> 1C2 4>A;V465=89, є H284:VABP :>4C, I> 

E0@0:B5@87Cє A?V22V4=>H5==S :V;P:>ABV A8<2>;V2 =0 2E>4V 70204>ABV9:>3> :>45@0 

4> :V;P:>ABV A8<2>;V2 =0 28E>4V. �<5=H5==S H284:>ABV :>4C 7=86Cє 5D5:B82=C 

H284:VABP ?5@540GV 40=8E, 0;5 40є <>6;82VABP ?V428I8B8 70204>ABV9:VABP [94]. 

$57C;PB0B8 =02545=> =0 @8AC=:C 4.8. �>A;V465==S ?@>2545=> ?@8 H284:>ABV 

:>4C 1/2 B0 1/3 ?@8 <>4C;SFVW 16QAM B0 ?@8 @V2=SE 4>?;5@V2AP:8E 7AC2V2 0 �F 

B0 80 �F [97]. 

 

$8AC=>: 4.8 3 �0;56=VABP SNR 2V4 BER 
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#@8 2V4ACB=>ABV 4>?;5@V2AP:8E 7AC2V2 7<5=H5==S H284:>ABV :>4C 

4>72>;Sє ?>:@0I8B8 ?>@V3 A?@0FP>2C20==S A8AB5<8 (?@8 H284:>ABV :>4C 1/2 

SNR=6,4 4�, ?@8 H284:>ABV :>4C 1/3 SNR=3,4 4�). &0:>6 ?@8 B0:V9 H284:>ABV 

:>4C =0S2=VABP <0:A8<0;P=8E 4>?;5@V2AP:8E 7AC2V2 =57=0G=> ?>3V@HCє ?>@V3 

A?@0FP>2C20==S (?@8 MDS=0 �F SNR=6,4 4�, ?@8 MDS=80 �F SNR=7,8 4�). 

&0:8< G8=><, <>6=0 7@>18B8 28A=>2>:, I> H2V4:VABP :>4C <0є 1V;PH89 2?;82 

=0 S:VABP A?@0FP>2C20==S A8AB5<8. !0 AB>@>=V ?5@54020G0 <>6;82> 7<V=R20B8 

B0:89 ?0@0<5B@, S: 0;3>@8B< <>4C;SFVW. � B5E=>;>3VW LTE <>6;828< є 

28:>@8AB0==S B0:8E 0;3>@8B<V2 <>4C;SFVW, S: QPSK, 16 QAM B0 

64 QAM. Channel Quality Indicator (CQI) <>65 ?@89<0B8 7=0G5==S 2V4 

1 (=093V@H0 S:VABP) 4> 15 (=09:@0IV <5@56=V C<>28) (B01;. 4.2) [97]. 

 

&01;8FS 4.2 3 �0;56=VABP 0;3>@8B<C <>4C;SFVW 2V4 V=48:0B>@C AB0=C 

:0=0;C 
CQI 1 4 5 6 7 8 9 10 11 

�;3>@8B< 

<>4C;SFVW 
QPSK QPSK QPSK QPSK 16 QAM 16 QAM 16 QAM 64 QAM 64 QAM 

�VB/A8<2>; 2 2 2 2 4 4 4 6 6 

 

�C;> ?@>2545=> 4>A;V465==S 70;56=>ABV :V;P:>ABV 1VB>28E ?><8;>: 2V4 

A?V22V4=>H5==S A83=0;/HC< 70 C<>28 28:>@8AB0==S 0;3>@8B<V2 <>4C;SFVW 

16QAM B0 64QAM ?@8 H284:>ABV :>4C 1/3 B0 @V7=8E @V2=SE 4>?;5@V2AP:8E 

7AC2V2 (0 B0 80). $57C;PB0B8 4>A;V465==S ?>:070;8 (@8A. 4.9), I> 0;3>@8B< QPSK 

=02VBP ?@8 =093V@H8E ?0@0<5B@0E :0=0;C 70157?5GCє 7=0G5==S BER =0 @V2=V 

3.5∙10-6, 2 B>9 G0A, S: 0;3>@8B<8 16QAM B0 64QAM <>6CBP 70157?5G8B8 ;8H5 

1∙10-5 B0 1.5∙10-3 2V4?>2V4=> 4;S 7=0G5=P SNR, I> 2V4?>2V40RBP ?>@>3C 

A?@0FP>2C20==S A8AB5<8. �07CRG8AP =0 >B@8<0=8E @57C;PB0B0E, <>6=0 7@>18B8 

28A=>2>:, I> 2 A8AB5<V 2V440;5=>W 02B5=B8DV:0FVW =02VBP ?@8 28A>:8E 

?>:07=8:0E A?V22V4=>H5==S SNR =5 @5:><5=4CєBPAS 28:>@8AB>2C20B8 64QAM 

[97]. 
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$8AC=>: 4.9 3 �0;56=VABP SNR 2V4 BER ?@8 28:>@8AB0==V @V7=8E 0;3>@8B<V2 

<>4C;SFVW 

 

&0:>6 1C;> ?@>2545=> 4>A;V465==S =0;0HBC20=P 1030B>0=B5==>3> 

?@89><C B0 ?5@540GV MIMO. � @>1>BV 1C2 >FV=5=89 2?;82 70AB>AC20==S AE5< 

MIMO 1E1, 2E2 B0 4E4 =0 70204>ABV9:VABP (@8A. 4.10). #@>2545=> 0=0;V7 

70;56=>ABV :V;P:>ABV 1VB>28E ?><8;>: (BER) 2V4 A?V22V4=>H5==S A83=0;/HC< 

(SNR) 70 C<>28 28:>@8AB0==S 1030B>0=B5==>W B5E=V:8 MIMO ?@8 H284:>ABV 

:>4C 1/3 B0 <>4C;SFVW 16QAM[97]. 

 

 

$8AC=>: 4.10 3 �0;56=VABP SNR 2V4 BER ?@8 @V7=8E AE5<0E MIMO 

 

�0AB>AC20==S MIMO 4>72>;Sє <0965 242VGV ?V428I8B8 70204>ABV9:VABP V, 

B0:8< G8=><, ?>:@0I8B8 ?>@>38 @>7?V7=020==S 02B5=B8DV:0FV9=8E 40=8E. � 
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@57C;PB0BV 4>A;V465=P <>6=0 7@>18B8 28A=>2>:, I> ?>:@0I8B8 S:VABP @>1>B8 

A8AB5<8 2V440;5=>W 1V><5B@8G=>W 02B5=B8DV:0FVW <>6=0 H;SE>< 28:>@8AB0==S 

040?B82=8E =0;0HBC20=P =0 AB>@>=V ?5@54020G0 B0 28:>@8AB0==S 70A>1V2 

?V428I5==S 70204>ABV9:>ABV. �=0;V7 @57C;PB0BV2 ?>:0702, I> =09:@0Iє 

A?V22V4=>H5==S <V6 70204>ABV9:VABR B0 H284:VABR ?@8 2V440;5=V9 1V><5B@8G=V9 

02B5=B8DV:0FVW 2 <5@56V LTE 70157?5GCє <>4C;SFVS 16QAM. �204@0BC@=C 

0<?;VBC4=C <>4C;SFVR 64QAM =5 1060=> 28:>@8AB>2C20B8 ?V4 G0A ?@>2545==S 

B@0=70:FV9. �8A=>2:8 107CRBPAS =0 B><C, I> C @07V 2V4ACB=>ABV 2?;82C 

4>?;5@V2AP:8E 7AC2V2 ?>@V3 A?@0FP>2C20==S A8AB5<8 7 28:>@8AB0==S< <>4C;SFVW 

QPSK AB0=>28BP SNR = 0 4�, 7 <>4C;SFVєR 16QAM SNR = 3,4 4�, 0 7 64QAM 

7=0G5==S SNR = 9 4� [97]. 

�0AB>AC20==S 45:V;P:>E 0=B5= B0:>6 ?V428ICє S:VABP :0=0;C 72’S7:C. 

!0?@8:;04, 4;S 7=0G5==S BER, I> 4>@V2=Rє 0,14, 70 C<>28 28:>@8AB0==S 

0=B5==>W :>=DV3C@0FVW 3 1E1 (MDS = 80 �F) SNR AB0=>28BP 4 4�, 0 4;S MIMO 

4E4 (MDS = 80 �F) 4;S B>3> 6 A0<>3> 7=0G5==S BER SNR 4>@V2=Rє 1 4�. *5 

2:07Cє =0 ?5@5203C 28:>@8AB0==S B5E=>;>3VW MIMO 4E4 [97]. 

#>@>38 A?@0FP>2C20==S A8AB5<8 2V440;5=>W 1V><5B@8G=>W 02B5=B8DV:0FVW 

?@8 MDS = 0 �F: MIMO 1E1 SNR = 6,1 4�; MIMO 2E2 SNR = 3,4 4�; MIMO 4E4 

SNR = 3,1 4� [97]. 

�@V< <>4C;SFVW B0 0=B5==>W :>=DV3C@0FVW, 1C;> 287=0G5=>, I> H284:VABP 

:>4C B0:>6 2?;820є =0 7=0G5==S BER. #>@V3 A?@0FP>2C20==S A8AB5<8 

7<5=H82AS <0965 242VGV 2V4 SNR = 6,4 4� 4;S H284:>ABV :>4C 1/2 4> SNR=3,4 4� 

4;S 1/3 [97]. 

"B65, ?@8 28:>@8AB0==V A8AB5< 2V440;5=>W 1V><5B@8G=>W 02B5=B8DV:0FVW 2 

<5@560E <>1V;P=>3> 72’S7:C, 4>FV;P=8< є 28:>@8AB0==S ?0@0<5B@V2 ?5@54020G0 

V7 70AB>AC20==S< AE5< MIMO 2E2 V 4E4, :>4V2 1/3 B0 <>4C;SFVW 16QAM. ' FP><C 

28?04:C <>6=0 4>AS3B8 =09:@0I8E @57C;PB0BV2 7V A?@0FP>2C20==S A8AB5<8. �0 

C<>28 =093V@H8E <5@56=8E C<>2 ?@V>@8B5B B@510 2V44020B8 70AB>AC20==R 

AE5<8 MIMO 4E4, <>4C;SFVW QPSK B0 28:>@8AB0==R :>4V2 1/3 [97]. 
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4.3 �8A=>2:8 4> @>74V;C 4 

 

� @>1>BV 2?5@H5 4>A;V465=> 5D5:B82=VABP <5B>4V2 <5@56=>W 

02B5=B8DV:0FVW 70 C<>28 28:>@8AB0==S :0=0;P=>3> :>4C20==S =0 B;V :0=0;V2 

72’S7:C 7 702040<8 B0 >FV=5=> <5B>4>< <0B5<0B8G=>3> <>45;R20==S ABV9:VABP 

<5B>4V2 <5@56=>W 02B5=B8DV:0FVW 4> 28S2;5==S, I> A:;040є =0C:>2C =>287=C 

2:070=>W @>1>B8 [97]. 

$57C;PB0B8 @>1>B8 ?>:070;8, I> S:VABP @>1>B8 A8AB5<8 2V440;5=>W 

1V><5B@8G=>W 02B5=B8DV:0FVW <>65 1CB8 VAB>B=> ?>:@0I5=0 70 4>?><>3>R 

70AB>AC20==S 4>40B:>28E 70A>1V2 70204>ABV9:>ABV B0 28:>@8AB0==S 040?B82=8E 

=0;0HBC20=P =0 AB>@>=V ?5@54020G0. !0 >A=>2V >B@8<0=8E @57C;PB0BV2 

4>A;V465==S <>6=0 7@>18B8 28A=>2>:, I> :@0I5 A?V22V4=>H5==S <V6 

70204>ABV9:VABR B0 H284:VABR ?@8 ?@>2545==V 2V440;5=>W 1V><5B@8G=>W 

02B5=B8DV:0FVW 2 <5@56V LTE 70157?5GCє <>4C;SFVS 16QAM. 64QAM =5 1060=> 

28:>@8AB>2C20B8 ?V4 G0A ?@>2545==S B@0=70:FV9, B0: S: C @07V 2V4ACB=>ABV 

2?;82C 4>?;5@V2AP:8E 7AC2V2 ?>@V3 A?@0FP>2C20==S A8AB5<8 7 28:>@8AB0==S< 

<>4C;SFVW QPSK AB0=>28BP SNR = 0 4�, 7 <>4C;SFVєR 16QAM SNR = 3,4 4�, 0 7 

64QAM 7=0G5==S SNR 4>@V2=Rє 9 4� [97]. 

%?8A>: 28:>@8AB0=8E 465@5; C 40=><C @>74V;V =02545=> C ?>2=><C 

A?8A:C 28:>@8AB0=8E 465@5; ?V4 =><5@0<8 92-97. 
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#@>2545=> 0=0;V7 @>728B:C ACG0A=8E <>1V;P=8E <5@56 4G LTE B0 5G, 

@>73;S=CB> WE 0@EVB5:BC@C B0 2V4<V==>ABV, ?@>2545=> ?>@V2=S==S >A=>2=8E 

E0@0:B5@8AB8:. $>73;S=CB> 28:>@8AB0==S =>28E B5E=>;>3V9, B0:8E S: massive 

MIMO, NFV, Edge Computing, Network Slicing. #@>0=0;V7>20=> >A=>2=V AF5=0@VW 

28:>@8AB0==S ACG0A=8E <>1V;P=8E <5@56, B0:8E, S: <5@56V @>7C<=8E 1C48=:V2, 

2V440;5=5 :>@8ABC20==S 10=:V2AP:8<8 ?>A;C30<8, >?;0B8 2 V=B5@=5B <0307=80E, 

28:>@8AB0==S IoT 2 @V7=8E AD5@0E. �>2545=> 0:BC0;P=VABP 7040GV ?V428I5==S 

70E8ABC :>=D545=FV9=8E 40=8E :>@8ABC20GV2 B0 ?@>B84VW =5A0=:FV>=>20=><C 

4>ABC?C 4> 40=8E. 

#@>2545=> 4>A;V465==S AB0=C 157?5:8 ACG0A=8E <>1V;P=8E <5@56, 

287=0G5=> >A=>2=V B8?8 0B0: B0 703@>7 2 <>1V;P=8E <5@560E. #@>0=0;V7>20=> 

<>6;82VABP WE ?5@5:@8BBS 70AB>AC20==S< <5B>4V2 2V440;5=>W 02B5=B8DV:0FVW. 

"13@C=B>20=> =5>1EV4=VABP 70AB>AC20==S 2V440;5=>W 02B5=B@8DV:0FVW 4;S 

AF5=0@VW2 28:>@8AB0==S <5@56 4G LTE B0 5G. �0 ?V4AC<:0<8 ?>@V2S==S <5B>4V2 

2V440;5=>W 02B5=B8DV:0FVW 4;S ?@>2545==S 4>A;V465=P 1C;> >1ґ@C=B>20=> 

70AB>AC20==S <5B>4V2 1V><5B@8G=>W 02B5=B8DV:0FVW. *5 40;> 7<>3C ?V428I8B8 

70204>ABV9:VABP B0 5D5:B82=VABP A8AB5< 2V440;5=>W 02B5=B8DV:0FVW 2 

B5;5:><C=V:0FV9=8E A8AB5<0E. 

 5B>4>< 1030B>:@8B5@V0;P=>W >?B8<V70FVW 2?5@H5 287=0G5=> 

>?B8<0;P=89 70 :@8B5@VS<8 287=0==S :>@8ABC20G0<8, ABV9:VABP 4> ?V4@>1>: B0 

0B0:, 20@BVABP, ?@>AB>B0 28:>@8AB0==S, G0AB>B0 2V4<>2 2 >1A;C3>2C20==V B0 

G0AB>B0 ?><8;:>28E A?@0FP>2C20=P. #@>2545=89 0=0;V7 70 

28I5?5@5@0E>20=8<8 :@8B5@VS<8 ?>:0702, I> =0928I89 25:B>@ 3;>10;P=8E 

?@V>@8B5BV2 70 <5B>4>< 0=0;V7C Vє@0@EV9 28S282AS 4;S <5B>4C 02B5=B8DV:0FVW 70 

@094C6=>R >1>;>=:>R >:0, I> =0 0,01 28I5 =V6 2 <5B>4C 02B5=B8DV:0FVW 70 
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2V418B:>< ?0;PFS B0 =0 0,033 28I5 =V6 2 <5B>4C 02B5=B8DV:0FVW 70 35><5B@VєR 

@C:8. 

�0?@>?>=>20=89 ?V4EV4 4>72>;82 287=0G8B8 =09:@0I89 70 :@8B5@VS<8 

FAR B0 FRR =01V@ DV;PB@V2. �0?@>?>=>20=> <5B>48 70E8ABC 1V><5B@8G=>3> 

H01;>=C. !09:@0I89 @57C;PB0B ?>:0702 <5B>4 7 28:>@8AB0==S< DV;PB@V2 �0CA0 

B0 >?5@0B>@0 �0?;0A0. 

�87=0G5=> ?5@5206=89 70 :@8B5@VS<8 70204>70E8I5=>ABV B0 9<>2V@=>ABV 

?><8;:8 <5B>4 1V><5B@8G=>W 02B5=B8DV:0FVW, 2V4<V==VABR S:>3> є 2@0EC20==S 

ABV9:>ABV 4> 70204 2 :0=0;0E 72’S7:C. *5 40;> 7<>3C ?V428I8B8 70204>ABV9:VABP 

B0 5D5:B82=VABP A8AB5< 2V440;5=>W 02B5=B8DV:0FVW 2 B5;5:><C=V:0FV9=8E 

A8AB5<0E. !091V;PH ABV9:8< 4> 70204 28S282AS <5B>4 BIN-COMBO. 

�0?@>?>=>20=> ?5@54020B8 1V>E5H <5B>40<8 <5@56=>W AB530=>3@0DVW. 

#@54AB02;5=> 70?@>?>=>20=C C7030;P=5=C <>45;P ?@8E>20=>W ?5@540GV 4;S 

?V428I5==S 70E8I5=>ABV A8AB5< 2V440;5=>W 02B5=B8DV:0FVW :>@8ABC20GV2. 

�<>45;P>20=> @>1>BC B@P>E <5B>4V2, S:V 28:>@8AB>2CRBP <5@56=V D@03<5=B8 

40=8E PDUs ?@>B>:>;V2 TCP, HTTP B0 ICMP. *V <5B>48 1C48 ?>@V2=S=V 70 

B0:8<8 ?>:07=8:0<8, S: :>5DVFVє=B :>@8A=>W 4VW B0 H284:>4VS. #@>2545=V 

4>A;V465==S ?>:070;8, I> 21C4>2C20==S 2 ICMP ?0:5B 4>72>;Sє 28:>@8AB0B8 

2V4 6,25% 4> 93,75% 2V4 @>7<V@C ?0:5BC, 21C4>2C20==S 70 4>?><>3>R <5B>40 

TCP 3 5%, <5B>4 21C4>2C20==S 2 HTTP 4>72>;Sє 28:>@8AB0B8 ;8H5 0,75% 2V4 

7030;P=>3> @>7<V@C ?0:5BC [66]. 

#@>0=0;V7>20=> 2?;82 ?5@540GV ?0:5BV2, I> <VABSBP 21C4>20=V 40=V, =0 

AB0B8AB8G=V E0@0:B5@8AB8:8 B@0DV:C. �87=0G5=>, I> <5B>4 HTTP AB530=>3@0DVW 

<0є =87P:C ?@>?CA:=C 740B=VABP. #@8 9>3> 70AB>AC20==V TCP B0 HTTP B@0DV: 

@V7:> 71V;PHCєBPAS.  5B>4 21C4>2C20==S 2 TCP B0:>6 є ?><VB=8< 3 ?@872>48BP 

4> 71V;PH5==S :V;P:>ABV ?0:5BV2 ?@8 71V;PH5==V V=D>@<0FVW, I> ?5@540єBPAS, 0 

B0:>6 <0є =87P:C H284:>4VR. �@0I8< 7 <5B>4V2 28S282AS <5B>4 21C4>2C20==S 

2 ICMP-?0:5B8. 
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�4>A:>=0;5=> <5B>4 ?5@540GV 02B5=B8DV:0FV9=>W V=D>@<0FVW 

B5;5:><C=V:0FV9=8<8 A8AB5<0<8, 2V4<V==VABR S:>3> є ?>A;V4>2=5 70AB>AC20==S 

<5B>4V2 >B@8<0==S 1V><5B@8G=>3> H01;>=C, C73>465==S ?0@0<5B@V2 ?5@540GV 7 

S:VABR :0=0;C 72’S7:C, 70204>ABV9:>3> :>4C20==S B0 <5@56=>W AB530=>3@0DVW. *5 

4>72>;8;> ?V428I8B8 70E8I5=VABP ?5@540GV V=D>@<0FVW B0 70204>ABV9:VABP. 

�?5@H5 287=0G5=89 ?5@5206=89 70 :@8B5@VS<8 H284:>4VW, ?@8E>20=>ABV 

B0 ?@>?CA:=>W 740B=>ABV <5B>4 <5@56=>W AB530=>3@0DVW. *5 40;> 7<>3C 

?>:@0I8B8 5D5:B82=VABP A8AB5<8 2V440;5=>W 02B5=B8DV:0FVW 70 @0EC=>: 

70AB>AC20==S 287=0G5=>3> <5B>4C. 

�4>A:>=0;5=> <5B>4 2V440;5=>W 1V><5B@8G=>W 02B5=B8DV:0FVW, 2V4<V==VABR 

S:>3> є 70AB>AC20==S <5@56=>W AB530=>3@0DVW B0 2@0EC20==S 4VW 70204 2 :0=0;0E 

72’S7:C. *5 40;> <>6;82VABP AD>@<C20B8 28<>38 I>4> ?V428I5==S 7030;P=>W 

5D5:B82=>ABV A8AB5< 2V440;5=>W 02B5=B8DV:0FVW 2 B5;5:><C=V:0FV9=8E A8AB5<0E. 
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